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SECURITY FOR MAIL SERVER

Keep your corporate mail system
free of spam and malware

Email has become a major channel for malware distribution.

Virus outbreaks cause companies significant financial damage

by undermining the integrity and confidentiality of their information.

In addition, companies face considerable losses due to employees needing
to delete hundreds of unwanted messages from their mailboxes each day.
The extra traffic caused by such unwanted mail has to be paid for too.

Kaspersky Security for Mail Server is a high value solution from Kaspersky Lab that is easy
to install and use. It effectively protects traffic running through mail and groupware servers
from the latest malware and spam.

The solution includes refreshed applications that ensure the security of all popular mail
servers, including Microsoft® Exchange, Lotus® Domino®, Sendmail, gmail, Postfix, Exim and
CommuniGate Pro. Kaspersky Security for Mail Server can also be used to set up a dedicated
mail gateway and works seamlessly in even the most complex heterogeneous infrastructures.

KEY BENEFITS

PROTECTS MAIL SERVERS AND COLLABORATION PLATFORMS

Kaspersky Security for Mail Server works to protect mail on the latest versions of major mail and collaboration
platforms, including: Microsoft® Exchange, IBM Lotus® Domino® (installed on Windows® or Linux platforms) and Linux-
based mail servers.

REDUCES TRAFFIC LOAD
Intelligent spam filtering significantly reduces traffic load in your organisation.

OPTIMISE SYSTEM RESOURCES

A new anti-virus engine, load balancing of server resources, optimised anti-virus scanning technology and the option to
exclude specified objects from scanning increase performance and reduce the resources needed to perform

anti-virus scans.

CONTROL WITH EASE
Simple, user-friendly management tools, information on mail protection status, plus flexible settings for scans
and reporting give you efficient control of your mail and document security.

STAY UP TO DATE
Frequent database updates mean proactive protection against the very latest malware and spam, while enhanced
performance efficiency means you get the protection you need with less system resource usage.

ENSURE EFFICIENCY
Kaspersky Security for Mail Server’s reliability and high performance ensure uninterrupted operation and effective
execution of your company’s business processes.

SUPPORT FOR VIRTUALIZATION
VMware Ready certification ensures proven reliability for virtual environments.



HIGHLIGHTS

e Award-winning anti-malware engine

e High performance cloud-assisted anti-spam engine

e Consistently excellent detection rates, validated by
third-party test organisations

e Broad-based protection for heterogeneous enterprise
environments

e Superior performance with minimal system
resource utilisation

¢ Flexible management and easy administration helps
to reduce Total Cost of Ownership

e World-class trusted, fast and responsive global support

PROTECTED POINTS

¢ Microsoft® Exchange Servers 2003, 2007, 2010

e IBM® Lotus® Domino® (v. 6.5, 7.0, 8.0, 8.5)

e Linux-based mail servers: Sendmail, gmail, Postfix, Exim
and CommuniGate Pro

PRODUCT FEATURES

EFFECTIVE ANTI-MALWARE AND ANTI-SPAM PROTECTION

e Support for current versions of Microsoft® Exchange
Server and IBM® Lotus® Domino®

e Support for Sendmail, gmail, Postfix, Exim and
CommuniGate Pro mail servers

e Real-time anti-malware protection

e Efficient protection against spam — the new anti-spam
engine blocks more than 99% of unwanted email

e Real-time protection against advanced persistent threats
and unknown exploits with ZETA Shield
(Kaspersky Security for Linux Mail Server only)

e On-schedule scanning of emails and Lotus Domino
databases

e Cloud-assisted scanning of all messages for spam on
the Microsoft® Exchange server, including public folders,
using the Kaspersky Security Network

e Enforced anti-spam updates service supporting
Microsoft® Exchange Server 2007 clusters and DAG for
Microsoft® Exchange Server 2010

e Scanning of messages, databases and other objects
on Lotus® Domino® servers

e Optimised usage of system resources

e Filtration of messages by attachment type

e Easy and convenient anti-malware and anti-spam
database update process

e Backup storage of data prior to disinfection or deletion

e Scalability and fault tolerance

e VMware Ready

ADMINISTRATION

e Easy installation, flexible management and

regular updates

Role-based administration

e Product status notification system

e Comprehensive reports on network protection status

How to buy

Kaspersky Security for Mail Servers is included
in Kaspersky Total Security for Business.

Kaspersky Security for Mail Server can also be
purchased separately. Contact your reseller for
details and pricing.

CONTACT DETAILS

Not all features are available on all platforms
www.kaspersky.com.au/business

Download a free trial
www.kaspersky.com.au/trials

©2013 Kaspersky Lab Australia & NewZealand | 1/82 Lorimer Street, Docklands Victoria 3008 | 1300930655 | anz_:

All rights reserved. Registered trademarks and service marks are the property of their respective owners. Microsoft and Windows are registered trademarks of

Microsoft Corporation in the United States and other countries.

com | www.| .com.au

KASPERYKY



