PacluMpeHHas nporpamma TeXHUYEeCKOMU
NOAAEPXKH (DHTEpnpamsmn

MSA Enterprise

1. OBLWWUE YCNIOBUA

HacToswan nporpamma noanep:KKu onpeaenser nepeyeHb U NOpPAAO0K OKa3aHUA yCAYyTr TeXHUYECKOM
noaAep KM Bnagenbly agaHHoro CeptudukaTta PaclumpeHHon TexHuueckon MoaaepKku ypoBHA
«3HTepnpais» (MSAEnterprise).

HacTosAwana nporpamma noagepKKu HanpasneHa Ha npeaoctasieHune MNonb3oBaTento pacliMpeHHOro
nepeyHs yc/ayr, a TakKe Ha NpenocTaB/eHMe NOBbILEHHOro KayecTBa 06C/AyKMBAHMUA NO CPAaBHEHUIO
C YC/IOBUAMMW CTAaHOAPTHOM NoAnep kKU, OKa3biBaeMoM B paMKax JIMLeH3noHHOoro cornaweHnsa AO
«JlabopaTopus Kacnepckoro», onpeaensitow,ero ycaoBMs UCNONb30BaHUA NporpammHoro MNMpoaykTa
Monb3oBatenem.
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ONPEAEJTEHNA

“Company Account” — web-cucrema 06paboTtku uHumaeHTos Cnyx6oi TexHuueckoi Moanepxkm
Nabopatopun Kacnepckoro (https://companyaccount.kaspersky.com)

«MpoAyKT)—nporpamma gna 9BM, paspaboTaHHasa AO «JlabopaTopua Kacnepckoro».

«MOAB30OBATEAB) —OPUANYECKOE NLO, UMEIOLLLEE A, ACTBYIOLLYIO IMLLEH3MIO HAa UCNONb30BaHMeE
MpoAyKTa, ANs KoToporo byaeT oKasbiBaTbCsA TEXHUYECKAsA NOoAAEePKKa B COOTBETCTBMU C HACTOALLEN
nporpammon.

«MHUMAEHT) — ntob6oe C06bITMe, C006LIJ,EHHOE Monb3oBaTenem, KOTopoe He ABAAETCA YaCTblo
CTaHOapPTHOTIo d)YHKLI,VIOHMDOBaHMFI MpoAayKTa, n KOTopoe BbI3biBaeT MAN MOXKET Bbi3BaTb NpepbiBaHue
NN CHUXXeHune Kavyectea YCnyru, I'IpOM3B0p,VIMOVI MpoayKTOM.

«n pO6I\eMG)) — OCHOBHaA Hen3BeCTHaA NpU4YNHa oAHOIro naun bonee nHumaeHTos. CTaHOBUTCA M3BECTHOM
OlWMNBKoM B cny4dae, eCnnv KopHeBaa NpnYnHa n3BeCTtHa un HaﬁAeHO BpemeHHoe O6XOLI,HOE peweHne nam
NOCTOAHHAA aNnbTepHaATUBaA.

«M3BecTHAS oWIMOKAN — npobema, KopHeBan NPUYMHA KOTOPOI CTana M3BECTHa U HaWAEeHO BpeMeHHOoe
obxoaHoe pelweHne UAM NOCTOAHHAA a/ibTepHaTUBa.

«OWMOKA NPOAYKTAN — HeAeKnapupyemoe noseaeHne NpoayKTa.

«3anpocHAaobCAy>XXUBAHUEN—3anpoclonb3oBaTens HanpeaoCcTaBAeHNE TEXHUYECKOM
NoaAep’KKM, WMHOOPMALMM, COBETA UNM AOKYMEHTALMN B CyYaAX, HE KaCcaloLMNXCA HEKOPPEKTHOTO
OYHKLMOHNPOBAHMA MM NpepbiBaHMA HOPMaibHOM paboTbl MpoayKTa.

«BUpyCHOsA 3NMMAEMUAN — KpM3ncHas cuTyaums y Nonb3osaTtena, BO3HMKLLAA B C/lyYae, eC/iv BUPYC He
MOKeT 6bITb  06HapyKeH MpoAaYKTOM NpU NPUMEHEHUM aKTya lbHbIX aHTUBUPYCHbIX 6a3 AaHHbIX, U
MCNONIHAEMble MOAYN BUPYCa HeraTMBHO BO34ENCTBYIOT Ha HenpepbiBHOCTb 6u3Heca MNonb3oBaTtens.

«BUPYCHbIA UHLLUAEHT / UHLLUAEHT, CBA3AHHbIN C BP€AOHOCHbIM MON — MHUMAEHT, He CBA3aHHbIN C
npO,ﬂ,yKTOM, HO CBAA3aHHbIN C Heo6XOAMMOCTbIO npeaocrtasneHnA Monb3oBaTento cneu,mbmqecmx YTUNUT,
yaanawumx spegoHocHoe MO, n/unm pekomeHaaumin No yaaneHuto u onucaHmin spegoHocHoro Mo.

((KpMTM"IHOCTb UHUUAEHTA) — O03Ha4yaeT mepy 6M3HeC-KpVITVI‘-IHOCTM MHUMAEHTa, OCHOBAHHYK Ha
ﬂOTpE6HOCT$|X 6usHeca Monb3oBaTens.

wYecayra(m)n—meponpuaTUA n AeATENbHOCTb MO CONPOBOXAEHUIO, TEXHUYECKOW NOAAEPIKKE 1
KOHCy/AbTauuMKu, npepoctasasemble «JlabopaTtopueli Kacnepckoro» B pamkax Nnporpammbl NoAAepHKKN
«IHTepnpamns».

«Bpems peakL,mmn —epemsa, npoLleguiee c MOMeHTa nosydyeHua «J/labopatopueit Kacnepckoro»
nHbopmaunm o nbom MHUMAEHTE 40 MOMEHTA NpefocTasaeHus Nonb3osarento
KBannoumumposaHHoro oTeeTa (nocpeactsom Company Account Mosib3oBaTensa Ha MHTEpHeT-NnopTane
TEXHUYECKOM NOALEPKKM, INEKTPOHHOM NOoYTbl AN TenedoHa).

«OBHOBAEHUEN —BbINYCK «JlabopaTopueit Kacnepckoro» aHTMBUPYCHOM 6a3bl A@aHHbIX C HOBbIMM
CUrHaTypamu BUPYyCcoB nan mogudukaunamm Mpoaykta, obecneynsatoLLen yaydweHmne
YHKUMOHaNbHOCTH

WAn nponssoanTenbHocTm MpoayKTa n/unm cogepskatein HoByto GyHKUMOHANbHOCTb AN yAyULLEHUA
MpoaykTa.

«MoaepHusauusn —obHosneHue NpoayKTa, UAEHTUPULMPOBAHHOE USMEHEHMEM HOMepa Bepcuu MpoayKTa.

«O6Xxo0AHOE pelueHue) — npoueaypa, NOCPeACTBOM NMPUMEHEHUA KOTOPOM Monb3oBaTelb MOXKeT
BPEMEHHO pPelWwnTb UHUWUAEHT.

WAOXHQAA TPEeBOray —cutyaums, Koraa NpoayKT ownMboyYHO BOCNPUHMMAET HEMHOULMPOBAHHbI
dann, Kak MHPUUMPOBAHHDLIN.
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3. OMUCAHME MPOrPAMMbI MOAAEPKKWN «3HTEPMPAN3»

TEXHUYECKOE KOHCY/IbTUPOBAHWE MO BOMPOCAM 3KCNNYATALUUU NPOAYKTA U MPUEM
3AMPOCOB HA YCTPAHEHWE HEFATUBHbIX MOCNEACTBUN MHUMAOEHTOB MOCPEACTBOM:

e lMpeaocTaBaeHnspoctynalloab3oBaTeAlo KUHTepHeT-MTopTaAAy TEXHUHECKOU MOAAEPXKKH
AO «uAabopaTopus Kacnepckoron ¢ BO3SMOXHOCTbBIO pA3MELLLEHUSA 3ANPOCOB B peXnume 24x7x365
(KPYrAOCYTOYHO, BKAIOYAS BbIXOAHBIE U NMPA3AHUYHbIE AHM)

. Mpuéma 3anpocoBs No TeAePOoHy BbIAEAEHHOW NPUOPUTETHOU AMHUU B PEXUME:

o  24x7x365 pnAa 3anpocoB YyPOBHA KPUTUYHOCTU 1 1 2;

o) no pabounm gHam c 10:00 no 18:30 (Bpema MocKoBCKoe,) 419 3aNpPOCOB YPOBHA CPOYHOCTH 3-4.
e [puéma 3anpocoB NO 3AEKTPOHHOM NouTe B pexxnume 24x7x365 (KpyrAoCyTO4HO, BKAIOHASA

BbIXOAHbIE U MPA3AHUYHbIE AHU) B CAYHA€ HEBO3MOXHOCTHU CO3AQHUSA 3anpoca Yepes UHTepHeT-
MopTaa

e MpuémaanpocoB NepCOHAAbHbIM TEXHUHECKUM MeHeAXepOoM B paboune yackl ¢ 10:00 no
18:30 (Bpemsa MockoBCKoO€) No pabo4mum AHSM

OBPABOTKA MHUMAOEHTOB
O6paboTKa MHUMAEeHTOB Yepe3 web

Web cuctema o6paboTkm 3anpocos LieHTpa TexHUYecKon nogaepkm «Jlabopatopum Kacnepckoro»
HOCTyNHa Mo ccblike https:/companyaccount.kaspersky.com.

MocpencTBOM gaHHOM cuctembl «Jlabopatopua Kacnepckoro» npegocrasnset Monb3osaTtento:

® BO3MOXXHOCTb MCNOJZIb30OBaHUA I'IepCOHaﬂbHOl‘;l YHETHOVI 3anuncu lNMonb3oBaTena ANa co3aaHua, obHoBIEHUA
M MOHUTOPUHIAa UHUNOEHTOB;

® TexXHWYECKYI NoAAEPKKY U KOHCYNbTaLMKU NO peLleHnto MHUUAEHTOB B NPOLLecce YCTaHOBKM,
KOHPUTrypnpoBaHua N GyHKLMOHUPOBaHUA MNpoayKTa;

® TEeXHMYECKYH NOAAEPIKKY M KOHCY/bTauMu No eveHnto Gaiinos, 3apaxkeHHbIX BpeaoHOCHbIM 10,
M CaMOCTOATEIbHOMY YAaNeH U0 BpeAoHOocHOro MO ¢ nporpammHo-annapaTHbIX KOMMIEKCOB, 3aLUMLLEHHbIX
MpoAyKTOM C yCTaHOBAEHHbIMM HOBENLINMM 0BHOBAEHMAMM MPOAYKTa M aHTUBUPYCHbIX 633 AaHHbIX.

O6paboTKa UHUUAEHTOB: NoAAepXKKa no TenedPoHy

Moaaepskka no TenedpoHy npegocrasnsaeTca «/labopatopmeit Kacnepckoro» ToNbKO aBTOPM30BaHHbIM
coTpyaHuKkam MNonb3osartens.

BPEMA PEAKUMN HA MHUWNOEHTDI

«JlabopaTopus Kacnepckoro» rapaHTMpyeT Bpema peakunun Ha obpauwieHuma Nonb3oBatens B COOTBETCTBUM
C BpEMeHHbIMW PaMKaMM, COOTBETCTBYOLLMMMN YPOBHAM CPOUYHOCTU MHUMAEHTA:

YpoBEHbKPUTUHHOCTH Bpems peakuuu
YpoBeHb KpuTuyHocTn 1 30 muHyT*
YpoBEHb KPUTUYHOCTU 2 4 vaca

YpOBEHb KPUTUYHOCTH 3 6 paboumnx Yacos

YpOBEHb KPUTUYHOCTU 4 8 paboumx 4acos

* B Hepaboyee BpemMsa, B T.4. BO Bpemsa BbIXOAHbIX U NPAa3AHUKOB, Heobxoamumo obpauteHune no tenedoHy
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3anpocam Monb3oBaTesnien pacllMPEHHON TEXHUYECKOWN NOAAEPHKKN «DHTEpnpaii3» npucsansaetcs bonee
BbICOKWIA MPUOPUTET OTHOCUTENIBHO CTAHAAPTHbIX 3aNpPOCOB.

YpoBeHb KPUTUYHOCTU MHUMAEHTA onpeaenaeTca ero Kateropmei, BbibpaHHoi MNonb3oBatenem npum
nepBoHayasbHOM obpalleHun (Yepes BbIGOP NpenycTaHOBAEHHbIX ypoBHel B Company Account.

AO «JlabopaTtopua Kacnepckoro» nmeeTt NpaBo BNOCAeACTBUM NEPECMOTPETb YPOBEHb KPUTUUHOCTH
MHUMAEHTA, ec/n ero onucaHue 6yaet coOTBETCTBOBATb APYrOMY YPOBHIO. [lepeyeHb YPOBHEN KPUTUUYHOCTH
M UX onncaHua npmseaeHsl B NpunoxkeHnn 1.

MEPCOHA/NIbHbIA  TEXHUYECKUA  MEHEOXKEP (NTM) HA3HAYAETCA AO
«JTJABOPATOPNA KACMEPCKOIo» C UE/IbIO OPTAHU3AUUU EONHOIO KAHANA
B3SAMMOZEMNCTBMA C NO/Ib3OBATE/IEM

MNTM aBnaeTca COTPYAHMKOM KOMMNAHUM-NPOU3BOAUTENA U yNpaBaaeT 06paboTKoi BCeX MHUNAEHTOB
Monb3oBatena. B 0653aHHOCTM TEXHUYECKOrO MeHeaKepa BXOAMT:

O  opraHmsauus paboT no TexHMYecKom nogaepkke cneumanmctamm AO «Jlabopatopusa Kacnepckoro» gia
peLueHnA TEXHUYECKNX MHLMAEHTOB;

o nHbopmmuposaHme MNob30BaTeNA O TEKYLLEM COCTOAHMM PELLEHUs 3amnpoCcoB, NpeaocTaBieHme
€)KeKBapTasIbHOM OTYETHOCTK;

O KOHTPO/Ib BbIMO/IHEHUA 33434 1 obecnedyeHne CBOEBPEMEHHbIX 3CKanaumii npu o6paboTke NHUMAEHTOB B
npoLecce oKasaHUs ycnyr;

@) nopaepka UT-genaptameHTa Nonb3oBatena B NOHMMAHUKU M NPABUABHOM UCMONb30BaHNN peKomer,au,Mﬁ,
npeanocTtaBeHHbIX B npouecce OKasaHUA yenyr,

@) nposegeHne coOBMeCTHO ¢ Nonb3oBatenem peryiapHoOro aHaansa n cornacosaHme LencTemi H606X0,D,MMI:IX
AnAa peweHna TeXxHM4eCKnx n onepaumoHHbIX UHUNAOEHTOB.

MNTM rapaHTMpoBaHHO A0CTyneH no pabounm gHam c 10:00 go 18:30 (Bpems MocKoBcKoe) no TenedoHy,
3/IEKTPOHHOM NoyTe U MobunbHoMy TenedoHy. B cnyyae HegocTynHocTv NTM (B HOYHOE Bpema U Hepabouune
OHW), 3anpocsl Moib30BaTeNA NepeaspecyoTcs 3aMeHALWEeMY Ha JIMHUI0 TEXHUYECKOW NoAAEPHKKU.

Monb3oBaTtenb AosxKeH coobwmte AO «JlabopaTopua KacnepcKoro» MmMeHa 1 KOHTAKTHYO MHPopmMaLmio
COTPYAHWKOB, HazHaYeHHbIX ANA B3aumoaencTema ¢ NTM (KOHTaKTHOe nUO) 1 NPeaocTaBuTb

€ro KOHTaKTHYto MHdOopPMaLMIo (B YaCTHOCTU, agpec 3NeKTPOHHOM NoYTbl U HoOMep TenedpoHa),
NnocpeaCcTBOM KOTOPOM C KOHTAaKTHbIM JIMLLOM UM NOJIHOMOYHbIM NpeAcTaBuTeem AaHHOMo IMLa MOXKHO
B3aMMOJelcTBOBaTb BO Bpems paboT Haj MHUMAEHTaMU (B COOTBETCTBME C MYHKTOM 6.3).

YMPABJEHMNE KAYECTBOM
dcKanauma MHUWMAEHTOB U ynpas/sieHue npeTeH3namm

MpeabasaeHMEe NPETEH3UNIN 1 }Kanob Ha KayecTBO 06C/YKMBaHUA OCYLLECTB/IAETCA COTNIacHO
HUMKecneayoLlen cxeme:

1 2 3
YpoBeHb MNepcoHanbHbIN PykoBogutenb cnyKobl MeHepgKep no pabote
aCKanaumu TEXHUYECKNI TEXHWYECKOW MNOALEPHKKM C KOprnopaTUBHbIMMU
MeHeaxep pernoHanbHoro oduca KAMEHTaMM
«JlabopaTopunm Kacnepckoro» (6n3HEC-KOHTaKT)

Monb3oBaTeib MOXKET 3CKaIMPOBaTb HEPELLUEHHbIE MHUUAEHTbI B C/ly4ae, eCN MHUMAEHT HaXxoaAnTca
«Ha cTopoHe» «JlabopaTopun Kacnepckoro».

KOHTpO/ab pelweHua MHLNAEHTOB
B N1t0601 MOMEHT BpeMeHU UHLMUAEHT MOXKeT b6biTb Kak B paboTe y Moab3osaTena (T.e. Nonb3osaTtens

npeanpuMHMMaeT AencTeumA, CnocobCTByOWME pelleHnto nHumaeHTa «J/labopaTtopueit Kacnepckoro»),
Tak 1 B paborte B «/labopaTopun Kacnepckoro».

MHUMOEHT cuMTaeTcs Haxogawmmen B paboTe y Monb3sosaTtens, Koraa «J/labopaTtopus Kacnepckoro»
NPOU3BOAMT 3aNpOC AONONAHUTENbHON MHGOPMauum y Monb3oBaTens. Mocne Toro, Kak MNoab3oBaTenb
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npesocTaBAseT 3anpoLleHHY0 MHPOPMALMIO, MHLMAEHT cYMTaETCA NnepesaHHbiM B paboTy «Jlabopatopum
KacnepcKoro». Bpema HaxoXK4eHUs MHUMAOEHTA HAa CTOPOHE NoNb30BaTe s He A0/XKHO npeBbiwaTth 1
mecsua.

B c/iyyae npeBbileHUA 3TOro NoKasaTens, TeKYLWUIA MHLMAEHT aBTOMATMUYECKM 3aKpblBaeTcs.

«JTabopaTopua Kacnepckoro» HeceT OTBETCTBEHHOCTb TOJIbKO 3@ BPEMs, B TEYEHME KOTOPOTO UHLMAEHT
Haxoauncs B paboTe B «/labopaTtopun Kacnepckoro».

MpepocTaBneHmMe OTYETOB NO OTKPbLITbIM MHLUAEHTAM

B npouecce peweHna nHunaeHTos «Jlabopatopus Kacnepckoro» caenaeT BCe BO3MOXKHOE AN
CBOEBPEMEHHOTO NPeaoCcTaBAeHna MHPOPMaLLMKM O CTaTyce OTKPbITbIX MHLMAEHTOB Monb3oBaTento
B COOTBETCTBMU C rpadmMKOM, YKasaHHOM B HUKecaeaytolweln Tabanue.

YpoBEeHbKPUTUHHOCTH padrMk NpeAOCTABAEHUA OTHETOB

Mo 4OroBOPEHHOCTU, HO He Yalle, Yem Pas B AeHb (N0 3/1eKTPOHHOM

YpoBeHb KpUTUYHOCTK 1
noyte unu no TenecdoHy)

YpoBeHb KPUTUYHOCTU 2
YpoBeHb KpUTUYHOCTK 3 B pamKax perynapHoro otyeta

YpoBeHb KpUTUYHOCTK 4

OBHOBJIEHUE AHTUBUPYCHbIX BA3 MO 3AMNPOCY MNMOJ1Ib3OBATE/1A NMPN BOSHNUKHOBEHNH
BUPYCHOIO MHUMAEHTA MU TOXKHOW TPEBOIMA

Mpu oWNBOYHOM AETEKTMPOBaHUMU NPOAYKTOM MHOUUMPOBAHHOTO dpalina Kak HEMHPULLMPOBAHHOTO,
unun B 06paTHOM cny4vae, Npu ycaoBuu, 4to MNonb3oBaTesiem yCTaHOB/EHbI HOBellMe 06HOBAEHUA

M aHTUMBUPYCHble 6a3bl AaHHbIX, Moab30BaTENb MOXKET NOTPeboBaTb BHECEHUA U3MEHEHUI B Ha3bl
aHTUBUPYCHbIX onucaHuii NMpoayKkta. AO «JlabopaTopua Kacnepckoro» obecneunBaeT npeaocTtaBieHue
Monb3osatento O6bHoOBNEHMs bas, B KOTOpOM AaHHbIN pann byaeT BEpHO AeTEKTUPOBATLCA.

AO «JlabopaTopus Kacnepckoro» opraHusyeTt paboTbl No:

e OG6GpaGoTke 3anpPoOCOoB, CBA3AHHbIX C BbIMYCKOM GHTUBUPYCHbIX 6a3, BbBIAEAEHHOW rpynnou
CNEeLMUaAUCTOB, AEMCTBYIOLLUX B peXnme 24x7x365

e [propuTeTHOMY (YCKOPEHHOMY) BbiNyCKY OGHOBAEHMS AAS [TOAb3OBATEAEN PACLUMPEHHOM
TEeXHU4ECKON NOAAEPXKU UDHTEpNpamnsn

e UHdopmHupoBaHMIO MOAb3OBATEAS O MPOMEXYTOYHBIX PE3YAbTATAX U XOAE BbIMOAHEHUS €ro
3anpoca MepcoHaAbHbIM TexHu4eckum MeHeAXepom

MPEAOCTAB/IEHUE KOA0B MPOrPAMMHbIX KOPPEKLIMIA (PATCHES) MPOAYKTA

B npouecce ucnpaBieHUs U3BECTHbIX OWIMBOK KomnaHuen AO «Jlabopatopusa Kacnepckoro»
MNonb3oBaTento NPeaoCcTaBAAOTCA 06LEef0CTYMHbIE KOAbl NPOrpamMMHbIX KOPPEKLMI MO mepe MX BbinycKa.

Mpu 06Hapy»KeHUN HecTaHAAPTHOM NPo6AEMBI, AN KOTOPOM OTCYTCTBYET 06LLeA0CTYMHbIN KOA NPOrpammMHOA
Koppekuuu, Monb3osaTtensb Bnpase 3anpocktb AO «/labopaTopua Kacnepckoro» o BbiMycke 4acTHOro
peleHmsa — KoAa NPorpamMmmHo KoppeKumm, cneumdryHoro ana cutyaunm (KoHourypaumm, Bepcmm, ycaosmuii
MCcnonb3oBaHMA NpoaykTa) Nonb3osatens.

AO «JlabopaTopusa Kacnepckoro» opraHusyet paboTbl No:
e O6paGoTke 3aMpPOCOB HA BbIMYCK KOAOB YACTHbIX KOPPEKLMUA BbIAEAEHHOMW rPynnou

MH)XXEHEepPOB, 3aKPENAEHHOM 3a 3anpocamm MoAb3oBATEAEN PACLLUMPEHHON TEXHUHECKOM
NOAAEPXKHU (DHTEpPNpansm

e  UHdopmMHpoBaHUS NOAB3OBATEAS O MPOMEXYTOYHbIX PE3YABTATAX U XOAE BbIMOAHEHUS €ro
3anpoca lNepcoHaAbHbIM TexHu4eckum MeHeAXepom
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AO «JlabopaTopuma Kacnepckoro» NpuaoxKmMT Kommepdeckn o60CHOBaHHbIE YCUAUA A8 BblNyCKa YaCTHOro
KOAa NporpammHomn KoppeKkumn. Koapl NporpammHbIX KOPPEKLUUMIA BbIMYCKAKOTCA COMNaCHO NOIUTUKE
noaaepXKM NPOAYKTOB HA Pa3HbIX CTAAMAX YKU3HEHHOTO LMK/IA NPUNOXKEHWA (aKTyanbHaA BEPCUA JOCTYMNHA
no ccoinke http://support.kaspersky.ru/support/rules).

YcnosumaA UCNonb30BaHMA KO4OB NPOrPaMMHbIX KOPPEKLMIA ABNAIOTCA NPeAMETOM JINLEH3MOHHOIO COrnalleHus,
3akntoveHHoro mexay AO «JlabopaTopua Kacnepckoro» u Mosb3osatenem.

OJONOJ/IHUTENBbHBIE YC/TOBUA NOALOEPKKHA

Monb3oBaTtesib MMEEeT MPaBO Ha3Ha4YMTb A0 8 KOHTAKTHbIX /UL, MMEILLNX NPaBO OTKPbIBaTb 3aABKKU Ha
OKasaHue ycayr TeXHU4YecKol noaaep»Kkn. CNMCcoK KOHTAKTHbIX JINL, CO CTOPOHLI Mosib3oBaTensa A0MKeH
6bITb OnNpeaeneH B cepTudmMKaTe Ha PaclumpeHHyo TexHUYecKyo noaaepKKy. Oas u3meHeHMA cnucka
KOHTaAKTHbIX AnL, Mosnb3oBaTenb 4oakeH opopmuTs 3anpoc yepes Company Account. B oTseT Ha 3anpoc 06
M3MEHEHWUWN CNNCKA KOHTAKTHbIX anu, AO JlabopaTopua Kacnepckoro npeaocTaBuT Noib3oBaTesto
06HOBNEHHYIO BEPCUIO cepTudMKaTa PacluMpeHHOM TeXHUYeCKoW NoaaepKKu.

Monb3oBaTe/ib MOMKET 3aperMcTPMpPoBaTh HEOrPaHMYEHHOE KOJIMYECTBO MHUMAEHTOB 33 BECb CPOK
AencTeunaA cepTuomkaTta PaclwumpeHHon TexHUYeCcKon NnoaaepsKKu

HeKoTopble MHUMAEHTbI MOTYT NOTPeboBaTb BOCCO34aHUA YCNOBUN BO3HUKHOBEHWUA MHUMAEHTA
B AO «JlabopaTopua Kacnepckoro» c uenbio NpoBeAeHUA TeCTUPOBAHMA N BepudUKaL MM BUPYCHOTO
3aparKeHUs AN HAIMYMA NPOLYKTOBOM OLLNOKU.

Monb3oBaTtenb 06s3aH npeaoctasuTb AO «JlabopaTopua Kacnepckoro» Bcto HeobxoamMmyto nHbopmaumio
n cneunduyeckoe NporpammHoe Uan annapatHoe obecneyeHne HeobxoanMmoe oA BOCNPOM3BEAEHUA
YC/I0BUIA BOSHWUKHOBEHWUA MHUMAEHTA B C/lyYae, ecin Heobxoanmmoe nporpammHoe u/mam annapaTHoe
obecneuveHune otcytcTByeT y AO «JlabopaTopua Kacnepckoro».

«JlabopaTopma Kacnepckoro» NpuaoKuT sce HeobxoaMmble yCUAMA A1 BOCNPOU3BEAEHUA UHUUAEHTA,
KaK ToNbKo ByaeT A0CTyNHa BcA Heobxoamnmana nHdopmauma, a Takyke nporpammHoe u/mMam annapatHoe
obecneyeHue.

B cnyyae HEBO3MOXKHOCTU BOCNPOM3BEAEHUA YCNOBUIM BOSHUKHOBEHUA MHUMAEHTa MNonb3osaTenb 06asaH
npepocTaBuTb coTpyaHmnkam AO «JlabopaTopusa Kacnepckoro» AocTyn K MUHGULMPOBAHHbIM CUCTEMAM
yOaNeHHO.

B cayyae ecnm MHUMAEHT HE MOKeT HbiTb BOCNPOU3BEAEH HU OAHOM M3 CTOPOH, UK NONb30BaTeNb
He NpPeaoCcTaBuA AOCTYN K paboyemy OKPYKEeHUI0, rae MHUMAEHT MOXKeT 6bITb BOCMPOU3BEAEH,
WK YCTAHOB/IEHO, YTO MPOAYKT He ABNSETCA MCTOYHUKOM MHUNAEHTA, MHUUAEHT HE MOXeT 6biTb
KnaccMdpuumMpoBaH B pamKax 4aHHOM Nporpammbl MOAAEPMKKMU.

OrPAHUYEHUA MPOrPAMMbI NOAAEPYKUN «IHTEPMPAN3»

Ycayru, exogawme B Nporpammy NoaaepXKkn « JHTepnpamns», He OKasblBalOTCA B C/lyYyae BO3SHUKHOBEHUSA
NePeUYNCIEHHbIX HUKE MHUNAEHTOB:

® VHUMAEHTbI, YXKe peleHHble ana Nonb3oBaTena (T.e., eCNM BO3HUKAM UHLUAEHTbI HA YCTaHOBAEHHOM Konumn
MpoAayKTa noc/ie Toro, Kak aHanorMyHble MHUUAEHTbI 6bIM peLleHbl ANA 4pYyron Konum MNpoayKTa);

® MOWCK U yCTpaHeHMe NPobemM aHaIOTUYHBIX UM UAEHTUYHBIX YXKe peLleHHbIM (T.e. UHUUAEHTOB, ANA
peLleHMA KOTOPbIX MOXKET BbITb MPUMEHEHO peLleHre NpeablAyLWMX UHLMAEHTOB C NpeaocTaBieHnem
[ONOHUTENbHBIX MHCTPYKUMIA «JlabopaTopun Kacnepckoro»);

® UHUWAOEHTHbI, BbiI3BaHHble HEMNO/IaAKaMU annapaTtHOro obecneyeHusn Monb3osaTens;

® NHUMAEHTbI, BO3HUKLLME Ha HENOAAEPKMBAEMbIX BEPCUAX NPOrpammHbIX naatdopm (Hanpumep,
Ha 6eTa-BepCcUAX NPOrPaMMHbIX Na1aTGopPM, BEPCHMAX HOBbIX NAaKeTOB 06HOBAEHMIA MAM SOMNOHEHWA,
He oa06peHHbIX «JlabopaTopuei Kacnepckoro» B KauecTse COBMECTUMbIX ¢ MpoayKkTtamu);

® WHUMAEHTbI, BbiI3BaHHbIE YCTAHOBKOW M 3aNyCKOM CTOPOHHMX NPUIONKEHUI (BKAKOYAA, HO He
OrpaHNYMBaANACH, CMTMCKOM HenoaaepKnuBaemoro nam HeCoBMeCcTMMOro NPOrpaMmHOro
obecneveHnn, yKasaHHOro B 4OKYMEHTaLMMU MK Ha caliTe «JlabopaTopun Kacnepckoro»);

® WHUMAEHTbI, 0 KOTOPbIX [0Nb30BaTENb HE MOXKET NPEA0CTaBUTbL TOUHYIO MHPOPMaLLMIO, 06OCHOBAHHO
3anpoweHHyto «JlabopaTtopmrei Kacnepckoro» ¢ Le/ibio BOCNpoM3BeaeHMs, pacc/iefoBaHnA U pelleHns
WUHUMAEHT];
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® WHUMAEHTbI, BO3HUKLLME B pe3y/ibTaTe HEMPUMEHEHUA UM HENPABUIbHOIO NMPUMEHEHNA MHCTPYKLMIA
«JlabopaTopum Kacnepckoro» nnum AokymeHtaumn «J1labopatopum Kacnepckoro», B ciydae npaBuabHOro
NCMO/Ib30BaHMNA KOTOPbIX BO3HMKHOBEHME MHUNAEHTa 6b1210 6bl HEBO3MOXHO.
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4. NPUNOKEHUA

NMPUNOXEHME 1. YPOBHU KPUTUHYHOCTU UHUMAOEHTOB, OTHOCALLUMUXCA K
NPOAYKTY

«YpOBEHb KPUTUHHOCTHU 1) (KPUTUUYECKMIA) O3HAYEET KPUTMYECKYIO Npobaemy ¢ MPoAyKTOM, BAMAIOLLYHO
Ha HenpepbIBHOCTb 6U3Heca Mosb3oBaTeNa NoCpPeAcTBOM NpepbIiBaHMA paboToCNOCOBHOCTH
MpoAyKTa nnm onepaymoHHbIX cMctem MNoab3oBaTeNs, MU Bbi3bIBAOLLYIO NOTEPHO AAHHbIX, YCTAaHOBKY
CTAaHOAPTHbIX HacTpoekK Nonb3oBaTens B He6e30MacHbIN PeXNUM UK BOSHUKHOBEHME APYrUX Npobiem
¢ 6e30nacHoOCTbIO, NpU 3TOM 06X0AHOE peLleHne OoTCyTCTBYeT.

MNepeyeHb MHUMAEHTOB, CBA3aHHbIX C [POAYKTOM M COOTBETCTBYIOWMX YPOBHIO KPUTUYHOCTU 1, BKAtOYaeT
B cebAa cneayolime MHUNAEHTbI:

® BCA N10KaJ/ibHaA CeTb (VII'IM KPUTUYHAA 4acCTb CETM) He pa60TaeT, YTO npepbiBaeT OCHOBHbIE 6M3HEC-I'IpOLI,ECCbI.

«YpoBEHb KPUTUHHOCTMU 2)) (BbICOKMNIM) 03HaUaeT Npobaemy BbICOKOTO YPOBHS KPUTUUHOCTMH,
BbI3bIBAlOLLYI0 BO34eNCTBME Ha GYHKLMOHaNbHOCTb NpoayKTa, HO He Bbi3blBatoLLyO NoBpexaeHune/
noTepto AaHHbIX MU NpepbiBaHWe paboTocnocobHOCTM NporpammHoro obecneveHus. YposeHb
KpuTuyHocTn 1 paccmaTtpmBaeTcs, Kak YpPoBEeHb KPUTUYHOCTU 2, KOoraa U3BECTHO obxoaHoe pelueHue.

MNepeyeHb MHUMAEHTOB, CBA3aHHbIX C [TPOAYKTOM M COOTBETCTBYIOLWMX YPOBHIO KPUTUUYHOCTU 2, BKAOYAET
B ceba cneaylolime MHUNAEHTbI:

® NPOAYKT NOZIHOCTbIO BbiBEAEH U3 CTPOA, HO HEMPEPbIBHOCTb OCHOBHbIX busHec npoueccos He HapylwlaeTcA.

«YpOBEHb KPUTUHHOCTHU 30 (cpeaHmnit) 03HaYaeT HEKPUTUYHYIO NPobiemy UK 3anpoc Ha o6cny»KmBaHue,
He 3aTparmsatowmne GyHKLMOHaNbHOCTb MNpoayKTa.

MepeyeHb NHUMAEHTOB, COOTBETCTBYIOLWMX YPOBHIO KPUTUYHOCTM 3, BK/ItOYaeT B cebs cneayoume MHUNAEHTDI:

e [POAYKT YaCTUYHO BbIBEAEH M3 CTPOA (paboTaeT HeCOOTBETCTBYOWMM 06pa3om), HO Apyroe NporpammHoe
obecneyeHne 3aKa3umKa He BblBEAEHO U3 CTPOA B pesysbTaTte paboTbl MpoaykTa.

«YpOBEHb KPUTUHHOCTU 4) (HU3KMIA) O3HAYAET APYr1e HEKPUTUYHbIE 3aNPOChbl HA 06CNYXKUBaHWE.
Bce MHUMAEHTDI, HE YNTOMAHYTbIE Bbllle, OTHOCATCA K 3TOMY YPOBHIO KPUTUYHOCTM.

YPOBHU KPUTUHHOCTU BUPYCHbIX UHUMNAOEHTOB

«YpPOBEHb KPUTUHHOCTU 1) (KPUTUYECKMIT) O3HAYAET BUPYCHYHO 3MUAEMUIO, BAMAIOLLYIO HA HEMPEPbIBHOCTb
6u13Heca 3aKa3umKa nocpeacTBOM NpepbiBaHUA paboTocnocobHocTH MpoayKTa nan onepaLnoHHbIX
cucTem 3aKasumKa, UK Bbi3bIBatOLLYIO NOTEPIO AaHHbIX, NPU 3TOM 06X04HOE peLleHne OTCyTCTBYET.

MNepeyeHb MHUNAEHTOB, CBA3AHHbIX C BPEAOHOCHbIM NPOrpammMHbiM obecneyeHrMem U COOTBETCTBYHOLLMX
YPOBHIO KPUTMUYHOCTH 1, BKAKOYaeT B cebs (HO He orpaHUMYMBaeTca) cneayrome NHUNAEHTbI:

® BCA NO0Ka/lbHaA ceTb (M/'IM KPUTUYHaA 4acCTb CETM) He pa60TaeT;
® BUPYCHaAa anunaemua,;
® J10XXHaA TpeBora anAa ¢a171n03 BXO4AWNX B KPUTUYHbIE ONA 6busHeca cuctemsl.

«YpPOBEHb KPUTUHHOCTHU 2) (cpeaHmnit) 03HauaeT Nnpobaemy cpeaHero ypoBHA KpUTUUHOCTH,

He BbI3bIBalOLLYIO NoBpeXaeHne/ NoTepro A4aHHbIX UK NpepbiBaHWe PaboToCNOCO6HOCTU NPOrPamMMHOro
obecneveHus. YposeHb KpUTUUYHOCTU 1 paccmaTpmuBaeTcs, Kak YpPoBeHb KPUTUYHOCTM 2, KOrga M3BecTHO
obxoaHoe pelleHme.

MNepeyeHb MHUNAEHTOB, CBA3AHHbIX C BPEAOHOCHbIM NPOrpamMmmMHbIM obecneyeHMem U COOTBETCTBYHOLLMX
YPOBHIO KPUTMUHOCTH 2, BKAtOYaET B ceba (HO He orpaHuYmMBaeTca) cnegyolme NMHLUAOEHTbI:

* VIHd)VILI,MpOBaHVIe HECKO/ZIbKNX HEKPUTUYHbIX Y3/10B CeTU;

® J10XXHaA TpeBora gnAa d)al‘/'ll'IOB BXO4AWNX B HEKPUTUYHDbIE ANA 6u3Heca cucTemsl.
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