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The Hidden Bot 

Evgeny Aseev 

Head of Virus Lab, APAC 

Kaspersky Lab 
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Agenda 

Oh my, yet another bot.. What is special about it? 

Distribution model: be silent and careful 

Infection process and payload 

What is hidden needs to be unhidden 
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Or not? 

Yet Another Bot 
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“How Big Is Big?” 

http://www.abuse.ch/?p=3294, 2011 

http://www.abuse.ch/?p=3294
http://www.abuse.ch/?p=3294
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Ponmocup / Pirminay / Milicenso Trojan 

Appeared in 2009 

Not well-known, very little research 

• c-APT-ure’s blog posts 

• Couple of AV vendors’ blog posts 

Not well-detected by AV vendors 

 

 

 

 

Why? It is well-hidden! 

 

http://www.microsoft.com/security/portal/threat/encyclopedia/entry.aspx?Name=TrojanDownloader:Win32/Ponmocup.A&ThreatID=146443
http://c-apt-ure.blogspot.ru/search/label/ponmocup
http://blog.webroot.com/2010/11/24/troublesome-trojan-trammels-torrent-sites/
http://www.symantec.com/connect/blogs/trojanmilicenso-infection-through-htaccess-redirection
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How is malware delivered? 

Distribution model 
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Distribution model: scheme 

Compromised  

server 

Dispatcher 

Infector 

User 

Stage 1 
Stage 2 

Stage 3 

Stage 4 
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Distribution model: conditions 

Compromised  

server 

Dispatcher 

Infector 

User 

Stage 2: 

• Specific cookie is not set 

• Specific resource in referer 

• Specific User-Agent 

Stage 3: 

• IP has not been 

tracked before 

• Stage 2 should be 

passed successfully 

Stage 4: 

• Stage 2 + Stage 3 should 

be passed successfully 
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Distribution model (stage 2): .htaccess kung fu 

Version 1 
Version 2 Version 3 
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How the user is infected? 

What happens next? 

Infection and payload 
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Infection process 

But only if you have IE8… 

Java is enabled 

Java is disabled 
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Trojan self-protection 

Active anti-debugging/sandboxing/reverse engineering 

 

 

 

 

C&C HTTP requests are generated from widespread tokens   
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Actual payload and monetization 
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Summary & future steps 

What is hidden needs to 

be unhidden 
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What is hidden needs to be unhidden 

What was unhidden 

• Very carefully crafted malicious campaign 

• Uses hacked websites, domains and dedicated servers for 

distribution, stolen digital certificates for infection 

• Robust protection from being analyzed/reversed 

• Target – install PUPs (PPI monetization model) 

• More than 3 years in the game, still roughly noticed by 

information security community and detected by AV vendors 

What needs to be unhidden 

• Current botnet size 

• Server-side code on dispatchers and infectors 
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Thank you! 

Evgeny Aseev 

Head of Virus Lab, APAC 

Kaspersky Lab 


