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ToorCon 14 Badge and DK_Dongle 



CC1111F32 – Sub 1-Ghz 

 Max power 1W, good to transmit to 230Meter! 

 With external antenna can transmit even miles away  

 32 kB of in-system programmable flash memory  

 4 kB of RAM, can buffer up to 500 bytes in memory 

 full-speed USB 2.0 interface 

 

HardWare – Texas Instrument CC1111 chip 



Sub 1Ghz ISM bands: 

900Mhz   Cell phones, Cordless phones, Personal Two-Way Radio; 

433MHz  Medical equipment 

 315 MHz  Car/Garage Remotes 

915/868MHz (US/EU) Smart meters and more … P25 Policy radios 

 

  

 Sub 1Ghz RF 



Establishing peer-to-peer session with 2 CC1111 devices 

 

We will show how simple it can be done.  

 

Advantage: not able to capture unless you have another 
one.  You can use it without risk of been detected  

Using Sub 1GHz device: Demo with RFCat 



 Power Meters (also as for  gas, water measuring devices) – 90% in US household, 
used by all Power Providers 

- Use 902-928 MHz to operate, FHSS, Remote reading 

 

Discovering RF World: Home Devices 



Inside Smart Meters 
1. Power  converts 
 
2. Teridian 71M6531F  SOC with a 
microprocessor core, a real-time clock, 
flash memory, and an LCD driver 
 
3. Texas Instruments low-power LM2904 
dual operational amplifier. 
 
4. medium-power RFMD RF2172 amplifier 
IC. 
 
5. less-than-1-GHz Texas Instruments 
CC1110F32 SOC with a microcontroller 
and 32 kbytes of flash memory. 

Elster Rex2 



Smart Grid Infrastructure 
Power Line equipment 
 
 Transformers, Isolators, 
Condensers, Switches and line 
breakers; 
 Power meters, field equipment 
 90% still with Leased line 
(expensive). Moving towards RF 
grid 
 Remote area Readers and 
Control devices may use RF 
feature 



If you exploit such devices you can : 

 
• remote keys / car fobs : open or close  

• 2-ways phones :  listen 

• power meters :   monitor and control 

• Smart Grids :   power outage  

• SCADA :    damage 

• medical devices:   kill  

Impacts of exploitation for RF devices  



 Attacks : 

• Reading private data 

• Theft of service 

• Jamming Tx/Rx signals 

•Possible damaging power line equipment:  
• Isolators 

•  condensers 

• Switches 

• power transformers  

 

Cost of repair can be small (5K) to high (2M for 
Transformers) 

 

Threats by RF for smart devices 



- Before able to read, need to understand next Tx 
frequency  

- Usually, it is shifted from original basic frequency 

  May take days or week of analysis … 
 

- The transmission is preset with SYNCWORD 

- Usually 2 bytes, but, need to look at thousands of transmission to 
find correct one. 

- RFCAT is able to help, but, luck and luck needed! 

 

- Another challenge is package length and transmission data ratio 

 

Discovering Smart Meters – troubles 



Current prevention solutions:  

• FHSS 

•  SYNCWORDS 

• DSSS 

• dynamic routing tables 

Security: 

• encryption. AES 128 

•  session authentification 
 

“Security” ? 



Discovering Smart Meters – FHSS 

Beginning:  transmitting  session #1 (approx 913MHz) 

3 min later:  transmitting  session #2  (approx 904 MHz) 



5 hours later  

Full 902-928MHz spectrum is covered  

•  FHSS – predefined rules for selecting next transmitting frequency  

•  Unknown Baud rate unknown packet length 

•  Same packets sent over and over many times 

•  Remote receiver  

 

Discovering Smart Meters – more 



Discovering Smart Meters - SYNCWORD 



 Power Meters is a good and typical example of Industrial reading devices 

 More recently, they were not easy ways to find equipment for security 
researches in this area 

 Now, we have a good RF device for testing Smart Meters. However, it takes 
a lot of time to understand how Smart Meters work 

 “Security” by design (FHSS, frequency hopping, predefined communication 
list) is widely used but it is not enough. Some advanced ideas (data 
encryption, session authentication) is less used  

 

 You can discover what happens around by just using available devices like 
the one presented earlier. The cost is between $50-$100. 

 

Conclusion 



 Toorcon team for badge 

  Mike Ossman for specan 

   Atlas for RFcat 

 

  

  And YOU for attention 

 

 

   Questions ?! 

Thanks to  


