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It's Time for Heavy Weapons:  

Behavioral Detection on Android 

Yury Slobodyanyuk@kaspersky.com 

Roman Unuchek@kaspersky.com 



PAGE  2  | 

Gradient colors 

14 

149 

115 

0 

121 

91 

13 

137 

105 

R 

G 

B 

Diagrams 

142 

230 

0 

127 

205 

0 

137 

222

0 

R 

G 

B 

242

174

107 

255

131 

0 

240

161

82 

R 

G 

B 

166 

166 

166 

140 

140 

140 

159 

159 

159 

R 

G 

B 

207 

19 

149 

177 

18 

128 

202 

20 

146 

R 

G 

B 

1 

152 

255 

0 

137 

230 

0 

122 

201 

R 

G 

B 

0 

63 

137 

0 

59 

130 

0 

44 

95 

R 

G 

B 

103 

66 

148 

87 

55 

125 

75 

48 

108 

R 

G 

B 

241

93 

104 

237 

41 

57 

238 

68 

80 

R 

G 

B 

164 

208

197 

45 

136

113 

0 

109

85 

0 

93 

69 

R 

G 

B 

Tables 

0 

130

102 

0 

109 

85 

R 

G 

B 

230

234

232 

201

213

207 

182

197

190 

171

188

179 

R 

G 

B 

220

22 

64 

195

19 

57 

183

18 

52 

R 

G 

B 

Competitors 

254

208

106 

253

182

17 

228

158

2 

R 

G 

B 

Introduction 

Android popularity 

Current AV engines for android 

• Signature 

• Heuristics 

• Behavior 

Behavioral detection 

• Why we made it 

• How it works 

Behavior detection In action – working with real malware 

• Obfuscated malware detection 

• Decryption of encrypted files 

• Personal data leaks prevention 
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Android Phones activated each day  700,000 

Percent of market held by Droid Phones 36.7 %1 

 

 

 

 

 

 

 

 

1. http://www.statisticbrain.com/android-phone-statistics 

New malware samples each month  120 000 

Android malware in Google Play  32 % 

 

 

 

 

 

 

 

Total Number  

of Droid Phones  

Sold Worldwide   

Number of  

malware Apps  

295,000,0001 

5,670,400 
Nu 
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Total number of malware applications 
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Android AV engines 

Signature: 

Heuristic: 

Behavioral: 
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Why behavioral? 

We can stop executing application at any moment. 

Immune to obfuscation and reflection 

Detect new, never seen before threats 

Prevent apps from using “dangerous” functions 

Can stop exploiting vulnerabilities 
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KL 

Interceptor 

Application 

dex files 

so files 
pictures 

resources 

other 

How does it work? 

Google play Other source 

download 

Phone 

memory 

install 

use 

Patched 

application 

install 

use 

Application 

patched dex files 

patched so files 

pictures resources 

other 

kl-hooks.so 

Behavioral Log 
android.app.Application.getSystemService("window") 
com.kms.sandbox.SBActivity1.getSystemService("connectivity") 
android.app.Application.getSystemService("connectivity") 
android.app.Application.getSystemService("phone") 
android.telephony.TelephonyManager.getSimOperator() 
com.kms.sandbox.SBActivity1.getClass() 
com.kms.sandbox.SBActivity1.getSystemService("connectivity") 
android.app.Application.getSystemService("activity") 
android.telephony.TelephonyManager.getDeviceId() 
android.telephony.TelephonyManager.getNetworkCountryIso() 
org.apache.http.message.BasicStatusLine.toString() 
android.app.Application.getSystemService("location") 
java.io.File.toString() 
java.io.File.toString() 
java.io.File.exists() 
java.io.File.exists() 
java.io.File.createNewFile() 
android.app.ContextImpl$ApplicationPackageManager.getInstall
edPackages(0) 
java.io.FileOutputStream.write([B@406258b8) 
com.kms.sandbox.SBActivity1.startActivity(Intent { 
act=android.service.wallpaper.LIVE_WALLPAPER_CHOOSER (has 
extras) }) 
com.kms.sandbox.SBActivity1.startActivity(Intent { 
cmp=com.livegame.wallpaperxingqiumj/com.kms.sandbox.SBAc
tivity2 })` 
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Proactive detection 

in action 
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Trojan-SMS.AndroidOS.Opfake 

0 10 20 30 40 50 60 70

4% of malware installations (more than 2 500 in one month) 

   Number of records: 

 

 

Signatures 

65 
 

 

Heuristics 

8 
 

 

 

Behavioral 

1 
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Trojan-SMS.AndroidOS.Opfake  

Dex file before decompiling Dex file decompiled 
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Trojan-SMS.AndroidOS.Opfake (Detection) 

android.telephony.TelephonyManager.getDeviceId() 

android.telephony.TelephonyManager.getSubscriberId() 

android.telephony.TelephonyManager.getLine1Number() 

android.net.NetworkInfo.isConnectedOrConnecting() 

java.lang.Class.getMethod(“sendTextMessage” 

android.telephony.SmsManager.sendTextMessage 

DETECTED:  

BSS:Trojan-SMS.AndroidOS.Opfake 
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Nu 

Trojan-SMS.AndroidOS.Opfake DECRYPTION 

Decryption 
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Clean app - personal data leak prevention 

getLine1Number return value=+79161234567 getDeviceId return value="666517219156460" getSubscriberId return value="250017103105458" getSimSerialNumber return value=8940195201326570141f getLine1Number return value=+79152941320 

Application behavior: Behavioral engine: 

Behavior log: 
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What's next 

Dalvik code wrapping is ready 

  

Native code wrapping - coming soon 

 

New engine will be released in  

   Kaspersky Mobile Security (H2 2013) 
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Thank You! 
 

Yury.Slobodyanyuk@kaspersky.com 

Roman.Unuchek@kaspersky.com 


