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Total Number
of Droid Phones
Sold Worldwide

» Android Phones activated each day
» Percent of market held by Droid Phones

295,000,000*

/700,000
36.7 %*

Total number of malware applications
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1. http://www.statisticbrain.com/android-phone-statistics
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Android AV engines

00000000: 18 E7 A0 B4 E8 A7 A3 E8 Al AS E4 B8 81 28 E6 BF ; 13 ruSJuyILnsl (=i
b Slgnature: 00000010: 80 E6 B4 BB E3 80 81 ES5 EE BB ES5 B9 BF E5 91 BA ; BEr»rElehseRie'l

00000020: 29 E3 80 82 5B Eo B8 B8 E6 88 BF E5 85 94 E5 AD ; )b, [EEExElle_"e2-
000000D30: 90 40 ER 88 91 ET 9A B4 E6 BE BE E6 88 BF 5D 00 ; hHE=mE '‘3mp.=mEExEI]
Q0000040:

» Heuristic: ‘DIRECTORY _DOWMNLOADS' && 'fileURL' && "softlD’
& & ("HAUzHAQDAgklAgoD" || "GxkOExUURwkVHAScCRUC')
& & (‘AADFGDegFAQktHwe" || "Gx4IPhMbFhUdPhsOGw')

> DETECT("HEUR:Backdoor.Android05.GinMaster.a")

‘getDeviceld” && getSubscriberld’&& getlinelNumber’
&& ‘isConnectedOrConnecting’ && 'getMethod(“sendTextMessage”)’
&& ‘android.telephony.5msManager.sendTextMessage'

» Behavioral:

=% DETECT(“BSS: Trojan-SMS.Android0S.0pfake.bo”)
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Why behavioral?

» \We can stop executing application at any moment.
» Immune to obfuscation and reflection

» Detect new, never seen before threats

» Prevent apps from using “dangerous” functions

» Can stop exploiting vulnerabilities
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How does it work?
Behavioral Log

android.app.Application.getSystemService("window")
com.kms.sandbox.SBActivityl.getSystemService("connectivity")
android.app.Application.getSystemService("connectivity")
android.app.Application.getSystemService("phone")
android.telephony.TelephonyManager.getSimOperator ()
com.kms.sandbox.SBActivityl.getClass()
com.kms.sandbox.SBActivityl.getSystemService("connectivity")
android.app.Application.getSystemService("activity")
android.telephony.TelephonyManager.getDeviceld()
Intercepfor android.telephony.TelephonyManager.getNetworkCountrylso()
org.apache.http.message.BasicStatusLine.toString()
android.app.Application.getSystemService("location")

: java.io.File.toString()
Patched i java.io.File.toString()

application | java.io.File.exists()

java.io.File.exists()

java.io.File.createNewFile()
android.app.ContextimplSApplicationPackageManager.getinstall
edPackages(0)

java.io.FileOutputStream.write([B@406258b8)
com.kms.sandbox.SBActivityl.startActivity(Intent {
act=android.service.wallpaper.LIVE_ WALLPAPER_CHOOSER (has
extras) })

com.kms.sandbox.SBActivity1.startActivity(Intent {
cmp=com.livegame.wallpaperxinggiumj/com.kms.sandbox.SBAc
tivity2 })°

Google play
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Proactive detection
INn action
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Trojan-SMS.AndroidOS.Opfake

4% of malware installations (more than 2 500 in one month)
Number of records:

Signatures

65

Heuristics

38

Behavioral .
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Trojan-SMS.AndroidOS.Opfake
Dex file Hetmnenpidmmdmpiling

irsetute L /ckmoaxh; ouepxavhrs/etute l- cogst;
uepxayhrsefutel hjuwbdhyff; TLouepxayhr-efutel~jcfhu;
String str2 = cogst.cogst.cogst("0OciFvgiwvPo"):;

Class[] array0fClass2 = new Class[l]:;

array0fClass2[0] = ckmoaxh.cogst;

Methed localMethodl = iucaiclass2.getMethed(str2, array0iClass2):;

nnnnn

ALouepxayhr-sefutel/jesanw;
Behavioral log:

java.lang.Class.getMethod("codePointAt", [Ljava.lang.Class; @405771a8)
java.lang.Class.getMethod("size", [Ljava.lang.Class; @4050b9c8)
java.lang.Class.getMethod("setData", [Ljava.lang.Class; @40724860)

maw,
~
nnnnn

nnnnn

= oy 0

nnnnn

String str3 = cogst.cogst.cogst("@vei"):;
Class[] array0fClass3 = new Class[2]:
array0fClass3[0] = ckmoaxh.ycbblfb;
array0fClass3[1l] = Class.forName(cogst.cogst.cogst("TwywugoP]EGidujod"™)):
Methed localMethod2 = localClass2.getMethod(str3, array0iClass3):;

o~ - weon

nnnnn

nnnnn

[= N I ¥

nnnnn

Method l“calvethud3 = localClass2.qgetMethod (cogst.cogst.cogst("5/REvwt™), new Class[] { localClass3 }):

nnnnn

nnnnn

ﬂcurylnhf *cuudrh idB = | lIlll'd[:HEI !ﬂgcqlu ﬁdJuhl ﬁdu sm !E QFB- -EFEU} _m EEFEU} _mhs_G: *
fo "getﬁppllcatlunLahel AgetConstructor IgetContentResolver ﬂgetFleld *getInt OgetMet
goPoByob iori gagl Pgjggkp ﬁguu“f Oggdnxbvia Eh fhaxgg Qhiwbhdhyff Bhopuvvyhyt Chuvmdpsg

ndex0f BintUalue #*ingeie™Piori Pdiori Sjcfhu #jesanw Ojgmsmnr Juv Fk3 >0 _>> oEE/E 1k3
1% #]xxx Ql;IHDFfHf:; #length ClongUalue =lumbgpw ¥min *mruxkhb &newlnstance ¥nnn Cnpahs

onReceive -unﬂtart CorPiuMiat =oroPlio Cotoaovi_i BovSgkRiM kp@li;bMuPIpEDMI8 Cprbove
BaM-EiP1i AgMAEiP1iFS5>Pgi #qPuwto ¥gag #ghiPao Bgis>3oth #qyiwEi 9giwEiloEvlPPo FgiwEi_
iE/tg PgoilrcPaosli Agoi3dPEstt.wE3idto fgoi31»»~/EiZ//a [Fgoi?BglPNto Cgoi:wilfiJ $qgoilwi
»1i #wgoiFvPifwt3Puto Ogoi_Pilrsv BgoicPito PgoidgoBuwPMog fgoiers—1i>1i [goiesFu>li =goi
Mo 1xwywIPER> 1 ZuwNtob ogqgqPsoh@S FgouS . E uwSPugi AgqovSPAviwPigquMiat #govScoriGoggulo




Trojan-SMS.AndroidOS.Opfake (Detection)

java.lang.Clas=.getMethod ("getSyste . .
[N e Tmpeneraswyronessl o droid.telephony. TelephonyManager.getDeviceld()

android.app.fpplication.getSy=stemSer

android.telephony.TelephonyManager. gaalel o=t
java.lang.Class.getMethod ("getSyste

PR R gy Reane o (]r0id.telephony. TelephonyManager.getSubscriberid()

android.app.Application.ge =10
android.tely
java.lang.d

tLine1Number()

java.lang.d
android.tel I C I [

java.lang.d

a2 BSSITrojan-SMS.AndroidOS.Opfake (et

java.lang.d
java.lang.C

andrmid.neshmg
java.lang.Class.getMethod("addactio java.lang.Class.getMethod(“sendTextMessage”
Java.lang.Class.getMethod ("addDatak

java.lang.Class.getMethod ("addDataScheme",
java.lang.Class=s.getMethod ("registerE

[Ljava.lang.Cla=s=;84063eb18)

java.lang.Class.getMethod ("elementit

android.telephony.SmsManager.sendTextMessage

java.lang.Class.getMethod ("getDefaulty HLCE

java.lang.Clas=s.getMethod ("e"™, [Ljav

java.lang.Class=s.getMethod ("=zendTextMe=z=zage", [Ljava.lang.Cla=s=;E40761c28)
android.telephony.SmsManager.sendTextMessage ("770325", "null™, "722355%4", null, null)
java.lang.Class.&etMethDd{“e“, [Lijava.lang.Class; B406£££88) -
java.lang.Class=s.getMethod ("e", [Ljava.lang.Class;E4076=adi)
java.lang.Class.getMethod ("sleep", [Ljava.lang.Class;RE405bE6528)
java.lang.Class=s.getMethod ("getSystemService”, [Ljava.lang.Cla=s=s;R407256a8)

com.kms.=zandbox.3BActivityl.getSystemService ("connectivity")
java.lang.Class=s.getMethod ("gethctiveNetworkInfo", [Ljava.lang.Class;@E405a55d8)




Trojan-SMS.AndroidOS.Opfake DECRYPTION

Java.lo.FileCutputStream.write (35)
java.lo.FileCutputStream.write
Java.lio.FileOutputStream.write (105)

Java.lo.FilefutputStream.write (118) |ﬁuwﬁ ;-r‘-
Java.lo.FileQutputStream.write (101) qﬂgﬁﬂaEJg

receiveSMSNumbe »=""/0056
receiveiMSText=
appld=76
apiley=mapkil_20f
firstStart=Ffalse
shortcutIdList=17301583
nextTime=1355921354808
data=1355217237466.1;1355917937594 . 151355917937 787.1;5135521 92689684 .1 ;1355912689893 . 151355219690143 .1 5
receiveSMSNumbe »=""70056

receiveiMSText=

appld=76

apiley=mapkil_20f

firstStart=Ffalse

shortcutIdList=17301583

nextTime=1355921354808
data=1355217237466.1;1355917937594 . 15135591 7937787.,.1;5135521 2689684 .1 ;1355912689893 ,151355219690143 .1 5

1IN L e T ] H |'B.' |

Java.lio.FileQutputStream.write (55) “u BlrPApgOR
el — I ik
java.ioc.FileCutputStream.write (48) :Hﬂgl.zgﬂ!%: !
Fx#impEw>m+1 ak

Java.lio.FileOutputStream.write (48)
Java.lio.FileQutputStream.write (53)
Java.lo.FileCutputStream.write (54)
Java.lio.FileOutputStream.write (10)
Java.lio.FileOutputStream.write (114)
Java.lioc.FilefutputStream.write (101)
Java.lo.FileQutputStream.write (99)
Java.lio.FileOutputStream.write (101)
Java.lio.FileQutputStream.write (105)
Java.lio.FileQutputStream.write (118)
Java.lio.FileOutputStream.write (101)
|ljava.io.FileCutputStream.write (83)



Clean app - personal data leak prevention

Application behavior: Behavioral engine:

getLinelNumber ¢ return value=+79152941320

Behavior log:

javax.crypto.Cipher.getInstance ("AES/CEBC/PEC35Padding™)
javax.crypto.Cipher.init({l, javax.crypto.=zpec.SecretEeySpeclilac)
javax.crypto.Cipher.getParameters ()
javax.crypto.Cipher.doFinal { [E€40752bal)
javax.crypto.Cipher.getInstance ("AES/CEBC/PEC35Padding™)
javax.crypto.Cipher.init (2, javax.crypto.=zpec.SecretEeySpeclilac, javax.crypto.spec.IvParameterSpeciEd4lTaz]
javax.crypto.Cipher.doFinal ([BRE40T7a0d70)

java.io.File.toString()

java.lio.File.exists()

com. km=.zandbox . SBActivity4.getSystemService ("phone")
com.kms.zandbox.3BActivityl.getSystemService ("phone")
android.telephony.TelephonyManager.getDeviceId ()
android.telephony.TelephonyManager.getSubscribexrId()
android.telephony.TelephonyManager.getSimSerialNumber ()
android.telephony.TelephonyManager.getlinelNumbexr ()

android.telephony.TelephonyManager.getDeviceId ()
android.telephony.TelephonyManager.getSubscribexrId()
android.telephony.TelephonyManager.getSimSerialNumber ()
android.telephony.TelephonyManager.getlinelNumbexr ()
java.lang.Clas=s.getMethod ("get™, [Ljava.lang.Clas=;@407ce028)
java.lang.Class.getMethod ("get", [Ljava.lang.Class;E407cdbed)
com. km=.zandbox . SBActivity4.getSystemService ("connectivity™)

com.kms.zandbox.3BActivityl.getSystemService ("connectivity")



P

Kaspersky
Mobile Security

Anti-Virus
Your device is protected

Privacy Protection
Contact information displayed

Anti-Theft

Device Lock, Data Wipe, Locate,
Mugshot

Call&SMS Filter

Filter mode: Standard

Web Protection

Protection against malicious and
fake websites enabled

Additional

About license, reports and additional
settings




Thank You!

Yury.Slobodyanyuk@kaspersky.com
Roman.Unuchek@kaspersky.com
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