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Introduction

It is difficult to imagine a modern, competitive
company without a reliable IT infrastructure.
These days, it's a critical component for the
success of any commercial organization. Yet
typically, as the significance of IT components
grows in daily business processes, so do the
risks associated with day-to-day functions, as
does the probability that one day, an internal or external factor will upset

a corporation’s IT services, ultimately leading to business interruptions. Another key risk
associated with a company’s IT infrastructure is the risk of losing confidential data.
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The efforts of the IT security development industry as a whole are, at the corporate level, aimed
at achieving the maximum level of protection against those types of situations. As a leader on
the corporate security software development market and a provider of a variety of professional
services in the field of data security, Kaspersky Lab keeps abreast of the changes affecting
data security risks posing a threat to business. Kaspersky Lab also knows how to meet
companies’ needs when it comes to protecting corporate IT infrastructures and confidential
data against cyber attacks.

In order to understand the resources that a business needs, how it perceives the state of the
security of its own IT infrastructure, and how these correlate to the actual state of affairs in the
world of cyber threats, Kaspersky Lab works with other prominent international analysis
agencies to conduct regular surveys among the representatives of thousands of companies
around the world. These surveys have been conducted every year since 2011.

In 2014, Kaspersky Lab collaborated with B2B International to conduct the fourth annual
survey. The resultant data conveys the opinions of the surveyed companies on the most
relevant IT infrastructure security matters within their companies, and illustrates the changes
that have taken place since the three previous studies. Comparing new data with that of prior
years’ helps identify key trends in the area of study and to better describe those trends, which
in the end give the fullest possible picture — and the most objective, in our opinion — of the
threats, problems, and future trends in business data security.

In 2014, Kaspersky Lab and B2B International also conducted three additional subject-specific
surveys on counteracting financial fraud on the Internet, DDOS attacks, and the secure use of
virtualization resources.
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Key figures

According to the survey results, the following trends constitute today’s key data
security threats and their countermeasures:

T Spam is external threat No. 1 and was named by 64% of respondents.
Previously 66% of respondents had named malware attacks as number one.
Based on the 2014 survey, viruses, worms, Trojans, and other types of malware
were problems for 61% of respondents.

T Some 94% of companies encountered cyber security issues, the sources of
which were outside the perimeter of the company — that’s 3 percentage points
higher than in 2013.

T About 12% of companies had run-ins with targeted attacks. In 2013, this
percentage did not exceed 9%.

9 The protection of confidential data against leakages is now the top priority for
most of the companies (38%) surveyed.

1 Damages from one data security incident were estimated at an average of
$720,000.

9 Damages from one successful targeted attack could cost a company as much
as $2.54 million.

I  Most often, a company that finds itself on the receiving end of cyber-security
incidents loses data about their internal operations (43%), client data (31%),
and financial data (22%).

The factors affecting the survey results and the changes in responses from the
2013 are addressed in more detail below.
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Methodology
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A total of 3,900 respondents from 27 countries — representatives of companies of all sizes —
took part in this year’s survey. Compared to the previous year, the survey grew both in total size
and global scope (the 2013 survey included 2,900 respondents in 24 countries). Over 54% of
the participants were mid-sized, large, and very large companies. Approximately 17% of the
respondents were corporations in the Large Enterprise segment (with anywhere from 5,000 -
50,000 employees), while 12% of the survey participants fit into the Large-Medium category
(1,500 to 5,000 employees). About 25% of the survey participants were companies with
anywhere from 250 to 1,500 employees, and the remaining respondents represented small and
very small businesses.

All of the companies that took part in the survey answered dozens of questions concerning the
main obstacles that both the company’s general management and IT management face,
specifically when building and maintaining a reliable, smooth-running IT infrastructure.
Additionally, respondents also answered questions about the resources allocated by their
companies for tackling IT problems, including data security problems. The survey questions
asked respondents about business conditions within a period of the previous 12 months, from
April 2013 through May 2014.
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Concerns and priorities of IT managers: data comes first

The protection of confidential data (client data, financial data, and other kinds of information)
against targeted attacks is a key problem for the IT management teams of over one-third of all
of the companies surveyed (34%).

Remarkably, during the last survey period, targeted attacks were not named among the top IT-
related problems. Respondents began to name this type of threat only when the subject matter
addressed a narrower segment of IT, namely data security. This year it was different —
protection against targeted attacks outranked more “general” issues of data security breach
prevention (29%) and data security (28%).

Some recent examples of major targeted attacks in the headlines last year could be one reason
for heightened attention of IT management teams when it comes to specific tasks. For
example, over the survey period, Kaspersky Lab discovered three major cyber espionage
campaigns designed to steal secret data from corporations and government organizations
around the world. The attack launched by cybercriminals against the major retailer Target
serves as an example of just how destructive a targeted cyber attack can be — malicious users
got their hands on the personal data of roughly 70 million clients of the store. Large companies
in particular see targeted attacks as a major threat, with 38% of companies with 1,500 — 5,000
employees, and 39% of companies with over 50,000 employees naming targeted attacks as
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