EMPLOYEE SKILLS
TRAINING PLATFORM

On-access skills training and measurement — for all employees

KASPERIKY3



HUMAN MISTAKES AS THE BIGGEST CYBERRISK FOR
ENTERPRISES TODAY
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$861,000 $86,500 $865,000 w0 $400

per enterprise per SMB company per breach per employee per year
average financial impact of average financial impact of average financial impact of an average cost of phishing
a single data breach and a single data breach and incident involving careless attacks alone***
attack vector* attack vector* actions of employees**

*

Report: “Measuring the Financial Impact of IT Security on Businesses”, Kaspersky Lab, 2016.
“Business Perception of IT Security: In The Face of an Inevitable Compromise”, Kaspersky Lab, 2016.
*** Calculations based on Ponemon Institute, “Cost of Phishing and Value of Employee Training”, August 2015.

*k



WHAT IS EMPLOYEE SKILLS TRAINING PLATFORM

= SaasS platform to deliver online training modules to

For all employees
employees

» One integrated platform for assessments, training and
reporting:

» Easy to spot trends

#b /! i

Thank you for your inte|
Bank of North America

» Easy to show vulnerabilities and risks

0o
= Easy to show improvements N
» Easy to manage from one place Do —
e - &
i : : . e I
= Developed in partnership with Wombat Security el B —
: . . . . .. et st I
Technologies and built on its award-winning training —— e ——

software



EMPLOYEE SKILLS TRAINING PLATFORM

Interactive training

modules

Simulated phishing
attacks

Knowledge
assessment

For all employees

Reporting &
analytics

Fun and short

Based on exercises with a
knock-on effect

Auto-enrollment reinforces
skills

20+ modules covering all
security domains

3 types of phishing attacks of
various difficulty, all based on
real-life cases

Teachable moments appear
every time employees open
phishing emails

Customizable templates
Auto-assignment in training

modules for those who failed
the simulated attack

Demo: https://www.kaspersky.com/demo-sa

Includes predefined or random

assessments, customer-
defined questions, and
customizable length

Covers various security
domains

Vast questions library and
randomization exclude
cheating

Provides statistics for the
organization as a whole or
by department, location,
position, as well as on
individual level

Monitors employees’ level
of skills and its dynamics

Supports data export to a
number of formats or to
customer’s LMS


https://www.kaspersky.com/demo-sa

EMPLOYEE SKILLS TRAINING PLATFORM

FOR GLOBAL ENTERPRISE
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For all employees

Employee Skills Training
Platform is available in 27
languages, and this count
IS growing.



SECURITY DOMAINS COVERED (LIST OF INTERACTIVE MODULEYS)

Data Protection and
Destruction

Use portable storage safety and
properly discard sensitive data

Email Security

Learn to identify phishing emails,
dangerous attachments, and other
email scams

Mobile App Security

Learn how to judge the safety of
mobile apps

Mobile Device Security

Use important physical and technical
safeguards to protect your devices
and your data

Pl

Protect confidential information about
yourself, your employer and your
customers

Passwords

Learn how to create and manage
strong passwords

Physical Security

Learn how to protect people and
property

Protected Health
Information (PHI)

Learn why and how you should safe-
guard Protected Health Information

Protecting Against
Ransomware

Learn to recognize and prevent
ransomware attacks

PCI DSS

Recognize warning signs and
improve security of credit card data

Safe Social Networks

Learn how to use social networks
safely and responsibly

Safer Web Browsing

Stay safe on the Internet by avoiding
risky behavior and common traps

Security Essentials

Recognize security issues commonly
encountered in daily job

Security Essentials —
Executives

Recognize and avoid threats met by
senior managers at work and at home

Security Beyond the
Office

Avoid common security mistakes
while working at home or on the road

Social Engineering

Recognize and avoid social
engineering scams

URL Training

Learn how to spot fraudulent URLs

USB Device Safety

Protect yourself, data, and systems
when using USB devices

Anti-Phishing Phil

Learn how to spot phishing attacks
by identifying fraudulent URLs

Anti-Phishing Phyllis

Learn how to recognize phishing
emails by identifying red flags




FLEXIBLE ONLINE PLATFORM: ASSIGNING TASKS TO EMPLOYEES

Create New Assignment
Step 2: Add Modules

0 Module Name On-site training manager can

~|URL Training . - ..

0 /Sodial Engineering assign specific training

) /Smartphone Security modules to employees, based

1 |Security Beyond the Office ) .

 Safer Web Browsing on their profile, department,

1 Safe Social Networlks results of previous

1 |Protected Health Information .

1 Physical Security assessments or time passed
o | since other training.

pu “Cancel N

000



SHORT MODULES TO ENSURE SMOOTH INTEGRATION INTO

WORKING PROCESS

,\, URL Training

Round 3 - Spot Advanced Tricks

How to verify a web address

www searcher com/search?q=bonaonline.com ‘p

Se €I [bonaonine com
About 373,000 results (0.20 seconds)

Sign in to Online Bankin
Sign in to your Online Banking account by entering your username and password

wwvaw. bona.com/account

Look carefully at the first result.

Notice that the first result's address doesn't have
the same domain as you searched for - it's
bona.com instead of bonaonline.com. When

~ | you seareh for a fraudulent domain, the top

results won't match the domain you entered.

»
ZRDunds L

In short ~15 minutes sessions

completed 59%

Every training module integrates
teaching with exercises and learning-
by-doing

Q/ URL Training

Round 2 - Watch Out For Tricks Yo 222 O154

hitps /famazon co uk/s?g=mobile+phones

completed 47%

A Rouns 7

© 2008-2014 Wombat Secunity Technologies. Inc. Al ngnts reserved. (v 0]



LEARNING PRINCIPLES

Combining explanations, tests and
“do-it-yourself” with hints and
feedback...

Social Engineering

Lesson 1 - Social Engineering Basics

True or False 2/3

Good JOb! Filters and
firewalls can protect you from
some attacks, but they never
catch everything.

A

! Lessons

completed 44%

@ Email Security

Round 1 - Identifying Basic Threats B3 Yoo LRAR 150

Bank of North
America

Dromedary Travel
GigaMart

MVerse Wireless
Perchase

Speek

@ Help .,_{ Rounds

Phyflis

Cash for your opinion

(We would like your opinion g Oops! This link uses the . The
survey has only five short QU organization name in the URL to will
give you a $10.00 credit on t| make you think It is legitimate urchase.
Examine the link carefully

To fill out the survey, click the-removrg-wm: \ /

has / surveyd568 com/BB55

[The survey link is only valid for two days. so please hurry]

Thank you,
Perchase Survey Department

completed 33%
ZA

... to ensure people learn effectively with
exercises and learning-by-doing



BUILDING SAFE BEHAVIOR STEP BY STEP

& Password Security @ Password Security @ Password Security

(=) Lesson 2 - Password creation == Lesson 2 - Password creation Ge= Lesson 3 - Password families

Insertion password creation

Great jobl Phrase-based passwords Great jobl

Congratulations! Click “Next" to
continue

Gongraviatonst Now dick Create a password family

3. Click two or more letters to change their 1. Read the provided phrase "Next” lo creale the second
case

Use the suppbed base password 1o create &
2 Use mamghmse mef to create a strong password family
=~ - 3 ﬁas:s:m “hint" bution if you get stuck -y
~ - > ~ Foot#36bAll
o oCto475Pus apples to oranges ~ -
N ———— - N Foot# 6bAlgn @
N T - - PI3s>0rang3
~ R > - apPl3s>0rang3s FoawmA (V)
~ ext ste I
4 '+ P - T ——a o)
Grosts two SHONG PASSWONS 10 MoV ol L — Creals two sirong passwords to move enl i (— T — ) B fosoe -
Creale wo families to move onl
U Next W Next
d — L A —
lated 56% completed 68% completed 94%
‘{ Lessons. ' ) @%ﬁ/ _:{ Lassons - U7 ) l Lessons ' 077777778

Training module guides students through the
topic from basics to advanced knowledge



SECURITY POLICY SIGN-OFF

Edit Training Jacket Template

Review and make any necessary changes training jacket.

English (US) \ French x | +

Company Policy on the passwords is:

- follow the mimimum password complexity enforced by the Company

L never use the same or similar password for any other personal resource outside of the company
- change the password very 3 months (for Financial department - every 2 months)

Please read the full security policy here: intranst customer com/security
In case you beleive your password may be compromized, report it to the Security team immediately by

- Dialing #1911 extenstion
- Email security@customer.com

| acknowledge that | have completed and understand the material in this Training Module, including the Password security policy of my

company.

O Accept

') Decline

On-site training manager
can add security policy
details, links, IT Security
team contacts to the end of
training modules.



CERTIFICATES TO AWARD EFFORTS

Congratulations!

Slava Borilin

You have successfully completed

Anti-Phishing Phil 05/22/2015

KASPERSICY S

CyberSagety Games
Online training platform

User can get customer
certificate after the training
Is completed



CERTIFICATES TO AWARD EFFORTS

Create a CyberStrength Assessment
Select Subject Areas
Assessment Name: Slava

Subjects

3 selected of 8 - Define length and domains
Phishing (13 questions) @ to assess employees and
Identify Phishing Threats . . ,
- . organization’s cybersafety
Data Protection (10 questions) -
‘ as a whole

Protect and dispose of data securely

Mobility (19 questions)

Work safely outside the office

Internet Browsing (17 questions)
Use the Internet Safely

. L4



INTERACTIVE QUESTIONS TO CHECK LEVEL OF COMPETENCE

® CyberStrength

On the Road: Safe or Upsafe?

Is the displayed activity
safe?

Amy picks up her order at
the counter.



INTERACTIVE QUESTIONS TO CHECK LEVEL OF COMPETENCE

® CyberStrength

Data Protection and De§truction

Via a cloud-based file sharing app like
Dropbox

Choose the best >
answer: \
Which of these is the best /4

way to share sensitive
® data with colleagues?

Via a CD that can be shredded

Via a secure corporate server

y
OO0 W >

Via an encrypted company email



SIMULATED PHISHING ATTACKS: READY-TO-GO TEMPLATES

KASPERIKY2  Security Education Platform

Select Attack Category

Select the category below which most closely matches the type of

1 OF 1
Category Description
Personal Scams about your personal accounts
Social Network Scams About Social Networks
Work Related Scams involving work related accounts or information
Attachments Scams asking a user to open an attachment
New Templates Recently added phishing attacks
Logistics Scams focusing on package delivery
Seasonal Scams focusing on seasonal events
Financial Scams About Your Bank

Custom Create your own email from scratch



SIMULATED PHISHING ATTACKS: RELEVANCE AND VARIETY

Based on the real-life phishing
Select Attack : Work Related Various difficulty

Select a phishing attack from the list below:

Language: French v
1 OF 1
MName Description Failure Rate
Corporate e-Faxx message The user receives a 5 page e-Faxx message containing a PDF link. 25.53 %
Email Improvements Tells the user that there is a more secure email system and they must click to not lose access. 7.88 %
Email Password Change Warns the user that their password is about to expire and if they don’t change it they will lose 20.93 %
access to email.
Email Quota Alert Warns users their email has run out of space and they may not receive email unless they click a 19.24 %
link.
NetworkMeet account suspended Claims that the user's NetworkMeet account is disabled, they must click to reactivate. 8.94 %

Voicemail Alert Tries to get the user to click on a link by looking like an automated voicemail alert. 30.03 %



SIMULATED PHISHING ATTACKS: EASILY CUSTOMIZABLE BY YOU

Edit Email Template

Review and make any necessary changes to the phishing email for your campaign.

From Name: Customer Support
From Address: SUpportid429@us-3track-my-package.net

Subject: Fackage denied at the parcel's delivery

Edit + Insert ~ Table v Format ~

o OO 0 [ PR A L ==

| A - [A - Add Contact Property ~

_0,
S m

| Font Famiy ~ | FontSizes ~ | &F = = = | B | <

13

Postal notification,

Courier service couldn't make the delivery of your parcel.
Status:An error at the delivery address.

LOCATION OF YOUR ITEM:Cincinnati
STATUS: sorting

SERVICE: Standard Shipping

NUMBER OF YOUR ITEM:U358210589NU
INSURANCE: No

Label is enclosed to the letter.



SIMULATED PHISHING ATTACKS:
EMPLOYEE RECEIVES PHISHING AND CLICKS...

bﬂ' i«\} g- |_—| Find a Contact
ol [E} Address Book
Move Rules OneNote | Unread/ Categorize Follow
™ < Read - Up~ | O Filter E-mail -
= e Tags Find
o

k-]
b

Yesterday l

Vous devez valider votre compte

Cyber-crime Dept <cybercrime@secure.safe-browsing.com=

@ Links and other functionality have been disabled in this message. To restore functionality, mowve this
message to the Inbox,
This message was marked as spam using the Cutlook Junk E-mail filter.
This message was converted to plain text.

Sent: Br19.05.2015 15:50
To [® yyacheslav Borilin

Dans le cadre des mesures de sécurité visant a assurer la sécurité de tous les utilisateurs
de messagerie électronique dans le monde entier, tous les utilisateurs doivent faire
enregistrer leurs informations de compte 3 la demande du Département
cybercriminalité.

Vous devez, par conséquent, valider votre compte dans les 24 prochaines heures pour
éviter que votre compte de messagerie électronique soit suspendu et supprimé du
serveur mondial.

Veuillez valider votre compte de messagerie électronigue en vue de le faire enregistrer.
Pour ce faire, cliquez ici <http://updates.l.e-faxx.com/t/1259c7e3fc> .

Learning experience obtained by
shocking (while actually safe)
aftermaths of clicking to artificial
phishing email



SIMULATED PHISHING ATTACKS:
EMPLOYEE RECEIVES PHISHING AND CLICKS...

QOups ! Le courriel auguel vous venez de répondre était un courriel d’hameconnage factice. Pas la peine de
s'inquiéter ! Il vous a été envoyé pour vous aider & apprendre a éviter les attaques réelles. Veuillez ne pas
partager votre expérience avec vos collégues, pour qu'ils puissent également apprendre.

John regoit un courriel urgent.._. Voici comment les escrocs essaient de vous tromper...

pe S ——————— » Landing page = Teachable

assurer la sécurité de tous les utiisateurs de
messsgerie électronique dans le monde entier,

tous les utiisateurs doivent faire enregistrar leurs t
informations de compte & la demande du Je vous envoie ce qui parait n IOI | le n

Deparement cybercriminalité

Ce courriel parait important. Je ferais mieux
d'agir au plus vite

étre un message important
Vous devez, par conséquent. valider votre ou interessant pour vous . L.
e P numapewr | persuader de réponde » Auto-assignment of training

&lectronique soit suspendu et supprime du
serveur mondial.

s Cest e e, Des (employee is redirected to
que vous répondez avec des L
Flques sor des lome. the relevant training module
facilement acces a vos

Enlgne o ComRe after he/she reacted to the
Comment vous protéger... Sl mu I ated attac k)

ARRETEZ-VOUS !

Vous auriez pu vous faire avoir par cet
hameconnage par courriel. Les pirates
utilisent les courriels pour voler des

informations confidentielles.

— 3 : . Hmmm... je ne suis
. Ne révélez jamais des informations personnelles, commerciales plus si sir de ce
ou financiéres en réponse a un courriel non sollicité. courriel maintenant. Je

= Statistics

2 < 0 vais y regarder de plus
Ne cliquez pas, ne répondez pas ou ne remplissez pas les . :
. formulaires envoyés dans des courriels suspects. ) prés avant de répondre.

Nom : FIETIGI Numéro de sécurité sociale : [IRRERERE

Pointez sur les liens pour afficher leurs véritables sources.

hitp:flupdates.1.e-faxx.comt/1259c7elfc

J'aurais pu avoir acces a de
précieuses informations I 1l
aurait suffi d'un clic !




ONLINE TRAINING PLATFORM: ANALYTICS AND REPORTS

Assignment Details For Simulated phishing
Most Missed Report attacks:

Module Performance Archived Campaigns
Module Completion Summary Campaigns Report
Policy Acknowledgement Contact Groups

User Report Cards Device Type

User Record Export Repeat Offenders

CyberStrength Risk Twelve Month Trend



ONLINE TRAINING PLATFORM

Overall Score: 85%
Mumber of Users: 16

XYZ Company (DC)

CyberStrength Assessment Report

Assignment: Baseline Knowledge Assesssmeart - CYB

General Information

Tetal Number of Questons: 10
Question Ganaration Type: Administrator Defined

Subject
Dats Protection
Intemat Browsing
Mobility
Passwords
Phishing
Smariphones
Social Engineoring
Social Netaorking

Diata Protection
Socaal Metwarking

= Cck for Datails.

Number of Timas Asked
22
11
11
22
12
12
12
12

Score By Category

i
E%

Crangs Aoz Crians

Assessment Status
18.75%
B Hoi Saried
12 50% ™ In Progress
W Compiaed
68.75%
Score By Group
~

(% 20% 40% 60% B0% 100%
=2 Click for Detnis:

w

Bt i e

: ANALYTICS AND REPORTS

Know security skills strength in
particular domains from summary
down to individual level



DELIVERY AND SET-UP

KASPERSKY LAB WILL PROVIDE CUSTOMER IS RESPONSIBLE FOR
= User Account for the Online Platform = Loading the employee emails into the
=  Training for Administrators platform
: = Creating:
- Technical support Simula%ed attacks
Assessments

Training Programs

=  Groups assignments

= Analyzing the results



TRY OUT THE INTERACTIVE DEMO
AND ASK US FOR DETAILS!

www.kaspersky.com /demo-sa —

free interactive demo of training
modules and simulated phishing
attacks

Contact your local Kaspersky Lab
office or our partners for more
information (including administrative
features’ demo, pricing, etc.)

KASPERSKY 2

EMPLOYEE SKILLS © Backto Solution Overview
TRAINING PLATFORM

Try out the interactive demo

Hazpercky Employee Skils Tra gmr: orm iz dezigned 1o teach and renforce techaicsl ¢ e rity hygiens cxillz, Offered ez
s o0l it S i A-IT empioyee:.

See how the Plat k oy trying the fres intara cved jeme: 22 note that these demas are not & comalets 1

our training courze. . The Tull Aatforr consizs of 20t ning mode: o er vt e

il s gmdd adua, nalyticz s dep ing functionslity.

INTERACTIVE TRAINING MODULES

6. Mb De ord Security 8. PCIDSS 9 PmmedH ith  10. Physical Security

12 Safe Soc 13, Safer n 14 Security Beyond 15.Social Engineering
Reeworis



ALL KASPERSKY SECURITY AWARENESS TRAINING PRODUCTS

93% likelihood to apply
knowledge

90% decrease in the number
of incidents

50-60% reduction® of the
cyber risk monetary volume

30x ROI

Measurable security
awareness program results

* Aberdeen Group. Research as of 2014

Strategy and

Senior Managers
corporate support

Line Managers CyberSafety Cyber-safe
Management Games business decisions

All employees Employee Skills Skills on personal
training platform cyber hygiene

IT Security and CyberSafety Culture Assessment

Specialists Winning Hearts and Minds ment and persuasion

Understanding, measure-

Technical training programs for IT Security professionals are also available.
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WE PROTECT WHAT MATTERS MOST

KASPER§KY#S

www.kaspersky.com/awareness



