
Many employees use their own devices for both personal and corporate tasks. 
In fact, some organizations encourage workers to choose their preferred 
smartphone or tablet from a retailer, and IT adds email and corporate access 
to the employee-owned device.

There are savings and productivity benefits, but BYOD can also open the 
organization to security risks. Corporate data, improperly secured and 
potentially co-mingled with personal items, can be easily exploited. Often 
these devices are also used by family members with no regard for application 
security. Some are even rooted or jailbroken.

Kaspersky Security for Mobile solves these problems by enabling secure 
configuration and deployment of smartphones and tablets using the same 
console as your network security. IT administrators can be confident that user 
devices are configured with the correct settings and can be secured in the 
event of loss, theft or user abuse.

Key features:
•	 Support for tablets and 

smartphones
•	 Over the air provisioning (OTA)
•	 Time-proven, agent based 

mobile security
•	 securely implements Apple 

mdm and microsoft exchange 
activesync

•	 Native integration with 
kaspersky security center 
for configuration, control, 
reporting, inventories and 
policy setting

Mobile platforms 
supported:
•	 iOS
•	 Android™

•	 windows® Phone
•	 windows mobile
•	 blackberry®

•	 symbian
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Increased management visibility and security for mobile endpoints — without 
the complexity of a separate solution.

Deploying, managing and securing your mobile IT environment need not be complicated or 
expensive. Mobile Device Management (MDM) makes the secure configuration of mobile 
devices painless and straightforward, while a mobile agent is installed on the device to 
provide the protection you need against today’s threats — even on employee-owned devices!

Perfect for “Bring Your Own Device” 
(BYOD) initiatives
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How to buy

Kaspersky Mobile Security is included in 
these users of Kaspersky Endpoint Security 
for Business:

•	 Endpoint Security, Select
•	 Endpoint Security, Advanced
•	 Kaspersky Total Security for Business

Kaspersky Security for Mobile can also be 
purchased separately. Contact your reseller for 
details and pricing.

security risk control:

Encryption
Data in motion is protected via transparent full-disk and file 
level data encryption which can also be applied to a container.

Anti-Theft
Administrators can remotely perform a full or selective 
device wipe, pinpoint the location of a missing device using 
GPS “Find” and receive notification if a SIM card is removed 
or swapped.

Mobile Anti-Malware
Kaspersky Lab’s anti-malware engine features multiple 
layers of detection including cloud-assisted protection, and 
combines with a safe browser and powerful anti-spam to 
ensure the device is not compromised by malicious software.

IT Efficiency features:

Simple Configuration via a Single Console 
Unlike other solutions, Kaspersky Lab allows 
administrators to use only one console to manage the 
security of mobile devices, physical endpoints, virtual 
systems, encryption and policy enforcement tools.

Private Application Portal
Administrators publish a corporate portal that contains 
links to approved applications. Users can be limited to only 
these applications.

“Over The Air” Provisioning
Secures phones remotely by sending either an email or 
SMS containing a link to the corporate portal where users 
can download the profile and applications you’ve approved. 
Access to data won’t be granted until the user has accepted.

Secure Configuration
Ensures hardware and software integrity by enabling 
rooting and jailbreak detection. Other security settings 
include ‘camera disable’, forced password and more.

Compliance and Policy Enforcement
Application control allows the monitoring and control of 
application usage on the device including ‘Default Deny’ 
and ‘Default Allow’ support.

Corporate and personal Data Integrity:

Containers
In support of an employee-owned device scenario, corporate 
data and applications can be placed in isolated “containers”. 
This provides maximum security for corporate data, and 
optimal integrity for personal content.  

Remote Data Safety Tools
In the event a device is misplaced, Remote Lock can be 
engaged.  Corporate data within a container on the device 
can be secured, encrypted, remotely managed and wiped 
independently of personal data on the device.

Detailed Features of Kaspersky Security FOR MOBILE:

Not all features are available on all platforms.   
For details, please consult www.kaspersky.com
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