» KASPERSKY
SECURITY FOR
MOBILE

Increased management visibility and security for mobile endpoints — without
the complexity of a separate solution.

Deploying, managing and securing your mobile IT environment need not be complicated or
expensive. Mobile Device Management (MDM) makes the secure configuration of mobile
devices painless and straightforward, while a mobile agent is installed on the device to
provide the protection you need against today’s threats — even on employee-owned devices!

Key features:

»PERFECT FOR “BRING YOUR OWN DEVICE”

¢ SUPPORT FOR TABLETS AND

SMARTPHONES

MOBILE SECURITY

OVER THE AIR PROVISIONING (OTA)
TIME-PROVEN, AGENT BASED

SECURELY IMPLEMENTS APPLE

MDM AND MICROSOFT EXCHANGE

ACTIVESYNC

NATIVE INTEGRATION WITH

KASPERSKY SECURITY CENTER
FOR CONFIGURATION, CONTROL,
REPORTING, INVENTORIES AND

POLICY SETTING

Mobile platforms

supported:

i0S

ANDROID™
WINDOWS® PHONE
WINDOWS MOBILE
BLACKBERRY®
SYMBIAN

Internet

(BYOD) INITIATIVES

Many employees use their own devices for both personal and corporate tasks.
In fact, some organizations encourage workers to choose their preferred
smartphone or tablet from a retailer, and IT adds email and corporate access
to the employee-owned device.

There are savings and productivity benefits, but BYOD can also open the
organization to security risks. Corporate data, improperly secured and
potentially co-mingled with personal items, can be easily exploited. Often
these devices are also used by family members with no regard for application
security. Some are even rooted or jailbroken.

Kaspersky Security for Mobile solves these problems by enabling secure
configuration and deployment of smartphones and tablets using the same
console as your network security. IT administrators can be confident that user
devices are configured with the correct settings and can be secured in the
event of loss, theft or user abuse.
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»DETAILED FEATURES OF KASPERSKY SECURITY FOR MOBILE:

IT EFFICIENCY FEATURES:

SIMPLE CONFIGURATION VIA A SINGLE CONSOLE
Unlike other solutions, Kaspersky Lab allows
administrators to use only one console to manage the
security of mobile devices, physical endpoints, virtual
systems, encryption and policy enforcement tools.

PRIVATE APPLICATION PORTAL

Administrators publish a corporate portal that contains
links to approved applications. Users can be limited to only
these applications.

“OVER THE AIR” PROVISIONING

Secures phones remotely by sending either an email or
SMS containing a link to the corporate portal where users
can download the profile and applications you've approved.

Access to data won't be granted until the user has accepted.

SECURE CONFIGURATION

Ensures hardware and software integrity by enabling
rooting and jailbreak detection. Other security settings
include ‘camera disable’, forced password and more.

COMPLIANCE AND POLICY ENFORCEMENT
Application control allows the monitoring and control of
application usage on the device including ‘Default Deny’
and ‘Default Allow’ support.

How to buy

Kaspersky Mobile Security is included in
these users of Kaspersky Endpoint Security
for Business:

¢ Endpoint Security, Select
¢ Endpoint Security, Advanced
o Kaspersky Total Security for Business

Kaspersky Security for Mobile can also be
purchased separately. Contact your reseller for
details and pricing.

NOT ALL FEATURES ARE AVAILABLE ON ALL PLATFORMS.
For details, please consult www.kaspersky.com
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SECURITY RISK CONTROL:

ENCRYPTION
Data in motion is protected via transparent full-disk and file
level data encryption which can also be applied to a container.

ANTI-THEFT

Administrators can remotely perform a full or selective
device wipe, pinpoint the location of a missing device using
GPS “Find” and receive notification if a SIM card is removed
or swapped.

MOBILE ANTI-MALWARE

Kaspersky Lab’s anti-malware engine features multiple
layers of detection including cloud-assisted protection, and
combines with a safe browser and powerful anti-spam to
ensure the device is not compromised by malicious software.

CORPORATE AND PERSONAL DATA INTEGRITY:

CONTAINERS

In support of an employee-owned device scenario, corporate
data and applications can be placed in isolated “containers”.
This provides maximum security for corporate data, and
optimal integrity for personal content.

REMOTE DATA SAFETY TOOLS

In the event a device is misplaced, Remote Lock can be
engaged. Corporate data within a container on the device
can be secured, encrypted, remotely managed and wiped
independently of personal data on the device.
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» KASPERSKY LAB
GLOBAL OFFICES

KASPERSKY LAB GLOBAL HQ

10/1, 15t Volokolamsky Proezd, Moscow, 123060, Russian Federation
Tel: +7 495-797-8700. E-mail: info@kaspersky.com

ARGENTINA
Ing. Butty 240-40, Buenos Aires, CLOO1AFB, Argentina
Tel: +54 11-4590-2200

AUSTRALIA AND NEW ZEALAND
1/82 Lorimer Street, Docklands 3008,
Victoria, Australia

Tel: +61 300 930 655

E-mail: anz_sales@kaspersky.com

AUSTRIA

Kaspersky Labs GmbH, Niederlassung Osterreich,
Wienerbergstrasse 11/12a, A-1100 Wien, Austria
Tel: +43 (0) 1-99-460-6400

E-mail: Austria@kaspersky.at

BELARUS, UKRAINE, MOLDOVA

Office 312, 3 Sholudenko Street, Kiev, 01135, Ukraine
Tel: +38 044-495-2605

E-mail: info@ua.kaspersky.com

BENELUX
Papendorpseweg 79, 3528 BJ Utrecht, The Netherlands
Tel: +31 (0)30-752-9500. E-mail: info@kaspersky.nl

BRAZIL

Av. Queiroz Filho. 1.700, Torre A, Conjunto 307,
Alto de Pinheiros, Sao Paulo-SP, 05319-000
Tel: +55 11-3443-1706

CANADA

15 Allstate Parkway, 6th Floor, Markham,

Ontario, L3R 5B4, Canada

Tel: +1 905-415-4594. Toll Free: +1 866-295-8503.

CHINA

12th Floor, Tower B, GeHua Building, 1#Qing Long
Bystreet, Dongcheng District, Bejing 200007, China
Tel: +86 108-418-6111 / +86 400-611-6633
E-mail: klc@kaspersky.com.cn

N-305, North Tower, Software Building, 4th Avenue
80#, Tianjin Economic-Technological Development
Area, 300457, China. Tel: +86 22-6621-1221

Room 201, 202 and 210, Block 8, KIC Plaza,
398 Songhu Road, Yangpu District, Shanghai
200433, China. Tel: +86 21-6056-7999

COLOMBIA
Calle 90 # 12 28, Oficina 53. Bogota, Colombia

FRANCE

2 rue Joseph Monier, Immeuble I'Europeen,
Batiment C, 92500 — Rueil Malmaison/ZAC.
Rueil 2000, France, Tel: +33 825-888-612

GERMANY

Despag-Strasse 3, D-85055 Ingolstadt, Germany
Tel: +49 841-981-890

E-mail: info@kaspersky.de

HONG KONG

Room 2502, 25/F Manhattan Place,

23 Wang Tai Road, Kowloon Bay, Kowloon, Hong Kong
Tel: +852 3559-9200

E-mail: enquiry@kasperskyasia.com

INDIA

Office No. 801 & 808, 8th Floor, Platinum
Techno Park, Plot No. 17 & 18, Sector 30A, Vashi,
Navi Mumbai, India-400 705

Tel: +91 22 61992525

ITALY

via Francesco Benaglia 13,
00153 Rome

Tel: +39 06 588-91

E-mail: info@it.kaspersky.com

JAPAN

Sumitomo Fudosan Akihabara Bldg. 7F,
3-12-8 Soto-kanda Chiyoda-ku,

Tokyo 101-0021, Japan

Tel: +81 3-3526-8520

E-mail: sales@kaspersky.co.jp

KAZAKHSTAN

Office 309, Kazybek Bi, 20A, Aimaty, 050010,
Kazakhstan, Tel: +7 727 2910007, 291 9799
E-mail: info@kz.kaspersky.com

KOREA

Floor 14, Yundang Building 144-23, Samsung-dong,
Kangnam-gu, Seoul, Korea (135-877)

Tel: +82 2-508-8789

E-mail: info@kaspersky.co.kr



MALAYSIA

Level 11-02, Block A, PJ8, No. 23 Jalan Barat,
Seksyen 8, 46350 Petaling Jaya, Selangor Darul
Ehsan, Malysia

Tel: +603 7962-6788

E-mail: info@kaspersky.com

MEXICO

S.de R.L. de C.V,, Calle Damas 130, Oficina 502,
Colonia San Jose Insurgentes,

Delegacion Benito Juarez, Mexico D.F., C.P. 03900

MIDDLE EAST FZ-LLC

Office 808, Arenco Building,
Dubai Internet City, Dubai, UAE
E-mail: sales@ae.kaspersky.com

NORDICS
Kista Tower, Farogatan 33, 16440 Kista, Sweden
E-mail: info@kaspersky.se

POLAND

ul. Krétka 27A, 42-200 Czestochowa, Poland
Tel: +48 34-368-18-14

E-mail: info@kaspersky.pl

PORTUGAL
Alameda dos Oceanos n142 OB
Parque das Nacoes 1990-502 Lisboa, Portugal

ROMANIA

Global City Business Park, Cladirea 021, Sos.
Bucuresti-Nord 10, Voluntari, 077190, lifov, Romania
Tel: +40 210 7718

E-mail: office@kaspersky.ro
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SPAIN

C/ Virgilio 25 1B Ciudad de la Imagen 28223
Pozuelo de Alarcén, Madrid

E-mail: ventas@kaspersky.es

RUSSIA

47/3 Leningradskii Prospekt, 3rd Floor,

Moscow, 125167, Russian Federation

Tel: +7 (495) 737-34-12. E-mail: info@kaspersky.ru

SWITZERLAND

Kaspersky Labs GmbH, Allmendstr. 1,

CH-6312 Steinhausen/Zug, Schweiz

Tel: +49 841-981-890. E-mail: info@kaspersky.de

TURKEY

Blyukdere Cad. No:127,

Kempinski Residence Kule-B/1702, Esentepe, Sisli,
34394 Istanbul, TURKIYE

Tel: +90 212-215-2434

E-mail: sales@tr.kaspersky.com

UNITED KINGDOM

Kaspersky Lab UK Ltd., 97 Jubilee Ave,
Milton Park, Oxfordshire OX14 4RW
E-mail: info@kasperskylab.co.uk

USA

500 Unicorn Park, 3rd Floor, Woburn,
Mass 01801, USA,

Tel: +1 866-328-5700 (Toll Free)
E-mail: info@us.kaspersky.com
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