» KASPERSKY SECURITY
FOR VIRTUALIZATION

Many of the traditional, agent-based antimalware products are not well suited to virtualized
environments. Virtualization is all about maximizing the utilization rates for the IT infrastructure — in
order to maximize return on investment. However, many agent-based antimalware products require the
antivirus software and signature database to be installed on every virtual machine, which partly defeats
the object of virtualization.

Kaspersky Security for Virtualization — built for the unique requirements of virtualized IT environments —
delivers award-winning anti-malware protection for virtualized servers, desktops and data centers.

Kaspersky Security for Virtualization is an agentless anti-malware solution that provides a more
efficient way to protect your virtualized infrastructure — with greater performance and less impact on
virtualization density. The application is easy to deploy and includes advanced management features
that simplify a wide range of security tasks — across both physical and virtual computing assets.

With Kaspersky Security for Virtualization, you can benefit from superior protection — for all of your
virtual machines — while also improving your system utilization rates, reducing the burden on your IT
administration and security personnel, and increasing your overall return on investment (ROI).

Agentless Antivirus
Protection for:

* VIRTUAL DESKTOPS
* VIRTUAL SERVERS

Unified Management
Console for:
¢ PHYSICAL MACHINES

* VIRTUAL MACHINES
* MOBILE DEVICES

Elimination of:

* DUPLICATE SIGNATURE DATABASES
* ‘SCAN’ AND ‘UPDATE’ STORMS
* INSTANT-ON GAP

»PROTECTION AND PERFORMANCE

Centralized security. Kaspersky Security for Virtualization is a virtual appliance
that plugs into VMware’s vShield Endpoint — to deliver anti-malware scanning
capabilities. It provides a single, centralised anti-malware engine and database for
each physical host.

Advanced Antivirus Engine. Kaspersky’s award-winning anti-malware
technologies — together with Kaspersky’s industry-leading frequency of

updates — help to protect against new and emerging threats. A heuristic analyzer
effectively combats polymorphic malware.

Automatic Protection. New virtual machines are automatically provided with
anti-malware protection — to help eliminate security gaps and misconfigurations.
Any guest VM is always protected with the latest signature database regardless of
whether a VM was previously off line.

Higher density virtualization. Because Kaspersky Security for Virtualization is
an agentless solution, it helps to eliminate ‘Update Storms’ and ‘Scan Storms’,
achieve higher density virtualization, reduce impact on performance and address
security gaps that can be introduced by some

»AGILE MANAGEMENT

Regardless of the chosen configuration or deployment, Kaspersky Lab provides
both agent-based and agent-less anti-malware that suits each organization’s
security requirements and can be managed using a single centralized management
console (Kaspersky Security Center).



Single management console. Kaspersky Security :
Center — which is available at no additional cost — is Agentless Security Deployment
a single management console that lets you manage the
security of virtual machines, physical machines and VM VM VM
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vMotion, Kaspersky Security for Virtualization ensures
that protection is not interrupted when a workload is VMware vShield
moved from one ESXi host to another. Provided the new
host has the necessary licenses, the protection will VMware ESXi
follow the workload and all security settings will remain
the same.
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machines and relevant parameters. In addition to giving — =
the IT team better visibility, this integration with vCenter

ensures that protection is automatically provided
whenever a new virtual machine is configured. Kaspersky Security for Virtualization provides
agentless antivirus for VMware deployments.
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GENERAL REQUIREMENTS:

VMware vSphere / ESXi Hypervisor
VMware vShield Manager
VMware vShield Endpoint

KASPERSKY SECURITY CENTER ADMINISTRATIVE
SERVER REQUIREMENTS:

OPERATING REQUIREMENTS: How to buy

Windows Server®

*x32/x64 2003 Standard SP2 Kaspersky Security for Virtualization can be
ex32/x64 2003 R2 Standard SP2 and higher purchased from Kaspersky Lab’s partners. The

x64 Enterprise SP2 and higher
ex32/x64 2008 Standard / Enterprise SP2 and higher

list of Kaspersky Lab partners is available at
www.kaspersky.com

Small Business Server 2008
(x64 Standard/Premium)

HARDWARE
2.0 GHz or higher Learn more www.kaspersky.com
1 GB RAM
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» KASPERSKY LAB
GLOBAL OFFICES

KASPERSKY LAB GLOBAL HQ

10/1, 15t Volokolamsky Proezd, Moscow, 123060, Russian Federation
Tel: +7 495-797-8700. E-mail: info@kaspersky.com

ARGENTINA
Ing. Butty 240-40, Buenos Aires, CLOO1AFB, Argentina
Tel: +54 11-4590-2200

AUSTRALIA AND NEW ZEALAND
1/82 Lorimer Street, Docklands 3008,
Victoria, Australia

Tel: +61 300 930 655

E-mail: anz_sales@kaspersky.com

AUSTRIA

Kaspersky Labs GmbH, Niederlassung Osterreich,
Wienerbergstrasse 11/12a, A-1100 Wien, Austria
Tel: +43 (0) 1-99-460-6400

E-mail: Austria@kaspersky.at

BELARUS, UKRAINE, MOLDOVA

Office 312, 3 Sholudenko Street, Kiev, 01135, Ukraine
Tel: +38 044-495-2605

E-mail: info@ua.kaspersky.com

BENELUX
Papendorpseweg 79, 3528 BJ Utrecht, The Netherlands
Tel: +31 (0)30-752-9500. E-mail: info@kaspersky.nl

BRAZIL

Av. Queiroz Filho. 1.700, Torre A, Conjunto 307,
Alto de Pinheiros, Sao Paulo-SP, 05319-000
Tel: +55 11-3443-1706

CANADA

15 Allstate Parkway, 6th Floor, Markham,

Ontario, L3R 5B4, Canada

Tel: +1 905-415-4594. Toll Free: +1 866-295-8503.

CHINA

12th Floor, Tower B, GeHua Building, 1#Qing Long
Bystreet, Dongcheng District, Bejing 200007, China
Tel: +86 108-418-6111 / +86 400-611-6633
E-mail: klc@kaspersky.com.cn

N-305, North Tower, Software Building, 4th Avenue
80#, Tianjin Economic-Technological Development
Area, 300457, China. Tel: +86 22-6621-1221

Room 201, 202 and 210, Block 8, KIC Plaza,
398 Songhu Road, Yangpu District, Shanghai
200433, China. Tel: +86 21-6056-7999

COLOMBIA
Calle 90 # 12 28, Oficina 53. Bogota, Colombia

FRANCE

2 rue Joseph Monier, Immeuble I'Europeen,
Batiment C, 92500 — Rueil Malmaison/ZAC.
Rueil 2000, France, Tel: +33 825-888-612

GERMANY

Despag-Strasse 3, D-85055 Ingolstadt, Germany
Tel: +49 841-981-890

E-mail: info@kaspersky.de

HONG KONG

Room 2502, 25/F Manhattan Place,

23 Wang Tai Road, Kowloon Bay, Kowloon, Hong Kong
Tel: +852 3559-9200

E-mail: enquiry@kasperskyasia.com

INDIA

Office No. 801 & 808, 8th Floor, Platinum
Techno Park, Plot No. 17 & 18, Sector 30A, Vashi,
Navi Mumbai, India-400 705

Tel: +91 22 61992525

ITALY

via Francesco Benaglia 13,
00153 Rome

Tel: +39 06 588-91

E-mail: info@it.kaspersky.com

JAPAN

Sumitomo Fudosan Akihabara Bldg. 7F,
3-12-8 Soto-kanda Chiyoda-ku,

Tokyo 101-0021, Japan

Tel: +81 3-3526-8520

E-mail: sales@kaspersky.co.jp

KAZAKHSTAN

Office 309, Kazybek Bi, 20A, Aimaty, 050010,
Kazakhstan, Tel: +7 727 2910007, 291 9799
E-mail: info@kz.kaspersky.com

KOREA

Floor 14, Yundang Building 144-23, Samsung-dong,
Kangnam-gu, Seoul, Korea (135-877)

Tel: +82 2-508-8789

E-mail: info@kaspersky.co.kr



MALAYSIA

Level 11-02, Block A, PJ8, No. 23 Jalan Barat,
Seksyen 8, 46350 Petaling Jaya, Selangor Darul
Ehsan, Malysia

Tel: +603 7962-6788

E-mail: info@kaspersky.com

MEXICO

S.de R.L. de C.V,, Calle Damas 130, Oficina 502,
Colonia San Jose Insurgentes,

Delegacion Benito Juarez, Mexico D.F., C.P. 03900

MIDDLE EAST FZ-LLC

Office 808, Arenco Building,
Dubai Internet City, Dubai, UAE
E-mail: sales@ae.kaspersky.com

NORDICS
Kista Tower, Farogatan 33, 16440 Kista, Sweden
E-mail: info@kaspersky.se

POLAND

ul. Krétka 27A, 42-200 Czestochowa, Poland
Tel: +48 34-368-18-14

E-mail: info@kaspersky.pl

PORTUGAL
Alameda dos Oceanos n142 OB
Parque das Nacoes 1990-502 Lisboa, Portugal

ROMANIA

Global City Business Park, Cladirea 021, Sos.
Bucuresti-Nord 10, Voluntari, 077190, lifov, Romania
Tel: +40 210 7718

E-mail: office@kaspersky.ro
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SPAIN

C/ Virgilio 25 1B Ciudad de la Imagen 28223
Pozuelo de Alarcén, Madrid

E-mail: ventas@kaspersky.es

RUSSIA

47/3 Leningradskii Prospekt, 3rd Floor,

Moscow, 125167, Russian Federation

Tel: +7 (495) 737-34-12. E-mail: info@kaspersky.ru

SWITZERLAND

Kaspersky Labs GmbH, Allmendstr. 1,

CH-6312 Steinhausen/Zug, Schweiz

Tel: +49 841-981-890. E-mail: info@kaspersky.de

TURKEY

Blyukdere Cad. No:127,

Kempinski Residence Kule-B/1702, Esentepe, Sisli,
34394 Istanbul, TURKIYE

Tel: +90 212-215-2434

E-mail: sales@tr.kaspersky.com

UNITED KINGDOM

Kaspersky Lab UK Ltd., 97 Jubilee Ave,
Milton Park, Oxfordshire OX14 4RW
E-mail: info@kasperskylab.co.uk

USA

500 Unicorn Park, 3rd Floor, Woburn,
Mass 01801, USA,

Tel: +1 866-328-5700 (Toll Free)
E-mail: info@us.kaspersky.com
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