
 

 

 

 

 
 



Kaspersky Security for Virtualization 

Light agent confi guration

Every virtual machine gets basic 
anti-malware protection automatically 
without any additional software

Security Virtual Appliance

• Anti-malware databases

• Centralised fi le scanning

Light Agent

• Deep scanning

• Protection from network threats

• Controls

Security Virtual Appliance

• Anti-malware databases

• Centralised fi le scanning

Traditional 
Agent-Based

Agentless 
Security

Light Agent 
Security

•  Works on any hypervisor

•  Where VM density is not 
critical

•  Windows, Linux or Mac 
guest VMs

•  VMware only

•  Allows high VM density

•  Windows guest VMs only

•  Minimal IT resources 
for installation and 
management

•  Typical installation would 
be server virtualization 
with controlled internet 
connectivity (no browsing)

•  VMware, Citrix or Hyper-V

•  Allows high VM density

•  Windows guest VMs

•  Advanced security and 
policy enforcement 

•  Typical usage would be 
VDI and servers with 
critical roles

Deployment Method Light Agent Agentless

Guest Operating System Installed 
on the Virtual Machine

Windows Server 
2008 R2 Hyper-V 

and Windows Server 
2012 Hyper-V

XenServer 
6.0.2 and 

6.1  

VMware 
ESXi 5.1 
and 5.5

VMware ESXi 
4.1, ESXi 5.0 

or ESXi 5.1 and 
5.5

Windows XP Professional SP3 (32-bit) Yes Yes No Yes

Windows XP Professional SP2 (64-bit) Yes No No No

Windows 7 Professional / Enterprise / Ultimate SP1 
or higher (32 / 64-bit) Yes Yes Yes Yes

Windows 8 Pro / Enterprise (32 / 64-bit) Yes Yes Yes Yes

Windows Vista Business / Enterprise / Ultimate SP2 
(32-bit) Yes No No Yes

Windows Server 2008 R2 Standard / Enterprise SP1 
(64-bit) Yes Yes Yes Yes

Windows Server 2008 Standard / Enterprise SP2 
(32 / 64-bit) Yes Yes Yes Yes

Windows Server 2003 R2 Standard / Enterprise SP2 
(32 / 64-bit) Yes No Yes Yes

Windows Server 2003 Standard SP2 (32 / 64-bit) Yes Yes No Yes

Windows Server 2012 without ReFS 
(Resilient File System) support (64-bit) Yes Yes Yes Yes

Windows Small Business Server 2008 Standard 
(64-bit) Yes No No No

Windows Small Business Server 2011 Essentials / 
Standard (64-bit) Yes No No No


