_d KASPERSKY SMALL OFFICE
SECURITY

WORLD-CLASS PROTECTION MADE EASY FOR SMALL
BUSINESSES.

For your unique challenges: a unique solution. Powerful world-class protection that’s quicker and easier
than ever to use.

e Specially designed for businesses with 50 users or less.
e Easytoinstall and run — no training required.

e Web console for internet-based administration from anywhere.

NO EXPERIENCE NEEDED

Kaspersky Small Office Security is designed for even the most non-technical person to install and run with ease. It's packed
with straightforward ‘wizards’ to automatically guide you through things like:

e Setup, including removing any existing anti-malware

e Setting the controls and choosing the policies that work best for you and your business

e Automatically downloading these changes onto several computers at once

Everything is administered through a web-based dashboard so that you, or anyone else you choose, can manage your IT
security remotely through the internet.

Kaspersky Small Office Security delivers outstanding security, but runs so smoothly and efficiently in the background that you
almost forget it's there.

MULTIPLE LAYERS OF PROTECTION

Kaspersky Small Office Security applies layer upon layer of protection

to your PCs and Macs, servers, tablets and smartphones. All the

security tools your growing business needs, and more, are included.

You can trust Kaspersky Small Office Security to handle your IT

security, leaving you free to run your business.

¢ Cloud-assisted, real-time protection from new and emerging cyber-
threats.

e Secures Windows and Mac computers, servers and Android mobile
devices.

e Award-winning ‘Safe Money’ safeguards on-line financial
transactions from online hackers and identity thieves.

e Controls to let you manage employee web surfing and social
networking.

e e Encryption to protect confidential business and customer data.

ullSever e Anti-phishing technologies to protect against fake and malicious

il websites.

e Powerful spam filtering.

e Secure password management.*

e Automatic back-up of your data via Dropbox to prevent lost data.

HELPS SAVE YOU MONEY

As well as protecting against hacker attacks aimed at stealing
your money, Kaspersky Small Office Security helps you keep your
employees more productive by regulating their web access and
setting controls on when they can surf or message. Advanced
security features like encryption assure your customers that their
data is safe in your hands, increasing your sales potential and
customer satisfaction.
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FEATURES

World-Class Security — securing your business, even from known

and emerging threats.

e Layers of protective technology to address known and unknown
types of malware.

Windows workstations and file servers, Mac workstations,

Android smartphones and tablets are all protected.

Uses the power of the cloud to protect your business in real time.
“Trusted applications mode” option ensures that only safe software
canrun.

Financial Data Security — protecting your online business and personal

transactions against the most sophisticated financial fraud.

e Award-winning ‘Safe Money’ technology for worry-free online banking.

e Virtual and secure keyboard modes to defeat password stealing
malware.

Internet Protection — keeping you safe from malicious attempts
to hijack your data, or your entire network.

e Automatically blocks malware ‘exploits’ that cybercriminals use
for their attacks.

Identifies phishing websites, designed to trick you into sharing
your personal information.

Spots suspicious downloads and attachments.

Sophisticated spam filters block unwanted emails.

Protects your business from being spied on through your webcams.
Checks and verifies the safety of Wifi connections.

Optimises data traffic usage to help keep network costs down.

Manage Employee “Time Wasters” Includes tools making it easy

for you to:

e Regulate or block employee access to games and leisure websites.

e Control and supervise social networking activity during working hours.
e Limit Instant Messaging at work.

SYSTEM REQUIREMENTS

Windows-based PCs — desktops and laptops

e Approximately 480 MB free space on the hard drive (depending on
size of antivirus database)

CD-ROM or DVD-ROM Dirive (for installation of the program from CD)
Computer mouse

Internet connection for product activation

Microsoft® Internet Explorer® 8 or higher

Windows desktops

Operational System

Microsoft Windows XP Home Edition SP3 or higher

Microsoft Windows XP Professional SP3 or higher

Microsoft Windows XP Professional x64 Edition SP2*** or higher

Microsoft Windows Vista® Home Basic / Home Premium / Business / Enterprise /

Ultimate (x32 and x64***) SP1 or higher
Microsoft Windows 7 Starter (x32) SP1 or higher

Data Protection — against theft, loss and corruption.

e Schedule automated backups via Dropbox, to local disk or to network
storage.

e Encryptfiles and folders, keeping your data safe in transit and
on portable devices.

¢ Irreversible file shredder permanently removes any traces of deleted
confidential data.

Mobile Device Protection — keeping your smartphones and tablets,
and the business data they hold, secure.
e Latest anti-malware protection technologies for Android based
mobile devices.
‘Anti-phishing’ technology for secure internet browsing.
e Remote lock, locate and wipe features, for misplaced or stolen
devices.
Call and text filtering fights spam on smartphones.
Tracks stolen smartphones, even after the SIM card has been
removed — and allows you to take a picture of the thief!

Password Protection* — ‘Password Manager’ remembers and protects

all your web passwords.

e Creates and securely stores a new password for every site — but you
only need remember a single password.

e Synchronizes password protection across all your devices, including
iOS as well as Android smartphones and tablets.

Easy Web-based Management Dashboard — so you can manage your
security easily through the internet.
e Easy, straightforward controls.

e Single user-friendly management screen.

Microsoft Windows® Installer 3.0 or higher

Microsoft .NET Framework 4 or higher

Webcam Protection feature is available for the compatible
web-cameras only. The list of compatible devices is available
in full System requirements @ www.kaspersky.com

CPU RAM**
1 GHz or higher 512 MB

1 GHz or higher 1 GB RAM (x32) or
2 GB RAM (x64)

Microsoft Windows 7 Home Basic / Home Premium / Professional / Ultimate (x32 and x64***) SP1 or higher

Microsoft Windows 8
Windows 8/Windows 8 Pro/Windows 8 Enterprise (x32 and x64***)
Microsoft Windows 8.1 (Windows Blue)

Windows 8.1 / Windows 8.1 Pro / Windows 8.1 Enterprise / Windows 8.1 Update (x32 and x64***)

Microsoft Windows 10**** (32-bit or 64-bit***)

Windows File servers
Operational System

Microsoft Windows Server 2012 R2 Foundation / Essentials / Standard

Microsoft Windows Server 2012 Foundation / Essentials / Standard

Microsoft Windows Small Business Server 2011 Standard / Essentials SP1 or higher
Microsoft Windows Server 2008 R2 Foundation / Standard SP1 or higher
Microsoft Windows Small Business Server 2008 Standard x64 Edition SP2 or higher

Mac-based desktops and laptops

e 500 MB free space on the hard drive
e |Internet connection

e 0SX10.7,10.8,10.9,10.10

1 GHz or higher 1 GB RAM (x32) or
2 GB RAM (x64)
1 GHz or higher 1 GB RAM (x32) or
2 GB RAM (x64)
1 GHz or higher 1 GB RAM (x32) or
2 GB RAM (x64)

CPU RAM**
1,4 GHz (x64) or higher 4GB

2 GHz (x64) or higher 8 GB
2 GHz (x64) or higher 4GB
2 GHz (x64) or higher 4GB

Android™-based smartphones and tablets

e Android™2.3-5.1
e Minimum screen resolution: 320 x 480

iPhone and iPad
e i0S 6.0 or higher

* Effective for 32 bit applications only. Includes Android and iOS devices.
* Full System requirements are available @ www.kaspersky.com

** Free RAM

*** Some product features might work on 32-bit operating systems only

*x4% At present, the functionality of the following components is partially limited when using Windows 10: System Watcher, System memory scan, Self-Defense, Application Control, Safe Money***,
The webcam protection component is not available with Windows 10. Product installation and operation is not supported when Device Guard is turned on. Product is not intended to operate on
Windows 10 Mobile editions. For full details regarding the limitations, please visit http://support.kaspersky.com/12196.
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