KASPERSKY SECURITY CENTER

EnviHass MolHass KOHCOJb yTpaB/IEHMNST BCEM PYyHKLMOHAIOM PELIEHNMN
«JlabopaTopumn Kacnepckoro» A/s 3allMTbl Paboymx MeCT, ¢pariioBbiX
CEPBEPOB, MO6UJIbHbBIX YCTPOWUCTB U BUPTYaibHOW I T-uHGpacTPy KTy Dbl

LleHTpann3soBaHHOe ynpaBneHue. MacwTtabnpyemocTb. [M6KOCTD

He3aBMCKMO OT TOTO, yNpaBageTe N Bbl AECATHIO
VAN HECKONBKMMM ThICAHaMU PaBOUYMX MeCT

B COCTaBE LIEHTPAIM3OBaHHOW, pacnpeneneHHowm
WV cMmewaHHom IT-mHbpacTpykTypbl, Kaspersky
Security Center obecneuyrBaeT NerkoCTb YCTaHOBKM,
HaCTPOWVKM 1 YNIPABNEHWNS BCEMM 3aLLUMTHBIMM
TexHonornamm «Jlabopatopmm Kacnepckoro» yepes
eZIMHYIO KOHCONb ynpaBneHus. Kaspersky Security
Center no3gondeT obecnednts 3GPeKkTBHOE
yrpasneHme MobuabHbIMK yCTpOMCTBamMm (MDM)

Ha 6a3e pas3NUYyHbLIX MNaTGOPM, MOHUTOPUHT
YA3BUMOCTEM U YPaBieHne yCTaHOBKOM
VMCMNPaBNEHWNM, @ TaKXKE KOHTPOb YCTPOWCTB

M NPUAOXKEHWI, PaspeLleHHbIX K MCMOMb30BaHUIO

B Ballley KOPNOPATVBHOM CETW.

PelleHre NooAEPXKMBAET TEXHONOTUN
MHOTIOYPOBHEBOW 3aLLMThI 1 YMNPaBNEHMS, KOTOPbIE
aKTVBUPYIOTCH Yepes eANHYIO YAOOHYIO KOHCOb.
Kaspersky Security Center mnosBonseT nerko Maclita-
6MPOBaTb CUCTEMY 3aLLMUThI 1 I06ABNSATH B HEE HOBblE
WMHCTPYMEHTbI Y QYHKLMM — Kak B HEOOMbLLVIX, BICTPO
PACTYLLUMX KOMMAHMSAX, TaK 1 B KPYMHbBIX KOPNOPaLmsax
CO CNIOXHOWM pacnpeneneHHom I T-mHOPacTpyKTypOW.
Kax bV Cneayolmny ypoBeHb peleHmns Kaspersky
Security ons 6usHeca OTKpbIBaET AOMNONHUTENbHbIE
BO3MOXHOCTM 3aLLUMTHI U YPABNEHUS B PaMKax e AMHOM
M1aTdOPMbl — B COOTBETCTBUM C BALLUMM TEKYLLMMN
NOTPEBHOCTSAMMU.

YPOBHW KASPERSKY SECURITY OJ19 BU3HECA: NMOCNEAOBATEJIbHOE PACLUMPEHUE ®YHKLUMOHATA
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LleHTpann3oBaHHOE yrnpaBneHne Mo3BOAFET MOBLICUTbL MPO3PaYHOCTb KOPMOPATHUBHOW I T-MHOPACTPYKTYPbI,
ONTVMM3NPOBATL PACXObl V1 AOOUTHCH MAKCHMMANbHOM 2GPEKTUBHOCTM YNPABNEHWA CUCTEMOW 3aLLUMTHI.
TeCHO MHTerpmpoBaHHble GYHKLUWMKM 1 MHCTPYMEHTbI B cocTaBe Kaspersky Security Center (KSC) o6ecnedmsatoT
3PPEKTUBHOE yTPaBIEHNE BCEMM TEXHONOTMAMM, PEANMIOBAHHBIMI B €ANHOW NiaTopmMe 6e30MacHOCTM
«JlabopaTopui Kacnepckoroy.

Pa3BepTbiBaHWe, HACTPOWKa 1 ynpasieHue 3aWuToim

pa60tmx MeCT U3 eAUHOro UeHTpPa no3BoIdatoT

LleHTpannsoBaHHbI BE6-KOHTPOJIb, KOHTPOJIb

NpoOrpamMmm 1 yCTPOMCTB NMOMOTaloT PEryInpoBaTh

o6ecneynTb HaIeXKHYIO 1 aKTYanbHYIO 3aLUTY
KaX[1oro paboyero MecTa 1 yCTPOMCTBa B COCTaBe
KOPMopaTVBHOM CETH.

M OrPaHNYBaTh MCMONb30BAHME HEXENATENbHbIX M
Hebe30MaCHbIX YCTPOMCTB, MPOrpaMm 1 Beb-pecypCcos.



MHCTpYMEHTbI 3aLMTbl U yNpaB/ieHUsi MO6UbHbIMU
YCTPOMCTBaMU NMO3BONSIOT LIEHTPANM30BAHHO
YNPaBNaTh 6E€30MaCHOCTHIO MOOWMIBHBIX YCTPOWCTB

Ha 6a3e Pa3NnYHbIX MNAaTPOPM YePE3 TY XKe eanHYIO
KOHCO/1b, KOTOPAst MCMONb3YETCS AN19 YNPaBIeHUS
3aLLUMTON PABOUMX MECT. DTO 3HAUUTENBHO YNPOLLIAET

MOHUTOPWHT 11 KOHTPOSb 6E30MaCHOCTH KOPNOPaTUBHOM

[T-1HPPACTPYKTYPLI €3 HEOOXOANMOCTY NMPUMEHEHWS
LOMONHNTENBHBIX YT UV TEXHONOTUIA.

MOHUTOPUHT yA3BMMOCTEN U yrpaBneHue
YCTaHOBKOW UCMPaBAEHUI NMO3BONAIOT ObICTPO
O6HaPYXMBaTb YS3BUMOCTM, MPUOPUTU3MPOBATL MUX

M LEHTPaNIM30BaHHO YCTaHaBIMBATb MCMPAaBAEHMUS.
AOMUHUCTPATOPbI pacrionaratoT NoaHOM
MHOQOPMaUMen 06 ObHaPYXEHHbLIX YS3BUMOCTSIX.
icnpaBnerns n O6HOBNEHMS MOTYT YCTaHaBAMBATLCS
ABTOMATUYECKM B KpaTUyarilume CpoKM!, 4TO MOBbILLAET
YyPOBEHb 6€30MacHOCTM BCeW I T-nHOPaCTPyKTYPbI.

OCHOBHble PYHKLMU U NPpenMyLLEeCTBA

OMTUMANBbHbIE HACTPOMKM NO YMOJTYAHUIO
OcCobeHHO aKTyasbHbl 419 HEGONbLIMX KOMMaHWM,

y KOTOPbIX HE BCeraa xBaTaeT I T-pecypcoB

N5 BbINONHEH WS AONONHUTENbHbIX 3a1ad
aOMUHUCTPUPOBaHMS. ICNonb3ymTe HaCTPOMKM,
PEKOMEHOBAHHbIE HALUMMK CNELMANUCTaMU, UK
BblGMpPaNTE Te, KOTOPbLIE HEOOXOAVIMbI UMEHHO BaM.

NOOAEPXKA MYNIbTUNNATOOPMEHHbBIX CPEL,
YnpaerneHve 6e30MacHOCTbIO duanyeckmx (Windows®,
Linux®, Mac), Mo6unbHbIX (Android™, iOS, Windows
Phone) 1 BUpTyanbHbIX YCTPOWCTB B COCTaBe KOPNopa-
TUBHOW [ T-MHOPACTPYKTYPbl OCYLLECTBASETCS Yepes
eVIHYO KOHCO/b.

MACLLUTABUPYEMAS 3ALLNTA 419 KOMMAHUN
JNIOBOTIO PASMEPA

Moanepskka 40 MUNIMOHa 06bekToB Active Directory®,
a TaKXXe pasrpaHuyeHye Npae aAMUHNUCTPAaTOPOB Ha
OCHOBe ponem 1 NPoOGUIM HACTPOEK O6ECMNEeYMBAIOT
MMOKYIO PaboTy PeLIEHUS B CIOXHbIX Cpeaax.

LWMPOKWME BO3MOXHOCTWU MHTEIPALNN
VIHTerpauys ¢ OCHOBHbIMUK SIEM-cucTemamm ong
GOPMMPOBaAHUS OTHETOB 1 O6ECMEYEHMS 3aLLUMTHI.
VHTerpauys ¢ BHelHMy cuctemam NAC, Bkatoyas
Cisco® NAC, Microsoft® NAP 11 cepsep SNMP.

! Patch Management Solutions Test, nposeneHHbIN AV-TEST
no 3aka3y «J/labopaTopun Kacnepckoro» B nione 2013 roaa

KAK MPNOBPECTHU

LleHTpannsoBaHHOe ynpaBjieHUe TEXHOJIOTUSIMMU
wurdpoBaHUA obecneymBaeT AONONHUTENbHbIN
YPOBEHb 6€30MaCHOCT M, MOMOras NPOTUBOCTOATh
PacTyLlen yrpo3e NoTeEPU AaHHbIX B pe3ysbTate
KpaXku yCTPOWCTBA UK BPEAOHOCHOW aTaKMu.

PaclumMpeHHble BO3MOXXHOCTU yNpaB/ieHUs!
BKJIIOYAIOT aBTOMATU3MPOBaHHOE LIeHTPaNM30BaHHOE
aAMWHNCTPUPOBaHVE CUCTEMbI 3aLLMTbI, B TOM YnC/e
y4yeT annapaTHOro 1 NPOrpamMMHOro obecneyeHus,
co3gaHue obpazor OC U NPUNOKEHWI, a TaKxKe
yaaneHHyto yctaHosky MO 1 AMcTaHUMOHHOE
YCTPaHeHWe HeMonaaokK.

Mopaepxka pabounx CTaHUUM, MOBUIbHBIX
YCTPOWUCTB U BUPTYaJibHbIX MaLUUH A3ET BO3IMOXHOCTb
YIPaBAATh 3aWLMTON BCEM | T-MHPPACTPYKTYpPbI Yepes
eAMHYIO KOHCOSb, O6ecrneynBas 3GGeKTUBHbIN MOHUTO-
PVIHT 1 MOMHbIV KOHTPO/b KOPMOPAaTVBHOW CET.

NOAOAEPXKA YOANNEHHbBIX O®PUNCOB
OnTrMM3aLUms TpadrKa 1 rTMbKoe pacnpeaeneHme
ncnpasneHuin. JlokansHasg patodas CTaHUMA MOXET
BbICTYMaTb B POV areHTa OOHOBNEHUI ANt BCETO
yAaNneHHoro opuca, obecneympas yaaneHHoe
Pa3BepTbiBaHME OOHOBNEHWNM U YMEHbLIas Obbem
Tpadrka Mexay oprcamm.

MOAPOBHbIE OTYHETHI

LLIMpOKMM CNekTp NpeLyCTaHOBNEHHbIX
LWabNOHOB OTHYETOB, C BO3MOXHOCTBIO HACTPOWKM
1 GOPMUPOBAHVIA MHAMBUAYANbHBIX OTHETOB.
JononHutensHasa anHammyeckas GunsTpaLms

1 COPTVPOBKA OTHETOB MO NNMOOLIM MapaMeTpam.

BEBG-KOHCO/J1b

[o3BonseT obecneynTs 3QPeKTUBHOE yaaNneHHOe
yrpaeneHne 6e30nacHOCTBLIO PabOYMX MeCT

N MOBWITbHbIX YCTROWCTB.

NOo4OLEPXKA BUPTYAJIU3ALNA

PacnosHaBaHMe BMPTYanbHbIX MallViH U 6anaHc
Harpy3Kmn B NepUO HTEHCUBHOM paboThl, a TakxKe
npeaynpexaeHue CHUXKaIOWMX MPOV3BOANTENBHOCTb
AHTUBMPYCHbIX KLUITOPMOBY» — 1 BCE 3TO Yepes eAnHYIO
KOHCOMb YMpPaBneHms.

Kaspersky Security Center BxoamT B COCTaB BCeX YPOBHEM MHeMK Kaspersky Security

N5 613HECa, a Takke pAna pemeHw?l JNA 3alAThI OTAENbHbBIX Y3/10B CETU.

YTO6bI BbIOPATH HY>KHBIM BaM MPOAYKT, MPOKOHCYNBTUPYIMTECH C MaPTHEPOM
«JlabopaTopun Kacnepckoro». KoHTakTHas MHGOpMaLL/S 1 aapeca NMapTHEPOB
npeacTaBneHbl Ha Halllem canTe B pasaene http:/www.kaspersky.ru/find_partner_office

MOAPOBHEE:

http://www.kaspersky.ru/security-
center

© AO «JlabopaTtopusa Kacnepckoroy, 2015. 3aperncTpupoBaHHbie TOBapHbIE 3HaKW 1 3HaKK OBCTYXMBaHWS ABAKIOTCS COBCTBEHHOCTLIO X NpaBoO6naaTenei
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