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» MPOAJIEHUE NTULEH3UN
U NMEPEXOA4 HA HOBbIU NPOAYKT
PYKOBOACTBO NO MUrpaLmu

»MPOrPAMMA JINLUEH3NPOBAHUA KASPERSKY SECURITY AJ11 BUSHECA

HoBas nMHenKa npoaykToB «Jlabopatopun KacnepcKkoro» A5 3aluThbl Y3/10B CETU BKJIOYAET MHOXKECTBO HOBbIX
GYHKUMI, a TaKKe HOBYIO KOHCO/b yNpaB/ieHus ¢ elle 6oee yao6HbIM MHTYUTUBHO NMOHSTHLIM NMOSb30BaTENbCKUM
MHTEPDENCOM M YCOBEPLIEHCTBOBAHHbLIM MEHIO.

CnMCOK HalWmX Y4OCTOEHHbIX Harpag TEXHOOMMM MUPOBOIO Kilacca Tenepb JOMNONHAIOT:

¢ llindpoBaHne — 3aliuTa OT NOTEPM JAHHbLIX B CyHae Kpaxu Win yTepu KOMMNbIOTEPOB U CbEMHbIX YCTPOMCTB
° YnpaBieHue MOGU/IbHbIMU YCTPONCTBAMM — HACTPOWKa NapaMeTpoB 6€30NacHOCTU U yaaneHHoe
pasBepTbiBaHKe 10 Ha MOBUBHbIX YCTPOMUCTBAX
e CuctemMHOEe agMUHUCTPUPOBAHUE — ONTUMMU3aLMA Pa3BEPTbIBAHUS CUCTEM W yNpaBieHne
YCTaHOBKOM UCNPaBNEHUN

KAKOW YPOBEHb PELUEHNS HEOEXOAUM UMEHHO BAM?

KOHTPO/1b 3ALLMUTA OYTOBLIX
MPOrPAMM, BE30MACHOCTb CUCTEMHOE CEPBEPOB, MUHTEPHET-
3ALLUTA OT YCTPOMUCTB, MOBU/IbHbIX LIM®POBAHUE AAMWUHUCTPU- LLI/TK030B U CEPBEPOB
BPEJJOHOCHOI0 Nno BEB-KOHTPO/Ib YCTPOICTB AAHHbIX POBAHUE COBMECTHOW PABOTbI
TOTAL Y4 V4 Y4
PACLUMPEHHbI Y4 V4

CTAHAAPTHbIH

CTAPTOBbIN

LS
RS
RS

KnueHTbl, yxKe ucnonbaytoline NpoayKTbl «JTabopatopun Kacnepckoro», cpasy noYyBCTBYIOT LiEHHbIE NPEnMYyLLEecTBa
MUrpaLIMi Ha HOBbIE NPOAYKTbI C AOMNONHUTENbHLIM HA60POM GYHKLIMIA. B 3@BUCHMOCTHM OT TOTO, KaKyo IMLIEH3UIO
«JlabopaTopu1n KacnepcKoro» Bbl UCMOMb3YyeTe B TEKYLIMIA MOMEHT, BO3MOMXHbI HECKONIbKO BAPUAHTOB MUrPaL1K.
[laHHOE PYKOBOACTBO NMOMOMET BaM BbiGPaTh ONTUMaJIbHbIA BapiaHT B COOTBETCTBUM C 0COB6EHHOCTMU BaLlen IT-
MHOPACTPYKTYPbI M NOTPEGHOCTAMM Ballero 6u3Heca.

Ecnu cpok genctBusl Bawen NMLEH3UN UCTEKAET, Bbl MOXXETe BbiOpaTb OAMH U3 CNeAYIoLUX BapuaHToB:
e Ta6nuua 1: [MpoaneHne NMLEH3NM C JO0OABNEHNEM HOBbIX QYHKLNM
¢ Ta6nuua 2: MNpoaneHne NULEH3UN C COXPaHEHMEM TeKyLLLero Habopa GyHKLMIA

Mbl BOpOXKnM cBOMMK KnneHTamu! O6paTuTech K BallemMy NocTaBlUMKY NpoaykToB «JlabopaTtopun Kacnepckoro»
3a MHPOopMaLMen 0 cneumnanbHbIX CKUIKaX.

Ecnu cpoK aercTBMS Baluel IULLEH3UH elle He UCTEK, Bbl TaKKe MOXeTe BOCMOoJ/ib30BaTbCs

HOBbIMW BO3MOHOCTAMMU:

¢ Ta6nuua 3: Mepexoa Ha HOBOE pelleHue ¢ 06aBNEHNEM HOBbIX GYHKLMI (6€3 NPoAIeHUS TULEH3NM)
¢ Ta6nuua 4: Nepexof Ha HOBblE BEPCHUMU MPUIOKEHWH B paMKaXx TEKYLLEN NTULIEH3UM



»TABJIMLUA 1: NPOANEHUE IMLEH3UU C JOBABJIEHUEM

HOBbIX ®YHKLUHA

Tekyuwee peweHue*

Kaspersky Work Space Security
(NpennoxeHve AeNCTBYET He Ha BCEX PbIHKaX)

Kaspersky Work Space Security
Kaspersky Business Space Security
Kaspersky Enterprise Space Security**

Kaspersky Work Space Security
Kaspersky Business Space Security
Kaspersky Enterprise Space Security
Kaspersky Total Space Security

Mepexop Ha:

Kaspersky Endpoint Security ang 6usHeca
CTAHZAPTHbIN

Kaspersky Endpoint Security ans 6usteca
PACLUMPEHHbIN

Kaspersky Total Security anst 6usHeca

* IS KOMMbIOTEPOB, Ha KOTOpbIX ycTaHoBneH Kaspersky Endpoint Security 8 ans Windows
** [Tpu MUrpaLmm Ha yposHU CTAHZAPTHBIN 1 PACLUMPEHHBIN knnerTam, ucnonsayiowmm Kaspersky Enterprise Space Security, HE06X0MMO OMONHUTENBHO NPUOBPECTH

Kaspersky Security 415 no4ToBbIX CEPBEPOB

Bbl fononHuTenbHO nosiyyaere:

¢ 3awuty hannoBbIx CEPBEPOB
¢ YnpaBneHne MobunbHbIMK ycTpocTBamu (MDM)

® 3awwuTy darnnoBbIx cepBepoB

* YnpaBneHue MmobunbHbIMU ycTporcTBamu (MDM)
e [lIndposaHue

e CpesCcTBO CUCTEMHOrO @aAMUHUCTPUPOBAHNS

¢ 3awuty hannoBbIx CEPBEPOB

¢ YnpaBneHne MobunbHbIMK ycTpoicTBamu (MDM)

e llIndppoBaHue

¢ CpesCcTBO CUCTEMHOrO @AMUHUCTPUPOBAHUS

® 3aLUMTY NOYTOBbIX CEPBEPOB, MHTEPHET-LINIO308
1 cepBepoB COBMECTHOMN paboThbl

Bam Hy»HO y3KocneunanmampoBaHHoe peLlJeHVIe? Mbl npegnaraem cnegyowmne peweHna 4nga 3auuThbl

OTAENbHbIX Y3/10B CE€TU:

e AHTMBMpYC KacnepcKkoro ansg ¢annoBbix CEPBEPOB

e AHTMBMpPYC KacnepcKoro 4nas cuctemM XpaHeHUs daHHbIX

e Kaspersky Security 4ng MoOGubHbIX yCTPOUCTB e Kaspersky Security gns cepBepoB COBMECTHOM paboThl
e Kaspersky Systems Management e Kaspersky Security 4ng no4ToBbIX CEPBEPOB
e Kaspersky Security gna BupTyasbHbIX cpes o Kaspersky Security ong MHTEpHeT-W030B

»TABJIULUA 2: NPOANNEHUE TULEH3UN C COXPAHEHUEM TEKYLLUEIO

HABOPA ®YHKLUHN

Tekyuwee peweHue*

Kaspersky Work Space Security
(NpennoxeHue AenCTByeT He Ha BCEX PbIHKaX)

Kaspersky Business Space Security

Kaspersky Enterprise Space Security**

Kaspersky Total Space Security

Mepexop Ha:

Kaspersky Endpoint Security ans 6usHeca
CTAHZAPTHbIN

Kaspersky Endpoint Security ans 6usHeca
CTAHOAPTHbI

Kaspersky Endpoint Security ans 6usHeca
CTAHOAPTHBIN

nnatoc

Kaspersky Security ans no4ToBbIX CEPBEPOB

Mpeanaraem cnewuanbHyto CKUAKY NPy NOKyMKe

Kaspersky Security ans noutoBbIX CEpBEPOB BMECTE
¢ pewennem Kaspersky Endpoint Security ans 6usHeca

yposHeit CTAHAAPTHbIN u PACLUMPEHHbIN!

3a pononHuTeNbHON MHdOpMaLmen obpallantech
K BalleMy nocTaBLyMKy NPOAYKTOB «JlabopaTopuu
Kacnepckoro».

Kaspersky Endpoint Security ans 6usHeca
CTAHZAPTHbIN
nnoc

o Kaspersky Security ans no4yToBbIX CEPBEPOB
o Kaspersky Security 49 UHTEPHET-LLIO30B

o Kaspersky Security ins cepsepoB
COBMECTHOM paboThbl

Ha Kaxpoe n3 pewweHunin Ans 3aLmuTbl OTAENbHbIX y3noB

ceTn ﬂeﬁCTByeT cneyuanbHas CKUAKa Npyu NOKynke

BmecTe ¢ pelwennem Kaspersky Endpoint Security ans
6n3Heca yposHeit CTAHAAPTHbIN n PACLUMPEHHbIN!

3a aononHUTENbHON MHGOpMaLmen
o6paLyaitTech K Balemy NoCcTaBLyUKY NPOAYKTOB
«Jla6opaTopuun Kacnepckoro».

* [Ins KOMMbIOTEPOB, Ha KOTOpbIX ycTaHoBNeH Kaspersky Endpoint Security 8 ans Windows
** [Mpu murpaumu Ha yposH1 CTAHAAPTHbBIN 1 PACLUIMPEHHbBIV knueHTam, ncnonbaylolwmm Kaspersky Enterprise Space Security, HE06X04MMO AOMOHUTENBHO NPUOGPECTH

Kaspersky Security 4ns no4ToBbIX CEPBEPOB

Bbl AONONHUTENLHO NOoNyYaeTe:

® 3awuty hannoBbIx cEPBEPOB
 YnpaBneHne MobunbHbIMK ycTporcTBamu (MDM)

* YnpaBneHne MobunbHbIMK ycTpoictBamu (MDM)

® YnpaBneHue MobubHbiMK ycTporctBamu (MDM)

* YnpaBneHue MobunbHbiMK ycTpoictBamu (MDM)



»TABJIULUA 3: NEPEXO4 HA HOBOE PELWUEHUE C JOBABJIEHUEM HOBbIX
DOYHKLHUU (6e3 npoaeHUs IMLLeH3UN)

TeKywee pelweHune* Mepexop Ha: Bbl fononHuTenbHO nosyyaere:

Kaspersky Work Space Security Kaspersky Endpoint Security ans 6usteca © 3awmTty GpannoBbIx cepsepos

(NpepnoxeHe AenCTBYET He Ha BCEX PbiHKaX) CTAHAPATHBIN * YnipaBneHue MoGUbHbIMKM ycTporcTBamu (MDM)
Kaspersky Work Space Security Kaspersky Endpoint Security ans 6usHeca © 3awwuTy hannoBbIx cEpBEPOB

Kaspersky Business Space Security PACLUMPEHHbIN * YnpaBneHne MobubHbIMK ycTporcTBamn (MDM)
Kaspersky Enterprise Space Security** ¢ llIndpoBaHune

¢ CpeCTBO CUCTEMHOIO aMUHUCTPUPOBAHMS

Kaspersky Work Space Security Kaspersky Total Security ans 6usHeca © 3awwuTy hannoBbix cepeepoB

Kaspersky Business Space Security © YnpaBneHue MobubHbIMKU ycTporcTBamn (MDM)
Kaspersky Enterprise Space Security e llIndposarue

Kaspersky Total Space Security * CpeCTBO CUCTEMHOIO aAMUHUCTPUPOBAHUS

© 3alLMTY NOYTOBbLIX CEPBEPOB, MHTEPHET-LL/IO30B
1 cepBepoB COBMECTHOM PaboThbl

* [Ins KOMMbIOTEPOB, Ha KOTOpbIX ycTaHoBNeH Kaspersky Endpoint Security 8 ans Windows
** [Ty MUrpaLmn Ha yposHU CTAHZAPTHbIN 1 PACLUMPEHHBIN knuerTam, ucnonbaytowmm Kaspersky Enterprise Space Security, HE06X0IMMO OMONHUTENBHO NPUOBPECTH
Kaspersky Security 415 no4TOBbIX CEPBEPOB

BaM Hy»)HO y3KocneLunanManpoBaHHoe pelieHne? Mol npeanaraemM cneayolmne pelleHns ans sawubl
OTAENbHbIX Y3/T0B CETH:

e AHTuBMPYC Kacnepckoro ans ¢annoBbix cepBepoB e AHTMBMPYC KacnepcKoro Ans cMCTeM XpaHeHUs AaHHbIX
e Kaspersky Security 4ng MoOGubHbIX yCTPOUCTB e Kaspersky Security ons cepBepoB COBMECTHOM paboThl
e Kaspersky Systems Management e Kaspersky Security 4ng no4ToBbIX CEPBEPOB

e Kaspersky Security gna BupTyanbHbIX cpefq e Kaspersky Security ong MHTEpHeT-W030B

[AOBABUTb HOBbIE ®YHKLINW 3ALLNUTbI A0 UCTEYEHMS CPOKA JEMCTBUSA IMLEEH3UU
COBCEM HE CJIOHO!

YTo6bl NONYYNUTb YAYYLIEHHYIO 3alLMTy OT JTabopaTopmm KacnepcKoro», He HYXKHO AaTb OKOHYaHMS CPOKa AeNCTBUS
NNLEH3MU — 3TO MOXKET NOCTaBUTb MHPOPMALIMOHHYIO 6€30NacHOCTb Ballen OpraHu3aLnm noa yrposy. Bel MoxeTe
BOCMNO/b30BaTbCS HOBbIMU QYHKLMOHANbHBIMY BO3MOXHOCTAMM NPSMO cenyac.

1. Onpenenute, Kakme GYHKLUMMU BamM HEOBXOAMUMbI.
e Bocnonb3ynTech 4y3epom Ha cTpaHuue www.kaspersky.ru/business nnu
e lMcnonb3yiTe CNMCOK GYHKLMIK B JAaHHOM PYKOBOACTBE.
e He 3a6bIBawTe, 4TO Nepexo Ha 60/1ee BbICOKUI YPOBEHb 3aLUTbl 3KOHOMUYECKK 6onee a3 DEKTUBEH,
yeM gob6aBneHne pelweHnin Ans 3allnTbl OTAENbHbIX Y3/10B CETH.

2. CoobuMTe Ballemy NOCTaBLMKY NPOAYKTOB «J/labopaTtopun KacnepcKoro», 4To Bbl XefaeTe UCNoJib30BaTh
HOBble QYHKLMM B PaMKax TEKYLLEN IULLEH3UMN.
e Coo6LmnTe HOMED Ballen TeKYLLEN IULLEH3UMN.
e «Jlabopatopusa KacnepcKoro» COBMECTHO C MOCTaBLIMKOM CAEeNatoT nepepacyet CTOMMOCTH,
€C/iv TaKOBOW NOTpebyeTcs.

3. CoenawTte 3aKas Ha MOKYMNKY Y Ballero NocTaBlMKa B COOTBETCTBMM C CYMMOW nepepacyera.

4. MNMocne 06paboTKM M 0A0OPEHUS Ballero 3aka3a Bbl CMOXETE 3arpy3uTb U YCTAHOBUTb HOBbIE 3aLLUTHbIE
npoayKThl «JlTabopaTopum KacnepcKoron.

5. BBeauTe HOBbIM HOMEP NULIEH3WUN UM aKTUBALMOHHbIM Koa. Bbl 3aluLieHbi!



»TABJIULA 4: NEPEXOJ HA HOBbIE BEPCUM NPUJIOXKEHUNA B PAMKAX
TEKYLUEW NULLEEH3UU

«JlabopaTopua Kacrnepckoro» npuBETCTBYET NEPEXo] Ha NOCNEAHIO BEPCUIO NPUIOKEHNUS 419 3aLMTbI paboUmnx

MECT U O6HOBJ'IeHHy}O KOHCOJIb yNpaB/IEHUS, laXKe eCNM CPOK AENCTBMS Ballen NULLEH3UU eLLe HE UCTEKAET.

Tekyuwee peweHue*

Kaspersky Work Space Security
Kaspersky Business Space Security
Kaspersky Enterprise Space Security
Kaspersky Total Space Security

° AHTMBMpPYC KacnepcKoro ans GannoBbix CEpBepoB

o Kaspersky Security 4nsg BupTyanbHbIX cpeq

o AHTMBMPYC KacnepcKoro ans CUCTEM XPaHEHWS AaHHbIX
o Kaspersky Security 4ng cepBepoB COBMECTHOM paboThl
o Kaspersky Security 4n19 No4TOBbIX CEPBEPOB

o Kaspersky Security 419 MHTEPHET-LW/030B

lNMepexoa Ha HOBble BEPCUU NPUSIOKEHUIN B paMKax TeKyI.I.Ieﬁ JIMLEH3UH

[encTByloLlmMe NMLEH3UOHHbIE KI0YM U KOAbl aKTUBaLMK

ana npoayKToB nuHenkn Kaspersky Open Space Securuty 6yayT
dYHKLMOHMPOBATh B paMKax HOBbIX pelweHuin Kaspersky Endpoint
Security 4ns 6usHeca yposHeit CTAPTOBbIN, CTAHOAPTHbIN

1 PACLLUMPEHHbIN, a Takxe Kaspersky Total Security ans 6usHeca.
Mpu aToM 6yAYT AOCTYMHbI TONBKO QYHKLMU U NPUOKEHNUS,
JIMLLEH3MPOBAHHbIE B TEKYLLMIA MOMEHT B paMKaXx TMHENKM
Kaspersky Open Space Security.

[lns coxpaHeHus TeKyllero GyHKLUoHana He Tpebyercs
npuo6peTaTb HOBYIO ULIEH3MIO.

Mpumep: Ecnu Balwe TeKylee pelieHue U3 nuHenkn Kaspersky
Open Space Security BKo4aeT 3awuTty ¢panioBbix CEPBEPOB,
3Ta GYHKUMSA TaKxKe GyAeT akTUBHA MO Ballen TeKyLen TMLEeH3Un
B paMKax HOBOI0 peLueHus.

TeKylme Bepcrm BCeX peLleHnii 4N 3aluTbl OTAEbHbIX Y3/10B
ceTn 6yayT GYHKLMOHMPOBATb A0 UCTEYEHUS CPOKa AENCTBUSA
NIMUEH3MM Ha HKX. [probpeTeHne HOBbIX IMLEH3MOHHbIX KJTIOYEN
B nepuoa AeNCTBUS NULLEH3UMN He TpebyeTcs.



» JOGABJIEHUE HOBbIX ®YHKLUN

Ecnu Bbl )enaete 06aBUTb HOBbIE BO3MOMXHOCTH K Ballei CUCTEME 3aLLMUThI, Pa3MELLEHHbI HUXKE CMIUCOK
MOMOXET BaM ONpeaenTb, Kakoe pelieHune JlabopaTopuu KacnepcKoro» cofepuT Tpebyembli GyHKLMoHA.

DyHKLMSA

KoHTponb
nporpamm

3awmurta Ha 6a3e
061a4HbIX
TEeXHONOorum

3awura cepsepoB
COBMECTHOMN
pa6oTbl

KoHTtponb
YCTPOHCTB

WndppoBaHue

3awuta pannoBbix

cepBepos

Pa3BepTbiBaHue
o6pa3oB
onepaLyuoHHbIX
cuctem u MO

OnucaHue

Mo3BonseT paspellatb, 6/10KMPOBaTh WU OrPaHUYUBATb AEMCTBUSA NPOrPamm,
3anylUeHHbIX Ha PaBboYMX CTaHLMAX B COCTABE KOPMOPaTUBHOM CETU.

TexHonorus KoHTpo/ib MporpaMm He NpofaeTcs OTAebHO U A0CTYMHA TObKO
B COCTaBE MPO/yKTOB/YPOBHEN, YyKa3aHHbIX CTpaBa.

O6nayHas cuctema 6bICTPOro 06HapyxeHns yrpo3 (UDS) 3HauuTensHo
NOBbILAET CKOPOCTb PeaKLymn Ha yrpo3bl HYN1eBOro AHs. TexHonorms
MCMONb3YETCH B 3aLLMTHBIX PELUEHUAX ANS:

® paboyunx cTaHLUMKn

* GaitnoBbIX U NOYTOBbIX CEPBEPOB, CEPBEPOB COBMECTHOM pa6oThl
a TaKe B MHCTPYMEHTax Ans:

® IPOBEPKM Ha Hannyue yi3BUMOCTEN U YCTAHOBKM UCMPaBNEHNI

® KOHTPOAS NPOrpamMm 1 Be6-KOHTpons

KomnneKkcHas 3awwuTa cepBepoB SharePoint. Kaspersky Security ans
CcepBepOB COBMECTHOM paboTbl 06ecrneqnBaeT aHTUBUPYCHYIO 3aLUUTy
Bce depMmbl cepBepoB SharePoint, npefoTBpallas 3arpy3Ky 3aparKeHHbIX
dainnoB c cepBepa 1 Ha cepBep, a TakKe NO3BONSET MPUMEHSTH MOUTUKM
B 3aBMCUMMOCTH OT TUNOB GanioB U UX KOHTEHTA.

Kaspersky Security ang cepeepoB COBMECTHOM paboTbl BXOAUT B COCTaB
Kaspersky Total Security ans 6u3Heca, a Take LOCTYNeH B BUAE OTAE/bHOro
npogykta. lNpu nokynke Kaspersky Security 4ns cepsepoB COBMECTHOM
paboTbl COBMECTHO ¢ peleHnem Kaspersky Endpoint Security gna 6usteca
yposHeit CTAHAAPTHbIV 1 PACLUMPEHHBIN npeanaraetcs cneupanbHas
[I0ONoNHUTENbHAs CKMAKa. 3a 6onee nogpobHoM MHPopMaLMen obpalyanTech
K Ballemy NocTaBLLMKY NpoayKToB «JTabopatopuu KacnepcKoro».

3alluTa LIeHHbIX JaHHbIX 1 MOBbILIEHUE NMPOU3BOAUTENBHOCTM TPYAA 33 CYET
OrpaHUYeHNs UCMoNb30BaHNS BHELHUX YCTPOWCTB. [03BONAET NPUMEHSATbL
MOSMUTUKM B COOTBETCTBMM C TUMOM YCTPONCTB, CEPUIHBIM HOMEPOM YCTPOMCTBA,
BPEMEHEM CYTOK M CIOCOBOM NOAKI0YEHUS.

TexHonorust KOHTPosb YCTPOWMCTB He NPOAAETCs OTAENbHO U JOCTYMHA TONbKO
B COCTaBe NMPOAYKTOB/YPOBHEM, yKa3aHHbIX cripasa.

0ObecneyeHne COXPaHHOCTU KPUTUYECKM BaXKHbIX JaHHbIX JaXKe B clyyae
nonagaHus Ux B YyXue pyku. na paboynx ctaHumi Ha 6a3e Windows Bbl
MOeTe BblbpaTh WrdpoBaHUe BCEro AUCKa UK LWMPPOBaAHUE Ha YPOBHE
dainos/nanox.

TexHonorus wuopoBaHus Jlabopatopun Kacnepckoro» He NpoaaeTcs OTAeNbHO
1 AOCTYMHa TOJIbKO B COCTaBE NPO/AYKTOB/YPOBHEN, yKa3aHHbIX CrpaBa.

3auwmTa Gannosbix CEPBEPOB — 3TO K/IOHEBON KOMMOHEHT /10601
apdeKTUBHOM cncTeMbl 0b6ecneyenns IT-6esonacHocTu. 3awmra hannosbix
CepBePOB BXOAWT B cocTaB pelleruns Kaspersky Security ona 6usHeca
yposHei CTAHIAPTHbIN, PACLUMPEHHbIN 1 TOTAL, a TakKe 40CTynHa B BUae
oTAeNbHOro NpoayKTa AHTMBMPYC Kacnepckoro ansa GpainoBbix CEPBEPOB.

LleHTpan13oBaHHOE CO3aaH1e, pa3BepPTbIBAHWE U XpaHEHWE 06Pa30B
onepaumnoHHbIx cuctem 1 0. 06pasbl TaKKe MOXKHO 6bICTPO KIOHUPOBaTb
1 06HOBAATD, YTO SKOHOMUT BPEMS aAMUHUCTPATOPA.

9Ta dyHKLMS AOCTYNHA B cocTaBe peluerus Kaspersky Security Ans 6usHeca
ypoBHe PACLUMPEHHBIV 1 TOTAL, a Tak)ke B cocTaBe OTAEeNbHOro NpoayKTa
Kaspersky Systems Management.

Kako#n
ypoBeHb
BK/lOYaeT
AaHHYI0
GyHKUUI0?

o CTAHﬂ,APTHbIVIv
¢ PACLUMPEHHBIN
e TOTAL

Bce

e TOTAL

o CTAHAPTHbIN
o PACLUMPEHHbIN
¢ TOTAL

o PACLUMPEHHbIN
o TOTAL

o CTAHAPTHbIN
o PACLUMPEHHbIN
« TOTAL

o PACLLUMPEHHbIN
o TOTAL

MoHo nun
npuo6GpecTn
B Buae
OTAENbHOro
npoaykra?

Het

Het

[Ja

Het

Het

[Oa

Ja



DyHKLHSA

YyeT nporpaMmmHoOro
M annapaTHoro
ob6ecneyeHus

YnpaBneHue
JIMLLEH3UAMU

3awmTa noYToBbIX
cepBepoB

YnpaBneHue
MOGUIbHBIMK
ycTpoicTBaMu
(MDM)

Kako#w
ypOBeHb
BKJ/IlOYaeT
AaHHYyI0
GyHKUUI0?

OnucaHue

o PACLUMPEHHbIN
e TOTAL

DyHKUWMS, N03BONSIOLWas NPefoCcTaBUTb aAMUHUCTPATOPY LIEHHYO MHbOPMaLLMio
06 1cnonb3yemMoM B CETU annapaTHOM M NporpamMHOM obecneveHnn. OT4eTb
MOryT aBTOMaTUYECKM CBEPSITHCA CO CMMCKaMMU M3BECTHbLIX YI3BUMOCTEN,

4TO NO3BOJMISIET ONPeAENsTb HE06X0AUMbIE UCTIPABAEHUS U YCTaHaBIUBATb

UX MPUOPUTETHOCTb.

91a GyHKUMS AOCTYMHA B cocTaBe pelleHnst Kaspersky Security anst 6u3Heca
ypoBHen PACLUMPEHHbBIV v TOTAL, a Takxke B cOCTaBe OTAENbHOMO NPoAyKTa
Kaspersky Systems Management.

06ecneyeHune BbINONHEHUS B OpraHn3aLmm IMLEH3WOHHbIX TDe6oBaHUi. YueT o PACLUMPEHHbIM

MCMONb3yeMbIX IMLEH3WI, AeTallbHblE OTYETbI O BbIBIEHHbIX HAPYLIEHUSIX. e TOTAL
97a dyHKUKs JocTynHa B cocTaBe pelueHus Kaspersky Security Ans 6usHeca

ypoBHei PACLUMPEHHBIV 1 TOTAL, a Takke B cocTaBe OTAe/lbHOro NpoayKTa

Kaspersky Systems Management.

3awurta nonynsapHbIX NOYTOBbIX CEPBEPOB OT BpeaoHocHoro MO 1 cnama. e TOTAL

3almTta NoYTOBbIX CEPBEPOB BXOAUT B COCTaB pelleHus Kaspersky Total Security
N 6U3Heca, a TaKKe OCTyMNHa B BUAE OTAENbHOr0 npoaykTa Kaspersky
Security ang no4ToBbIx cepBepoB. MNpu nokynke Kaspersky Security ans
MOYTOBbIX CEPBEPOB COBMECTHO ¢ peleHnem Kaspersky Endpoint Security

ans 6usHeca yposHein CTAHAAPTHbI 1 PACLUMPEHHBIV npegocTasnsetcs
creumnanbHag LonoaHuTeNbHasa CKnaka. 3a 6onee noapobHov MHdopmaLmen
obpallanTech K BalleMy NocTaBLLMKy NPOAYKTOB Jlabopatopun KacnepcKoro».

o CTAHOAPTHbIN
* PACLUMPEHHbIV
* TOTAL

Heo6x01MMbIi KOMMOHEHT 419 0601 KOMMNaHWK1, B KOTOPOW €CTb MOGU/bHbIE
COTPYAHUKM — M OCOBGEHHO /19 TEX OPraHu3aLuid, rae AENCTBYET NOSUTUKA
MCMNOJIb30BaHMUS IMYHbIX YCTPOWCTB B paboymx Lensx (BYOD). MDM nossonsiet
LIEHTPaN130BaHHO M 6e30MacHO KOHPUIYpPUpPOoBaTb MOGUIbHBIE YCTPOMCTBA
(cMapTdOHbI M NNaHLWETbI), ycTaHaBIMBas HaCTPOMKK, HEOOX0AUMblE

ons obecneyeHns 3alinTbl KOpnopaTuBHbIX AaHHbIX. MDM He TpebyeT
MCNONb30BaHNs OTAENbHON KOHCONN aAMUHUCTPUPOBAHHUS: OCTYN K HEMY
ocyulecTtnsetca yepes Kaspersky Security Center.

MDM BxoauT B cocTaB peluenns Kaspersky Security ana 6usHeca ypoBHemn
CTAHZAPTHbIV, PACLUMPEHHBIM 1 TOTAL. Kpome Toro, MDM focTyneH B Buae
KOMMOHeHTa peleHns Kaspersky Security 4ng MOOGUNbHBIX YCTPOWCTB, B KOTOPOE
TaKXe BXOAWUT aHTUBUPYCHOE NPUIOXKEHNE AN MOOUABHbIX YCTPOWCTB.

Mpoaykt Kaspersky Security ang MOGUIbHBIX YCTPOWCTB MOXHO
npuobpecTv OTAeNbHO.

Mpumepbl AMLEH3MPOBaAHMUS:

1) NuueHsns Ha Kaspersky Security ang 6usHeca yposHeit CTAHIAPTHBIN,
PACLUMPEHHbBIN nnn TOTAL ans 100 y310B CETH BK/IOYAET:

e 3awuty ang 100 endpoint-ycTponcTts
(paboynx cTaHLUMI, GannoBbIX CEPBEPOB MU MOBUIbHBIX YCTPONCTB)

e MDM (£o 100 MO6UAbHbIX YCTPOWCTB)

2) 100 nuuen3ui Kaspersky Security 415 MOOGUbHBIX YCTPOWCTB
(B BUAE OTAENBHOIO PeLleHns) NO3BOSET UCMONb30BaTh:

e AHTMBMpPYCHOE npunoxeHune ans 100 MOBGUNIbHbIX YCTPOMCTB
e MDM ans 100 MO6GUAbHbLIX YCTPOWMCTB
MpumeyaHuns:

e MDM no3BongeT ynpaBnsiTh Kak KOHbUrypaLunen, Tak 1 3aLimMTon
YCTPOWCTB, Ha KOTOPbIX YCTAHOB/IEHO aHTUBUPYCHOE NPUIOKEHUE.

e MDM no3BoN_eT ynpaBsiTh TONbKO KOHPUIypaLMen yCTPONCTB,
Ha KOTOPbIX HE YCTaHOBEHO aHTUBUPYCHOE MPUNOKEHHE.

e [lna ycTponcTB Ha 6a3e i0S aHTUBUPYCHOE MPUIOKEHWE HEJOCTYMHO.

MoxxHo nun
npuoGpecTu
B Buae
oTaenbHOro
npogykra?

[a

[Ja

Oa

[Ja



DyHKLHSA

AHTMBUPYCHOE
NpUNoXeHue ans
MOOGMUBHbIX YCTPOWCTB
(yctaHaBnuBaeTcs

Ha cMapTdOHbI

M NNaHLWWeTbl)

KoHTponb goctyna
B ceTb (NAC)

Ynpasnenue
YCTaHOBKOM
ucnpaBneHuin

3awumra cuctem
XpaHeHUs AaHHbIX

CucrtemHoe
aAMUHUCTPUPOBaHUE

YnaneHHas
yctaHoBKa N0

OnucaHue

B cnyyae Kpau nnu notepu MobUbHbIX YCTPOWNCTB, UCMONb3YEMbIX
COTPYAHWKaMM KoMNaHuK1, 6e30MacHOCTb KOPNOPaTUBHbIX AaHHbIX NOABEPraeTcs
pUCKy. 3alndpoBaHHble KOHTENHEPBI, BO3MOXHOCTb BbIGOPOYHOrO
[MCTaHLUMOHHOIO yaaneHus AaHHblX, GyHKUMS GPS-TIoncK 1 nonyyeHve
yBeOM/EHWMI O MONbITKax HECaHKLMOHUPOBAHHOM NEPENPOLIMBKM MO3BONFIOT
rapaHTUpPOBaTb COXPAHHOCTb KOPMOPATUBHbIX AaHHbIX. HACTPOMKK MOryT 6biTh
nepeaaHbl Ha yCTPOMCTBO NOCPEACTBOM SMS 1 N0 3N1EKTPOHHOW NOYTE, a TaKXKe
MpW HEMOCPEACTBEHHOM MOAK/IOYEHUN YCTPONCTBA K KOMMbIOTEPY.

AHTVUBMPYCHOE NPUIOKEHUE ANS MOBUIbHBIX YCTPOMCTB JOCTYMHO B KA4eCTBE
KOMMoHeHTa pelleHus Kaspersky Security 419 MOGUbHbIX YCTPOICTB,

a TaK)Xe BXOAWT B cocTaB pelueHus Kaspersky Security Ang 6usHeca ypoBHew
CTAHZAPTHBIM, PACLUMPEHHbI 1 TOTAL.

MpuMepbl NIMLEH3UPOBAHWA U MPUMEYAHUS CM. Bbllle B pa3gene YnpaBieHune
MO6UNbHLIMK ycTporcTBaMu (MDM).

B03MOXHOCTb yNpaBnsiTb AOCTYNOM K AaHHbBIM M CETEBLIMW MONMUTUKAMMU KaK AN
rOCTeBbIX MaLLWH, TaK U1 [/ KOMMbIOTEPOB COTPYAHWKOB. BKloYaeT cneumanbHbli
nopTan, No3BoNAOLLMIA aBTOMATU3UPOBATbL NPOLIECC NOYYEHNS JOCTYNa K CETU
L7151 TOCTEBbIX MALLUMH, 4TO 3KOHOMMUT BPeMsi aIMMHUCTpaTopa. YnpasneHue
OCYyLLECTBNAETCS Yepes KOHCOMb aagMUHUCTPUpoBaHua Kaspersky Security Center.

3Ta GyHKLMA AOCTYMHA B coCTaBe pelueHnst Kaspersky Security Ansi 6usteca
ypoBHel PACLUMPEHHbLIN 1 TOTAL, a Tak)Xe B COCTaBe OTAeNIbHOro NpoayKTa
Kaspersky Systems Management.

C nomMoLLblo NOCTynatoLmX U3 «0bnaka» B pexxmme peasbHOro BpeMeHu
0TYETOB 06 YS3BMMOCTSIX B MPOrpaMMHOM M annapaTHoM o6ecrneyeHnm
pewexue Jlabopatopuun Kacnepckoro» no3BonseT onpeaensitb Heo6xoauMble
[ BalleW CETV UCMIPABNEHNS U yCTaHaBAMBATb UX MPUOPUTETHOCTb. ITa
dYHKLMA fOCTyNHa B cocTaBe pelleHus Kaspersky Security gns 6usHeca
ypoBHeit PACLUMPEHHbIN 1 TOTAL, a Take B cOCTaBe OTAENLHOMO MPOAyKTa
Kaspersky Systems Management.

AHTMBMpPYC KacnepcKoro ans cuctem xpaHeHus faHHbix (Bkatodas EMC Celerra)
no3BoNSeT 06HaPYKMBaTb U YaanaTb 3apareHHble daiinbl, KOTopble MOTyT
pacnpocTpaHATbLCA N0 KOPNopaTUBHOM ceTu. [poJaeTcs ToNbKO B BUAE
0TZIeNbHOr0 NPOAYyKTAa.

[nsa noBblweHns 3dPeKTUBHOCTU paboThl IT-uHGpaCTPyKTYypbl pa3paboTaHbl
MOLUHbIE W Y06HbIE MHCTPYMEHTbI CUCTEMHOIO aAMUHUCTPUPOBAaHUS,
TaKue Kak:

* Pa3BepTbiBaHWe 06pa30B onepaLoHHbIX CUCTEM U MPOrpamMm
¢ YpaneHHas yctaHoBKa 10

® YpaneHHoe BbIIBNEHUE U YCTPaAHEHWE HemnonaLoK

* YnpaBneHue NMUeH3NIMU

¢ [IpoBEpKa Ha Hann4ue yi3BUMOCTen

® YripaBneHue yCTaHOBKOM UCTpaBlieHUN

e KoHTposnb goctyna B ceTb (NAC)

Bce KoMnoHeHTbI 4OCTYMHbI Yepes KoHCcosb ynpaBneHus Kaspersky Security Center.

Kaspersky Systems Management BxoauT B COCTaB pelleHus Kaspersky
Security ans 6usHeca yposHei PACLLUMPEHHBIN n TOTAL, a Takxe gocTtyneH
B BM/E OTAEbHOI0 NPOAYKTa.

LleHTpan1M3oBaHHoE NPUHYAUTENLHOE 0GHOBIIEHWE U yCTaHOBKa HOBOTO M0
MOTYT OCYLLECTBAATLCS aBTOMATUYECKM MO PACTUCaHUIO UK MPOU3BOANTLCS
BPYYHYIO aIMUHUCTPATOPOM.

B yaaneHHbIx oducax MOXHO Ha3HauUTb ONpeaeneHHbI KOMMNbIOTEP areHToM
06HOBNEHWI, YTO NO3BOASET YMEHbLIMTL 06bEM CETEBOr0 TPadUKa.

I1a dyHKLMs AoCTyNHa B cocTaBe peluenus Kaspersky Security Ans 6usHeca
ypoBHe# PACLUMPEHHbBIV 1 TOTAL, a Takxke B cOCTaBe OTAE/bHOrO NPoAyKTa
Kaspersky Systems Management.

Kako#w
ypOBeHb
BKJ/IlOYaeT
AaHHYyI0
GyHKUUI0?

o CTAHOAPTHbIN
o PACLUMPEHHbIN
o TOTAL

o PACLUMPEHHbIN
e TOTAL

o PACLLUMPEHHbIN
o TOTAL

o PACLLUMPEHHbIN
o TOTAL

o PACLUMPEHHbIN
¢ TOTAL

MoxxHo nun
npuoGpecTu
B Buae
oTaenbHOro
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DyHKLHSA

YpaneHHoe
BblIBIeHUE
1 ycTpaHeHue
Henonagok

3awuTta
BUPTYya/bHbIX cpea

MpoBepKa
Ha Hanuyue
ysi3BUMOCTEWN

3awuta
WHTEPHET-LWI0308

Be6-KoHTponb

Benble cnucku

OnucaHue

Ecnu Ha KomnbloTepe Nonb3oBaTeNs BO3HUKAIOT MPo6aembl, aAMUHUCTPATOP
MOXET yAaneHHO NOAKIYUTLCA K HeMy, ncnonb3ys Kaspersky Security Center,
4TOO6bI BbISIBUTb M YCTPAHWUTL UMEIOLLMECS HEMONALKN.

912 GyHKUMst AOCTYMHA B cocTaBe pelueHus kaspersky Security anst 6u3Heca
ypoBHen PACLUMPEHHbBIV v TOTAL, a Takxke B cOCTaBe OTAENbHOMO NPoAyKTa
Kaspersky Systems Management.

JlabopaTopus Kacnepckoro» B coTpyaHuyecTse ¢ VMware uHterpuposana
CBOE€ YA0CTOEHHOE MHOrO4YMCAEHHbIX Harpag 3awwmTHoe M0 ¢ vCloud
Ecosystem Framework. 3aga4ya npoBepKM BUPTYanbHbIX MalUWH Ha Hann4yue
BpenoHocHoro MO nepeaaetcs BUPTyabHOMY YCTPOMCTBY 6€30MACHOCTU.
3970 NO3BONSAET IKOHOMUTb LLEHHbIE PECYPChI U UCKNIOYAET BO3MOXHOCTb
CUTYyaLMU «LIKBaNbHOr0» CKAHMPOBAHWS, a TaKKe NosBAEHNUS 6peLuei B
cucTeme 6€30MacHOCTM NpU NOAKNYeHnM BM K ceTv nocne nepuoaa
HeaKTMBHOCTU. EAMHasa KOHCONb yNpaBieHns No3BONSET NPUMEHSATb OHN
1 Te e NONUTUKM 6€30NaCHOCTU KaK K BUPTYyasibHbIM, TaK U K GU3N4YECKUM
MalunHaM. NMpoaaeTca ToNbKO B BUAE OTAENbHOMO NpoayKTa Kaspersky
Security 4ns BUpTYyanbHbIX Cpea.

[ins 06HapyKEeHNS CKPbITbIX YA3BUMOCTEN B KOPNOPaTUBHOM CETH cHavyana
OCYLLECTBNSETCH MHBEHTAPM3aLMs annapaTHOro U NPOrpaMMHOro
obecneyeHuns, a 3aTem nojy4yeHHble JaHHbIe MPOBEPSIOTCSA MO HECKONbKUM
6a3aM y43BUMOCTEN, MOMONHAEMbIM B PEXMME peasibHOro BpeMeHU. PeluexHune
«JlabopaTtopun Kacnepckoro» nomoraeT agMMHUCTPaTOpam onpeaensiTb
NPUOPUTET 0GHAPYKEHHbBIX YI3BUMOCTEN U NpeAnaraeT yCTaHOBUTb
COOTBETCTBYIOLLME UCMPABIEHNS (MPU HANMYUK TAKOBbIX). 3Ta GYHKLMSA
[0CTynHa B cocTaBe pelleHns Kaspersky Security ons 6usHeca ypoBHew
PACLUMPEHHbIM 1 TOTAL, a Takxe B cOCTaBe OTAENBLHOro NpoayKTa Kaspersky
Systems Management.

3almuTa MHTEPHET-LWI030B YacTo SB/SETCS NEPBOW CTYMNEHBIO MHOrOYPOBHEBOW
CUCTeMbI 3aLLMTbl. Ha aTOM ypoBHE KpaiHe BaHa TliaTelbHas NpoBepKa Ha
Hanuuune BpefoHocHoro MO. 3almTa HTEPHET-LIN030B BXOAMT COCTaB PELLEHUS
Kaspersky Security ans 6usHeca yposHst TOTAL (Kaspersky Total Security

1 6U3Heca), HO TaKKe A0CTyNHa B BUAE OTAENbHOro npoaykTa Kaspersky
Security ans MHTepHeT-Wo30B. MNpu nokynke Kaspersky Security ans MHTEpHeT-
w0308 BMecTe ¢ peleHnem Kaspersky Endpoint Security ans 6usHeca
yposHeit CTAHAAPTHbIM 1 PACLUMPEHHBIN npepnaraetcs cneuyanbHas
[0MoAHUTENbHAsA CKnaKa. 3a 6onee nogpobHov MHGopmaumen obpallaiTtech

K BalleMy NocTaBLUMKY NPoAYyKTOB «JlabopaTopuu KacnepcKoron.

TapaHTUPYeT nosb3oBaTensm 6e30mnacHyio paboTy B UHTEPHETE B paMKax
KOpropaTUBHOM MOSUTUKM 6€30MacHOCTH. MO3BONSET KOHTPONIMPOBATbL

¥ OrpaHMYMBaTh UCMONb30BaHWE BEG-PECYPCOB MO CCbiIKaM, KaTeropusm
caiToB, pacn1caHuio 1 OTAENbHbLIM Nosb3oBarenam. MHTerpauus ¢ Kaspersky
Security Network o6ecrney1Baet BbisiB/IEHHE B PEXMUME PeasbHOro BPEMEHH
BPEIOHOCHbIX CChIIOK UM HEABHO NOABUBLUMXCS HEXeNaTe bHbIX CaiToB.
TexHonorus Be6-KOHTPOS He NPOAAETCs OTAENbHO U AOCTYMHA TONbKO

B COCTaBE NMPOAYKTOB/YPOBHEN, yKasaHHbIX CripaBa.

«JTabopatopus Kacnepckoro» o6ecneynBaeT npocToe 1 ygobHoe
NPUMEHEHWE TEXHONOrMK BENbIX CMIUCKOB — [aXKe eCiv B KOPNopaTUBHON
ceTu feincTByeT NonnMTHKa «3anpeT no ymonyaxuio» (Default Deny). Hawa
TEXHONOTUS AMHAMUYECKNX B€MbIX CMIMCKOB UCMOJb3YeT JOBEPEHHbIE
UCTOYHUKM OBHOBNEHUI AN nernTUmMHOro MO. BCTpOeHHbIM MacTep NOMOXeT
aIMMHUCTPATOPY NPOBECTH YCTAHOBKY 3TOr0 KpanHe 3G PeKTUBHOIo
MexaHu3Ma 3aluTbl. TeXHONOrns AMHAMUYECKUX 6E/bIX CMTIMCKOB BXOAUT

B cocTaB Moayns KOHTposib nporpamm B peluexusx Jlabopatopum
Kacnepckoro» ans 3awutsl paboynx mecT. OHa He NpojaeTcs OTAENbHO

1 BOCTYMHa TONIbKO B COCTaBe NPOAYKTOB/YPOBHEW, yKa3aHHbIX CpaBsa.

Kako#w
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AaHHYyI0
GyHKUUI0?

o PACLUMPEHHbIN
e TOTAL

o PACLUMPEHHbIN
o TOTAL

e TOTAL

o CTAHAAPTHbIN
* PACLUMPEHHbIV
* TOTAL
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