KASPERSKY SYSTEMS
MANAGEMENT

T'loBbllL/eHME YPOBHST 6€30MacHOCTU U YTIPOLLEHMNE YTIPABNEHUST
[T-uHppPacTPyKTYpPOU C NMOMOLLbLIO MHCTPYMEHTOB LIEHTPAIN3OBAHHOIO

aIMUHNCTPUPOBaHMS

LleHTpann3oBaHHOE 1 aBTOMATU3NPOBAHHOE BbIMONHEHWE OCHOBHbIX 3a4a4, CBA3aHHbIX
Cc obecrneyeHreM 6€30MaCHOCTU, HACTPOWKOM M CUCTEMHbBIM aAMUHUCTPUPOBAHMNEM
PaboUYMX MECT, MO3BONSET HE TONBLKO SKOHOMUTb BpemMs | T-cneunanmcTos,

HO 1 ONTUMM3NPOBATb PABOTY CUCTEMbI 3aLLMTbI. K TaKMM 3aa4aM OTHOCATCS
MOHUTOPWHT YSI3BMMOCTEN, YCTaHOBKA UCMpaBneHnn n ooHosneHnn MO, yuer
annapaTHOro U NPOrpaMMHOro obecneyeHus, passepTbiBaHe OC 1 NPUNOXKEHNIN

M MHOroe gpyroe.

Kaspersky Systems Management noMoraeT yCTpaHUTb PUCKU MHPOPMaLMOHHOM
6€30MaCcHOCTW M YNPOCTUTb YNPaBAeHNE CIOXHOM KopnopaTuBHOM IT-nHbpacTpyKTypon,
obecneyrBas I T-aaAMUHUCTPATOPaM MOJHbIM KOHTPOb 6€30MaCHOCTY MHOFOYMCIEHHbIX
YCTPOWCTB, NMPUIOXEHUI U NOJIb30BaTENIEN — B PEXMME PEeasIbHOTO BPEMEHU Yepes

€aANHYIKO KOHCOJ1b YTpaBJieHNA.

NPEMMYLLECTBA PELLEHNA

¢ MOHUTOPWHT YI3BUMOCTEN
1 ynpasJieHne yCTaHOBKOW
ncnpaeneHumn

*YyeT annapaTHOro
W NPOrpaMMHOro obecneyeHms

eYpaneHHas yctaHoBka 10
W yCTpaHeHWe Henonaaok,
B TOM YMCne B yaaneHHbIXx odpucax

. Pa3BeprIBaHMe onepaunOHHbIX
CUCTEM

¢ NHTerpauus ¢ SIEM-cuctemamm

e PacnpegeneHue npas
aJMVHUCTPATOPOB Ha OCHOBE
ponen

o U,eHTpaJ'IVI30BaHHoe ynpasneHune

OCHOBHbI€ BO3MOXHOCTHU

MOBbILWEHWUE YPOBHSA BE3OIMNMACHOCTH

OnepaTrBHas aBTOMaTU3MPOBAHHASA YCTAaHOBKA MCMPABNEHNI U
OOHOBNEHWI MO3BONSET AOOUTHCA MOBbILLEHMS YPOBHS 6€30MaCHOCTY
1N SKOHOMWY PECYPCOB, TPEOYEMbIX A1 BBIMONHEHWNS PYTVIHHbIX 33134
AAMUHUCTPUPOBaHKMS. COrMacHoO pe3ynsTaTaM He3aBUCKMbIX TECTOB?,
npoayKThl «JlabopaTopuim Kacnepckoro» obecneyrBatoT Hanbonee
OMNepaTVIBHYIO M MOMHYIO YCTAHOBKY MCMPABNEHWNIN 1M OBHOBNEHUI.
ABTOMATMHECKOE OBHAPYXEHME 1 MPUOPUTM3ALMS YI3BUMOCTEN
TaKXe MOBbILAOT 3PPEKTUBHOCTL PabOThl [ T-aAMUHUCTPATOPOB.

MOJIHbIA KOHTPOJ1b KOPMOPATUBHOW CETU

B nto60o MOMeHT BpemMeHu | T-aaAMUHUCTPATOPbl TOYHO 3HAIOT,

KakuMe yCTPOMCTBa (BK/IKOYas rOCTEBbLIE) MOAKIOHAIOTCA K CETU U KaKme
MPUNOXKEHNS B HEW UCMONB3YIOTCH. ITO NO3BONAET AOOUTLCSA NONHOTO
KOHTPOAS AOCTYMNa MNob30BaTeNen 1 yCTPOWCTB K KOPMOPaTVBHbLIM
pecypcam B CTPOroOM COOTBETCTBMMU C MOANUTUKON MHPOPMaLMOHHOM
6e30MacCHOCTU, NPUHATOW B OpraHmsaumu. Bce nemctema no
aOMVHNCTPUPOBAHMIO CUCTEMbI 3aLLMTBI OCYLLECTBAAOTCS

Yyepes enHYIO KOHCOSb YMNpaBneHums.

LEHTPATM3OBAHHOE YMNPABJIEHUNE

Kaspersky Systems Management 9BnseTca KOMMNOHEHTOM eAnHOW
KOHCONMM ynpasneHus Kaspersky Security Center. IOoCTyn K Kayaom
OYHKUMM pelieHus 1 paboTa C Hew OCYLLECTBASIOTCS Yepes AaHHYIO
KOHCOMb. VIHTYUTWBHO MOHATHbLIN MHTEPDENC U eAINHbIE MONUTKIA
MO3BONSIOT MONHOCTHIO ABTOMATV3MPOBATL BbINMONHEHME DY TUHHbIX
3a4a4 I T-aAMUHUCTPPOBAHMS.

! Patch Management Solutions Test, npoeeaeHHbi AV-TEST no 3akasy
«JlabopaTopuun Kacnepckoro» B utone 2013 roga



KnioueBblie pyHKLUMU

MOHUTOPUHI YA3BUMOCTEW U YMNPABNEHUE
YCTAHOBKOW UCMPABNEHNI

ABTOMaTKueckas nposepka 1O nospongeT
ObICTPO OHBHAPYXKUTL YA3BUMOCTb, ONPEeNTb

ee NpropuTeT 1 3aTeM YCTPaHUTb. VICnpasneHns

M OOHOBNEHWSA MOTYT YCTaHaBIMBATLCH aBTO-
MaTU4YeCKM B KpaTyarime cpokmt — kak ans MO
KoMnaHun Microsoft®, Tak 1 Ans nporpamMm Apyrmx
npowssoauTenem. ADMUHUCTPATOP NOJyYaeT
YBEIOMIEHMS O CTaTyCe YCTaHOBKM NCMIPABNEHUN.
YCTaHOBKa MEHEeE BaXKHbIX NCMPaBAEHMUN MOXKET
6bITb OTNIOXEHA Ha HEPabouMe Yachl U MPOBOANTHLCS
[aXe Ha BbIK/IIOYEHHbBIX KOMMbIOTEPAX C MCMNONb30-
BaHem Wake-on-LAN. TexHonorua Multicast
[EeNaeT BO3MOXHbIM TOKabHOE PAaCMpOCTPaHeHme
OOHOBNEHWI 1 CMPABNEHWM B YANEHHbIX
OdKCax, YTO CHKAET Harpysky Ha CeTb

N OObEM FrEeHePMPYEMOro TpaduKa.

YYET AMMAPATHOIO N MPOTrPAMMHOIO
OBECTEYEHWNA

ABTOMaTNYECKOE OBHAPYKEHWE, yHeT, OTMNPaBKa
YBEAOMNEHUIN U MOHUTOPWHI MPOrPaMMHOTO

M annapaTHOro obecneyeHms, B TOM YUCE CbEMHbIX
YCTPOWCTB, NPeNOCTaBNIOT aAMUHCTPATOPRY
NONHYIO MHPOPMaLMIO O pecypcax, MCMONb3YEMbIX
B KOPNOPATWBHOW CeTU. [OCTEBbIE YCTPOWCTBA
aBTOMATUYECKM PACMO3HAIOTCA M MONYYatoT
[OCTYM B UHTEPHET B COOTBETCTBMM C MOAUTVIKAMM
6e30MacHOCTW, MPUHATHIMK B KOMMAHWM.
YnpaBneHve nMuUeH3naMmy No3BONSET BECTHU
TOYHbIM YYET VX KONMYECTBa M CPOKa AENCTBUS.

MBKOE PA3BEPTbIBAHUE OMEPALIMOHHDBIX
CUCTEM U NPUNOXEHUW

[MpOCTOE LUEHTPaNM30BaHHOE CO3AaHMe, XPaHeHME,
KNOHWPOBaHME 1 pa3BepThiBaHME 0H6Pa30B CUCTEM.
Pa3BepTbiBaHVe B Hepabovme Yachl C MOMOLLbIO
TexHonorum Wake-on-LAN C BO3MOXHOCTbIO
nanbHewwen HacTpowku. Nogaepxka UEFI.

! Patch Management Solutions Test, nposeneHHsIN AV-TEST
no 3aka3y «J/labopaTtopun Kacnepckoro» B mione 2013 roaa

KAK MPUOBPECTH

PACMPOCTPAHEHMUE MO

YnaneHHOe pa3sepTbiBaHWe/obHoBNeHVE 1O
Yyepes eIMHYIO KOHCO/b yrNpaBneHusa. BO3MOXHOCTb
aBTOMAaTWYECKOWM YCTAHOBKM (B TOM YMC/E B HEPa-
boume Yachl) Ang bonee yem 100 nonyngapHbIX
npunoxeHun. MNoaaep)ka yaaneHHoro ycTpaHeHms
HenonaloK C BO3MOXHOCTbIO MOHOIO ayAMTa
Ceccum. IKoHOMMUS TpadrKa 3a CHET NPUMEHEHUS
TexHonorum Multicast 4ng NOKanbHOTO
pacnpocTpaHeHuns 10O B ynaneHHbIx odpucax.

MHTEITPALILA C SIEM-CNCTEMAMUA
DopmrpoBaHKE OTYETOB U Nepeaada CobbITM
HenocpeaCTBEHHO B OCHOBHbIe SIEM-cucTembl —
IBM® QRadar® ty Center 1 HP® ArcSight. Céop
[AHHbIX O COBBITUAX W APYTUX CBEAEHMIN, CBA3AHHbIX
C IT-6e30nacHOCTbIO, A9 JanbHENWEro aHanmsa.
[MO3BONAET CHU3UTb Harpy3sKy Ha afAMUHMCTPATOPa,
a TaKke yNpoCTNTb OTYETHOCTb U MOBLICUTL €€
3OPEKTUBHOCTb B KPYMHbIX KOPMOPATUBHbBIX CETSX.

PA3OENEHWE NMPAB AODMNHNCTPATOPOB

HA OCHOBE POJIEV

BO3MOXHOCTb pa3rpaHnynTs Npasa | T-aaAMUHUCTPa-
TOPOB B CIOXHbIX KOPMOPATVBHbLIX CETAX. KaXK bl
aOMUHUCTPATOP NOAYYaeT AOCTYMN K OnpeaeieHHbIM
KOMMOHEHTaM KOHCOV YMNPaBAeHUS B COOTBETCTBIM
C NMPVICBOEHHOW EMY POJIbIO.

LEHTPATM3OBAHHOE YMNPABJIEHUNE
YnpasneHye 6€30MNacHOCTbIO GU3INYECKUX,
MOOUIBHBIX U BUPTYalbHbIX YCTPOWCTB

B COCTaBe KOpnopaTneHOM IT-MHGPacTpyKTypbl
OCYLLECTBIAETCH Yepes eANHYIO KOHCOIb
aaMUHUCTpUpoBaHKMa Kaspersky Security Center
C IHTYWUTWBHO MOHATHbLIM MHTEPDENCOM.

Kaspersky Systems Management — 310 paclumpenve GyHKUMOHana Kaspersky Security
Center, AOCTYNHOE B CNEAYIOLMX MPOayKTax MUHeKm Kaspersky Security ans 6rsHeca:

« Kaspersky Endpoint Security ans 6vsHeca PACLLUVPEHHbIN
« Kaspersky Total Security ans 6r1sHeca

Kpome Toro, Kaspersky Systems Management MOXXHO NpYo6pecT OTAENbHO. YTO6bI
BbIGPATH HYXKHbIM BaM MPOAYKT, MPOKOHCY/BTUPYMTECH C MapTHEPOM «JlabopaTopun
Kacnepckoro». KoHTakTHas MHbopMaLms 1 aapeca NapTHEPOB MPeACTaBNEHb! Ha
Hallem cainTe B pa3nene http:/www .kaspersky.ru/find_partner_office
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NMOAPOBHEE:
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management
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