
ONSITE TRAINING: SECURITY AND 
MANAGEMENT ESSENTIALS

This three-day, hands-on course is devoted to the core functionality of the 
Kaspersky Security Center and Kaspersky Endpoint Security 10. Training covers 
most common scenarios for deployment and maintenance of Kaspersky Lab’s 
Select level of products, including management of anti-malware and endpoint 
control functionality.
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For additional information or questions about Kaspersky Lab’s on-the-job training services, please email us 
at corporatesales@kaspersky.com. 

Get our full schedule of instructor-led training classes in North America. View schedule.

Unit 1 – Deployment

Chapter 1. Organizational Issues
Chapter 2. Installation of Kaspersky Security Center
Chapter 3. Installation on Computers
Chapter 4. Management of Computer Structure

Lab 1.1. Installing Kaspersky Security Center
Lab 1.2. Deploying Kaspersky Endpoint Security (KES)
Lab 1.3. Installing KES for Windows on Mobile Computer
Lab 1.4. Monitoring Protection Deployment
Lab 1.5. Creating Managed Computers Structure
Lab 1.6. Creating Tasks and Policies

Unit 2 – Protection Management

Chapter 1. Basics of Kaspersky Endpoint Security 10
Chapter 2. File System Protection
Chapter 3. Network Protection
Chapter 4. System Watcher
Chapter 5. Threat Diagnostics
Chapter 6. Protection Status Diagnostics

Lab 2.1. File Anti-Virus Testing
Lab 2.2. Identification of Unreliable Users
Lab 2.3. Configuring Firewall
Lab 2.4. Processing Virus Incidents
Lab 2.5. Configuring Exclusions

Unit 3 – Control

Chapter 1. General
Chapter 2. Application Startup Control
Chapter 3. Application Privilege Control
Chapter 4. Device Control
Chapter 5. Web Control

Lab 3.1. Browser Start Control
Lab 3.2. Application Startup Control
Lab 3.3. Blocking USB Flash Drives
Lab 3.4. Access Rights for USB Flash Drives
Lab 3.5. Web Access Control

Unit 4 – Maintenance

Introduction
Chapter 1. License Management
Chapter 2. Updates
Chapter 3. Roaming Computer Management
Chapter 4. Interaction with User
Chapter 5. Backup and Restore
Chapter 6. Statistics and Reports

Lab 4.1. Database Update
Lab 4.2. Configuring Roaming Computer Protection
Lab 4.3. Password Protection for KES
Lab 4.4. Hiding KES on Client Computers
Lab 4.5. Backup and Restore in Kaspersky Security Center
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