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O PYKOBOACTBE

JaHHbIN OKYMEHT npeacTaBnseT coboin KpaTKoe onucaHme U PyKOBOACTBO NO YCTAaHOBKE MaKeTa
nporpammHoro obecneuenuna Kaspersky Security ana BupTyanbHbix cpes JIErKUIA areHT.

Lenblo faHHOIO pPyKOBOACTBA ABAAETCA NpefocTaBieHMe 00CMyrnHO20 U KPAmMKO20 WCTOYHMKA
MHGOPMaLMM NO YKa3aHHOM TeMe.

JocTynHOCTb O3Ha4yaeT, 4YTo WHbOPMAUMA WU3M0KEHA Takum obpasom, 4YTOObl NOHMMaHWe
HanMcaHHOro, TPeb0oBano TONIbKO MUHUMA/IbHbLIX 3HAHWU KOHUEMLWUI U TEXHONOTUIA, UCNO/Ib3yeMbIX B
CBsi3M € paboToit JIErkoro areHTa.

KpaTKocTb O3Ha4yaeT npeaocTaBAeHWE TONbKO Haumbonee BarKHOM (nMBO pocTaToyHOM) Ans
NOHMMAHWA MHOPMALUK.

OaHako, [AOCTynHas W Kpatkaa ¢opma npeanosaraeT HEBO3MOMKHOCTb MNpeaocTaBAeHuUs
ncyepnbiBatower nHdopmaunn. McuepnoiBatowas MHGopMaLmMa No 3aTPOHYTbIM 34ecb BOMpPocam
COAEPKUTCA B CIEAYIOWMX JOKYMEHTaX:

e PyKoBoAacCTBO agmuHucTpaTopa Kaspersky Security gns BupTyanbHbix cpes 4.0 JIErkuin areHT
(manee TakKe PyKoBOACTBO afMUHUCTpATOpPA)
e PyKoBoacTBO aamMuHUCTpaTopa Kaspersky Security Center

PYKOBOACTBO aJpecoBaHO LIMPOKOMY Kpyry CneumManuctoB, 3aMHTEPECOBAHHbIX B MOAYyYEHMM
VIH¢OpMaLI|VIVI no yKa3aHHOI‘/JI Teme. BmecTte ¢ Tem, 4NA NONHONro NOHNMMaHUA coaep*KaHUA OOKYMEHTa,
TpebyeTtca 061agath CAeayOWUMN 3HAHUAMMU:

e (06uan KomnbloTEPHAA FPAMOTHOCTb

e MWHMMaAbHOE 3HAKOMCTBO C TEXHOIOTUAMM:
o TIvnepsusopbl / BUpTyanbHble MalnHbI
o Cnyxb6bl Active Directory

MCNO/b3YEMBIE YC/TOBHbIE OBO3HAYEHUA:

AnemeHmol uHmepgelica npodykmos, ¢ KomopbiMu Heobxo0uMo 83aumodelicmeosams, 8bINOMHAA
onucaHHsle delicmeus.

CcbinkKa.

ObpaTtuTe BHUMaHMe.


http://www.kaspersky.ru/business-security/virtualization-light-agent

KOMMOHEHTbI NPOAYKTA U X B3BAUMOZAENCTBME

MporpammHan apxmMTeKTypa KOMMIEKCHOro peweHua 3awnTtbl Kaspersky Security gns BMpTyanbHbiIX
cpen JIErkuii areHT paspaboTaHa c yyeTom crieundurkn paboTbl BUPTyabHbIX Cped, U HaleneHa Ha
obecneyeHne KOMNNEKCHOW 3aLLMTbl BUPTYa/IbHbIX MaLLWH, C y4eTOM HEO6X0AMMOCTU SKOHOMUYHOTO
1 3pPpeKTUBHOro pacxooBaHMA pPecypcoB runepsmnsopa.

HOA,D,ep)KMBaETCﬂ pa60Ta CO cnieayrouwmmm cemelicTBamm rmnepBmn3oposB:

e Microsoft Windows Server (Hyper-V)
e VMware ESXi

e (Citrix XenServer

e Kernel-based Virtual Machine (KVM)

Moaoaep:kmuBaetca paboTa KakK C aBTOHOMHbIMM TMNEPBM30OPaMK, TaK W C TUMNEPBM3OPAMMU,
06beaNHEHHBIMK B KNacTep.

MonHbIA CNMCOK BCEX BepCVIVI nogaepXxunBaembix rmnepsmMsopoB CMOTPUTE B PyKOBOLI,CTBe
AAMUHUCTPATOPA.

Bce peictBua, cBA3aHHble C YCTAaHOBKOM W ynpasBneHMem pabotoit Kaspersky Security gna
BUPTYasbHbIX cpes JIErKMin areHT oCyLLecTBAAIOTCA C NOMOLLbIO KoHcou Kaspersky Security Center ¢
YCTaHOBNIEHHbIMW KOMMOHEHTaMK ynpasneHua Kaspersky Security ans BupTyanbHbix cpeg, JIErkui

areHT.

Kaspersky Security Center (aanee takske KSC) — 3To eamMHan KOHCONb (cepBep agAMUHUCTPUPOBAHMA)
Ona ynpaeneHua peweHuamun «Jlabopatopum Kacnepckoro» pas 3almtbl paboumx mect u
ynpaBaeHns BCEMM 3aLUTHbIMK NPOAYKTaMM.

OcHoBHbIMK KOMMNOHeHTamK Kaspersky Security ans BupTyanbHbIx cped JIErKMiA areHT ABAstoTCA:

e JIErkum areHT

Bo wusberkaHve nyTaHUUpl CledQyeT OTMETUTb, YTO OAMH M3 OCHOBHbIX KOMMOHEHTOSB,
MMEHYETCA TaK 3Ke, KaK U cam MakeT NPorpammHoro obecrneyeHuna — JIErknin areHt. B gaHHom
PYKOBOACTBE NOA TEPMUHOM JIErKMIA areHT NMoHMMAaEeTCA KOMMOHEHT yCTaHaBMBaEMbli Ha
BMPTYa/ibHble MaLLMHBbI. B TeX cayyasnx, Korga peyb MAET O MaKeTe B LLeJIOM, UCNO/b3YeTcs ero
nosHoe HanmeHoBaHue — Kaspersky Security ana BuptyanbHbix cpes JIErKuii areHT.

o Cepsep 3awuTtbl (SVM)

CepBep 3aWuTbl BXOAWUT B COCTaB BupTyasbHOW MawwWHbl 3alwmTbl (aHra. Secure Virtual
Machine, ganee takxe SVM), pabotatouiein nog ynpasneHmem OC GNU/Linux. Ana paboTtbl ¢
NPOAYKTOM, 3HauyeHus TepmuHoB CepBep 3awmTbl M SVM MOXKHO CUMTaTb MOJIHOCTHHO
MAEHTUYHbIMU. B JaHHOM PYyKOBOACTBE B OCHOBHOM MCMO/Ib3yeTca TepMuH SVM.

e CepBep MHTErpauum


http://www.kaspersky.ru/security-center

CepBep WHTerpauum nNOCTaBAAETCA B COCTAaBe MHCTAANALMOHHOIO MnakeTa KOMMOHEHTOB
ynpasneHua Kaspersky Security gns BupTyanbHbIx cpeg, JIErknii areHT.

dk3emnasp JIErkoro areHTa A0/XKeH ObITb YCTAHOB/IEH HA KaKAoM BUPTYa/ibHOM MallMHEe, KOTOPYHo
HEeobXo0AMMO 3aLUUTUTD.

B AaHHOM pyKoBOACTBE BUPTYa/ibHble MALUMHbI C YCTAHOBJIEHHbIM KOMMOHEHTOM JIErkMn areHT,
TaKXe MOryT UMEeHOBATbCA, KaK 3aliuliaembie BUPTYya/ibHbi€ MaLlUUHDbI.

MonHbIA CNUCOK noaaepXmMBaemMbiX rocteBbliX onepaLlMOHHbIX CUCTEM U Tp66OBaHVIH K BMpTyaﬂbHOI‘/’l
annapaTHoﬁ nnaTd)opN\e 3aWmwaembiX  BUPTYasibHbIX MalWKWH CcMmOTpuTe B  PyKoBoAacTBe
AOMUHUCTPATOpPA.

JIErKMIA areHT TaK e MOKeT BbITb YCTaHOB/IEH Ha macTep-06pasbl (WabaoHbl) BUPTYyaabHbIX MaLWH,
ncnonbsyemble noaaep:kmaemoimu VDI peieHnamu.

MoAnHbIV cnucok nogaepxusaemblx VDI peweHuit n nogpobHoe onncaHue cnocobos paboTbl C HUMK
cMoTpuTe B PykoBOACTBE aAMMUHMUCTPATOpPA.

Kaxkabii JIErKnit areHT A0J1KeH ObiTb NOCTOAHHO NOAKAOYEH K SVM.

SVM pa3BopaumnsaeTca Ha runepsum3ope cpeactsamm Mactepa yctaHoBKM SVM, BXogAwero B cocTas
KOMMNOHeHTOB ynpasneHua Kaspersky Security pna BupTyanbHbix cpes  JIErkuiA  arelT,
yCTaHasMBaemblx Ha mawwmHe KSC.

Hanbonee npeanouytutenbHoim cnocobom npegoctasneHua JIErkum areHTam wHdopmaumm o
pocTtynHbix SVM asnaeTca mcnonb3osaHue Cepsepa WHTerpauuu, ycTtaHaB/AMBAaEeMoOro B COCTase
KOMMNOHeHTOB ynpasneHua Kaspersky Security ana sBupTyanbHbix cpes, JIErkunia areHT Ha mawmHy KSC.
JTOT KOMMNOHEHT cObMpaeT AaHHble O TEKYLLeM COCTOSHWM NOAKAOYEHHbIX SVM u nepegaet aTu
OaHHble NOAKNOYEHHbIM JIErKMM areHTam.

HesaBncnmo oT BbiGpaHHOro cnocoba npegocTaBaeHns MHGopmauumn o SVM, Kaxkablit JIETKUA areHT
aBTOMATUYECKM NOAK/IOYAIOTCA K ONTMMaAbHOW M3 JOCTYynHbIX gnsa Hero SVM. lMpepgnoyteHue
OTHAeTCs HAMMeHee 3arpy*KeHHbIM SVM, MMM aKTUBHYHO JINLLEH3MIO, M HAXO4ALLLEeNCA Ha TOM Ke
rMnepsusope, YTo M 3alMLLaeMan BUPTyasibHaA MaliMHa.

MNoapobHoe onncaHWe anropmMTma Bblbopa ONTMMaIbHON BUPTYaNbHOM MaLUMHbI 3aLMUTbl CMOTPUTE B
PykoBOACTBE aAMUHUCTpATOpPA.

Mpoueaypa HacTpoiKmn cnocobos npegoctasaeHma MHopmaumm o SVM onuncaHa B pasaenie Cnocobbl
npeaocTtasneHma JIErkMm areHTam MHGopMaLmMmn 0 AOoCTynHbIXx SVM gaHHOro pyKoBOACTBa.

Cnepyet oTMETUTb, UTO JIETKMI areHT MOXKEeT yCTaHaB/MBaTb coegmnHeHne ¢ SVM, He3aB1UCUMO OT TOro
HaxoA4MTCA 1N OH HA TOM e FTMNepPBM30pPE, YTO U 3aLLMLLLaEMan BUPTYAIbHAA MALLMHA, NAX Ha APYTOM



rmnepsmsope, AOCTyNMHOM no cetu. OpHako, C LUeAbl YAydlWeEHUA MNPOM3BOAUTENIbHOCTY,
pekomeHAayeTca pa3BopaymsaTb SVM Ha TOM e rmnepsusope, rae pacnosioxKeHbl 3alumiLaemolie ¢ eé
NOMOLLBbIO BUPTYa/ibHble MalMHbl. [TpU MCNONb30BAaHMN CUCTEMHDBIX PECYPCOB, BblAENEHHbLIX MO
ymonyaHuo, SVM moxkeT B3aumogelictBoBaTb ¢ 50-70 JIErKMMW areHTamu, YCTaHOBJIEHHbIMU Ha
3aLLUMLLL@EMbIX BUPTYa/IbHbIX MaLLMHAX CO cpeaHen opUCHON aKTUBHOCTbIO NMO/Ib30BaTENEN.

B cnyyae HeobxoaMMOCTH 3aLUTbl 60/IbLLIOFO KOIMYECTBA BUPTYaAbHbIX MaLLWH WK B C/lyYae 3almThbl
BbICOKOHArPy*KEHHbIX BUPTYaAbHbIX MalWwuH, ana SVM cnegyeTr Bblaenmtb COOTBETCTBYHOLWLEE
KOJIMYECTBO A0MNOJIHUTE/IbHbIX PECYPCOB, UKW AOMNOHUTENbHO Pa3BePHYTb HEOHX0AMMOE KONMYECTBO
SVM. OrpaHWYeHUn Ha KOJIMYECTBO OAHOBPeMeHHO paboTtatowmx SVM BHYTPU OAHOTO U TOrO Ke
rmnepsu3opa Her.

OnucaHune BUPTyanbHOW annapaTHoi naatdopmsl, Npegoctasasemort SVM no ymonyaHuio, a Takxke
bopmynbl AnA pacyeTa HEOHXOAMMBbIX PECYPCOB CMOTPUTE B PyKOBOACTBE agMUHUCTPATOpA.

Bce ocHOBHble MapameTpbl COBMECTHOW paboTbl — B TOM YMC/ie NpasBuaa, no Kotopbim SVM byayT
npeaocTaBAsATb A0CTYN JIErKMM areHTam, M NPaBuKaa, Mo KOTOPbIM JIErkue areHTbl 6yayT OCyLLEeCcTBAATb
0obHapyeHue AoCTynHbiXx UM SVM — onpeaensatTca COBMECTHO TpynnoBbiMK NoAUTUKamu SVM u
J1Erknx areHTOB, co3gaBaemMbiMu B KoHconun KSC.

JNérkune areHTbl 1 SVM B3ammogelictaytoT ¢ KSC (B TOm uncsie, nonyyatoT napaMeTpbl MOIUTUK U 3a4a4)
nocpenctsom AreHTa agmuHucTpmuposaHua KSC.

Mpoueaypa Co3paHMA M pacnpoCTpaHeHMsA TrpynnoBbiX MOJMUTUK ONUCaHa B pasgene pynnosble
NOJIMTUKN AAHHOMO PYKOBOACTBA.

Yactb paboTbl MO 3awmTe BUMPTYaNbHOW MalUMHbl JIEFKMA areHT OCYLLEeCTBAAET CaMOCTOATENbHO,
OfHaKo ¢ainbl 3alMWAeMoi BMPTYasibHOM MallMHbl, MPOBEPKA KOTOpbIX TpebyeT 60/blwOro
KOJIM4ecTBa pecypcoB nepegatotca Ha SVM. SVM, nposepseT noayyeHHble Ganbl 1 BblAaeT BEPAMKT.
O6HOBMIEHMA AHTMBUPYCHbIX 6a3 M KOMMOHEHTOB, JIErkue areHTbl TaKKe nonyyatoT oT SVM, K
KOTOPOMY OHW MNOAKAOYEeHbl. TaKaa pacnpefesneHHana apxuTeKkTypa oTeBevaeT TpeboBaHMUIO
3KOHOMMYHOTIO U 3dHEKTMBHOrO MCNOIb30BAHMA PECYPCOB rMnepensopa. MepeHoca 60/1blwyO YacTb
Harpysku Ha SVM, Kaspersky Security ana BupTyanbHbix cpeg JIEFKMI areHT 3HauuTeNbHO CHUMKaeT
Harpy3Ky Ha Ka)XAyl OTAEeNbHYIO 3allMliaemMylo BUPTYaAbHYO MalUUHY, YTO B KOHEYHOM uTore
NMoNIOXKMTENbHO CKa3blBaeTca Ha eé bbicTpoaeincTeuu, bes yuiepba Lensam 6e3onacHocTu.

MonHbIA cnucok Bcex ¢yHKUMM JIEérkoro areHTa M SVM, a TakXe nogpobHoe onucaHue wux
B3aMMOAENCTBMA CMOTPUTE B PyKOBOACTBE agMMHUCTPATOpA.
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OBLWMK NOPAAOK YCTAHOBKM NMPOAYKTA

[na uenei gaHHOro PyKOBOACTBA Aasiee NpuBeaeH 0606LEeHHbIN NPpUMeEpP YCTaHOBKK, CoAep Kalluii
OnMncaHme TONbKO K/oYeBbIX 3TanoB NPoLEecca, He 3aBUCALLMX OT AeTasiet KOHKPETHOro OKPYKeHUA
(Tvin runepBeusopa, roctesble OC, ceTeBan apxXUTEKTypa U T.4.).

OcHoBHble AencTBMA No pasBepTbiBaHUIo Kaspersky Security ana BupTyanbHbix cped JIErKU areHT B
BUPTYa/IbHYIO Cpeay BbINOMHAIOTCA B CeAyoWwem nopaake:

®  YCTAHOBMUTb KOMMOHEHTbI yripasieHua Ha mawunHy KSC;
e pa3BepHyTb SVM Ha runepsusope;
®  aKTUBMPOBATb NPOAYKT A06aBUB NNLEH3UOHHbIM KAtod B XpaHuauue KSC u pacnpocTpaHus
ero Ha SVM;
®  yYCTAHOBMUTb JIérkne areHTbl Ha 3alMLLaEeMble BUPTYabHble MawuHbl. A aToro
HeobXo4MMO BbINONHUTL C/ieAytolmne AeACTBMA:
O  YCTaHOBWUTb AreHTbl agMnHUCTPUpoBaHnA KSC Ha 3awmaemble BUPTYanbHble
MALLMHBI;
O  CO34aTb MHCTANNALMOHHBIV NAKeT ANA yAaneHHON YCTaHOBKM JIErKMX areHToB
cpeactBamm KoHconm KSC;
O WMCMNO/b3ysA CO34aHHbIN NaKeT, yCTAaHOBUTb JIEFrKUIA areHT Ha 3almwaemble
BUPTYa/ibHble MALLUHBI.
® HacTpouTb pPaboTy NpoAyKTa CO34aB M NPUMEHUB rPYNNOBbIe NOAUTUKN 1A JIEFKMX areHToB
n CepBepoBs 3alwuTbl (SVM);
e CO34aTb 3afa4m 06HOBAEHMA 6a3 U Moaynen NPOAYKTA, U HACTPOUTb pacnmcaHue eé
BbIMNO/HEHUA.

YCTAHOBKA KOMMOHEHTOB YNPABNEHWNA HA MALUMHY KASPERSKY SECURITY CENTER

Ona uenei JaHHOTO PYKOBOACTBA MNPeANo/araercs, YTO MallMHa C ycTaHoB/eHHbIM KSC yike
NnoAroToBAEHa.

MNoapobHoe onucaHue ¢YHKUMOHANAbHOCTM M cnocoboB ycTaHOBKM pAaHHoro MO cmoTpuTe B
pykosoacTtee agmunHuctpatopa KSC.

KomnoHeHTbl ynpasneHus Kaspersky Security ans BupTyanbHbix cpes JIETKMIA areHT (B TOM 4uche:
CepBep MHTerpauuu, naarnHbl ynpasaeHus JIErkumu areHtamm n Cepsepamm 3aLimTbl) NOCTABAAIOTCA
B cocTaBe 0O6LLEero MHCTaANSALMOHHOIO nakeTta. YCTaHOBKY HeobxoAuMmMo NpoM3BECTU C MOMOLLbIO
MmacTepa yCTaHOBKM, 3anyLLEHHOro noj, y4eTHol 3anuncblo, obiagarolleit npasammn agMuUHUCTpaTopa
Ha mawwmnHe KSC.

Ecan mawmHa KSC, Ha KoTopoi Npon3BoAMTCS YCTAaHOBKA, BXOAUT B cocTaB gomeHa Active Directory,
TO B MOMEHT YCTaHOBKM, NpaBa Ha ynpasneHne CepBepom MHTErpaunm noayvaT y4eTHble 3anmcu us
rPYnn IOKaNbHbIX U AOMEHHbIX aAMUHUCTPATOPOB, a TaKKe YneHbl rpynnbl KLAdmins.



Echn mawwnHa KSC, Ha KoTOpoW NPOM3BOAMTCA YCTaHOBKA, He BXOAMUT B COCTaB gomeHa Active
Directory, To macTep yCTAaHOBKM KOMMOHEHTOB YNpaBAeHUs NPeSNoXUT CO34aTb MApPO/b YY4ETHOM
3anucu agmuHuctpaTtopa Cepsepa MHTErpaLmu.

B MOMEHT nepBoOro, Nocse yCTaHOBKM KOMMNOHEHTOB yNpas/ieHuA, 3anycka koHconun KSC, sam byaet
npeanoXeHo co3aaTb FPYNnoBYO 334a4y 3arpy3kuM obHOBAEHUI aHTUBMPYCHbIX 6a3 U moaynel Ha
SVM, v rpynnosyto 3aga4vy noucka sBupycos anda JIErknx areHTos.

Mpoueaypa co3gaHMa 3a4ayun 3arpy3kM OOHOBAEHWUI aHTUBUPYCHbIX 6a3 MU KOMMNOHEHTOB Ha SVM
onucaHa B 04HOMMEHHOM pa3aene AaHHOro PyKOBOACTBA.

PA3BEPTbIBAHWE BUPTYA/IbHOM MALLMHbBI 3ALWNTLI (SVM)

Mepen Havyanom passepTbiBaHUA SVM ybeamnTech, UTO BbINMO/IHEHbI C/ieAyloLLMe YC/I0BUA:

e Bbl MMeeTe y4yeTHylo 3anucb Ha MalumHe KSC, obnagatoulyio HeobxoaMmbIMU MNpaBamu
AocTyna.

e (Ob6opygoBaHMe MAM NporpaMmHoe obecneyeHue, UCMOJIb3yeMoe ANA KOHTpona Tpadwuka
(6paHamayap/merkceteBoin 3KkpaH/daepson) He BNOKMPYIOT COEAUHEHUSA, UCNO/Ib3yemble
AnA paboTbl NpoayKTa.

MoNHBLIN CNWCOK coeauMHEHMA npuBedeH B pasgene Mcnosnblyemble MNOPTbl AaHHOrO
PYKOBOACTBA.

e MawwuHa KSC nmeeT AOCTYN K JIOKaNbHOM CeTU, UCNOo/b3yemon ana paboTbl BUPTYaNbHOM
MHOPACTPYKTYpPbI.

e Bbl MMeeTe y4YeTHYl 3anucb Ha FMNEepBM3Ope C MpaBamu AOCTyNa HeobxoAMMbIMK ANs
yCTaHOBKM SVM.

MoNHbIA CINCOK NpaB, KOTOPble HEOOXOAMMO MPeAoCcTaBUTb A5 YCTAaHOBKM SVM y4yeTHbIM
3aNUCAM KaXaoro M3 noadeprkMBaembliXx TUMOB TFMMNepBM3opa CMoTpuTe B PykoBoacTse
agMUHUCTpaTOpa.

e dalinbl obpasa SVM u dainn onmcaHusa obpasos SVM gocTynHbl Ha matumHe KSC.

[NnA Kaxkooro nogaepKMBaemMoro TMna rmnepsrM3opa NocTaBaAseTCcA COOTBETCTBYOWMI 06pas
SVM. ®ainn onucaHma obpasa SVM noctasnsetca Bmecte ¢ ¢ainamm obpasos SVM, n Bo
BpeMmMs YCTaHOBKM A0/1XKEH HAX04MTbCA B TOM e nanke, Yto n camu obpasbl. Ums atoro daina
nmeet cneaytowmin popmat: SVM.image_manifest_*.xml

O6pasbl SVM ana Microsoft Windows Server (Hyper-V) u Citrix XenServer noctaBastotca B
apxusax. Mepea Ha4aNOM YCTAaHOBKM UX HEOOXOAMMO Pa3apXMBUPOBATb.

e B TOM caydae, eciu Bbl cobupaeTecb MCNO/Ib30BaTh CTaTUYECKUA IP-agpec Ana HacTPOWMKK
ceTv Ha SVM, 3anpocuTe COOTBETCTBYIOLLME NAPaMETPbl Y aAMUHUCTPATOPA CETH.

PasBepTbiBaHWE U KoHOUTypMupoBaHMe SVM Ha rmnepsusope NpousBoamMTCA € nomouwbto MacTepa
ycTaHoBkM SVM (manee Takxe MacTtep), BXoAAWEero B COCTaB NiarvHa ynpasneHus Cepsepamu
3alMTbI.
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[na 3anycka MacTepa nepeitaute Ha ysen Cepgep aOMUHUCMPUPOBAHUA N KIUKHUTE MO 3/1eMEHTY
YnpaesneHue Kaspersky Security 0s1a saupmyasbHbix cped J/l1é2kuli azeHm.

F. Kaspersky Security Center 10
A E Cepeep aaMUHWCTRUPOBEHWA CEPBEP dJMHUHUCTPHUPOBAHKWA - WIN-3QNLUSNGGA3 (TESTT\m
b [J ¥npaensemble komnstoTep

' Beifopku KOMBKITEROE

MaoHuTOpUHT CratucTuka OTYeTkl CobbimuA
i Hepacnpeaenennbie yorpo
= TMonutuen
3apaun
b mm dononkuTensko v PasBepTbiBaHWe

YnpaenaeMbix KoMneoTepos: 1. YoradosneH AHTHEMpyC Kacmepokoro: O KoMiskoT)
AOCTYNHBIE KTYaNEHBIE BEPCMM NporpamM NabopaTopkk Kamepokora™,

*| ¥CTaHOBWTE AHTMEWMDYC Kacnepckoro
- : =
YpaeneHue Kaspersky Secur A EW NEHBX Coen Jerkii arey

23NYCTUTE KOHCONE YNP3ENeHWA Cepeepa MHTErpaLMm

YNpaENATE KNK4Y4amMu
OT4YeT 0 DAZEEpThIEAHMM S3WMNTH B CETH

Mocne 3anycka MacTtepa Bbl6epMTe onuuto PaszsepmelsaHue supmyasibHbIX MAQWUH 3aUumei.

MacTtep noMoxeT Eam passepHyTE U HACTPOMTE BUPTYANEHEIE MALLWHE 33LMTEl Ha TMNepeM30paX B Balled nhdpacTpyktype. Ecnmn
TpebyeTCA, MACTED ELINMOAHWUT M3MEHEHWNE KOHPUIYPaLMKM EMPTYANEHBIX MalWKH 33WMThl, BubepuTe Heobxogmmore aefcTene 1
HEMMWTE HA KHOMNKY «fanees,

(®) PazEepThIEaHWE BMPTYANEHEIX MALWMH 33LWHMTEI

() MsmeHeHME KOHGUIYPALWY EUDTYEABHEIX MBLUWH SALMTE]

Ha ware Bbibop runepsr3opos HE0HX0AMMO YCTAHOBUTL COeAMHEHNE MacTepa C rmnepesnsopom (Mam
HECKOIbKMMM TunepBusopamu). ns aToro KANMKHWUTE KHOMKY JJo6asums, B OTKPbIBLUEMCA AManore
BblbepuMTE TN NCMONb3YEMOTO TMNEPBN30Pa, YKaxkuTe ero agpec (IP-agpec nnm FQDN), a Tak»Ke N0rmMH
W NapoJib yYeTHOM 3annUcK rMnepem3opa, OT UMEHW KOTOPOK ByaeT Npon3BoAUTLCA YCTaHOBKA SVM.

[na noakntoyeHua K runepsmnsopam VMware ESXi Heo6xo4MMO MCNob30BaTh agpec ynpasastowero
nmm cepsepa VMware vCenter Server.

Mocne NOAKNIOYEHMA K TMUMEPBU30PAM OTMETbTE Te U3 HUX, rae byayT passepHyTbl SVM.

Bmbepute runepersopsl, Ha KOTOPsIX TREGYETCA PASEEPHYTh BUPTYANLHYI0 MALIWHY 33T,

[l Wnan CocTosHue
O 1069.119.222 Biouen
O 106911212 Bicnrouen

MacTep no3Bo/ifAeT OAHOBPEMEHHO Pa3BOpPaYMBaTb HECKO/AbKO SVM Ha pasHbiX runepsmsopax,
He3aBMCMMO OT MX TUNa.
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Ha ware Bbibop 06pa3a BUPTyabHOM MaLLMHbI 3aLLNUTbI YKaXKUTE NyTb K paliny onmcaHma obpasa SVM.

Ha ware MapameTpbl y4eTHbIX 3annceit Ha BUPTYaNbHOM MallMHE 3almTbl 3a4aiTe Naposin, KoTopble
MOryT 6bITb MCMO/Ib30BaHbl B JaNbHENLIEM A8 U3IMEHeHUA KoHourypauum SVM ¢ NOMOLLbHO
MacTepa, nim HacTpoiku SVM uyepes coeguHeHne no SSH ¢ ncnonb3osaHMem y4eTHOM 3anucu root
OC GNU/Linux.

MoapobHoe onucaHne ocTanbHbIX MacTepa Wwaros cMoTpuTe B PyKoBOACTBE aAMUHUCTPATOpPA.

Mocne 3aBepleHus paboTbl MacTtepa, pasBepHyTyto SVM Heobxoaumo p[06aBuTb B rpynny
KomnbtoTepos, ynpasasemblx KSC. [Ona 3Ttoro nepengute Ha BKAagKky Kommnetomeps! y3na
Ynpasnsaemoie KOMiblomepsi, KNIMKHUTE NO KHOMKe Jo6asume KOMbiomepsbl N CnefynTe YKazaHUAM
MacTepa f06aBneHNA KNMEHTCKUX KOMMbIOTEPOB.

F. Kaspersky Security Center 10
A El Cepeep aaMUHUCTRUpOBAHKMA - W CEIJBEI] dAMWHWUCTPUPOBdHWA - WIN-3QNLU
] ¥npaenaemele koMnbroTephl

KaneHTckne KoMmnbioTephbl

L' Buifopku KOMMBHITEPOE
i Hepacnpegenenusie yorpoiic
= Tonutrkn
EELEDT
b @@ JononHuTensHo

KomneroTepsl [MonutHERn 3agaun

[ o6aBNTE KOMMBHTEDE | Co3aate rpynny

Ona ypobctBa paboTbl C ynpaBAsemMbiMM KOMMbioTepamu, B KoHconu KSC npeaycmoTpeHa
BO3MOKHOCTb CO34aHMA OTAE/bHbIX TPYNM BHYTPU y3na Ynpasasemble KomMbioTepbl. Hanpumep,
MOXHO CO34aTb OTAE/IbHbIE FPYNMbl AN 3aLMLLAEMbIX BUPTYaAbHbIX MalKH 1 ansa SVM. NogpobHoe
onucaHue AaHHOW GYHKUMOHANbHOCTU CMOTpUTE B PykoBoacTBe aamuHUcTpaTopa KSC.

Bsaumogpeiicteue SVM n KSC obecneumBaeTtca cpeacTtBamu AreHTa aamuHuctpupoBaHma KSC
BKJIKOYEHHOTO B cocTaB obpasa SVM.

Ha aTtom npouecc passepTbiBaHMA SVM 3aBeplLueH.

MpaKTuyeckn Bce NapameTpbl, 334aBaemMble B MOMEHT pa3BepTbiBaHMA SVM, MOXHO BNOCAeACTBUN
M3MEHWUTb BOCMO/1b30BaBLUUCL GYHKUMEN M3meHeHUe KOHGUu2ypayuu supmyanbHbix MawuH 3auume!
Mactepa yctaHoBkM SVM. [MogpobHocT onucaHWe AaHHOW QYHKUMOHANbHOCTM CMOTpUTE B
PykoBoacTBe agMUHUCTPaTOpA.
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YCTAHOBKA JIETKOro AreHTA. [10CTYMHbIE CNOCOBbI YCTAHOBKM M MPUMEP YOANEHHON
YCTAHOBKM CPEACTBAMMW KASPERSKY SECURITY CENTER

YCTAHOBKA JIEFKOIro ArEHTA A8 WINDOWS

MHCTannaLMOoHHbIM nakeT JIErkoro areHTa ana Windows noctaBnsieTca B CaMOpPacrakoBblBatoLLEeMCs
apxuse.

YctaHoBKa JIérkoro areHTa Ansa Windows Ha BUPTya/ZibHbleé MalWNHbl MOXET ObITb BbINOAHEHA
HECKONbKMMMK cnocobamu:

®  /IOKa/IbHO B MHTEPAKTUBHOM PEKMME C MOMOLLbIO MacTepa yCTaHOBKM;

o B TUXOM pPEeXMME U3 KOMaHLHOMN CTPOKMU;

e yaaneHHo cpeacrBamm KSC;

e yaaneHHo Yepes peaakTop ynpasaeHuUa rpynnosbiMu NOANTUKaMU CNyXbBbl KaTanoros (Active
Directory Group Policies).

[na uenel faHHOTO pyKoBOACTBA Aasiee byAeT onucaH To/IbKo cnocob ycTaHOBKM JIEFKOro areHTa s
Windows ypaneHHo cpeactBamm KSC.

MNoapobHoe onucaHMe ocTasbHbIX cNocoboB ycTaHoBKM JIEérkoro areHTta ana Windows cmoTtpute B
PykoBoacTtBe agmmnHUCTpaTopa.

YCTAHOBKA ATEHTA AAMUHUCTPUPOBAHUA KASPERSKY SECURITY CENTER. ﬂOEABﬂEHME
BUPTYAJIbHbIX MALUVH B rPYIMY KOMIMbIOTEPOB, YIIPABAAEMbIX KASPERSKY SECURITY CENTER
BupTyasibHble MalUMHbI, HA KOTOPbIX NJAHUPYETCA yAa/JeHHas yCTaHOBKA JIErKMX areHToB, AO0JIKHbI
6bITb 06aBNEHbI B rPpynnNy KOMNbOTEPOB, YnpaBasembix KSC.

Bsaumogericteue  BUpTyasbHbIX MawmH U KSC  obecneumBaetcs  cpeactBamu  AreHTa
aaMnHUcTpmpoBaHma KSC. AreHT aAMUHUCTPUPOBAHUA NOCTaBAAETCA B cocTase naketa KSC.

B otivumm ot SVM, o06pasbl KOTOPOW NOCTaBASIOTCA C 3apaHee MHTerpupoBaHHbIM AreHTom
aamuHucTpupoBaHua KSC, Ha Apyrvx BMPTyasibHbIX MalUMHAX ero HeobxoAuMMO YCTaHOBMWTb
CaMOCTOATE/IbHO.

YCcTaHOBUTbL AreHT agMUHUCTPUPOBaHUA KSC MOXKHO 0AHMM U3 caeaytolmx cnocobos:
e ypaneHHo cpeactBamu KSC, Mcnosib3ys MHCTAANALMOHHbLIV NAKeT A yAaneHHOW YCTaHOBKU
AreHTa aAMUHUCTPUPOBAHMA, POPMUPYEMOTO aBTOMATUUYECKM NpK ycTaHoBKe KSC;

MHCTanNALUMOHHBIA NakeT Aas  yAaNeHHOM YCTAaHOBKM AreHTa aAMMHUCTPUPOBAHMA
cpepcteamm KSC pacnonaraetca B y3ne MHcmannAayuoHHele nakemsl KoHconun KSC.

PekomeHayeTcA MCNONb30BaTb AaHHbIA Cnocob B cayvyae HeobXoAMMOCTM ynpaBAeHus
JNNErknmm areHTamm, paboTatoLWmMMM Ha NOCTOAHHbIX BUPTYasibHbIX MalnHax (He VDI).
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® JIOKa/IbHO B UHTEPAKTUBHOM peXmnme C NOMOLLbIO MacCcTepa YCTaHOBKH,

MHCTanNALMOHHbIN nakeT (anctpmnbyTtns) AreHTa agMmnHUcTpupoBaHus KSC pacnonaraercs no
Takomy nyTu: %programfiles(x86)%\Kaspersky Lab\Kaspersky Security
Center\Share\Packages\NetAgent_xx.x.xxx\

PekomeHayeTcs MCMNonb30BaTb AaHHbIM CNocob B cayyae HeobXogMmOCTWM yrnpaBaeHUs
NErkmmn areHTamu, paboTaloWMMM Ha BUPTYasibHbIX MalUMHaX, CO34aHHbIX M3 MmacTep-
obpasos (wabnoHoB) noaaepxmsaemblx VDI peweHuii. B 3tom caydae  AreHt
agMuHucTpupoBaHusa KSC (Kak U JIErKMIt areHT) AoJ/IKeH ObITb YCTAHOB/AEH, cpeacTBamu
NIOKANIbHOTO  MHCTANNALMOHHOIO MNakeTa, C WCNO/b30BaHMEM  onuun  BKawovyume
JuHamuyeckuli pexcum 08 VDI 3apaBaemoi Ha ware [JonosAHUTeNbHbIE NapameTpbl.

Ecnn B Bawen VDI MCNonb3yroTcA NOCTOAHHbIE BMPTYasibHble MalUMHbI ONUMIO BKawYUMb
JuHamuyecKuli pexcum 0718 VDI pekoMeHAyeTCs He UCMO/Ib30BaTb.

TaKkKe, B Cnyyae /IOKa/NbHOW yCTaHOBKM AreHTa agMuHucTpuposaHma KSC Ha ware Cepsep
aAMUHUCTPUPOBAHUA yKaxuTe aapec (IP-agpec mam FQDN) mawwuHbl KSC, n Ha ware
JononHuTeNbHble NapameTpbl ycTaHoBuTe $siaxkok Onmumusuposame 0414 8UupmyasbHoU
UHpacmpykmypbl Hacmpolku AzeHma admuHucmpuposaHus KSC...

MoapobHoe onncaHre GpYHKLMOHANbHOCTM U CNOCOBOB YCTaHOBKM AreHTa aamuHUCTpUpoBaHma KSC
CMOTpUTE B pyKoBOACTBE aAMUHMUCTpaTopa KSC.

Mocne 3aBepllieHUA YCTAHOBKM BUPTyasbHble MalWHbl C  YCTAaHOBAEHHbIMM  AreHTamu
aamuHUcTpupoBaHua KSC cnegyet Ao6aBuTb B rpynny KOMNbIOTEPOB, ynpasasembix KSC.

Kak u B cnyyae ¢ SVM, ana atoro nepeniaute BKAagKky KomnbioTepbl, y3na Ynpaesasemeolie
KOMMbromepbl UV y31a BOXKEHHOM rpynnbl, B KOTOPYHO Bbl XOTUTE f06aBUTL BUPTYasibHble MaLUWHbI,
KAMKHUTE MO KHOMKe /Jobasume KOMMblOMepsbi U cnefsyiTte ykasaHuam Mactepa pobasneHus
KMEHTCKMX KOMMbIOTEPOB.

COBAAHME UHCTAJJIAUNOHHOI O NMAKETA 414 YAAﬂEHHOﬁ YCTAHOBKW

Ons yaaneHHon yctaHoBKM cpepcTBamm KSC Heobxoanmo co3aaTb MHCTANNALMOHHbBIN NakeT JIérkoro
areHTa gnsa Windows. Jns aToro nepengute Ha y3en MHCMannsayuoHHbIe nakemsl, U KAIMKHUTE KHOMKY
Co30amb UHCMANAAYUOHHbIU nakem.

F. Kaspersky Security Center 10
4 [ Cepeep agmurmctpnposanmn - WIN-3q)  CepEep aaMUHWUCTPUPOBaHua - WIN-30

L] ¥npaensembie komneroTepe

MHcTannauMOHHBIE NaKeTbl

C1' Brifopku KOMMBHITEPOE

L1 Hepacnpeaenenneie ycrpoiictea MHCTAaNNALUMOHHEE NAKeTH, MCNONESYeMLle ONA ¥,
= MNonutren
EELER
4 == JonoanutensHo C030aThk WHCTANNALWOHHLIA NaKeT Mpoc
L YuetHeIE 33nMcK nonkzoBaTENEd
1 ¥npaeneHue nporpammanin AoB3BUTE UMK YAANMTE rpadisl
a B YaanenHas ycranoska =~

Fran Mp

MHL‘I’EJ’IJ’IHLI,I."IDHHI:IE NAKETEI
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B oTKpbiBwWemcs MacTepe cO34aHMA WHCTANNALMOHHOINO nakeTa Bblbepute onuuio Co3dame
UHCMAnAayuoHHsIl nakem 014 npozpammel «/labopamopuu Kacnepckoz2ox.

BblﬁEpHTE‘ THUN MHCTAANALWMOHHONO NakeTa

Co30aTh MHCTENNALMOHHLIA NaKeT ANA Nporpakel “NabopaTopuid Kacnepokora™

Ha ware «Bbibop ducmpubymusa npo2pammesl 075 YCMAHOBKU» BblbepuTe B BbiNaAatoWemM MEHI0
«Camopacnakossisaroujieca apxussl (.exe)» n yKaxkute nyTb K ¢paiiny Agent_4.0.xx.xxx_sfx_ru.exe,
BXOZALLEMY B COCTaB MHCTA/IAILMOHHOIO NakeTa JIErkoro areHTa.

Walinel onKCaHKMA Nporpammesl "I |

Paknel onMcadWa nporparmel "abopatopuk Kacnepckoro” (kud; kpd)

Mo ymonyaHuio B macTepe Co34aHna UHCTaNNALMOHHOMO NakeTa ycTaHoBieH daaxkok CKonnpoBaTb
OOHOB/MIEHNA M3 XPaHUAMLWLA B WMHCTANNALUMOHHbLIMA nakeT. 370 3Hauut, 4yto KSC BKAOUMT B
MHCTANNALMOHHbIMA MakeT Bce OBGHOBAEHUS aHTUBUPYCHbIX 6a3 M moaynelt JIErkoro arelTa,
3arpykeHHble B XpaHmanie KSC K MOMeHTy co3aaHus nakeTa.

MNoapobHoe onncaHMe OCTa/ibHbIX LLAroB MacTepa cCMoTpuTe B PykoBoACTBE agMUHUCTPATOpPA.

Mocne 3aBepuweHuna paboTbl macTepa 6yAeT co3daH MHCTANNALMOHHBLIM nNakeT JIErKoro areHTa,
KoTopbil cpeactBamm KSC MoxKeT 6bITb YCTAHOBAEH Ha YAaNEHHbIX BUPTYaibHbIX MalUMHaX.

YCTAHOBKA JIETKOIO AFEHTA A9 LINUX

Ona ycraHoBKkM JIErkoro areHTa Aas Linux Ha BUMPTya/ibHYHO MalKWHY A0JIXKHbl ObiTb YCTaHOB/EHDI
OOMNONHUTE NIbHbIE MaKeTbl:

* HTepnpetaTop A3bika Perl Bepcun 5.0 nnu sbiwwe http://www.perl.org;

e yTunauta which;

® NaKkeTbl 418 Komnuaauum nporpamm (gec, binutils, glibc, glibc-devel,

make, Id), ncxoaHbIN Kog aapa onepauyMoHHON CUCTEMbI — AN KOMMUAALUK MOayNeN
Kaspersky Security;

® 32-pa3paaHblit nakeT libc gonkeH ObiTb YCTaHOB/IEH Ha 64-pa3pAaaHble BEPCUU FOCTEBbIX

CcepBepPHbIX onepauUnoHHbIX cuctem Linux ao yctaHoBku Kaspersky Security;
¢ naket dmidecode.

YcTtaHoBKa JIérkoro areHta ana Linux Ha BupTyanbHble MallMHbl MOMKET ObiTb BbINOJHEHA
HECKOJIbKMMM cnocobamu:
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®  JIOKa/NIbHO U3 KOMaHAHOW CTPOKMU;
e yaaneHHo cpeacrsamm KSC;

[na ueneit [aHHOrO PyKOBOACTBA Aanee byAeT onMcaH ToNbKO cnocob ycTaHOBKM JIErKOro areHTa ans
Linux yaaneHHo cpeactaamu KSC.

MNoapobHoe onucaHMe ocCTasibHbIX CMOCOOOB YyCTaHOBKWM JIErkoro areHta ans Linux cmoTtpute B
PykoBoacTBe agMUHUCTPATOpA.
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YCTAHOBKA ATEHTA AAMUHUCTPUPOBAHWSA KASPERSKY SECURITY CENTER. ,ZZOBABﬂEHME
BUPTYAJIbHbBIX MALUWH B IPYMIY KOMMbIOTEPOB, YNPABAAEMbIX KASPERSKY SECURITY CENTER
BupTyanbHble MallnHbI, Ha KOTOPbIX NNAHMPYETCA yAaNeHHan YCTaHOBKA JIErkmnx areHToB Ana Linux,
[OJ/IKHbI 6bITb f,06aBAEHDbI B FPYNMNY KOMNbIOTEPOB, Ynpasaaembix KSC.

BsaumogeiictBue  BMPTyasbHbIX MawmH u  KSC  obecneunBaetca  cpeactBamu  AreHTa
aamuHuctpupoBaHma KSC. AreHT agamuHUCTpUpoBaHMA Ana Linux noctaBnaeTca B COCTaBe
ancTpmnbytmea J1érkoro areHTa ana Linux.

B otamuum o1 SVM, 06pa3bl KOTOPOI MOCTAaBAAIOTCA C 3apaHee WHTEerpupoBaHHbIM AreHTom
agMuHUcTpupoBaHMa KSC, Ha Apyrnx BUPTyasnbHbIX MalMHAX €ro HeobXxoAMMO YCTaHOBUTb
CaMOCTOATENbHO.

YcTaHOBUTb AreHT agMUHUCTpUpoBaHua KSC aaa Linux MOXKHO N0KaAbHO cpeacTBamm onepalMOHHOM
cuctembl Linux. JnA 3TOro Hy*KHO CKOMMPOBATb MaKeT YCTAaHOBKM AreHTa agMWHUCTPUPOBAHMA U3
ANCTPUOYTMBA Ha MALWWKHY, rae byaeT yctaHoBAeH Jlerkuii areHT gaa Linux.

Bam Heob6xoaMmMo BbIOpaTb MHCTAANAUMOHHbIV NakeT AreHTa agMmuHUCTpupoBaHusa kinagent-10.1.1-
x.x.rpm uam kinagent-10.1.1-x.x.deb B 3aBMCMMOCTM OT MeHearKepa MAKeToB, MUCMO/b3yeMOoro Ha
MalluuHe, rae byaet ycTaHoBAeH AreHT agMUHUCTPUPOBAHUA.

Mocne 3anycka ycTaHoBKa AreHTa agMuHUCTpupoBaHua KSC npounssoauTca aBTomatudecku. MNocne
3aBeplIeHMA YCTAHOBKM MNakeTa HeobxoaMmo NPOM3BECTM MNepBOHAYaNbHYIO HACTPOMKY AreHTa
AQMUHUCTPUPOBaHUA. A 3TOro 3anycTute CKpUNT postinstall.pl pacnonaratowmiica no Takomy nyTu:
/opt/kaspersky/kinagent/lib/bin/setup/. Ha nepsom luare cKpunta ykaxute agpec (IP-agpec mau
FQDN) mawwuHbl KSC, Ha oCTaNbHbIX LWarax Bbl MOXKETE OCTaBUTb 3HAYEHUSA MO YMONYAHMIO.

MNoapobHoe onucaHme GYHKUMOHAIbHOCTU M CNOCOO0B YCTaHOBKK AreHTa aaMUHUCTPUpoBaHua KSC
CMOTpUTE B pyKoBoAcCTBe agmunHuctTpatopa KSC.

Mocne 3aBeplweHMA YCTAaHOBKM  BUPTyasibHble MaWWHbI C YCTaHOBAEHHbIMM  AreHTamm
agMuHucTpupoBaHua KSC cnegyet gobasuTb B rpynny KOMnbioTepos, ynpasasembix KSC.

Kak u B cnyyae c¢ SVM, pna storo nepenaute BKAagKy KomnbioTepbl, y3na Ynpasnsemsie
KOMIbomepbl UV y31a BNOXEHHOM rpynmbl, B KOTOPYIO Bbl XOTUTE 406aBUTb BUPTYasibHbIe MaLLMHbI,
KAUMKHUTE MO KHoMKe Jobasume Komrbiomepsl W cnepyihTe ykasaHMam MacTtepa pobasnieHus
K/IMEHTCKUX KOMMbIOTEPOB.

CO34AHUE UHCTANINIILUNOHHOI O MNAKETA 415 Y,ZZA/IEHHOVVI YCTAHOBKU

NHCTaNNAUMOHHbBIM NakeT JIErkoro areHTa gna Linux noctaBaseTca ¢ apxMBoM, cogepKalimm dannbl
ONA yAaneHHoW yCTaHOBKM NakeTa. ApxmB HasbiBaeTca lightagent-4.0.x-XXXX_XXX-XX.zip B 3aBUCUMOCTHU
OT BblOpaHHOM /NIOKANM3aUMM U MAKETHOrO MeHeZKepa, UCMo/b3yeMoro Ha MaluHe, rae byapet
ycTaHoBneH J1érkmi areHT ans Linux. lMNepen co3gaHvem MakeTa YAa/IeHHOM YCTAHOBKM ero
HeobXxo4MMO pa3apxmMBMpPOBaTb B Marnky. B Ty e nanky HeobxoAMMO CKONMMPOBaTb YCTAaHOBOYHbIM
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naker Jlérkoro areHta Aana Linux lightagent 4.0.xx-xxxx_xxxx.deb wam lightagent_4.0.xx-
XXXX_XXXX.Fpm

Ons ynaneHHon yctaHoBKM cpeactBammu KSC Heobxoaumo co3aaTb MHCTANNALMOHHDBIN NakeT JIérkoro
areHTa ana Linux. Ana sToro nepengute Ha y3en MHCmMannayuoHHele nakemel, U KAMKHUTE KHOMKY
Co30amb UHCMAanAAYUOHHs.IU nakem.

F. Kaspersky Security Center 10
4 [ Cepeep agmwnmcrpuposanma - WIN-3Q) Cepeep aamuHucTpupoeadmna - WIN-30

] ¥npaenaembie komnsroTeps

MHcTannauMOHHBIe NaKeTkbl

01! Buifopku KOMMBHTEPOR
i Hepacnpeaenenneie ycrpoiicTea WNHCTaNAALMOHHBIE N3KEeTLl, MCMIONESYEMbIE ONA ¥,
= Moautuen

EELERTH
T : -
4 gm JencnHuTensHo C024aTb WHCTANNALMOHHLIN NakeT Npoc
L Yuerhbie 3anucw nonssosaTened

£ ¥npasnenue nporpammani AobaEMTE MMk yAanMTL rpadel

4 B ¥aaneHHas ycTaHoBka

nan - Mp
MHCTaNNALUMOHHEIE NaKETE

B oTkpbiBwemca MacTepe co3f4aHMSA WHCTaNNALMOHHOIO MakeTa BblbepuTte onuuio Co3dame
UHCMAnNAAaYUOHHbIG nakem 044 npozpammsi «/labopamopuu Kacrnepckozo».

BblﬁEpMTE‘ THUMN MHCTAANALWMOHHONO NakeTa

CO308Th MHCTENMALMOHHLIA NAKET ANA nporparMel “NabopaTopu Kacnepokoro™

Ha ware Bbibop anctpmbytnsa nporpammbl AN YCTAHOBKM yKaxuTe nyTb K dainy lightagent.kud,
HaxoZsLlemMycA B Narke, B KOTOPYIO Bbl paHee pasapxvBupoBanu ancTpubytns JIErkoro areHTa ans
Linux. Bce o¢alinbl, BxoAawMe B UHCTANNALMOHHBIN nakeT JIErkoro areHta Ansa Linux A0mKHb

Haxo4MTbCA B TOW e nanke.

MoapobHoe onucaHWe OCTasibHbIX LWAroB mactepa CMOTpuUTe B PyKoBoACTBE aAMUHMUCTPATOpPA.

Mocne 3aBepuweHuna paboTbl macTepa 6yaeT co3faH WMHCTAANALUMOHHBLIN nakeT JIErkoro areHTa,
KoTopbIl cpeacTBamm KSC MoxKeT 6bITb YCTAHOBNAEH Ha YAANIE€HHbIX BUPTYa/IbHbIX MALIMHAX.

YAANEHHAA YCTAHOBKA JIETKOrO ArEHTA CPEACTBAMM KASPERSKY SECURITY CENTER

MNocne TOro Kak BUPTYyaJibHbleé MallMHbI, KOTOpPbIE HEO6XO,CI,MMO 3alLNTUTD, AOGBB/’IEHbI B rpynny
KOMMNbKOTEPOB, ynpaBaAaemblX KSC u co3paH MHCTaﬂﬂﬂLI,VIOHHbIﬁ nakeT AanA y,u,aneHHoﬁ YCTaHOBKU
J1érkoro areHTa, MOXHO npucTtynaTtb HenocpeacTtBeHHO K yCTaHOBKeE.

[na atToro HeobxogMMo ¢ NomoLblo MacTepa pasBepTbiBaHMA 3aWMUTbl CO34aTb M 3anNyCcTUTb 3a4ady
yZAaNeHHOW YCTaHOBKM MPOrpammsl.
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Ona 3anycka Mactepa pa3BepTbiBaHMA 3alMTbl KAMKHUTE MPaBOM KHOMKOW MO BblGpaHHOM
yrnpaBasemMol BUPTYasibHOW MalluHe (MK rpynne ynpaBaseMbiX BUPTYyaNbHbIX MAlIKWH) U BblibepuTe
onumuio YemaHosums npoepammy.

F. Kaspersky Security Center 10
4 [ Cepeep agmunncTpuposanns - WIN-30MNLUSNEGAS Cepeep agMWUHWCTpUpoBaHKnA - WIN
4 L] ¥npaenaembie komneoTeps
b [CT Tpynna 1 KnneHTCK1e KOMNbOTEepE
' Beibop MepemecTUTe HEpaCNpesEnEHHBIE KOMIBIOTERE] B FRYNMY..
1 Hepac | v | M
: CTaHOEWTE MPorpamuy OFINTHEK
= MNoawt
3agaun Mowck
b mm Adoncn OBHyNWTE CHETUNE BUPYCOE {oTepbl Tz
BupycHan akTMBHOCTE

Echn BbibpaHa rpynna ynpaBAsemblX BUPTyasbHbIX MaliuMH, ByaeT cosgaHa rpynnoBas 3agauva
pa3BepTbiBaHMA JIErKoro areHTa, B pesy/bTaTe paboTbl KOTOPOW, Ha KaxKAayt BUPTYyasibHYIO MalLUHY
BXOAALLYIO B BbIOpaHHYIO rpynny 6yaeTt ycTaHoBAeH JIErKUi areHT.

Ha ware Bbibop MHCTaNNALMOHHOIO NakeTa BblbepuTe CO34aHHbIN paHee MHCTANANSALUMOHHbBIA NaKeT
J1érkoro areHTa.

MoapobHoe onucaHne OCTabHbIX LWAros mactepa CMOTpUTE B PyKoBOACTBE aAMUHUCTPATOpPA.

Mocne 3aBeplweHna paboTbl macTepa byaeT cos3gaHa 3a4ayva, B pesysibTaTe BbINONHEHUA KOTOPON

JIErknit areHT 6yaeT ycTaHOBAEH Ha BblIBPaHHYIO BUPTYa/bHYIO MALLUMHY WMAW TPYNMNy BUPTYyanbHbIX
MaLUWH.
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JINUEH3WUPOBAHUE U AKTUBALLUA

MoapobHO 0 MLLEH3NPOBAHMM NPOTPAMMbl CMOTPUTE B PyKOBOACTBE agMMUHMUCTPATOpA.

[na uenei paHHOrO pyKoBoACTBa Aanee bygeT onucaHa npoueaypa aktuBaumu Kaspersky Security
AN BUPTYanbHbIX cpe JIErkuii areHT.

AKTMBaALMA NporpaMmmbl — 3TO Mpoueaypa BBeAeHUs B AeWCTBME /IMLEH3UW, Aatollei npasBo Ha
MCMONb30BaHUE NoMHODYHKLMOHAIbHON BEPCUMM NMPOrpamMmMbl B TeHEHME CPOKa AeNCTBUA IULLEH3UN.

[na akTMBauMM nporpammbl HEOOXOAMMO MUCMOAb30BaTbh Knwou, npenocTtaBnsembli BmecTe ¢
JINUEH3NOHHBIM cepTUDUKATOM (LOKYMEHTOM, coAepKaliunm WHPopmaumio O NPUOBPETEHHOM
IMLLEeH3UN).

Kntou— 3To  yHWMKanbHaa OykBeHHO-uMbpoBasa nocnemoBaTenbHocTb. Knawou  obecneuvBaet
MCMONb30BaHWE MPOrpamMmMbl B COOTBETCTBMM C YC/NOBMSAAMM, YKas3aHHbIMU B JIMLEH3MOHHOM
cepTuduKaTe (TMNOM NINLLEH3UMU, CPOKOM AENCTBUA IULLEH3UN, TINLEH3UOHHBIM OTPaHUYEHUEM).

Ona Kaspersky Security ana BupTyanbHbix cpeg JIErKMI areHT UCNO/b3YHOTCA KAOUU CAeayHoLLMX
TUNOB:

o CepBepHbIN KU — KAKOY, NpeAHa3HaYeHHbIM 411 UCMOb30BaHUA NPOrPaMmMbl A1 3aLLMUTbI
BMPTYaNbHbIX MALUMH C CEPBEPHO ONepaLMOHHONK CUCTEMOA

e HacTonbHbIV KNOY — KAKOY, NpeAHa3HAYeHHbIN ANA UCNO/b30BaHMA NPOrPaMmbl ANA 3aLUUTbI
BMPTYasIbHbIX MALUMH C HACTOJIbHON ONepPaLMOHHON CUCTEMOI

e Knoy c orpaHMyeHMem nNO sApam — KAY, NpegHasHayeHHbld 444 WCNo/b30BaHUSA
nporpammbl a8 3aWmUTbl BUPTYasibHbIX MALUMH HE3aBMCMMO OT YCTAHOBJEHHOM Ha HUX
onepaumoHHON cucTembl. B COOTBETCTBMM C /IMLLEH3MOHHLIM OFpPaHUYEHWEM MpOrpamma
MCNONb3yeTcA ANA 3alMTbl BCEX BUPTYasibHbIX MALMH C KOMMNOHEHTOM JIEerkuii areHT,
YCTaHOB/IEHHbIX HA F’MNEepPBU30Pax, B KOTOPbIX UCMONb3yeTCA onpeseeHHOe KOIMYEeCcTBO Aaep
bM3nMYEeCcKMX NPOLECCOPOB.

JonycKaeTcsa coBMecTHOe Mcnosib3oBaHne CepBepHOro Kato4a n HacTonbHOro Kaoya Ha O4HOM 1 TOM
e SVM. NMoapobHo 0 cMelleHHOM NPUMEHEHUN KKOUYEeNn CMOTpUTE B PYKOBOACTBE aAMUHMUCTPATOPA.

Kntou mokeT bbiTb NpeaocTasneH Mbo B Kavectse daiina Kntova, iMbo B KayecTse KoAa akTUBaLUu.
AKTuBaumA JIErkoro areHTa npoussoautca cpeacrtsamm KSC.

Cnepea cnegyet A06aBUTb KOY B XpaHuauLLe Katodert KSC. [na aTo nepeiante Ha y3en JluyeHsuu
Ha 10 Jlabopamopuu Kacnepckozo v KNUKHUTE KHOMRY [obasume KoY.
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& MNonntuew KniouM B XpaHunuiwe.
EELEDT

4 @B JdonoanutensHo :
L Yuerthbie sanucw nonssoeaTenei | JloBaEnTs Koy
4 [ ¥npaenenwe nporpammanm
* Kateropum nporpanm NofEEUTE MW YAANWTL MD&
PeecTp nporpamm

-
Kooy

YAZBMMOCTH B NporpammMax _- 1766-0003D3-468F323

+ OBHOBNEHWA NpOrpamMMHore cBecnedeHms = CF43F1DS70FFA138AF.
Magenznm Ha MO NaBopatopun Kacnepckoro

Mcnonnaemele daine

B oTkpbiBwemcs MacTtepe nobaBaeHus Kawo4a, BbibepuTe noaxoaalmin Bam cnocob aktmsauum — C
NOMOLLbIO KOAa aKTUBaLUMK, MMB0 ¢ NomoLLbio daina Kada — n cneayinte ykasaHMAM mactepa.

Mocne 3aBepweHMa paboTbl macTepa Koy fAobasnseTcs B xpaHuauuie Kiatodeit KSC, n Tenepb ero
HeobXxoAMMO pacnpocTpaHUTb Ha SVM.

[nAa aToro HaxoAscb B TOM e y3ne JlmueHsum Ha MO Slabopatopmmn KacnepcKoro, KAMKHUTE KHOMKY
PacnipocmpaHume Kawo4 Ha yrpasasemole Komreromepsl. B oTKpbiBwemcA MacTtepe co3gaHuma
33434 aKTMBAUMM NporpaMmbl BbibepuTe nporpammy Kaspersky Security 05 eupmyasnbHsix cped
J1é2kuli azeHm — Cepegep 3aujumel.

Ha ware [lobaBneHue Kntova Bbibepute Kato4, 06aBNeHHbIN B XpaHuamwe katoveit KSC.

Ha cnepytowem ware Bbibepute onumio Beibpame Komneromepeol, 06Hapy#eHHble 8 cemu Cepsepom
aOMUHUCMPUPOBAHUA W Ha Ware Bolbop KAueHMCcKUx Komnetomepos oTmeTbTe SVM, fobaBneHHyto B
rpynny ynpasasemMbIX KOMNbIOTEPOB.

MNoapobHoe onMcaHMe OCTa/ibHbIX LLAroB MacTepa cMoTpuTe B PykoBoACTBE agMUHUCTPATOpPA.

Mocne 3aBeplieHnn paboTbl macTepa byaeT co3gaHa 3a4a4a, BbINOJIHEHME KOTOPOW PacnpoCTPaHUT
K/to4 Ha BblbpaHHyo SVM.

Kaxabit  JIErkMiA  areHT  aKkTUMBMpPYyeTcA  aBTOMATMUYECKM  MCMOAb3yAa  KAOY  aKTMBaLMM,
pacnpocTpaHeHHbI Ha SVM, K KOTOPOMY OH B ZlaHHbIM MOMEHT NOAK/OYEH.

Ecnn Ha SVM Kntoy OTCYTCTBYET, AU HE COOTBETCTBYET TUMY 3aLUMLLAEMON BUPTYa/NbHON MaLUWHbI, a
TaKKe B C/lyyae, eCAun AOCTUMHYTO IMLLEH3UOHHOE orpaHuyeHue, JIErkuii areHT He 6yeT aKTUBUPOBAH.

He aKTMBMPOBaHHbIM JIErKUI areHT pYHKUMOHMPYET B PEXKMME OrPaHUYEHHON GYHKLUMOHANBbHOCTH:

e paboTaloT TONIbKO KOMNOHeHTbI JIErkoro areHTa ®ainosblii AHTUBKpPYC M CeTeBOM 3KpaH;

®  BbIMOMHATCA TO/MIbKO 3a4ayM MNOMHOW NPOBEPKKU, BbIBOPOYHOIN MPOBEPKM U MPOBEPKM
Ba*KHbIX obnacrteit;

e 0bHOB/NEHME aHTUBUPYCHbIX 6a3 U Moaynel Nporpammbl, HeobxoaAnmbIX ana paboTbl JIErKoro
areHTa, BbINOIHAETCA TO/IbKO OAMH pas.
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YMPABNEHWUE PABOTOM

HacTtpauBatb 1 ynpaBnatb pabotoin Kaspersky Security ans BupTyanbHbix cpen JIErkun areHT cnegyet
nyTem co3faHuA, PeSAKTUPOBAHUA U NPUMEHEHMA TPYNNOBbIX MOJIUTUK, @ TaKXKe NyTem CO34aHuUA U
BbINO/IHEHWA TPYNNOBbLIX U UHAMBUAYA/IbHbIX 3a4ay.

["PYMMNOBLIE MOJINTUKMA
[na co3pgaHma rpynnoBoi NOAUTUKK BbibepuTe He0bXxoAMMYIO Fpynny ynpaBAseMbIX KOMMbIOTEPOB,
nepenamTe Ha BKNAAKY 1oaumuKu n KNMKHUTE KHONKy Co30ame noaumuky.

F. Kaspersky Security Center 10

4 [ Cepeep agmunnctpuposanua - WIN-30NLUSMEGAZ Cepeep agMUHUCTpUpoBadua - WIE
4 [ Ynpaenaembie komnsoTepe: YnpaBnfeMble KOMMbIOTep > [pyr
L rpynna 1
] Mpynna 2 MoAnTHMKK

0! Brifopku KOMMBITEROE
L1 HepacnpeaeneHHeie ycTpoiicTea KomnetoTepsi MonuTii
= TMoautren

EELERIT
b BE JdonoaHUTENBHO
Co30aTe NOAWTHEY MmnopTHpoBEa

B oTKpbIBLIEMCA MacTepe co34aHUA NOANTUMKK, Ha Wware Belbop nporpaMmbl 414 CO34aHUA TPynnoBoi

NONINTUKHN Bbl6€pMTe KOMMOHEHT, ANA KOTOPOro GYAET CO34aHa NoO/INTUKaA:

e Kaspersky Security 0ns supmyansHbeix cped Jlé2kuii azeHm 0asa Windows — ana co3gaHuA
NOAUTUKKN JIETKNX areHToB

o Kaspersky Security 0n1a supmyanbHbix cped Jlézkuli azeHm 0naa Linux — pna co3gaHus
NoAUTUKM JIErKMX areHToB

o Kaspersky Security 0as supmyansHbeix cped J1é2kuli azeHm - Cepsep 3awiumel — ANA CO34aHUSA
noantukm Cepeepa 3aLmThbl

r|0,EI,p06H0€ OonncaHuMe OCTa/JibHbIX WAros macrtepa CMOTpPUTE B PyKOBO,D,CTBe AAMUHNCTPATOpPa.

Mocne 3aBeplueHUs paboTbl MacTepa B BbIOpPaHHOM rpynne ynpaBasemMblX KOMMNblOTEPOB OyaeT
C034aHa NoOAUTUKA, NapaMeTpPbl KOTOPOKN ByayT NpMMEHEeHbl KO BCEM MallMHAM COOTBETCTBYHOLLErO
Tuna (N1érkmum areHtam nam Cepeepam 3almTbl (SVM)) BXxoAAWMM B AaHHYO rpynny.

CﬂeAVET OTMETUTDb, YTO, XOTA OrpaHN4YeHnA Ha CoO34aHNe OAHOTUNMHbLIX NO/IUTUK HET, B OAHOﬁ rpynne
ynpasaiAaemMbIX KOMMNbHOTEPOB OAHOBPEMEHHO MOXET 6bITb aKTMBHA TO/bKO OAHa NOJNTUKa U3
OTHOCALWMNXCA K OAHOMY U TOMY e TUny.

MoapobHo o paboTe C rpynnoBbiMM MOJAUTUKAMKM, a TaKXe O paboTe C rpynnoBbiMKU W
WUHOMBWUAYANbHBIMM 334a4aMKN CMOTpUTE B PyKOBOACTBE agMUHUCTPATOPA.
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CnocoBbl NPEAOCTABAEHUA JIEFKM ATEHTAM MHOOPMALLMN O AOCTYMHbIX
SVM

MpepoctasneHne JIErKMMKU areHTamu MHGOPMaLMM O AOCTynHbIXx SVM 3apaetcsa rpynnoBbiMM
NOMTUKAMM U MOMKET OCYLLLECTBAATLCA OAHUM M3 caeayrowmnx cnocobos:

e MHoroagpecHas paccbinika (Multicast). Ucnonb3sys mHoroagpecHyto paccbinky (Multicast)
SVM nepegatoT MHPopmaLumio o cebe Bcem paboTaloWmMm B 3TOM e perkume JIErkum
areHTam. [JaHHbIM cnocob MCcnoab3yeTcsa NO YMOYaHMIO.

e CepsBep uHTerpauun. SVM nepegatot nHpopmaumio o cebe Ha Cepsep MHTerpaumu. Jlerkue
areHTbl NoAy4YatoT 3Ty MHPopmaumio oT CepBepa UHTErpaunn. PekomeHayeTtcs UCNonb30BaTb
AaHHbIN cnocob Kak Hanbonee rMBKNN N OTKA30yCTONYUBbIN.

e Cnucok agpecoB SVM. JIErkomy areHTy npegocTtasnfeTca cnucok SVM chopmmupoBaHHbIf
BPYYHYIO.

MoapobHoe onvcaHue cnocoboB NpeaocTaBieHnn JIErkMm areHTam MHGOpPMaLMKM 0 JOCTYNHbIX SVM
cMoTpuTe B PykoBOACTBE aAMUHMUCTPATOpPA.

Ona Toro 4ytobbl HacTpouTb paboTy No oAHOMY M3 MpeasoXKeHHbIX crnocobos, Heobxoanmo
cooTBeTCcTBYHOLWMM 06pa3om 3agaTh [Tapamempes! ob6HapyHeHUs SVM B nonntuke JIErkux areHTos

MapaMeTpbl 0BHaApYHEeHNA SYM

i

BribepuTe cnocof ofHapy#eHUA SYM, K KOTOpLIM BYAYT NOAKNOYETECA NIErKIME BMEHTHI, YCTAHOENEHHBIE
HE SELMWEHHER BUPT YaNEHEIX MALMHEX,

™ Mcnonb20BaTE MHOroaapecHyo pacceinky (Multicast)

Anpec: IKSC.testl.test.Iu:u:aI MopT: I?E?l

™ McnonkzoBaTE CMCOK anpecos SVM, 330aHHBIN BpYHHYID

1 napameTpbl [lpedocmasneHus UHpopmMayuu B NoAnTUKe SVM.

MapameTpbl 0bHapyxeHna SV

ﬁ MapaMeTpel oAHapyYHEHHA SYM

¥iamKTe cnocobel, KoTopele SYM MCNONESYHOT 4NA NPE40CTaENEHHA HHpOpMAaLKH o cebe
INerkrM areHTam,

¥ McnonezoEaTe MHOrOAApecHYHD pacceinky (Mulkicast)

¥ McnonssoeaTe Cepeep MHTEMpaLHH

Aapec: KSC.test1.test.local MopT: 7271

B 04MH 1 TOT K& MOMEHT BpemeHu JIErkne areHTbl MOryT paboTaTb TO/IbKO C OAHUM U3 AOCTYMHbIX
cnocob6os nosyyeHuns nHoopmauum o6 SVM. SVM, ogHaKo, MOXKET 04HOBPEMEHHO NPeaoCcTaBaATb
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cepsuc JIErknm areHTam pa6OTaI-OLLI,VIM C N1to6bIM U3 ONMUCaHHbIX cnocoboB.

3AZIAYA 3ATPY3KW OBHOB/IEHW AHTUBUPY CHbIX BA3 I MOAYJIEN HA SVM

ObecneyeHne [OCTaBKM OBHOBNEHWUI ABNAETCA BarKHeWWMM ycnosuem 3¢pdekTuBHOM paboTbl
npoaykTa.

Kak 661710 0TMeYeHO Bbille, B MOMEHT NEPBOro, NOC/E YCTaHOBKM KOMMOHEHTOB YNpaB/eHuWA, 3amnycKa
KoHconn KSC, aBTOMaTMYeCKM MHULMMPYETCA Mpoulesypa co34aHMA 33434M 3arpy3ku 0OHOBAEHWI
aHTUBUPYCHbIX 6a3 U moaynei Ha SVM. Ecnm 3agada elwlé He 6bina co3gaHa, cnefyet CaMoCToATeIbHO
MHULMNPOBATb ee co34aHue.

Ona storo, nepeiante Ha BKNaAKy 3a0a4u y3na Ynpasnaemvie KOMMAbIOMEPbI, KNUKHUTE KHOMKY
Co3dameb 3a0auy.

¥. Kaspersky Security Center 10
a [F Cepeep agmunncrpuposarna - WIN-3QNLUSNEGA3 Cepeep agmuHucTpypoeanna - WIN-3OMNLUSNG

4 [ ¥npasnaembie komneroTepsl
s Cepeepbl 34MUHNCTPUPOBAHUA prnnoable 3ajaqu

- L LIGHT AGENTs

I;_I:I E;“'MS KomnetoTepkl MonuTien 3apaun
bBIDOPKH KOMOBHITEDROE

L1 Hepacnpegenentbie yoTpolicTea

= Moantuem

= 0343tk 3ajauy FIMNopTHROEaTE 3aaauy W3 dail
=] 3agaun
b @@ AonoaHuTensHo
Wras - Mporpamma
Ul'loucu: BUPYCOEB Kaspersky Security gna

B oTKpbiBwemca MacTepe co3gaHua 3afaduun Bbibepute 3agady O6Ho8neHuUe 6a3 pnA NpoayKTa
Kaspersky Security 0aa supmyasbHsix cped J1é2kuli aeeHm — Cepgep 3auumel U CnefynTe yKasaHMAM
macTepa.

Ona obecneyeHns cBOEBPEMEHHOM AOCTAaBKM OOHOBNEHMI Ha Ware HacTpoiKa pacnucaHuma 3anycka
3a/la4M peKoMeHAyeTca UCNoNb30BaTb Onuuto 3anycK no pacnucaHuto: Mpu 3a02py3Kke obHosneHUli 8
XpaHunuuwe.

Cnepyet OTMETWTb, YTO AaHHAA 3ajaya AO0/KHA ObiTb CO34aHa B TOW Ke rpynne ynpasasaembiX
KOMMbIOTEPOB r4e Pacno/oKeHbl (Man byayT pacnonokeHsl) passepHyTble SVM. Eciv mawnHbl SVM
Haxo4ATCA B Pa3/IMUHbIX rpynnax, To 3agadva o6HoBAeHUA 6a3 A0/KHA NPUCYTCTBOBATb B Kax4om u3
3TUX rpynmn.

CI'IGLI,VET OTMETUTb, YTO NO YMOJIYaHUKO BJIOXKEHHbIE Tpynnbl HAaC/eaAyrT 3a4a4n U3 poanTenbCKUX
rpynn. Takum 06pa30N\, €C/I1 CO34aTb 3a4a4yy HENOCPEACTBEHHO B y3/1€ yﬂpaBl’IREMble KOMMNbHOTEPHDI,
TO OHa 6y,u,eT YHacnegoBaHa BCEMU BNIOKEHHbBIMU Fpynnamu.
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NCNONb3YEMBIE MOPTHI

Ons yctaHoBKM M paboTbl Kaspersky Security gns BMpTyanbHbIX cped JIErKMIA areHT B HaCTPOMKax
ceTeBoro obopyAoBaHMA UAKM NPOrpamMMHOro obecneyeHuns, UCNOAb3YEMOTO A1A KOHTPOAA TpaduKa
HeobXxo0AMMO paspeLlmnTb CAeayowme CoeanHEHNA.

OTKyAa Kyaa Mopt MpoTtokon HasHayeHwne
[na nepepaym 3anpocos Ha
Nérkuit areHt SVM 9876 TCP CKaHWpoBaHue ¢ainos ot JIErkoro
areHTa K SVM.
[na nepefaum cnyebHblx 3anpocos
NErkni areHt SVM 11111 TCP (Hanpumep, UHPopmauma o
vueHsmnm) ot JIérkoro areHta K SVM.
SVM JIErKUI areHT 9876 uDP [na nonyyeHuna JIErknmm areHTamu
nHpopmaumm obo Bcex SVM
Nérkuni areHt SVM 8000 UDP AOCTYMHbIX NO CETU N YPOBHE UX
3arpy*KeHHOCTH.
Onsa Bzaumogenctema mexay SVM u
SVM KSC 7271 TCP CepBepom uHTerpaumm,
YCTaHOB/IEHHbIM Ha MawnHe KSC.
[na B3aumopencTama mexay
NErKAI areHT KSC 7271 Tcp Nérkumu areHtamn n Cepsepom
WHTerpaumm, ycTaHOBNEHHbIM Ha
mawmHe KSC.
AreHT
agMUHNCTPUPOBAHNA KSC 13000 TCP
14000
KSC
SVM KSC 13000 Tcp [na ynpasnexua Kasperslﬁy Sefurlty
14000 ONA BUPTYanbHbIX cpes, JIErkuit areHT
AreHT yepes mawmnHy KSC.
KSC aaAMUHUCTPUpoBaHma | 15000 TCP
KSC
KSC SVM 15000 TCP
Ona noakntodeHnsa kK SVM no
KSC SVM 22 TCP npotokony SSH ¢ ncnonb3oBaHnem
y4YeTHOW 3anucu root.
135 [na passepTtbiBaHNA SVM Ha
Microsoft Windows 445 TCP P P . .
KSC runepsusope Microsoft Windows
Server (Hyper-V) 1024 uDP Server (Hyper-V)
5000 yper-v).
TCP
Mcnonb3yroTca .
Microsoft Windows 5985 | NpoTOKOAbI Ans BBaMMOAeMCTBMH Me)«p,y SVMu
SVM runepsunsopom Microsoft Windows
Server (Hyper-V) 5986 | npuknagHoro Server (Hyper-V)
ypoBHA HTTP n P ’
HTTPS.
KSC Citrix XenServer TCP
20 Mcnonbayrotea [na passepTbiBaHMA U AaNbHENLIEro
NPOTOKONbI .
" 80 B3aumogencTama mexay SVM um
SVM Citrix XenServer npuKnagHoro .-
443 runepsusopom Citrix XenServer.
ypoBHA HTTP n
HTTPS (80, 443).
KSC VMware ESXi TCP .
[na passepTbiBaHMA M faNbHeNLIEro
Mcnonb3ytoTea .
B3aumogencTama mexay SVM um
80 npoToKo/s! runepsmsopom VMware ESXi
SVM VMware ESXi 443 | npuknagHoro pensop ‘
ocyuwectsnaemoro 4yepes VMware
ypoBHA HTTP vCenter Server
HTTPS. )
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OTKyga Kyaa Mopt MNpoTokon HasHayeHwne
KSC Kernel-based Virtual [na passepTbiBaHMA U Aa/ibHENLIErO
Machine (KVM) 22 TP B3aumogencrema mexay SVM un
SVM Kernel-based Virtual runepsusopom Kernel-based Virtual
Machine (KVM) Machine (KVM).
[Ona nonyyeHna JIErKMUMM areHTamm
NErkunin areHT SVM 445 TCP 06HOB/IEHMIA AHTUBUPYCHbIX 6a3 n
mopaynen ot SVM.

Ecnu NIErkne areHTbl 4na B3anmogencraunsa ¢ SVM ncnosib3yroT MHOroaapecHyto paccbiiky (Multicast),
TO HeobxoaMMo obecneynTb MapLIPyTU3aLMIO NAKeTOB MO NpoToKony IGMP Bepcuu 3 ans rpynnol
239.255.76.65:9876.

Mocne yctaHoBKK Jlerknin areHT gns Windows BbINO/IHAET HAaCTPOMKY MexKceTeBoro akpaHa Microsoft
Windows, 4Tobbl paspewmnTs BXOAAWMI U UCXOAAWMN TpaduK ana npouecca avp.exe. Ecam ana
mexKceTeBoro skpaHa Microsoft Windows ucnosibayetca AoMmeHHas NoIMTUKa, TpebyeTca HacTpouTb
NpPaBWAO UCKKOYEHMA ONA Npouecca avp.exe B AOMEHHOM noautuke. Ecnam mcnonb3yetca apyroi
MEeXKCeTEBOM 3KpaH, TpebyeTcAa HAaCTPOUTb MPABUIO UCKAOUYEHMA ANA MPOLLecca avp.exe Ans 3Toro
MEXCeTeBOoro aKpaHa.

Mpn yctaHoBKe CepBepa MHTErpauumM B COCTaBE KOMMOHEHTOB YMpPaB/€HUA, MAcTep YCTaHOBKU
[obaBnseT B mexceTeBol akpaH Microsoft Windows npaBuna, paspelwatoT Bxogawmin TpadmKk Ha
noptbl TCP:7271, TCP:7270.

Mocne ycTaHOBKM Jlerkoro areHTa gns Linux HeobxoAumo NPOWM3BECTM HACTPOMKY MEXKCETEBOro
9KpaHa onepaLMoHHOM CUCTEMbI BPYYHY!IO.

Ecan Bbl ncnonbsyete runepsusop Citrix XenServer nanm VMware ESXi n Ha ceTeBom agantepe
rocTeBOM OMEpPaAUMOHHOW CUCTEMbI BMPTYasIbHOM MalUMHbI BKAOYEH 6ecnopagouHbii  pexum
(promiscuous mode), rocTeBas onepauMOHHas cucTema nosyyaeT Bce Ethernet-dppeiimbl,
npoxogsdLime Yepes BUPTYasibHblA KOMMYTaATOpP, €C/IN 3TO paspelleHo noanTukoi VLAN. IToT pexum
MOEeT UCMO0b30BaTbCA A/1A MOHUTOPUHTA U aHa/IM3a TpadrKa B CerMeHTe CeTH, B KOTOpPOMm paboTatoT
BMPTya/ibHAaA MallMHa 3alMTbl U 3aLUMLLEHHbIE BUPTYa/ibHble MaLlMHbI. [MOCKOAbKY TpaduK mexay
BMPTYa/IbHOM MaLLUMHOWM 3aWMTbl U 3aLUMULLEHHBIMX BUPTYa/ibHbIMM MalUMHaMM He 3awndpoBaH m
nepepaetcs B OTKPbITOM BMAe, B Lenax 6e30nacHOCTM He pPeKOMeHAyeTcs WCNo/ib30BaTb
H6ecnopsafoUHbIf PEXKMM B CETEBbIX CEFMEHTaX C paboTatoLelt BUPTYyasibHOM MaLMHOM 3awuTbl. Ecim
TAKOM peXMm HeobxoAum, Hampumep, AR MOHUTOPUHra TpadurKa CTOPOHHUMMK BUPTYaANbHbIMU
MALLUMHAMW C LeNblo BbIABMEHUA NOMbITOK HECAHKLMOHMPOBAHHOIO A0CTYMNa K CETU U yCTpaHeHuA
ceTeBblX Henonagok, TpebyeTcA HACTPOUTb COOTBETCTBYHOLWME OrpaHMYeHua, 4TOObl 3aWUTUTb
TpaduK, NnepecbilaeMbll MeXay BUPTYaNbHOM MALIMHON 3aWMTbl U 3aLLULLEHHBIMW BUPTYaA/IbHbIMM
MALLUMHAMM, OT HECAHKLMOHMPOBAHHOIO AOCTYNa.
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KOHTPO/IbHbIN CNUCOK AEMCTBUI NO YCTAHOBKE MAKETA MPOTPAMMHOIO
OBECMEYEHMA KASPERSKY SECURITY A1 BUPTYA/IbHbIX CPEA JIETKUW ATEHT

10.

11.

12.

13.
14.

15.

16.

17.

18.

MoaroToBbTE MALLMHY C YCTAHOBAEHHbIM NAKeTOM nporpammHoro obecneyeHus KSC.
YcTaHOBUTE KOMMNOHEHTbI ynpasnenuns Kaspersky Security ana BupTyanbHbix cpen JIErkui
areHT Ha mawunHy KSC.

Yb6eauteco, 4TO rMNepBM30p, Ha KOTOPOM NaHUpyeTca pa3BepHyTb Kaspersky Security ans
BUPTYanbHbIX cpes JIErkuiA areHT 4OCTyneH no ceTy Ana mawmHbl KSC.

Pasmectute ¢anmn obpasa SVM Heobxogumoro Tuhma runepsusopa u - dain
SVM.image_manifest_*.xml B ogHOM nmanke no nyTu, AOCTYMHOMY AJS YY4ETHOM 3anucu
aamuHucTpartopa KSC.

MogroToBbTE YYETHYHO 3anucb rMnepsm3opa, obiagatowyo npaBamm HeobxoanMMbIMU ANs
ycTaHoBKM SVM.

B KoHconn KSC 3anyctute MacTtep yctaHoBKM SVM u Bblibepute onuuto PasBepTbiBaHME
BUPTYa/IbHOM MaLUMHbI 3aLKUTHI.

Ncnonb3yAa noarotoBAEHHYH YYeTHYK 3anucb nogkatoumte Mactep yctaHoBku SVM K
rmnepsM3apy Ha KOTOPOM NAaHUPyeTCA pa3BepHyTb SVM.

Cnepys  noackaskam  Mactepa  yctaHoBkM  SVM  ykaxkute nyte K danay
SVM.image_manifest_*.xml, 1, 3agas Heobxoaumble napameTpbl B OCTa/JIbHbIX LUArax
macTepa, 3anycTuTe npouecc passepTbiBaHnA SVM.

Mocne 3aBeplieHMa passepTbiBaHuA SVM, B KoHconm KSC pobasbTe HoByto SVM B rpynny
ynpaBaaemMbiX KOMMNbIOTEPOB.

B KoHconun KSC gobaBbTe nMLEH3NOHHBIN Koy Kaspersky Security ona BUpTyanbHbIX cpes,
Nérkunit areHT B XpaHunuue KSC.

Mcnonb3ya 3agadvy AKTMBaUMA nporpammbl Ana npoaykta Kaspersky Security ans
BUPTYanbHbIx cpeq, JIErknin areHT — CepBep 3aluUThbl, PAacNpPOCTPaHUTE NNLLEH3MOHHDBIN KoY
Ha pa3sepHyTyto SVM.

Ha BupTyanbHbiXx MallMHax, KOTOpble NAAHWPYeTCA 3aWumwaTtb, YCTaHOBUTE AreHTa
aamuHucTpuposaHua KSC.

B KoHconm KSC gob6asbTe 3TK BUPTYasibHbIE MALLMHbI B FPYNMNY YNPaBAseMbIX KOMMNbIOTEPOB.
PasmecTtute Bce daiinbl MHCTAaNNALMOHHOIO NakeTa JIErKkoro areHTa B O4HOM Nanke no nyTw,
OOCTYMHOMY A/1A YY4ETHOM 3anmcm agMmuHucTpaTopa KSC.

B KoHconm KSC, ucnonb3ya WHCTAANAUMOHHBIM nakeT JIErkoro areHTa, co3gaite
WMHCTaNNALMOHHbBIN NaKeT ANA YAANEeHHOM YCTAaHOBKM.

C nomolubto MacTepa pa3BepTbiBaHMA 3aWMTbl CO34aMTe M 3anycTUTb 3afadvy yAa/NeHHOWM
YCTaHOBKM JIEFKMX areHTOB A5 NOATOTOBAEHHOW rpynnbl yNpasaseMblX KOMNbIOTEPOB.

[na HacTpoWikn napameTtpoB pabotbl Kaspersky Security ana BupTyanbHbix cpes JIErkuii
areHT, co3aaiTe u pacnpocTpaHUTe rpynnoBble NOANUTUKN ANA KOMNOHEHTOB JIETKUI areHT u
Cepsep 3awuTbl (SVM).

[na obecneyeHna [oCTaBKM 06HOBNEHWUM 6a3 n moaynein Ha SVM u paboTarolme ¢ HUMUK
JNérkne areHTbl, co3aalite 3agadyy ObHoBneHMe 6a3 ana npoaykTta Kaspersky Security ans
BUPTYanbHbIX cpes JIErkuii areHT — CepBep 3aLuThl.



