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FDE Test Utility allows you to test your computer for compatibility with Kaspersky Full Disk Encryption. Kaspersky Full Disk Encryption is a component of Kaspersky Endpoint Security.
System requirements
· No Kaspersky Full Disk Encryption installed
· No multi-booting. FDE Test Utility cannot run properly on computers with multi-booting
· Administrator rights
How to use FDE Test Utility
1. Copy the fde_precheck folder to your computer.
2. [image: ]Run fde_precheck.exe as administrator.
3. FDE Test Utility will run simple compatibility tests.
4. If simple tests find some fatal incompatibilities, FDE Test Utility will exit. The test results will be saved to fde_precheck_report.txt. See report description in fde_precheck_report.txt description.
5. [image: ]If simple tests do not find any fatal incompatibilities, FDE Test Utility will ask you whether to run additional tests. The default option is “Yes”, select otherwise only if you are aware of what you are doing.
a. If you click “No”, FDE Test Utility will exit and the test results will be saved to fde_precheck_report.txt.
b. If you click “Yes”, FDE Test Utility will start deploying, running, and removing preboot tests. This procedure requires three Windows reboots to complete. The reboots will be initiated automatically. If you have any unsaved data, save them before clicking “Yes”.
6. When you click “Yes”, FDE Test Utility will install its drivers and will initiate the first reboot.
7. [image: ]After the first reboot, FDE Test Utility will run automatically in background. If you try to log in, then FDE Test Utility will show you a window with a progress bar:
a. If FDE Test Utility finds any incompatibilities, it will remove the drivers and save the results to fde_precheck_report.txt.
b. If FDE Test Utility does not find any problems, it will deploy Preboot Agent and initiate the second reboot.
8. During the second reboot, after Windows shuts down but before it starts again, Preboot Agent will run. Preboot Agent runs several manual tests. See their respective descriptions in the FDE Preboot Tests section.
9. After the second reboot and FDE Preboot Tests, FDE Test Utility will run automatically in background. It will collect the FDE Preboot Tests results, remove Preboot Agent, and uninstall the drivers. After this, FDE Test Utility will initiate the third reboot. This reboot is required to complete uninstallation of the drivers.
10. After the third reboot, FDE Test Utility will save all the test results to fde_precheck_report.txt.
[bookmark: _FDE_Preboot_Tests][bookmark: _Ref436815258]FDE Preboot Tests
Interactive tests for keyboards, pointing devices (mice, touchpads, touchscreens), and tokens.
Keyboard test 1/2
This test ensures that all keyboards connected to your computer function properly in Preboot Agent.
[image: ]
This test’s timeout is 120 seconds. If Preboot Agent cannot detect your keypresses over this time interval, it will skip this test and proceed to the Pointer devices test.
Keyboard test 2/2
This test checks the modifier keys (Shift, Alt, Ctrl) on all keyboards.
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Additional keyboard test
This test runs if the Shift key was not detected in the previous test.
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Pointer devices test
This test applies to pointer devices, such as mice, touchpads, and touchscreens.
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Tokens test
This test allows you to check your authentication tokens for compatibility with Preboot Agent.
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This is the final test. Preboot Agent starts Windows after it is complete:
[image: ]
[bookmark: _fde_precheck_report.txt_description][bookmark: _Ref436826457]fde_precheck_report.txt description
· The first line contains your computer name, Windows version, and architecture.
· The last line contains the main test result - whether your computer is compatible with Kaspersky Full Disk Encryption.
· Information about incompatibilities found and the list of tokens tested are given in the middle of the report.
fde_precheck_report.txt examples
No incompatibilities found:
w8_1-template/admin 6/2/9200  x64
-------------------------------------------------------
Completed tests found no problems. This computer can be encrypted with Full disk encryption.
Some incompatibilities found, one token tested:
w8_1-template/admin 6/2/9200  x64
-------------------------------------------------------
	Modifier key Shift on keyboard 1 does not work in FDE Preboot agent.
	User will not be able to switch input language and keyboard layout in FDE Preboot Agent with keyboard shortcuts.
	Try to use other keyboard.
	Try to use keyboard with other connector type (USB or PS/2).
	Try to install Windows with other boot method (Legacy BIOS or UEFI).
	
	
	Tokens tested:
	RSA SecureID 800 (PIN.01)( S/N: 000146231849): Supported
-------------------------------------------------------
Some not critical incompatibilities found. You can fix all of them.
This computer can be encrypted with Full disk encryption.
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Keyboard test 2/2: test for modifier keys

Specify the number of keyboards responded in previous test.

Press number key and press "Enter".

®

]

Number of keyboards:

NEXT
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Keyboard test 2/2: test for modifier keys

Press Shift key on keyboard 1 |Kepoard 1Koy Giri ™

If this keyboard does not respond to
this keypress then press key
“Backspace" on any keyboard.

NEXT >
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Additional keyboard test

Previous test detected that Shift key does not work correctly on some keyboards.
Additional test needed,

Press shift + character key combinations on keyboards responded in the first test.

ATTENTION! If this computer is a notebook or a laptop make sure that Shift + character
key combination works correctly on its integrated keyboard,

To go to next test press "Enter" or click button "NEXT >,

\ HYRT1S)|

NEXT
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Pointer devices test

Test for pointing devices such as mice, touch pads, touch screens, track points and so
on

*Try to press LEFT button on these devices (FDE does not need other buttons).
*Try to move cursor by these devices.

Make sure that the pointing device you usually use is working

To go to next test press "Enter" or click button "NEXT >,

Left button pressed
Left button released
Mouse moved to (380, 52)
Mouse moved to (378, 52)
Mouse moved to (378, 52)
Left button pressed
Left button released
Mouse moved to (378, 49)
Mouse moved to (378, 48)

NEXT
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Tokens test
Test for tokens and smart cards.

Please connect token or smart card to this computer and try to login on it

Note: token recognition takes long time so wait for response 10-20 seconds after token
connection/removal.

To go to next test press "Enter" or click button "NEXT >,

Token connected. Enter PIN code:

RSA SecurelD 800 (PIN.01) (S/N: 000146231849)

Token Info

NEXT
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Starting Windows
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Simple tests did not find fatal incompatibilities.

Running sdditiona tests needed to make sure that your computer is compatible
with Full Disk Encryption.

Three system reboots are required to run additional tests.

Run additional tests?

[To suppress this message box pass
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Keyboard test 1/2: verify all keyboards are working

This test will be skipped in 15 seconds.

Press some keys on AL keyboards connected to this computer to make sure that all
keyboards are working correctly

To switch keyboard layout press Alt-Shift, Ctrl-Shift or use two drop-down lists at the
bottom of the screen. w

To go to next test press "Enter" or click button "NEXT >,

[fress any keys on al keyboards
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