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ʋʚʘʞʘʝʤʳʡ ʧʦʣʴʟʦʚʘʪʝʣʴ!  

ʉʧʘʩʠʙʦ, ʯʪʦ ʜʦʚʝʨʷʝʪʝ ʥʘʤ. ʄʳ ʥʘʜʝʝʤʩʷ, ʯʪʦ ʵʪʦʪ ʜʦʢʫʤʝʥʪ ʧʦʤʦʞʝʪ ʚʘʤ ʚ ʨʘʙʦʪʝ ʠ ʦʪʚʝʪʠʪ ʥʘ 

ʙʦʣʴʰʠʥʩʪʚʦ ʚʦʟʥʠʢʘʶʱʠʭ ʚʦʧʨʦʩʦʚ. 

ɺʥʠʤʘʥʠʝ! ʇʨʘʚʘ ʥʘ ʵʪʦʪ ʜʦʢʫʤʝʥʪ ʷʚʣʷʶʪʩʷ ʩʦʙʩʪʚʝʥʥʦʩʪʴʶ ɸʆ "ʃʘʙʦʨʘʪʦʨʠʷ ʂʘʩʧʝʨʩʢʦʛʦ" (ʜʘʣʝʝ ʪʘʢʞʝ 

"ʃʘʙʦʨʘʪʦʨʠʷ ʂʘʩʧʝʨʩʢʦʛʦ") ʠ ʟʘʱʠʱʝʥʳ ʟʘʢʦʥʦʜʘʪʝʣʴʩʪʚʦʤ ʈʦʩʩʠʡʩʢʦʡ ʌʝʜʝʨʘʮʠʠ ʦʙ ʘʚʪʦʨʩʢʦʤ ʧʨʘʚʝ ʠ 

ʤʝʞʜʫʥʘʨʦʜʥʳʤʠ ʜʦʛʦʚʦʨʘʤʠ. ɿʘ ʥʝʟʘʢʦʥʥʦʝ ʢʦʧʠʨʦʚʘʥʠʝ ʠ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʝ ʜʦʢʫʤʝʥʪʘ ʠ ʝʛʦ ʦʪʜʝʣʴʥʳʭ 

ʯʘʩʪʝʡ ʥʘʨʫʰʠʪʝʣʴ ʥʝʩʝʪ ʛʨʘʞʜʘʥʩʢʫʶ, ʘʜʤʠʥʠʩʪʨʘʪʠʚʥʫʶ ʠʣʠ ʫʛʦʣʦʚʥʫʶ ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʴ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ 

ʧʨʠʤʝʥʠʤʳʤ ʟʘʢʦʥʦʜʘʪʝʣʴʩʪʚʦʤ.  

ʂʦʧʠʨʦʚʘʥʠʝ ʚ ʣʶʙʦʡ ʬʦʨʤʝ, ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʝ, ʚ ʪʦʤ ʯʠʩʣʝ ʚ ʧʝʨʝʚʦʜʝ, ʣʶʙʳʭ ʤʘʪʝʨʠʘʣʦʚ ʚʦʟʤʦʞʥʳ 

ʪʦʣʴʢʦ ʩ ʧʠʩʴʤʝʥʥʦʛʦ ʨʘʟʨʝʰʝʥʠʷ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ". 

ɼʦʢʫʤʝʥʪ ʠ ʩʚʷʟʘʥʥʳʝ ʩ ʥʠʤ ʛʨʘʬʠʯʝʩʢʠʝ ʠʟʦʙʨʘʞʝʥʠʷ ʤʦʛʫʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥʳ ʪʦʣʴʢʦ ʚ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ, 

ʥʝʢʦʤʤʝʨʯʝʩʢʠʭ ʠʣʠ ʣʠʯʥʳʭ ʮʝʣʷʭ. 

ɼʦʢʫʤʝʥʪ ʤʦʞʝʪ ʙʳʪʴ ʠʟʤʝʥʝʥ ʙʝʟ ʧʨʝʜʚʘʨʠʪʝʣʴʥʦʛʦ ʫʚʝʜʦʤʣʝʥʠʷ. 

ɿʘ ʩʦʜʝʨʞʘʥʠʝ, ʢʘʯʝʩʪʚʦ, ʘʢʪʫʘʣʴʥʦʩʪʴ ʠ ʜʦʩʪʦʚʝʨʥʦʩʪʴ ʠʩʧʦʣʴʟʫʝʤʳʭ ʚ ʜʦʢʫʤʝʥʪʝ ʤʘʪʝʨʠʘʣʦʚ, ʧʨʘʚʘ ʥʘ 

ʢʦʪʦʨʳʝ ʧʨʠʥʘʜʣʝʞʘʪ ʜʨʫʛʠʤ ʧʨʘʚʦʦʙʣʘʜʘʪʝʣʷʤ, ʘ ʪʘʢʞʝ ʟʘ ʚʦʟʤʦʞʥʳʡ ʫʱʝʨʙ, ʩʚʷʟʘʥʥʳʡ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ 

ʵʪʠʭ ʤʘʪʝʨʠʘʣʦʚ, "ʃʘʙʦʨʘʪʦʨʠʷ ʂʘʩʧʝʨʩʢʦʛʦ" ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʠ ʥʝ ʥʝʩʝʪ. 

ɼʘʪʘ ʨʝʜʘʢʮʠʠ ʜʦʢʫʤʝʥʪʘ: 23.05.2019 

É ɸʆ "ʃʘʙʦʨʘʪʦʨʠʷ ʂʘʩʧʝʨʩʢʦʛʦ", 2019. 
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ʋʩʣʦʚʥʳʝ ʦʙʦʟʥʘʯʝʥʠʷ 
ɺ ʵʪʦʤ ʜʦʢʫʤʝʥʪʝ ʠʩʧʦʣʴʟʫʶʪʩʷ ʫʩʣʦʚʥʳʝ ʦʙʦʟʥʘʯʝʥʠʷ (ʩʤ. ʪʘʙʣʠʮʫ ʥʠʞʝ). 

ʊʘʙʣʠʮʘ 1. ʋʩʣʦʚʥʳʝ ʦʙʦʟʥʘʯʝʥʠʷ 
  

ʇʨʠʤʝʨ ʪʝʢʩʪʘ ʆʧʠʩʘʥʠʝ ʫʩʣʦʚʥʦʛʦ ʦʙʦʟʥʘʯʝʥʠ ̫

ʆʙʨʘʪʠʪʝ ʚʥʠʤʘʥʠʝ ʥʘ ʪʦ, ʯʪʦ... ʇʨʝʜʫʧʨʝʞʜʝʥʠʷ ʚʳʜʝʣʝʥʳ ʢʨʘʩʥʳʤ ʮʚʝʪʦʤ ʠ ʟʘʢʣʶʯʝʥʳ ʚ ʨʘʤʢʫ. 

ʇʨʝʜʫʧʨʝʞʜʝʥʠʷ ʩʦʜʝʨʞʘʪ ʠʥʬʦʨʤʘʮʠʶ ʦ ʜʝʡʩʪʚʠʷʭ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ 

ʠʤʝʪʴ ʥʝʞʝʣʘʪʝʣʴʥʳʝ ʧʦʩʣʝʜʩʪʚʠʷ. 

ʈʝʢʦʤʝʥʜʫʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʪʴ... ʇʨʠʤʝʯʘʥʠʷ ʟʘʢʣʶʯʝʥʳ ʚ ʨʘʤʢʫ. ʇʨʠʤʝʯʘʥʠʷ ʩʦʜʝʨʞʘʪ 

ʜʦʧʦʣʥʠʪʝʣʴʥʫʶ ʠ ʩʧʨʘʚʦʯʥʫʶ ʠʥʬʦʨʤʘʮʠʶ. 

ʇʨʠʤʝʨ: 

é 

ʇʨʠʤʝʨʳ ʧʨʠʚʝʜʝʥʳ ʚ ʙʣʦʢʘʭ ʥʘ ʛʦʣʫʙʦʤ ʬʦʥʝ ʧʦʜ ʟʘʛʦʣʦʚʢʦʤ 

"ʇʨʠʤʝʨ". 

ʆʙʥʦʚʣʝʥʠʝ ï ʵʪʦ... 

ɺʦʟʥʠʢʘʝʪ ʩʦʙʳʪʠʝ ɹʘʟʳ 

ʫʩʪʘʨʝʣʠ. 

ʂʫʨʩʠʚʦʤ ʚʳʜʝʣʝʥʳ ʩʣʝʜʫʶʱʠʝ ʵʣʝʤʝʥʪʳ ʪʝʢʩʪʘ: 

¶ ʥʦʚʳʝ ʪʝʨʤʠʥʳ; 

¶ ʥʘʟʚʘʥʠʷ ʩʪʘʪʫʩʦʚ ʠ ʩʦʙʳʪʠʡ ʧʨʦʛʨʘʤʤʳ. 

ʅʘʞʤʠʪʝ ʥʘ ʢʣʘʚʠʰʫ ENTER. 

ʅʘʞʤʠʪʝ ʢʦʤʙʠʥʘʮʠʶ ʢʣʘʚʠʰ 

ALT+F4. 

ʅʘʟʚʘʥʠʷ ʢʣʘʚʠʰ ʢʣʘʚʠʘʪʫʨʳ ʚʳʜʝʣʝʥʳ ʧʦʣʫʞʠʨʥʳʤ ʰʨʠʬʪʦʤ ʠ 

ʧʨʦʧʠʩʥʳʤʠ ʙʫʢʚʘʤʠ. 

ʅʘʟʚʘʥʠʷ ʢʣʘʚʠʰ, ʩʦʝʜʠʥʝʥʥʳʝ ʟʥʘʢʦʤ + (ʧʣʶʩ), ʦʟʥʘʯʘʶʪ 

ʢʦʤʙʠʥʘʮʠʶ ʢʣʘʚʠʰ. ʊʘʢʠʝ ʢʣʘʚʠʰʠ ʪʨʝʙʫʝʪʩʷ ʥʘʞʠʤʘʪʴ 

ʦʜʥʦʚʨʝʤʝʥʥʦ. 

ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɺʢʣʶʯʠʪʴ. ʅʘʟʚʘʥʠʷ ʵʣʝʤʝʥʪʦʚ ʠʥʪʝʨʬʝʡʩʘ ʧʨʦʛʨʘʤʤʳ, ʥʘʧʨʠʤʝʨ, ʧʦʣʝʡ ʚʚʦʜʘ, 

ʧʫʥʢʪʦʚ ʤʝʥʶ, ʢʥʦʧʦʢ, ʚʳʜʝʣʝʥʳ ʧʦʣʫʞʠʨʥʳʤ ʰʨʠʬʪʦʤ.  

Ʒ ʏʪʦʙʳ ʥʘʩʪʨʦʠʪʴ 

ʨʘʩʧʠʩʘʥʠʝ ʟʘʜʘʯʠ, 

ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ 

ʜʝʡʩʪʚʠʷ: 

ɺʚʦʜʥʳʝ ʬʨʘʟʳ ʠʥʩʪʨʫʢʮʠʡ ʚʳʜʝʣʝʥʳ ʢʫʨʩʠʚʦʤ ʠ ʟʥʘʯʢʦʤ "ʩʪʨʝʣʢʘ". 

ɺ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʝ ʚʚʝʜʠʪʝ 

ʪʝʢʩʪ help  

ʇʦʷʚʠʪʩʷ ʩʣʝʜʫʶʱʝʝ 

ʩʦʦʙʱʝʥʠʝ: 

ʋʢʘʞʠʪʝ ʜʘʪʫ ʚ ʬʦʨʤʘʪʝ 

ɼɼ:MM:ɻɻ. 

ʉʧʝʮʠʘʣʴʥʳʤ ʩʪʠʣʝʤ ʚʳʜʝʣʝʥʳ ʩʣʝʜʫʶʱʠʝ ʪʠʧʳ ʪʝʢʩʪʘ: 

¶ ʪʝʢʩʪ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ; 

¶ ʪʝʢʩʪ ʩʦʦʙʱʝʥʠʡ, ʚʳʚʦʜʠʤʳʭ ʧʨʦʛʨʘʤʤʦʡ ʥʘ ʵʢʨʘʥ; 

¶ ʜʘʥʥʳʝ, ʢʦʪʦʨʳʝ ʪʨʝʙʫʝʪʩʷ ʚʚʝʩʪʠ ʩ ʢʣʘʚʠʘʪʫʨʳ. 

<ʀʤʷ ʧʦʣʴʟʦʚʘʪʝʣʷ> ʇʝʨʝʤʝʥʥʳʝ ʟʘʢʣʶʯʝʥʳ ʚ ʫʛʣʦʚʳʝ ʩʢʦʙʢʠ. ɺʤʝʩʪʦ ʧʝʨʝʤʝʥʥʦʡ 

ʪʨʝʙʫʝʪʩʷ ʧʦʜʩʪʘʚʠʪʴ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʝ ʝʡ ʟʥʘʯʝʥʠʝ, ʦʧʫʩʪʠʚ ʫʛʣʦʚʳʝ 

ʩʢʦʙʢʠ. 
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Kaspersky Anti Targeted Attack 
Platform 
Kaspersky Anti Targeted Attack Platform ï ʨʝʰʝʥʠʝ (ʜʘʣʝʝ ʪʘʢʞʝ "ʧʨʦʛʨʘʤʤʘ"), ʧʨʝʜʥʘʟʥʘʯʝʥʥʦʝ ʜʣʷ ʟʘʱʠʪʳ 

IT-ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ ʦʨʛʘʥʠʟʘʮʠʠ ʠ ʩʚʦʝʚʨʝʤʝʥʥʦʛʦ ʦʙʥʘʨʫʞʝʥʠʷ ʪʘʢʠʭ ʫʛʨʦʟ, ʢʘʢ, ʥʘʧʨʠʤʝʨ, ʘʪʘʢʠ "ʥʫʣʝʚʦʛʦ 

ʜʥʷ", ʮʝʣʝʚʳʝ ʘʪʘʢʠ ʠ ʩʣʦʞʥʳʝ ʮʝʣʝʚʳʝ ʘʪʘʢʠ advanced persistent threats (ʜʘʣʝʝ ʪʘʢʞʝ "APT"). 

ʇʨʦʛʨʘʤʤʘ ʨʘʟʨʘʙʦʪʘʥʘ ʜʣʷ ʢʦʨʧʦʨʘʪʠʚʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. 

ʇʨʦʛʨʘʤʤʘ Kaspersky Anti Targeted Attack Platform ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʜʚʘ ʬʫʥʢʮʠʦʥʘʣʴʥʳʭ ʙʣʦʢʘ: 

¶ Kaspersky Anti Targeted Attack (ʜʘʣʝʝ ʪʘʢʞʝ "KATA"), ʦʙʝʩʧʝʯʠʚʘʶʱʠʡ ʟʘʱʠʪʫ ʧʝʨʠʤʝʪʨʘ 

IT-ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ ʧʨʝʜʧʨʠʷʪʠʷ. 

¶ Kaspersky Endpoint Detection and Response (ʜʘʣʝʝ ʪʘʢʞʝ "KEDR"), ʦʙʝʩʧʝʯʠʚʘʶʱʠʡ ʟʘʱʠʪʫ 

ʢʦʤʧʴʶʪʝʨʦʚ ʣʦʢʘʣʴʥʦʡ ʩʝʪʠ ʦʨʛʘʥʠʟʘʮʠʠ. 

KEDR ʣʠʮʝʥʟʠʨʫʝʪʩʷ ʦʪʜʝʣʴʥʦ ʦʪ KATA. ɼʣʷ ʘʢʪʠʚʘʮʠʠ ʵʪʦʡ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʠ ʚʘʤ ʥʫʞʥʦ 

ʠʩʧʦʣʴʟʦʚʘʪʴ ʦʪʜʝʣʴʥʳʡ ʢʣʶʯ. ɺʳ ʤʦʞʝʪʝ ʧʨʠʦʙʨʝʩʪʠ KEDR ʚʤʝʩʪʝ ʩ KATA ʠʣʠ ʦʪʜʝʣʴʥʦ ʦʪ ʥʝʝ. 

ʇʨʦʛʨʘʤʤʘ ʤʦʞʝʪ ʧʦʣʫʯʘʪʴ ʠ ʦʙʨʘʙʘʪʳʚʘʪʴ ʜʘʥʥʳʝ ʩʣʝʜʫʶʱʠʤʠ ʩʧʦʩʦʙʘʤʠ: 

¶ ʀʥʪʝʛʨʠʨʦʚʘʪʴʩʷ ʚ ʣʦʢʘʣʴʥʫʶ ʩʝʪʴ, ʧʦʣʫʯʘʪʴ ʠ ʦʙʨʘʙʘʪʳʚʘʪʴ ʟʝʨʢʘʣʠʨʦʚʘʥʥʳʡ SPAN-, ERSPAN- ʠ 

RSPAN-ʪʨʘʬʠʢ ʠ ʠʟʚʣʝʢʘʪʴ ʦʙʲʝʢʪʳ ʠ ʤʝʪʘʠʥʬʦʨʤʘʮʠʶ HTTP-, FTP-, SMTP- ʠ DNS-ʧʨʦʪʦʢʦʣʦʚ. 

¶ ʇʦʜʢʣʶʯʘʪʴʩʷ ʢ ʧʨʦʢʩʠ-ʩʝʨʚʝʨʫ ʧʦ ʧʨʦʪʦʢʦʣʫ ICAP, ʧʦʣʫʯʘʪʴ ʠ ʦʙʨʘʙʘʪʳʚʘʪʴ ʜʘʥʥʳʝ HTTP- ʠ 

FTP-ʪʨʘʬʠʢʘ, ʘ ʪʘʢʞʝ HTTPS-ʪʨʘʬʠʢʘ, ʝʩʣʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʥʘʩʪʨʦʠʣ ʧʦʜʤʝʥʫ SSL-ʩʝʨʪʠʬʠʢʘʪʘ ʥʘ 

ʧʨʦʢʩʠ-ʩʝʨʚʝʨʝ. 

¶ ʇʦʜʢʣʶʯʘʪʴʩʷ ʢ ʧʦʯʪʦʚʦʤʫ ʩʝʨʚʝʨʫ ʧʦ ʧʨʦʪʦʢʦʣʘʤ POP3(S) ʠ SMTP, ʧʦʣʫʯʘʪʴ ʠ ʦʙʨʘʙʘʪʳʚʘʪʴ ʢʦʧʠʠ 

ʩʦʦʙʱʝʥʠʡ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ. 

¶ ʀʥʪʝʛʨʠʨʦʚʘʪʴʩʷ ʩ ʧʨʦʛʨʘʤʤʘʤʠ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" Kaspersky Secure Mail Gateway ʠ 

Kaspersky Security ʜʣʷ LinuxÈ Mail Server, ʧʦʣʫʯʘʪʴ ʠ ʦʙʨʘʙʘʪʳʚʘʪʴ ʢʦʧʠʠ ʩʦʦʙʱʝʥʠʡ ʵʣʝʢʪʨʦʥʥʦʡ 

ʧʦʯʪʳ. 

ɺʳ ʤʦʞʝʪʝ ʧʦʣʫʯʠʪʴ ʧʦʜʨʦʙʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʦ Kaspersky Secure Mail Gateway ʠ Kaspersky Security 

ʜʣʷ Linux Mail Server ʠʟ ʜʦʢʫʤʝʥʪʘʮʠʠ ʢ ʵʪʠʤ ʧʨʦʛʨʘʤʤʘʤ. 

¶ ʀʥʪʝʛʨʠʨʦʚʘʪʴʩʷ ʩ ʚʥʝʰʥʠʤʠ ʩʠʩʪʝʤʘʤʠ ʩ ʧʦʤʦʱʴʶ ʠʥʪʝʨʬʝʡʩʘ REST API ʠ ʧʨʦʚʝʨʷʪʴ ʬʘʡʣʳ ʥʘ 

ʵʪʠʭ ʩʠʩʪʝʤʘʭ. 

¶ ʇʦʣʫʯʘʪʴ ʜʘʥʥʳʝ ʩ ʦʪʜʝʣʴʥʳʭ ʢʦʤʧʴʶʪʝʨʦʚ, ʚʭʦʜʷʱʠʭ ʚ IT-ʠʥʬʨʘʩʪʨʫʢʪʫʨʫ ʦʨʛʘʥʠʟʘʮʠʠ ʠ 

ʨʘʙʦʪʘʶʱʠʭ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ MicrosoftÈ WindowsÈ, ʦʩʫʱʝʩʪʚʣʷʪʴ 

ʧʦʩʪʦʷʥʥʦʝ ʥʘʙʣʶʜʝʥʠʝ ʟʘ ʧʨʦʮʝʩʩʘʤʠ, ʟʘʧʫʱʝʥʥʳʤʠ ʥʘ ʵʪʠʭ ʢʦʤʧʴʶʪʝʨʘʭ, ʦʪʢʨʳʪʳʤʠ ʩʝʪʝʚʳʤʠ 

ʩʦʝʜʠʥʝʥʠʷʤʠ ʠ ʠʟʤʝʥʷʝʤʳʤʠ ʬʘʡʣʘʤʠ. 

¶ ʂʦʤʧʦʥʝʥʪ Kaspersky Anti Targeted Attack Platform Endpoint Sensors ʤʦʞʝʪ ʫʩʪʘʥʘʚʣʠʚʘʪʴʩʷ ʥʘ 

ʦʪʜʝʣʴʥʳʝ ʢʦʤʧʴʶʪʝʨʳ ʠ ʧʦʣʫʯʘʪʴ ʜʘʥʥʳʝ ʩ ʵʪʠʭ ʢʦʤʧʴʶʪʝʨʦʚ. 

¶ Kaspersky Anti Targeted Attack Platform ʤʦʞʝʪ ʠʥʪʝʛʨʠʨʦʚʘʪʴʩʷ ʩ ʧʨʦʛʨʘʤʤʦʡ "ʃʘʙʦʨʘʪʦʨʠʠ 

ʂʘʩʧʝʨʩʢʦʛʦ" Kaspersky Endpoint Security ʜʣʷ Windows (ʜʘʣʝʝ ʪʘʢʞʝ "KES"). 

ɺʳ ʤʦʞʝʪʝ ʧʦʣʫʯʠʪʴ ʧʦʜʨʦʙʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʦ Kaspersky Endpoint Security ʜʣʷ Windows ʠʟ 

ʉʧʨʘʚʢʠ Kaspersky Endpoint Security. 
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ʇʨʦʛʨʘʤʤʘ ʠʩʧʦʣʴʟʫʝʪ ʩʣʝʜʫʶʱʠʝ ʩʨʝʜʩʪʚʘ ʘʥʘʣʠʟʘ ʫʛʨʦʟ (Threat Intelligence): 

¶ ʀʥʬʨʘʩʪʨʫʢʪʫʨʫ ʦʙʣʘʯʥʳʭ ʩʣʫʞʙ Kaspersky Security Network (ʜʘʣʝʝ ʪʘʢʞʝ "KSN"), ʧʨʝʜʦʩʪʘʚʣʷʶʱʫʶ 

ʜʦʩʪʫʧ ʢ ʦʧʝʨʘʪʠʚʥʦʡ ʙʘʟʝ ʟʥʘʥʠʡ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" ʦ ʨʝʧʫʪʘʮʠʠ ʬʘʡʣʦʚ, ʚʝʙ-ʨʝʩʫʨʩʦʚ ʠ 

ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ. ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʜʘʥʥʳʭ Kaspersky Security Network ʦʙʝʩʧʝʯʠʚʘʝʪ ʙʦʣʝʝ 

ʚʳʩʦʢʫʶ ʩʢʦʨʦʩʪʴ ʨʝʘʢʮʠʠ ʧʨʦʛʨʘʤʤ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" ʥʘ ʫʛʨʦʟʳ, ʧʦʚʳʰʘʝʪ 

ʵʬʬʝʢʪʠʚʥʦʩʪʴ ʨʘʙʦʪʳ ʥʝʢʦʪʦʨʳʭ ʢʦʤʧʦʥʝʥʪʦʚ ʟʘʱʠʪʳ, ʘ ʪʘʢʞʝ ʩʥʠʞʘʝʪ ʚʝʨʦʷʪʥʦʩʪʴ ʣʦʞʥʳʭ 

ʩʨʘʙʘʪʳʚʘʥʠʡ. 

¶ ʀʥʪʝʛʨʘʮʠʶ ʩ ʧʨʦʛʨʘʤʤʦʡ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" Kaspersky Private Security Network (ʜʘʣʝʝ ʪʘʢʞʝ 

"KPSN"), ʧʨʝʜʦʩʪʘʚʣʷʶʱʫʶ ʧʦʣʴʟʦʚʘʪʝʣʶ ʚʦʟʤʦʞʥʦʩʪʴ ʧʦʣʫʯʘʪʴ ʜʦʩʪʫʧ ʢ ʨʝʧʫʪʘʮʠʦʥʥʳʤ ʙʘʟʘʤ 

KSN, ʘ ʪʘʢʞʝ ʜʨʫʛʠʤ ʩʪʘʪʠʩʪʠʯʝʩʢʠʤ ʜʘʥʥʳʤ, ʥʝ ʦʪʧʨʘʚʣʷʷ ʜʘʥʥʳʝ ʚ KSN ʩʦ ʩʚʦʠʭ ʢʦʤʧʴʶʪʝʨʦʚ. 

¶ ʀʥʪʝʛʨʘʮʠʶ ʩ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʦʡ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" Kaspersky Threat Intelligence 

Portal, ʢʦʪʦʨʘʷ ʩʦʜʝʨʞʠʪ ʠ ʦʪʦʙʨʘʞʘʝʪ ʠʥʬʦʨʤʘʮʠʶ ʦ ʨʝʧʫʪʘʮʠʠ ʬʘʡʣʦʚ ʠ URL-ʘʜʨʝʩʦʚ. 

ʇʨʦʛʨʘʤʤʘ ʤʦʞʝʪ ʧʨʝʜʦʩʪʘʚʣʷʪʴ ʧʦʣʴʟʦʚʘʪʝʣʶ ʨʝʟʫʣʴʪʘʪʳ ʩʚʦʝʡ ʨʘʙʦʪʳ ʠ ʘʥʘʣʠʟʘ ʫʛʨʦʟ ʩʣʝʜʫʶʱʠʤʠ 

ʩʧʦʩʦʙʘʤʠ: 

¶ ʆʪʦʙʨʘʞʘʪʴ ʨʝʟʫʣʴʪʘʪʳ ʨʘʙʦʪʳ ʚ ʚʝʙ-ʠʥʪʝʨʬʝʡʩʝ ʩʝʨʚʝʨʦʚ Central Node, PCN ʠʣʠ SCN. 

¶ ʇʫʙʣʠʢʦʚʘʪʴ ʦʙʥʘʨʫʞʝʥʠʷ ʚ SIEM-ʩʠʩʪʝʤʫ, ʢʦʪʦʨʘʷ ʫʞʝ ʠʩʧʦʣʴʟʫʝʪʩʷ ʚ ʚʘʰʝʡ ʦʨʛʘʥʠʟʘʮʠʠ, ʧʦ 

ʧʨʦʪʦʢʦʣʫ Syslog. 

¶ ʀʥʪʝʛʨʠʨʦʚʘʪʴʩʷ ʩ ʚʥʝʰʥʠʤʠ ʩʠʩʪʝʤʘʤʠ ʩ ʧʦʤʦʱʴʶ ʠʥʪʝʨʬʝʡʩʘ REST API ʠ ʧʦ ʟʘʧʨʦʩʫ ʦʪʧʨʘʚʣʷʪʴ 

ʜʘʥʥʳʝ ʦʙ ʦʙʥʘʨʫʞʝʥʠʷʭ ʧʨʦʛʨʘʤʤʳ ʚʦ ʚʥʝʰʥʠʝ ʩʠʩʪʝʤʳ. 

¶ ʇʫʙʣʠʢʦʚʘʪʴ ʠʥʬʦʨʤʘʮʠʶ ʦʙ ʦʙʥʘʨʫʞʝʥʠʷʭ ʢʦʤʧʦʥʝʥʪʘ Sandbox ʚ ʣʦʢʘʣʴʥʫʶ ʨʝʧʫʪʘʮʠʦʥʥʫʶ ʙʘʟʫ  

Kaspersky Private Security Network. 

ʇʦʣʴʟʦʚʘʪʝʣʠ ʉʪʘʨʰʠʡ ʩʦʪʨʫʜʥʠʢ ʩʣʫʞʙʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʉʦʪʨʫʜʥʠʢ ʩʣʫʞʙʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʤʦʛʫʪ ʚʳʧʦʣʥʷʪʴ 

ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ ʚ ʧʨʦʛʨʘʤʤʝ: 

¶ ʆʩʫʱʝʩʪʚʣʷʪʴ ʤʦʥʠʪʦʨʠʥʛ ʨʘʙʦʪʳ ʧʨʦʛʨʘʤʤʳ. 

¶ ʇʨʦʩʤʘʪʨʠʚʘʪʴ ʪʘʙʣʠʮʫ ʦʙʥʘʨʫʞʝʥʥʳʭ ʧʨʠʟʥʘʢʦʚ ʮʝʣʝʚʳʭ ʘʪʘʢ ʠ ʚʪʦʨʞʝʥʠʡ ʚ IT-ʠʥʬʨʘʩʪʨʫʢʪʫʨʫ 

ʦʨʛʘʥʠʟʘʮʠʠ, ʦʩʫʱʝʩʪʚʣʷʪʴ ʬʠʣʴʪʨʘʮʠʶ ʠ ʧʦʠʩʢ ʦʙʥʘʨʫʞʝʥʠʡ, ʧʨʦʩʤʦʪʨ ʠ ʨʘʙʦʪʫ ʩ ʢʘʞʜʳʤ 

ʦʙʥʘʨʫʞʝʥʠʝʤ. 

¶ ʇʨʦʩʤʘʪʨʠʚʘʪʴ ʪʘʙʣʠʮʫ ʩʦʙʳʪʠʡ, ʧʨʦʠʩʭʦʜʷʱʠʭ ʥʘ ʢʦʤʧʴʶʪʝʨʘʭ ʠ ʩʝʨʚʝʨʘʭ, ʚʭʦʜʷʱʠʭ ʚ 

IT-ʠʥʬʨʘʩʪʨʫʢʪʫʨʫ ʦʨʛʘʥʠʟʘʮʠʠ, ʦʩʫʱʝʩʪʚʣʷʪʴ ʧʦʠʩʢ ʫʛʨʦʟ, ʬʠʣʴʪʨʘʮʠʶ, ʧʨʦʩʤʦʪʨ ʠ ʨʘʙʦʪʫ ʩ ʢʘʞʜʳʤ 

ʩʦʙʳʪʠʝʤ. 

¶ ɺʳʧʦʣʥʷʪʴ ʟʘʜʘʯʠ ʥʘ ʭʦʩʪʘʭ ʩ ʢʦʤʧʦʥʝʥʪʦʤ Endpoint Sensors: ʟʘʧʫʩʢʘʪʴ ʧʨʦʛʨʘʤʤʳ ʠ ʦʩʪʘʥʘʚʣʠʚʘʪʴ 

ʧʨʦʮʝʩʩʳ, ʩʢʘʯʠʚʘʪʴ ʠ ʫʜʘʣʷʪʴ ʬʘʡʣʳ, ʧʦʤʝʱʘʪʴ ʦʙʲʝʢʪʳ ʠ ʠʭ ʢʦʧʠʠ ʚ ʍʨʘʥʠʣʠʱʝ ʠ ʂʘʨʘʥʪʠʥ, ʘ 

ʪʘʢʞʝ ʚʦʩʩʪʘʥʘʚʣʠʚʘʪʴ ʠʭ ʠʟ ʂʘʨʘʥʪʠʥʘ. 

¶ ʅʘʩʪʨʘʠʚʘʪʴ ʧʦʣʠʪʠʢʠ ʟʘʧʨʝʪʘ ʟʘʧʫʩʢʘ ʬʘʡʣʦʚ ʠ ʧʨʦʮʝʩʩʦʚ, ʢʦʪʦʨʳʝ ʦʥʠ ʩʯʠʪʘʶʪ ʥʝʙʝʟʦʧʘʩʥʳʤʠ, ʥʘ 

ʚʳʙʨʘʥʥʳʭ ʭʦʩʪʘʭ ʩ ʢʦʤʧʦʥʝʥʪʦʤ Endpoint Sensors. 

¶ ʀʟʦʣʠʨʦʚʘʪʴ ʦʪʜʝʣʴʥʳʝ ʭʦʩʪʳ ʩ ʢʦʤʧʦʥʝʥʪʦʤ Endpoint Sensors ʦʪ ʩʝʪʠ. 

¶ ʈʘʙʦʪʘʪʴ ʩ ʦʙʲʝʢʪʘʤʠ ʠ ʠʭ ʢʦʧʠʷʤʠ ʚ ʍʨʘʥʠʣʠʱʝ ʠ ʂʘʨʘʥʪʠʥʝ. 

¶ ʈʘʙʦʪʘʪʴ ʩ ʬʘʡʣʘʤʠ ʦʪʢʨʳʪʦʛʦ ʩʪʘʥʜʘʨʪʘ ʦʧʠʩʘʥʠʷ ʠʥʜʠʢʘʪʦʨʦʚ ʢʦʤʧʨʦʤʝʪʘʮʠʠ OpenIOC 

(IOC-ʬʘʡʣʳ) ʜʣʷ ʧʦʠʩʢʘ ʧʨʠʟʥʘʢʦʚ ʮʝʣʝʚʳʭ ʘʪʘʢ, ʟʘʨʘʞʝʥʥʳʭ ʠ ʚʦʟʤʦʞʥʦ ʟʘʨʘʞʝʥʥʳʭ ʦʙʲʝʢʪʦʚ ʥʘ 

ʭʦʩʪʘʭ ʩ ʢʦʤʧʦʥʝʥʪʦʤ Endpoint Sensors ʠ ʚ ʙʘʟʝ ʦʙʥʘʨʫʞʝʥʠʡ. 

¶ ʈʘʙʦʪʘʪʴ ʩ ʠʥʜʠʢʘʪʦʨʘʤʠ ʘʪʘʢ (IOA) ʜʣʷ ʢʣʘʩʩʠʬʠʢʘʮʠʠ ʠ ʘʥʘʣʠʟʘ ʩʦʙʳʪʠʡ. 

¶ ʋʧʨʘʚʣʷʪʴ ʦʪʯʝʪʘʤʠ ʦ ʨʘʙʦʪʝ ʧʨʦʛʨʘʤʤʳ ʠ ʦʪʯʝʪʘʤʠ ʦʙ ʦʙʥʘʨʫʞʝʥʠʷʭ. 
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¶ ʅʘʩʪʨʘʠʚʘʪʴ ʦʪʧʨʘʚʢʫ ʫʚʝʜʦʤʣʝʥʠʡ ʦʙ ʦʙʥʘʨʫʞʝʥʠʷʭ ʠ ʦ ʧʨʦʙʣʝʤʘʭ ʚ ʨʘʙʦʪʝ ʧʨʦʛʨʘʤʤʳ ʥʘ ʘʜʨʝʩʘ 

ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. 

¶ ʈʘʙʦʪʘʪʴ ʩʦ ʩʧʠʩʢʦʤ ʦʙʥʘʨʫʞʝʥʠʡ ʩʦ ʩʪʘʪʫʩʦʤ VIP, ʩ ʙʝʣʳʤ ʩʧʠʩʢʦʤ ʜʘʥʥʳʭ, ʥʘʧʦʣʥʷʪʴ ʣʦʢʘʣʴʥʫʶ 

ʨʝʧʫʪʘʮʠʦʥʥʫʶ ʙʘʟʫ KPSN. 

ʇʦʣʴʟʦʚʘʪʝʣʠ ʃʦʢʘʣʴʥʳʡ ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʠ ɸʜʤʠʥʠʩʪʨʘʪʦʨ ʤʦʛʫʪ ʚʳʧʦʣʥʷʪʴ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ ʚ 

ʧʨʦʛʨʘʤʤʝ: 

¶ ʅʘʩʪʨʘʠʚʘʪʴ ʧʘʨʘʤʝʪʨʳ ʨʘʙʦʪʳ ʧʨʦʛʨʘʤʤʳ. 

¶ ʅʘʩʪʨʘʠʚʘʪʴ ʩʝʨʚʝʨʳ ʜʣʷ ʨʘʙʦʪʳ ʚ ʨʝʞʠʤʝ ʨʘʩʧʨʝʜʝʣʝʥʥʦʛʦ ʨʝʰʝʥʠʷ ʠ multitenancy. 

¶ ʇʨʦʠʟʚʦʜʠʪʴ ʠʥʪʝʛʨʘʮʠʶ ʧʨʦʛʨʘʤʤʳ ʩ ʜʨʫʛʠʤʠ ʧʨʦʛʨʘʤʤʘʤʠ ʠ ʩʠʩʪʝʤʘʤʠ. 

¶ ʋʧʨʘʚʣʷʪʴ ʫʯʝʪʥʳʤʠ ʟʘʧʠʩʷʤʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʧʨʦʛʨʘʤʤʳ. 

¶ ʆʩʫʱʝʩʪʚʣʷʪʴ ʤʦʥʠʪʦʨʠʥʛ ʨʘʙʦʪʦʩʧʦʩʦʙʥʦʩʪʠ ʧʨʦʛʨʘʤʤʳ. 

ʇʨʦʛʨʘʤʤʘ ʦʙʥʘʨʫʞʠʚʘʝʪ ʩʣʝʜʫʶʱʠʝ ʩʦʙʳʪʠʷ, ʧʨʦʠʩʭʦʜʷʱʠʝ ʚʥʫʪʨʠ IT-ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ ʦʨʛʘʥʠʟʘʮʠʠ: 

¶ ʅʘ ʢʦʤʧʴʶʪʝʨ ʣʦʢʘʣʴʥʦʡ ʩʝʪʠ ʦʨʛʘʥʠʟʘʮʠʠ ʙʳʣ ʟʘʛʨʫʞʝʥ ʬʘʡʣ ʠʣʠ ʙʳʣʘ ʧʨʝʜʧʨʠʥʷʪʘ ʧʦʧʳʪʢʘ 

ʟʘʛʨʫʟʢʠ ʬʘʡʣʘ. 

¶ ʅʘ ʘʜʨʝʩ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ ʧʦʣʴʟʦʚʘʪʝʣʷ ʣʦʢʘʣʴʥʦʡ ʩʝʪʠ ʦʨʛʘʥʠʟʘʮʠʠ ʙʳʣ ʦʪʧʨʘʚʣʝʥ ʬʘʡʣ. 

¶ ʅʘ ʢʦʤʧʴʶʪʝʨʝ ʣʦʢʘʣʴʥʦʡ ʩʝʪʠ ʦʨʛʘʥʠʟʘʮʠʠ ʙʳʣʘ ʦʪʢʨʳʪʘ ʩʩʳʣʢʘ ʥʘ ʚʝʙ-ʩʘʡʪ. 

¶ IP-ʘʜʨʝʩ ʠʣʠ ʜʦʤʝʥʥʦʝ ʠʤʷ ʢʦʤʧʴʶʪʝʨʘ ʣʦʢʘʣʴʥʦʡ ʩʝʪʠ ʦʨʛʘʥʠʟʘʮʠʠ ʙʳʣʠ ʟʘʤʝʯʝʥʳ ʚ ʩʝʪʝʚʦʡ 

ʘʢʪʠʚʥʦʩʪʠ. 

¶ ʅʘ ʢʦʤʧʴʶʪʝʨʝ ʣʦʢʘʣʴʥʦʡ ʩʝʪʠ ʦʨʛʘʥʠʟʘʮʠʠ ʙʳʣʠ ʟʘʧʫʱʝʥʳ ʧʨʦʮʝʩʩʳ. 

Kaspersky Anti Targeted Attack Platform ʦʮʝʥʠʚʘʝʪ ʩʦʙʳʪʠʷ ʠ ʨʝʢʦʤʝʥʜʫʝʪ ʧʦʣʴʟʦʚʘʪʝʣʶ ʦʙʨʘʪʠʪʴ 

ʚʥʠʤʘʥʠʝ ʥʘ ʢʘʞʜʦʝ ʦʙʥʘʨʫʞʝʥʥʦʝ ʩʦʙʳʪʠʝ (ʦʙʥʘʨʫʞʝʥʠʝ) ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʪʝʤ, ʢʘʢʦʝ ʚʣʠʷʥʠʝ ʵʪʦ 

ʦʙʥʘʨʫʞʝʥʠʝ ʤʦʞʝʪ ʦʢʘʟʘʪʴ ʥʘ ʙʝʟʦʧʘʩʥʦʩʪʴ ʢʦʤʧʴʶʪʝʨʘ ʠʣʠ ʣʦʢʘʣʴʥʦʡ ʩʝʪʠ ʚʘʰʝʡ ʦʨʛʘʥʠʟʘʮʠʠ, ʧʦ 

ʦʧʳʪʫ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ". 

ʇʦʣʴʟʦʚʘʪʝʣʴ Kaspersky Anti Targeted Attack Platform ʩʘʤʦʩʪʦʷʪʝʣʴʥʦ ʧʨʠʥʠʤʘʝʪ ʨʝʰʝʥʠʝ ʦ 

ʜʘʣʴʥʝʡʰʠʭ ʜʝʡʩʪʚʠʷʭ ʥʘʜ ʦʙʥʘʨʫʞʝʥʠʷʤʠ. 

ʏʪʦ ʥʦʚʦʛʦ 

ɺ Kaspersky Anti Targeted Attack Platform ʧʦʷʚʠʣʠʩʴ ʩʣʝʜʫʶʱʠʝ ʠʟʤʝʥʝʥʠʷ: 

¶ ʈʝʘʣʠʟʦʚʘʥ ʨʝʞʠʤ multitenancy (ʤʫʣʴʪʠʘʨʝʥʜʥʦʩʪʴ), ʧʨʠ ʢʦʪʦʨʦʤ Kaspersky Anti Targeted Attack 

Platform ʫʩʪʘʥʘʚʣʠʚʘʝʪʩʷ ʚ ʨʝʞʠʤʝ ʨʘʩʧʨʝʜʝʣʝʥʥʦʛʦ ʨʝʰʝʥʠʷ ʠ ʤʦʞʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʟʘʱʠʪʳ 

ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ ʥʝʩʢʦʣʴʢʠʭ ʦʨʛʘʥʠʟʘʮʠʡ. ʇʦʜʜʝʨʞʠʚʘʝʪʩʷ ʚʦʟʤʦʞʥʦʩʪʴ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʦʜʥʦʛʦ ʠʣʠ 

ʥʝʩʢʦʣʴʢʠʭ ʩʝʨʚʝʨʦʚ Central Node ʜʣʷ ʦʜʥʦʡ ʦʨʛʘʥʠʟʘʮʠʠ. ʂʘʞʜʘʷ ʦʨʛʘʥʠʟʘʮʠʷ ʤʦʞʝʪ ʨʘʙʦʪʘʪʴ ʩ 

ʧʨʦʛʨʘʤʤʦʡ ʥʝʟʘʚʠʩʠʤʦ ʦʪ ʜʨʫʛʠʭ ʦʨʛʘʥʠʟʘʮʠʡ. ʆʨʛʘʥʠʟʘʮʠʷ-ʧʨʦʚʘʡʜʝʨ ʤʦʞʝʪ ʨʘʙʦʪʘʪʴ ʩ ʜʘʥʥʳʤʠ 

ʥʝʩʢʦʣʴʢʠʭ ʦʨʛʘʥʠʟʘʮʠʡ. 

¶ ʋʩʦʚʝʨʰʝʥʩʪʚʦʚʘʥʘ ʪʝʭʥʦʣʦʛʠʷ Targeted Attack Analyzer: ʜʦʙʘʚʣʝʥʘ ʢʣʘʩʩʠʬʠʢʘʮʠʷ ʠ 

ʘʚʪʦʤʘʪʠʯʝʩʢʠʡ ʘʥʘʣʠʟ ʩʦʦʪʚʝʪʩʪʚʠʷ ʩʦʙʳʪʠʡ ʠ ʦʙʥʘʨʫʞʝʥʠʡ ʠʥʜʠʢʘʪʦʨʘʤ ʘʪʘʢ (ʜʘʣʝʝ ʪʘʢʞʝ "IOA") ʠ 

ʤʘʪʨʠʮʝ MITRE ATT&CK. ɹʘʟʘ IOA-ʧʨʘʚʠʣ ʩʬʦʨʤʠʨʦʚʘʥʘ ʩʧʝʮʠʘʣʠʩʪʘʤʠ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" 

ʠ ʧʦʩʪʦʷʥʥʦ ʧʦʧʦʣʥʷʝʪʩʷ. ʅʦʚʳʝ ʩʦʙʳʪʠʷ, ʧʦ ʢʦʪʦʨʳʤ ʩʨʘʙʦʪʘʣʠ IOA-ʧʨʘʚʠʣʘ, ʧʦʤʝʯʘʶʪʩʷ ʚ 

ʠʥʪʝʨʬʝʡʩʝ ʧʨʦʛʨʘʤʤʳ. IOA-ʧʨʘʚʠʣʘ ʩʦʜʝʨʞʘʪ ʦʧʠʩʘʥʠʝ ʧʨʠʟʥʘʢʦʚ ʘʪʘʢ, ʧʨʠʤʝʨʳ ʠ ʨʝʢʦʤʝʥʜʘʮʠʠ 
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ʧʦ ʧʨʦʪʠʚʦʜʝʡʩʪʚʠʶ, ʩʩʳʣʢʠ ʥʘ ʠʥʬʦʨʤʘʮʠʶ ʦ ʢʘʞʜʦʤ ʧʨʠʟʥʘʢʝ ʘʪʘʢʠ ʚ ʙʘʟʝ ʟʥʘʥʠʡ MITRE ATT&CK.. 

¶ ɼʦʙʘʚʣʝʥʘ ʢʣʘʩʩʠʬʠʢʘʮʠʷ ʦʙʥʘʨʫʞʝʥʠʡ ʢʦʤʧʦʥʝʥʪʦʤ Sandbox ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʤʘʪʨʠʮʝʡ MITRE 

ATT&CK. ʂʦʤʧʦʥʝʥʪ Sandbox ʩʦʧʦʩʪʘʚʣʷʝʪ ʦʙʥʘʨʫʞʝʥʥʳʝ ʧʦʜʦʟʨʠʪʝʣʴʥʳʝ ʘʢʪʠʚʥʦʩʪʠ ʩ ʬʘʟʘʤʠ 

ʘʪʘʢʠ, ʪʝʭʥʠʢʘʤʠ ʠ ʤʝʪʦʜʘʤʠ ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʚ ʚ ʤʘʪʨʠʮʝ MITRE ATT&CK. 

¶ ɼʦʙʘʚʣʝʥʘ ʚʦʟʤʦʞʥʦʩʪʴ ʩʦʟʜʘʥʠʷ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʦʡ ʙʘʟʳ ʠʥʜʠʢʘʪʦʨʦʚ ʘʪʘʢ (IOA) ʜʣʷ 

ʢʣʘʩʩʠʬʠʢʘʮʠʠ ʠ ʘʥʘʣʠʟʘ ʩʦʙʳʪʠʡ. 

¶ ɼʦʙʘʚʣʝʥʘ ʩʭʝʤʘ ʨʘʟʚʝʨʪʳʚʘʥʠʷ ʧʨʦʛʨʘʤʤʳ, ʧʦ ʢʦʪʦʨʦʡ ʥʝʩʢʦʣʴʢʦ ʩʝʨʚʝʨʦʚ Central Node ʤʦʛʫʪ 

ʧʦʜʢʣʶʯʘʪʴʩʷ ʢ ʦʜʥʠʤ ʠ ʪʝʤ ʞʝ ʩʝʨʚʝʨʘʤ Sandbox. 

¶ ɼʦʙʘʚʣʝʥʘ ʧʦʜʜʝʨʞʢʘ ʯʫʚʩʪʚʠʪʝʣʴʥʦʩʪʠ ʢ ʨʝʛʠʩʪʨʫ ʩʠʤʚʦʣʦʚ ʧʨʠ ʧʦʠʩʢʝ, ʠʟʤʝʥʝʥʠʠ ʠ ʫʜʘʣʝʥʠʠ 

ʬʘʡʣʦʚ, ʢʘʪʘʣʦʛʦʚ ʠ ʜʨʫʛʠʭ ʦʙʲʝʢʪʦʚ ʚ ʩʦʦʪʚʝʪʩʪʚʠʝ ʩʦ ʩʪʘʥʜʘʨʪʘʤʠ ʬʘʡʣʦʚʦʡ ʩʠʩʪʝʤʳ NTFS. 

¶ ʈʝʘʣʠʟʦʚʘʥ ʥʦʚʳʡ ʤʝʪʦʜ ʘʥʘʣʠʟʘ APK-ʬʘʡʣʦʚ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ AndroidÊ ʩʦʚʨʝʤʝʥʥʦʡ 

ʦʙʣʘʯʥʦʡ ʪʝʭʥʦʣʦʛʠʝʡ ʥʘ ʙʘʟʝ ʤʘʰʠʥʥʦʛʦ ʦʙʫʯʝʥʠʷ. 

¶ ɼʦʙʘʚʣʝʥ ʤʦʥʠʪʦʨʠʥʛ ʥʦʚʳʭ ʢʣʶʯʝʡ ʨʝʝʩʪʨʘ: ʘʥʘʣʠʟ ʜʘʥʥʳʭ ʦʙ ʠʟʤʝʥʝʥʠʠ ʚʝʪʦʢ ʨʝʝʩʪʨʘ ʠʟ 

ʨʘʟʜʝʣʦʚ HKEY_USERS/HKEY_CURRENT_USER. 

¶ ʈʘʩʰʠʨʝʥʳ ʚʦʟʤʦʞʥʦʩʪʠ ʧʦ ʧʦʜʙʦʨʫ ʧʘʨʦʣʝʡ ʢ ʜʦʢʫʤʝʥʪʘʤ Microsoft Office ʠ ʩʦʦʙʱʝʥʠʷʤ 

ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ. ʈʝʘʣʠʟʦʚʘʥʘ ʚʦʟʤʦʞʥʦʩʪʴ ʧʦʜʙʦʨʘ ʧʘʨʦʣʝʡ ʢ ʚʣʦʞʝʥʠʷʤ ʚ ʩʦʦʙʱʝʥʠʷ 

ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ ʩʣʝʜʫʶʱʠʭ ʬʦʨʤʘʪʦʚ: ArchiveRAR (RAR v5) ʠ Archive7z (7z). ʊʘʢʞʝ ʜʦʙʘʚʣʝʥʘ 

ʚʦʟʤʦʞʥʦʩʪʴ ʧʦʜʙʦʨʘ ʧʘʨʦʣʝʡ ʢ ʜʦʢʫʤʝʥʪʘʤ ʬʦʨʤʘʪʘ PDF, ʜʦʢʫʤʝʥʪʘʤ Word, ExcelÈ ʠ PowerPointÈ. 

ʇʦʜʙʦʨ ʧʘʨʦʣʝʡ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʠʟ ʩʫʱʝʩʪʚʫʶʱʝʡ ʙʘʟʳ ʧʘʨʦʣʝʡ ʠʣʠ ʧʫʪʝʤ ʘʥʘʣʠʟʘ ʜʘʥʥʳʭ ʚ ʪʝʣʝ 

ʩʦʦʙʱʝʥʠʷ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ. 

¶ ɼʦʙʘʚʣʝʥʘ ʧʝʨʝʜʘʯʘ ʥʦʚʳʭ ʪʠʧʦʚ ʩʦʙʳʪʠʡ Windows (Windows events logging) ʩʦ ʩʣʝʜʫʶʱʠʤʠ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʘʤʠ: 

¶ EventId 4776 ï ʢʦʤʧʴʶʪʝʨ ʧʳʪʘʣʩʷ ʧʨʦʚʝʨʠʪʴ ʜʘʥʥʳʝ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ. 

¶ EventId 4648 ï ʧʦʧʳʪʢʘ ʚʭʦʜʘ ʚ ʩʠʩʪʝʤʫ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʫʯʝʪʥʳʭ ʜʘʥʥʳʭ. 

¶ EventId 4768 ï ʙʳʣ ʟʘʧʨʦʰʝʥ ʙʠʣʝʪ ʧʨʦʚʝʨʢʠ ʧʦʜʣʠʥʥʦʩʪʠ Kerberos (TGT). 

¶ EventId 4769 ï ʙʳʣ ʟʘʧʨʦʰʝʥ ʙʠʣʝʪ ʩʣʫʞʙʳ Kerberos. 

ʆʙʥʦʚʣʝʥʠʝ ʧʦʟʚʦʣʷʝʪ ʦʙʥʘʨʫʞʠʚʘʪʴ ʩʣʝʜʫʶʱʠʝ ʘʪʘʢʠ, ʠʩʧʦʣʴʟʫʶʱʠʝ ʵʪʠ ʩʦʙʳʪʠʷ Windows: 

¶ Pass-the-hash (4776, 4624). 

¶ Keberoast (4769). 

¶ Mimikatz (4624, 4648, 4768). 

¶ ɼʦʙʘʚʣʝʥʘ ʧʦʜʜʝʨʞʢʘ API ʜʣʷ ʧʝʨʝʜʘʯʠ ʠʥʬʦʨʤʘʮʠʠ ʦʙ ʦʙʥʘʨʫʞʝʥʠʷʭ Kaspersky Anti Targeted Attack 

Platform ʚ ʩʪʦʨʦʥʥʠʝ ʨʝʰʝʥʠʷ ʧʦ ʟʘʧʨʦʩʫ ʦʪ ʩʪʦʨʦʥʥʠʭ ʨʝʰʝʥʠʡ. ʇʝʨʝʜʘʚʘʝʤʘʷ ʠʥʬʦʨʤʘʮʠʷ ʦʙ 

ʦʙʥʘʨʫʞʝʥʠʠ ʤʦʞʝʪ ʪʘʢʞʝ ʩʦʜʝʨʞʘʪʴ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʩʚʝʜʝʥʠʷ, ʥʘʧʨʠʤʝʨ, ʦ ʩʨʘʙʦʪʘʚʰʠʭ 

ʪʝʭʥʦʣʦʛʠʷʭ, ʪʠʧʘʭ ʦʙʲʝʢʪʦʚ, ʚʘʞʥʦʩʪʠ ʦʙʥʘʨʫʞʝʥʠʷ. 

¶ ʆʧʪʠʤʠʟʠʨʦʚʘʥʘ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʴ ʧʨʦʛʨʘʤʤʳ. ʅʘ 30% ʩʥʠʞʝʥʳ ʪʨʝʙʦʚʘʥʠʷ ʢ ʘʧʧʘʨʘʪʥʦʤʫ 

ʦʙʝʩʧʝʯʝʥʠʶ ʩʝʨʚʝʨʦʚ Central Node ʠ Sandbox. 
 

ʆ Kaspersky Threat Intelligence Portal 

ɼʣʷ ʧʦʣʫʯʝʥʠʷ ʜʦʧʦʣʥʠʪʝʣʴʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʦ ʬʘʡʣʘʭ, ʢʦʪʦʨʳʝ ʚʳ ʩʯʠʪʘʝʪʝ ʧʦʜʦʟʨʠʪʝʣʴʥʳʤʠ, ʚʳ ʤʦʞʝʪʝ 

ʧʝʨʝʡʪʠ ʥʘ ʚʝʙ-ʩʘʡʪ ʧʨʦʛʨʘʤʤʳ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" Kaspersky Threat Intelligence Portal, ʢʦʪʦʨʘʷ 

ʘʥʘʣʠʟʠʨʫʝʪ ʢʘʞʜʳʡ ʬʘʡʣ ʥʘ ʩʦʜʝʨʞʘʥʠʝ ʚ ʥʝʤ ʚʨʝʜʦʥʦʩʥʦʛʦ ʢʦʜʘ ʠ ʦʪʦʙʨʘʞʘʝʪ ʠʥʬʦʨʤʘʮʠʶ ʦ ʨʝʧʫʪʘʮʠʠ 
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ʵʪʦʛʦ ʬʘʡʣʘ. 

ɼʦʩʪʫʧ ʢ ʧʨʦʛʨʘʤʤʝ Kaspersky Threat Intelligence ʧʨʝʜʦʩʪʘʚʣʷʝʪʩʷ ʥʘ ʧʣʘʪʥʦʡ ʦʩʥʦʚʝ. ɼʣʷ ʘʚʪʦʨʠʟʘʮʠʠ 

ʥʘ ʚʝʙ-ʩʘʡʪʝ ʧʨʦʛʨʘʤʤʳ ʥʘ ʚʘʰʝʤ ʢʦʤʧʴʶʪʝʨʝ ʚ ʭʨʘʥʠʣʠʱʝ ʩʝʨʪʠʬʠʢʘʪʦʚ ʜʦʣʞʝʥ ʙʳʪʴ ʫʩʪʘʥʦʚʣʝʥ 

ʩʝʨʪʠʬʠʢʘʪ ʜʦʩʪʫʧʘ ʢ ʧʨʦʛʨʘʤʤʝ. ʂʨʦʤʝ ʪʦʛʦ, ʫ ʚʘʩ ʜʦʣʞʥʳ ʙʳʪʴ ʠʤʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʧʘʨʦʣʴ ʜʦʩʪʫʧʘ ʢ 

ʧʨʦʛʨʘʤʤʝ. 

ʇʦʜʨʦʙʥʝʝ ʦ ʧʨʦʛʨʘʤʤʝ Kaspersky Threat Intelligence Portal ʩʤ. ʚʝʙ-ʩʘʡʪ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ". 

ʂʦʤʧʣʝʢʪ ʧʦʩʪʘʚʢʠ 

ɺ ʢʦʤʧʣʝʢʪ ʧʦʩʪʘʚʢʠ ʧʨʦʛʨʘʤʤʳ ʚʭʦʜʷʪ ʩʣʝʜʫʶʱʠʝ ʬʘʡʣʳ: 

1. ʆʙʨʘʟ ʜʠʩʢʘ (ʬʘʡʣ ʩ ʨʘʩʰʠʨʝʥʠʝʤ iso) ʩ ʫʩʪʘʥʦʚʦʯʥʳʤʠ ʬʘʡʣʘʤʠ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ CentOS 7.4 

ʠ ʢʦʤʧʦʥʝʥʪʦʚ Sensor, Central Node. 

2. ʆʙʨʘʟ ʜʠʩʢʘ (ʬʘʡʣ ʩ ʨʘʩʰʠʨʝʥʠʝʤ iso) ʩ ʫʩʪʘʥʦʚʦʯʥʳʤʠ ʬʘʡʣʘʤʠ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ CentOS 6.9 

ʠ ʢʦʤʧʦʥʝʥʪʘ Sandbox. 

3. ʆʙʨʘʟʳ ʜʠʩʢʦʚ (ʬʘʡʣʳ ʩ ʨʘʩʰʠʨʝʥʠʝʤ iso) ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ Windows XP SP3, 64-ʨʘʟʨʷʜʥʦʡ 

Windows 7 ʠ Windows 10, ʚ ʢʦʪʦʨʳʭ ʢʦʤʧʦʥʝʥʪ Sandbox ʙʫʜʝʪ ʟʘʧʫʩʢʘʪʴ ʬʘʡʣʳ. 

4. ʋʩʪʘʥʦʚʦʯʥʳʡ ʬʘʡʣ ʢʦʤʧʦʥʝʥʪʘ Endpoint Sensors (ʬʘʡʣ ʩ ʨʘʩʰʠʨʝʥʠʝʤ msi). 

5. ʃʠʮʝʥʟʠʦʥʥʦʝ ʩʦʛʣʘʰʝʥʠʝ. 

6. ʇʦʣʠʪʠʢʘ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ. 

7. ʇʦʣʦʞʝʥʠʝ ʦ KSN. 

8. ʌʘʡʣ ʩ ʠʥʬʦʨʤʘʮʠʝʡ ʦ ʩʪʦʨʦʥʥʝʤ ʢʦʜʝ, ʠʩʧʦʣʴʟʫʝʤʦʤ ʚ Kaspersky Anti Targeted Attack Platform. 

ɸʧʧʘʨʘʪʥʳʝ ʠ ʧʨʦʛʨʘʤʤʥʳʝ ʪʨʝʙʦʚʘʥʠʷ 

ɼʣʷ ʥʘʩʪʨʦʡʢʠ ʠ ʨʘʙʦʪʳ ʩ ʧʨʦʛʨʘʤʤʦʡ ʯʝʨʝʟ ʚʝʙ-ʠʥʪʝʨʬʝʡʩ ʥʘ ʢʦʤʧʴʶʪʝʨʘʭ ʜʦʣʞʝʥ ʙʳʪʴ ʫʩʪʘʥʦʚʣʝʥ ʦʜʠʥ 

ʠʟ ʩʣʝʜʫʶʱʠʭ ʙʨʘʫʟʝʨʦʚ: 

¶ Google ChromeÊ ʜʣʷ Windows ʚʝʨʩʠʠ 74 ʠʣʠ ʚʳʰʝ. 

¶ Google Chrome ʜʣʷ Linux ʚʝʨʩʠʠ 74 ʠʣʠ ʚʳʰʝ. 

¶ MozillaÊ FirefoxÊ ʚʝʨʩʠʠ 66 ʠʣʠ ʚʳʰʝ. 

¶ Microsoft Edge ʚʝʨʩʠʠ 44 ʠʣʠ ʚʳʰʝ. 

¶ Safari ʚʝʨʩʠʠ 12.0 ʠʣʠ ʚʳʰʝ. 

ɼʣʷ ʨʘʟʚʝʨʪʳʚʘʥʠʷ ʧʨʦʛʨʘʤʤʳ ʥʘ ʚʠʨʪʫʘʣʴʥʦʡ ʧʣʘʪʬʦʨʤʝ ʜʦʣʞʝʥ ʙʳʪʴ ʫʩʪʘʥʦʚʣʝʥ ʛʠʧʝʨʚʠʟʦʨ VMware 

ESXiÊ ʚʝʨʩʠʠ 5.5.0 ʠʣʠ 6.7.0. 
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ʊʨʝʙʦʚʘʥʠʷ ʢ ʢʦʤʧʦʥʝʥʪʫ Endpoint Sensors 

ʋ ʢʦʤʧʦʥʝʥʪʘ Endpoint Sensors ʝʩʪʴ ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʝ ʧʘʨʘʤʝʪʨʳ, ʢʦʪʦʨʳʝ ʦʧʨʝʜʝʣʷʶʪ ʚʣʠʷʥʠʝ 

ʢʦʤʧʦʥʝʥʪʘ Endpoint Sensors ʥʘ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʴ ʣʦʢʘʣʴʥʦʛʦ ʢʦʤʧʴʶʪʝʨʘ ʚ ʩʮʝʥʘʨʠʷʭ ʧʦʣʫʯʝʥʠʷ 

ʠʥʬʦʨʤʘʮʠʠ ʠ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʩ ʢʦʤʧʦʥʝʥʪʦʤ Central Node. 

ɽʩʣʠ ʥʘ ʩʝʨʚʝʨʘʭ Central Node ʫʩʪʘʥʦʚʣʝʥʘ ʧʨʦʛʨʘʤʤʘ Kaspersky Anti Targeted Attack Platform ʚʝʨʩʠʠ 

3.5, ʘ ʥʘ ʢʦʤʧʴʶʪʝʨʘʭ ʣʦʢʘʣʴʥʦʡ ʩʝʪʠ ʚʘʰʝʡ ʦʨʛʘʥʠʟʘʮʠʠ ʫʩʪʘʥʦʚʣʝʥ ʢʦʤʧʦʥʝʥʪ Endpoint Sensors 

ʚʝʨʩʠʠ 3.0, ʚʦʟʤʦʞʥʳ ʩʣʝʜʫʶʱʠʝ ʦʛʨʘʥʠʯʝʥʠʷ ʚ ʨʘʙʦʪʝ ʧʨʦʛʨʘʤʤʳ: IOC-ʧʨʦʚʝʨʢʘ ʬʘʡʣʦʚ ʥʘ 

ʢʦʤʧʴʶʪʝʨʘʭ ʩ Endpoint Sensors ʚʝʨʩʠʠ 3.0, ʘ ʪʘʢʞʝ ʨʘʙʦʪʘ ʩ ʟʘʜʘʯʘʤʠ ʠ ʧʦʣʠʪʠʢʘʤʠ, ʩʦʟʜʘʥʥʳʤʠ ʥʘ 

ʢʦʤʧʴʶʪʝʨʘʭ ʩ Endpoint Sensors ʚʝʨʩʠʠ 3.0, ʤʦʛʫʪ ʙʳʪʴ ʥʝʜʦʩʪʫʧʥʳ ʩ ʩʝʨʚʝʨʦʚ Central Node. 

ʇʨʦʛʨʘʤʤʥʳʝ ʪʨʝʙʦʚʘʥʠʷ ʢ ʢʦʤʧʴʶʪʝʨʘʤ ʜʣʷ ʫʩʪʘʥʦʚʢʠ ʢʦʤʧʦʥʝʥʪʘ Endpoint Sensors 

ʆʜʥʘ ʠʟ ʩʣʝʜʫʶʱʠʭ ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ: 

¶ Windows 7 SP1 Enterprise x86 x64. 

¶ Windows 8.1.1 Enterprise x86 x64. 

¶ Windows 10 RS3 Enterprise x86 x64. 

¶ Windows 10 RS4 Enterprise x86 x64. 

¶ Windows 10 RS5 Enterprise x86 x64. 

¶ Windows 10 RS6 Enterprise x86 x64. 

¶ Windows ServerÈ 2008 R2 Enterprise x64. 

¶ Windows Server 2012 Standard x64. 

¶ Windows Server 2012 R2 Standard x64. 

¶ Windows Server 2016 Standard x64. 

ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʢʦʤʧʦʥʝʥʪʘ Endpoint Sensors ʚʝʨʩʠʠ 3.6 ʚ ʩʦʩʪʘʚʝ Kaspersky Endpoint Security 

ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ ʤʝʥʴʰʝ ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ, ʯʝʤ ʚ ʧʨʦʛʨʘʤʤʝ KES ʚʝʨʩʠʠ 11.1.1 ʙʝʟ ʚʩʪʨʦʝʥʥʦʛʦ 

ʢʦʤʧʦʥʝʥʪʘ Endpoint Sensors. 

ɽʩʣʠ ʚʳ ʠʩʧʦʣʴʟʫʝʪʝ ʢʦʤʧʦʥʝʥʪ Endpoint Sensors ʚ ʩʦʩʪʘʚʝ ʧʨʦʛʨʘʤʤʳ Kaspersky Endpoint Security, 

ʫʯʠʪʳʚʘʡʪʝ ʩʦʚʤʝʩʪʠʤʦʩʪʴ ʚʝʨʩʠʡ ʧʨʦʛʨʘʤʤ: 

¶ ʂʦʤʧʦʥʝʥʪ Endpoint Sensors ʧʨʦʛʨʘʤʤʳ Kaspersky Anti Targeted Attack Platform ʚʝʨʩʠʠ 3.6 ʚʭʦʜʠʪ ʚ 

ʩʦʩʪʘʚ KES ʚʝʨʩʠʠ 11.1.1. 

¶ ʂʦʤʧʦʥʝʥʪ Endpoint Sensors ʧʨʦʛʨʘʤʤʳ Kaspersky Anti Targeted Attack Platform ʚʝʨʩʠʠ 3.0 ʚʭʦʜʠʪ ʚ 

ʩʦʩʪʘʚ KES ʚʝʨʩʠʠ 10 SP2 MR3 ʠ ʚʝʨʩʠʠ 11.0. 
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ɸʧʧʘʨʘʪʥʳʝ ʪʨʝʙʦʚʘʥʠʷ ʢ ʢʦʤʧʴʶʪʝʨʘʤ ʜʣʷ ʫʩʪʘʥʦʚʢʠ ʢʦʤʧʦʥʝʥʪʘ Endpoint Sensors 

ʄʠʥʠʤʘʣʴʥʘʷ ʢʦʥʬʠʛʫʨʘʮʠʷ: 

¶ ʇʨʦʮʝʩʩʦʨ: 2 ɻɻʮ ʠ ʚʳʰʝ ʩ ʧʦʜʜʝʨʞʢʦʡ ʠʥʩʪʨʫʢʮʠʡ SSE2. 

¶ ʆʙʲʝʤ ʦʧʝʨʘʪʠʚʥʦʡ ʧʘʤʷʪʠ: 2 ɻɹ. 

¶ ɼʠʩʢʦʚʘʷ ʧʦʜʩʠʩʪʝʤʘ: 2 ɻɹ ʩʚʦʙʦʜʥʦʛʦ ʧʨʦʩʪʨʘʥʩʪʚʘ. 

¶ ʆʜʠʥ ʩʝʪʝʚʦʡ ʘʜʘʧʪʝʨ ʩʦ ʩʢʦʨʦʩʪʴʶ ʧʝʨʝʜʘʯʠ ʜʘʥʥʳʭ 1 ɻʙʠʪ/ʩ. 

ʈʝʢʦʤʝʥʜʫʝʤʘʷ ʢʦʥʬʠʛʫʨʘʮʠʷ: 

¶ ʇʨʦʮʝʩʩʦʨ IntelÈ CoreÊ i3 Duo 3.10GHz ʠʣʠ ʵʢʚʠʚʘʣʝʥʪʥʳʡ (ʩ ʧʦʜʜʝʨʞʢʦʡ SSE2). 

¶ ʆʙʲʝʤ ʦʧʝʨʘʪʠʚʥʦʡ ʧʘʤʷʪʠ: 40 ʄɹ. 

¶ ɼʠʩʢʦʚʘʷ ʧʦʜʩʠʩʪʝʤʘ: 100 ʄɹ ʩʚʦʙʦʜʥʦʛʦ ʧʨʦʩʪʨʘʥʩʪʚʘ. 

ʇʨʠ ʠʥʪʝʛʨʘʮʠʠ ʩ ʧʨʦʛʨʘʤʤʦʡ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" Kaspersky Endpoint Security ʧʨʦʛʨʘʤʤʘ 

Kaspersky Anti Targeted Attack Platform ʠʤʝʝʪ ʦʛʨʘʥʠʯʝʥʥʫʶ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴ, ʝʩʣʠ ʥʘ ʩʝʨʚʝʨʝ ʩ 

ʧʨʦʛʨʘʤʤʦʡ KES ʫʩʪʘʥʦʚʣʝʥʘ ʦʧʝʨʘʮʠʦʥʥʘʷ ʩʠʩʪʝʤʘ Windows Server 2008 SP2 x64. 

ʉʦʚʤʝʩʪʠʤʦʩʪʴ ʢʦʤʧʦʥʝʥʪʘ Endpoint Sensors ʩ ʜʨʫʛʠʤʠ 
ʧʨʦʛʨʘʤʤʘʤʠ 

ʉʦʚʤʝʩʪʥʘʷ ʨʘʙʦʪʘ Kaspersky Anti Targeted Attack Platform ʩ ʧʨʦʛʨʘʤʤʘʤʠ, ʥʝ ʫʢʘʟʘʥʥʳʤʠ ʚ ʵʪʦʤ 

ʨʘʟʜʝʣʝ, ʥʝ ʧʨʝʜʫʩʤʦʪʨʝʥʘ. 

ʉʦʚʤʝʩʪʠʤʦʩʪʴ ʢʦʤʧʦʥʝʥʪʘ Endpoint Sensors ʚʝʨʩʠʠ 3.5 ʩ ʧʨʦʛʨʘʤʤʘʤʠ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" 

ɺʳ ʤʦʞʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ Kaspersky Endpoint Security ʜʣʷ Windows ʚʝʨʩʠʠ 10 SP2 MR3 ʠʣʠ 11.0 ʠ ʦʪʜʝʣʴʥʳʡ 

ʢʦʤʧʦʥʝʥʪ Endpoint Sensors ʚʝʨʩʠʠ 3.5 ʥʘ ʦʜʥʦʤ ʢʦʤʧʴʶʪʝʨʝ. ɼʣʷ ʵʪʦʛʦ ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ʆʪʢʣʶʯʠʪʝ ʢʦʤʧʦʥʝʥʪ Endpoint Sensors ʚ ʩʦʩʪʘʚʝ ʧʨʦʛʨʘʤʤʳ KES. 

ʇʦʜʨʦʙʥʝʝ ʦ ʪʦʤ, ʢʘʢ ʦʪʢʣʶʯʠʪʴ ʢʦʤʧʦʥʝʥʪ Endpoint Sensors ʚ ʩʦʩʪʘʚʝ ʧʨʦʛʨʘʤʤʳ KES ʩʤ. ʚ ʉʧʨʘʚʢʝ 

Kaspersky Endpoint Security https://help.kaspersky.com/KESWin/11.1.1/ru-RU/132664.htm. 

2. ʋʩʪʘʥʦʚʠʪʝ ʦʪʜʝʣʴʥʳʡ ʢʦʤʧʦʥʝʥʪ Endpoint Sensors ʚʝʨʩʠʠ 3.5 ʥʘ ʚʩʝ ʢʦʤʧʴʶʪʝʨʳ ʩʝʪʠ ʚʘʰʝʡ 

ʦʨʛʘʥʠʟʘʮʠʠ, ʥʘ ʢʦʪʦʨʳʭ ʚʳ ʭʦʪʠʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʢʦʤʧʦʥʝʥʪ Endpoint Sensors. 

ʉʦʚʤʝʩʪʠʤʦʩʪʴ ʢʦʤʧʦʥʝʥʪʘ Endpoint Sensors ʚʝʨʩʠʠ 3.6 ʩ ʧʨʦʛʨʘʤʤʦʡ Kaspersky Endpoint Security 
ʜʣʷ Windows (KES) 

ʀʥʬʦʨʤʘʮʠʷ ʦ ʩʦʚʤʝʩʪʠʤʦʩʪʠ ʢʦʤʧʦʥʝʥʪʘ Endpoint Sensors ʚʝʨʩʠʠ 3.6 ʩ ʧʨʦʛʨʘʤʤʦʡ KES ʧʨʠʚʝʜʝʥʘ ʚ 

ʪʘʙʣʠʮʝ ʥʠʞʝ. 

ʇʨʦʛʨʘʤʤʘ Kaspersky Endpoint Security ʚʝʨʩʠʠ 11.1 ʩʦʚʤʝʩʪʠʤʘ ʪʦʣʴʢʦ ʩ ʢʦʤʧʦʥʝʥʪʦʤ Endpoint Sensors, 

ʚʭʦʜʷʱʠʤ ʚ ʩʦʩʪʘʚ ʧʨʦʛʨʘʤʤʳ KES. ʋʩʪʘʥʦʚʢʘ ʧʨʦʛʨʘʤʤʳ KES ʚʝʨʩʠʠ 11.1 ʠ ʦʪʜʝʣʴʥʦʛʦ ʢʦʤʧʦʥʝʥʪʘ 

Endpoint Sensors ʥʘ ʦʜʥʦʤ ʢʦʤʧʴʶʪʝʨʝ ʥʝʚʦʟʤʦʞʥʘ. 

https://help.kaspersky.com/KESWin/11.1.1/ru-RU/132664.htm
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ʊʘʙʣʠʮʘ 2. ʉʦʚʤʝʩʪʠʤʦʩʪʴ ʢʦʤʧʦʥʝʥʪʘ Endpoint Sensors ʠ ʧʨʦʛʨʘʤʤʳ KES 
 

ɺʝʨʩʠʷ 

ʧʨʦʛʨʘʤʤʳ 

"ʃʘʙʦʨʘʪʦʨʠʠ 

ʂʘʩʧʝʨʩʢʦʛʦ" 

ʈʝʞʠʤ 

ʩʦʚʤʝʩʪʠʤʦʩʪ

ʠ 

ʋʩʪʘʥʦʚʢʘ ʦʪʜʝʣʴʥʦʛʦ ʢʦʤʧʦʥʝʥʪʘ Endpoint Sensors ʧʦʩʣʝ 

ʫʩʪʘʥʦʚʢʠ ʜʨʫʛʦʡ ʧʨʦʛʨʘʤʤʳ 

ʋʩʪʘʥʦʚʢʘ 

ʜʨʫʛʦʡ 

ʧʨʦʛʨʘʤʤʳ 

ʧʦʩʣʝ 

ʫʩʪʘʥʦʚʢʠ 

ʦʪʜʝʣʴʥʦʛʦ 

ʢʦʤʧʦʥʝʥʪʘ 

Endpoint 

Sensors 

ʇʦʜʜʝʨʞʠʚʘʝʤʳ

ʝ ʦʧʝʨʘʮʠʦʥʥʳʝ 

ʩʠʩʪʝʤʳ 

¶ KES10 

SP1 MR3 

¶ KES10 

SP1 MR4 

ʉʦʚʤʝʩʪʥʘʷ 

ʨʘʙʦʪʘ. 
ʉʪʘʥʜʘʨʪʥʘʷ ʧʨʦʮʝʜʫʨʘ ʫʩʪʘʥʦʚʢʠ. 

ʉʪʘʥʜʘʨʪʥ

ʘʷ 

ʧʨʦʮʝʜʫʨʘ 

ʫʩʪʘʥʦʚʢʠ. 

¶ Windows 7 

SP1 

Enterprise 

x86 x64. 

¶ Windows 

8.1.1 

Enterprise 

x86 x64. 

¶ Windows 10 

RS3 

Enterprise 

x86 x64. 

¶ Windows 10 

RS4 

Enterprise 

x86 x64. 

¶ Windows 10 

RS5 

Enterprise 

x86 x64. 

¶ Windows 10 

RS6 

Enterprise 

x86 x64. 

¶ Windows 

Server 2008 

R2 

Enterprise 

x64. 

¶ Windows 

Server 2012 

Standard 

x64. 

¶ Windows 

Server 2012 

R2 

Standard 

¶ KES 10 

SP2 

¶ KES 10 

SP2 MR1 

¶ KES 10 

SP2 MR2 

¶ KES 10 

SP2 MR3 

ʉʦʚʤʝʩʪʥʘʷ 

ʨʘʙʦʪʘ. 

ʇʦʜʜʝʨʞʠʚʘ

ʝʪʩʷ 

ʦʪʧʨʘʚʢʘ 

ʠʥʬʦʨʤʘʮʠʠ 

ʦʙ 

ʦʙʥʘʨʫʞʝʥʠ

ʷʭ (ʩʪʨ. 277) 

KES. 

ʉʪʘʥʜʘʨʪʥʘʷ ʧʨʦʮʝʜʫʨʘ ʫʩʪʘʥʦʚʢʠ. 

ʉʪʘʥʜʘʨʪʥ

ʘʷ 

ʧʨʦʮʝʜʫʨʘ 

ʫʩʪʘʥʦʚʢʠ. 

¶ KES 11.0.0 

¶ KES 11.0.1 

¶ KES 11.1 

ɺʦʟʤʦʞʥʳ 

ʩʣʝʜʫʶʱʠʝ 

ʩʮʝʥʘʨʠʠ: 

¶ ʉʦʚʤʝʩʪʥ

ʘʷ ʨʘʙʦʪʘ 

KES ʠ 

ʦʪʜʝʣʴʥʦʛ

ʦ 

ʢʦʤʧʦʥʝʥ

ʪʘ 

Endpoint 

Sensors. 

¶ ʀʩʧʦʣʴʟʦ

ʚʘʥʠʝ 

ʚʩʪʨʦʝʥʥ

ʦʛʦ 

ʢʦʤʧʦʥʝʥ

ʪʘ 

Endpoint 

Sensors ʚ 

ʩʦʩʪʘʚʝ 

KES. 

ɼʣʷ ʫʩʪʘʥʦʚʢʠ ʦʪʜʝʣʴʥʦʛʦ ʢʦʤʧʦʥʝʥʪʘ Endpoint 

Sensors ʪʨʝʙʫʝʪʩʷ ʦʪʢʣʶʯʠʪʴ ʢʦʤʧʦʥʝʥʪ Endpoint 

Sensors ʚ ʩʦʩʪʘʚʝ ʧʨʦʛʨʘʤʤʳ KES. 

ʇʦʜʨʦʙʥʝʝ ʦ ʪʦʤ, ʢʘʢ ʦʪʢʣʶʯʠʪʴ ʢʦʤʧʦʥʝʥʪ 

Endpoint Sensors ʚ ʩʦʩʪʘʚʝ ʧʨʦʛʨʘʤʤʳ KES ʩʤ. ʚ 

ʉʧʨʘʚʢʝ Kaspersky Endpoint Security 

https://help.kaspersky.com/KESWin/11.1.1/ru-RU/13

2664.htm. 

ɽʩʣʠ ʢʦʤʧʦʥʝʥʪ ʥʝ ʦʪʢʣʶʯʝʥ, ʫʩʪʘʥʦʚʢʘ 

ʧʨʝʨʳʚʘʝʪʩʷ ʩ ʦʰʠʙʢʦʡ. 

ʉʪʘʥʜʘʨʪʥ

ʘʷ 

ʧʨʦʮʝʜʫʨʘ 

ʫʩʪʘʥʦʚʢʠ. 

https://help.kaspersky.com/KESWin/11.1.1/ru-RU/132664.htm
https://help.kaspersky.com/KESWin/11.1.1/ru-RU/132664.htm
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ɺʝʨʩʠʷ 

ʧʨʦʛʨʘʤʤʳ 

"ʃʘʙʦʨʘʪʦʨʠʠ 

ʂʘʩʧʝʨʩʢʦʛʦ" 

ʈʝʞʠʤ 

ʩʦʚʤʝʩʪʠʤʦʩʪ

ʠ 

ʋʩʪʘʥʦʚʢʘ ʦʪʜʝʣʴʥʦʛʦ ʢʦʤʧʦʥʝʥʪʘ Endpoint Sensors ʧʦʩʣʝ 

ʫʩʪʘʥʦʚʢʠ ʜʨʫʛʦʡ ʧʨʦʛʨʘʤʤʳ 

ʋʩʪʘʥʦʚʢʘ 

ʜʨʫʛʦʡ 

ʧʨʦʛʨʘʤʤʳ 

ʧʦʩʣʝ 

ʫʩʪʘʥʦʚʢʠ 

ʦʪʜʝʣʴʥʦʛʦ 

ʢʦʤʧʦʥʝʥʪʘ 

Endpoint 

Sensors 

ʇʦʜʜʝʨʞʠʚʘʝʤʳ

ʝ ʦʧʝʨʘʮʠʦʥʥʳʝ 

ʩʠʩʪʝʤʳ 

KES 11.1.1 

ɼʦʩʪʫʧʥʦ 

ʪʦʣʴʢʦ 

ʠʩʧʦʣʴʟʦʚʘʥ

ʠʝ 

ʢʦʤʧʦʥʝʥʪʘ 

Endpoint 

Sensors ʚ 

ʩʦʩʪʘʚʝ 

KES. 

ʉʦʚʤʝʩʪʥʘʷ 

ʨʘʙʦʪʘ 

ʦʪʜʝʣʴʥʦʛʦ 

ʢʦʤʧʦʥʝʥʪʘ 

Endpoint 

Sensors ʠ 

KES ʥʝ 

ʧʦʜʜʝʨʞʠʚʘ

ʝʪʩʷ. 

ʋʩʪʘʥʦʚʢʘ ʧʨʝʨʳʚʘʝʪʩʷ ʩ ʦʰʠʙʢʦʡ. 

ɺʳ ʤʦʞʝʪʝ ʚʢʣʶʯʠʪʴ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʚʩʪʨʦʝʥʥʦʛʦ 

ʢʦʤʧʦʥʝʥʪʘ Endpoint Sensors 

https://help.kaspersky.com/KESWin/11.1.1/ru-RU/13

2664.htm ʚ ʩʦʩʪʘʚʝ ʧʨʦʛʨʘʤʤʳ KES. 

KES 

ʫʜʘʣʷʝʪ 

ʦʪʜʝʣʴʥʳ

ʡ 

ʢʦʤʧʦʥʝʥʪ 

Endpoint 

Sensors. 

x64. 

¶ Windows 

Server 2016 

Standard 

x64. 

ʉʦʚʤʝʩʪʠʤʦʩʪʴ ʢʦʤʧʦʥʝʥʪʘ Endpoint Sensors ʚʝʨʩʠʠ 3.6 ʩ ʧʨʦʛʨʘʤʤʦʡ Kaspersky Security ʜʣʷ 
ʚʠʨʪʫʘʣʴʥʳʭ ʩʨʝʜ 5.1 ʃʝʛʢʠʡ ʘʛʝʥʪ (KSV) 

ʋʩʪʘʥʦʚʢʘ ʢʦʤʧʦʥʝʥʪʘ Endpoint Sensors ʩ ʧʨʦʛʨʘʤʤʦʡ KSV ʥʘ ʦʜʥʦʡ ʚʠʨʪʫʘʣʴʥʦʡ ʤʘʰʠʥʝ ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ 

ʜʣʷ ʩʣʝʜʫʶʱʠʭ ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ: 

¶ Windows Server 2008 R2 Enterprise x64; 

¶ Windows Server 2012 Standard x64; 

¶ Windows Server 2012 R2 Standard x64; 

¶ Windows Server 2016 Standard x64. 

ɼʣʷ ʨʘʙʦʪʳ ʧʨʦʛʨʘʤʤʳ KSV ʚ ʚʠʨʪʫʘʣʴʥʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʝ ʜʦʣʞʝʥ ʙʳʪʴ ʫʩʪʘʥʦʚʣʝʥ ʦʜʠʥ ʠʟ ʩʣʝʜʫʶʱʠʭ 

ʛʠʧʝʨʚʠʟʦʨʦʚ ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʧʣʘʪʬʦʨʤʳ ʚʠʨʪʫʘʣʠʟʘʮʠʠ: 

¶ ʇʣʘʪʬʦʨʤʘ Microsoft Hyper-VÈ: 

¶ ɻʠʧʝʨʚʠʟʦʨ Microsoft Windows Server 2016 Hyper-V (ʚ ʧʦʣʥʦʤ ʨʝʞʠʤʝ ʠʣʠ ʚ ʨʝʞʠʤʝ Server Core) 

ʩʦ ʚʩʝʤʠ ʜʦʩʪʫʧʥʳʤʠ ʦʙʥʦʚʣʝʥʠʷʤʠ. 

¶ ɻʠʧʝʨʚʠʟʦʨ Microsoft Windows Server 2012 R2 Hyper-V (ʚ ʧʦʣʥʦʤ ʨʝʞʠʤʝ ʠʣʠ ʚ ʨʝʞʠʤʝ Server 

Core) ʩʦ ʚʩʝʤʠ ʜʦʩʪʫʧʥʳʤʠ ʦʙʥʦʚʣʝʥʠʷʤʠ. 

¶ ʇʣʘʪʬʦʨʤʘ Citrix Hypervisor: ʛʠʧʝʨʚʠʟʦʨ Citrix XenServer 7.1 LTSR. 

¶ ʇʣʘʪʬʦʨʤʘ VMware vSphereÊ: 

¶ ɻʠʧʝʨʚʠʟʦʨ VMware ESXi 6.7. 

¶ ɻʠʧʝʨʚʠʟʦʨ VMware ESXi 6.5. 

¶ ɻʠʧʝʨʚʠʟʦʨ VMware ESXi 6.0 c ʧʦʩʣʝʜʥʠʤʠ ʦʙʥʦʚʣʝʥʠʷʤʠ. 

¶ ʇʣʘʪʬʦʨʤʘ KVM (Kernel-based Virtual Machine): ʛʠʧʝʨʚʠʟʦʨ KVM ʥʘ ʙʘʟʝ ʦʜʥʦʡ ʠʟ ʩʣʝʜʫʶʱʠʭ 

https://help.kaspersky.com/KESWin/11.1.1/ru-RU/132664.htm
https://help.kaspersky.com/KESWin/11.1.1/ru-RU/132664.htm
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ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ: 

¶ Ubuntu Server 18.04 LTS. 

¶ Ubuntu Server 16.04 LTS. 

¶ Red Hat Enterprise LinuxÈ Server 7.5. 

¶ CentOS 7.5. 

¶ ʇʣʘʪʬʦʨʤʘ Proxmox VE: ʛʠʧʝʨʚʠʟʦʨ Proxmox VE 5.2. 

¶ ʇʣʘʪʬʦʨʤʘ ʉʢʘʣʘ-ʈ: ʛʠʧʝʨʚʠʟʦʨ ʈ-ɺʠʨʪʫʘʣʠʟʘʮʠʷ 7.0.6. 

¶ ʇʣʘʪʬʦʨʤʘ HUAWEI FusionSphere: ʛʠʧʝʨʚʠʟʦʨ HUAWEI FusionCompute CNA 6.3.1. 

ʂʣʦʥʠʨʦʚʘʥʠʝ ʚʠʨʪʫʘʣʴʥʳʭ ʤʘʰʠʥ ʩ ʫʩʪʘʥʦʚʣʝʥʥʳʤ ʢʦʤʧʦʥʝʥʪʦʤ Endpoint Sensors ʠ ʧʨʦʛʨʘʤʤʦʡ KSV 

ʥʝ ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ. ʅʝʦʙʭʦʜʠʤʦ ʩʥʘʯʘʣʘ ʢʣʦʥʠʨʦʚʘʪʴ ʚʠʨʪʫʘʣʴʥʫʶ ʤʘʰʠʥʫ, ʩʛʝʥʝʨʠʨʦʚʘʪʴ ʜʣʷ ʥʝʝ 

ʥʦʚʳʡ ʠʜʝʥʪʠʬʠʢʘʪʦʨ SMBIOS GUID, ʘ ʟʘʪʝʤ ʫʩʪʘʥʦʚʠʪʴ ʢʦʤʧʦʥʝʥʪ Endpoint Sensors. 

ʉʦʚʤʝʩʪʠʤʦʩʪʴ ʢʦʤʧʦʥʝʥʪʘ Endpoint Sensors ʩ ʘʥʪʠʚʠʨʫʩʥʳʤʠ ʧʨʦʛʨʘʤʤʘʤʠ ʜʨʫʛʠʭ ʧʨʦʠʟʚʦʜʠʪʝʣʝʡ 

ʅʘ ʢʦʤʧʴʶʪʝʨʘʭ, ʥʘ ʢʦʪʦʨʳʝ ʚʳ ʭʦʪʠʪʝ ʫʩʪʘʥʦʚʠʪʴ ʢʦʤʧʦʥʝʥʪ Endpoint Sensors, ʤʦʞʝʪ ʙʳʪʴ ʫʩʪʘʥʦʚʣʝʥʘ 

ʦʜʥʘ ʠʟ ʩʣʝʜʫʶʱʠʭ ʘʥʪʠʚʠʨʫʩʥʳʭ ʧʨʦʛʨʘʤʤ ʜʨʫʛʠʭ ʧʨʦʠʟʚʦʜʠʪʝʣʝʡ: 

¶ SymantecÊ Endpoint Protection. 

¶ Trend MicroÊ Maximum Security. 

¶ Sophos Endpoint Protection. 

¶ ESET NOD32 Business Edition Smart Security. 

¶ BitDefender GravityZone Advanced Business Security. 

ʇʨʠ ʦʜʥʦʚʨʝʤʝʥʥʦʡ ʫʩʪʘʥʦʚʢʝ ʥʝʩʢʦʣʴʢʠʭ ʘʥʪʠʚʠʨʫʩʥʳʭ ʧʨʦʛʨʘʤʤ ʜʨʫʛʠʭ ʧʨʦʠʟʚʦʜʠʪʝʣʝʡ ʢʦʨʨʝʢʪʥʘʷ 

ʨʘʙʦʪʘ ʢʦʤʧʦʥʝʥʪʘ Endpoint Sensors ʥʝ ʛʘʨʘʥʪʠʨʫʝʪʩʷ. 

ɽʩʣʠ ʥʘ ʢʦʤʧʴʶʪʝʨʘʭ, ʥʘ ʢʦʪʦʨʳʭ ʙʫʜʝʪ ʫʩʪʘʥʘʚʣʠʚʘʪʴʩʷ ʢʦʤʧʦʥʝʥʪ Endpoint Sensors, ʫʩʪʘʥʦʚʣʝʥʘ 

ʧʨʦʛʨʘʤʤʘ RealTimes Desktop Service, ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʝʝ ʫʜʘʣʠʪʴ ʧʝʨʝʜ ʪʝʤ, ʢʘʢ ʫʩʪʘʥʘʚʣʠʚʘʪʴ 

ʢʦʤʧʦʥʝʥʪ Endpoint Sensors. 

ʊʨʝʙʦʚʘʥʠʷ ʢ ʢʦʤʧʦʥʝʥʪʫ Central Node 

ɸʧʧʘʨʘʪʥʳʝ ʪʨʝʙʦʚʘʥʠʷ ʢ ʩʝʨʚʝʨʫ ʜʣʷ ʫʩʪʘʥʦʚʢʠ ʢʦʤʧʦʥʝʥʪʘ Central Node 

ʂʦʥʬʠʛʫʨʘʮʠʷ ʩʝʨʚʝʨʘ ʩ ʢʦʤʧʦʥʝʥʪʦʤ Central Node ʟʘʚʠʩʠʪ ʦʪ ʦʙʲʝʤʘ ʜʘʥʥʳʭ, ʦʙʨʘʙʘʪʳʚʘʝʤʳʭ ʧʨʦʛʨʘʤʤʦʡ 

ʠ ʦʪ ʧʨʦʧʫʩʢʥʦʡ ʩʧʦʩʦʙʥʦʩʪʠ ʢʘʥʘʣʘ ʩʚʷʟʠ. 

ʄʠʥʠʤʘʣʴʥʳʝ ʘʧʧʘʨʘʪʥʳʝ ʪʨʝʙʦʚʘʥʠʷ ʢ ʩʝʨʚʝʨʫ (ʧʨʦʧʫʩʢʥʘʷ ʩʧʦʩʦʙʥʦʩʪʴ ʢʘʥʘʣʘ ʩʚʷʟʠ 50 ʄʙʠʪ/ʩʝʢ.; 1000 

ʢʦʤʧʴʶʪʝʨʦʚ ʩ ʢʦʤʧʦʥʝʥʪʦʤ Endpoint Sensors): 

¶ ʇʨʦʮʝʩʩʦʨ: 12 ʷʜʝʨ (24 ʧʦʪʦʢʘ), 2.7 ɻɻʮ. 

¶ ʆʙʲʝʤ ʦʧʝʨʘʪʠʚʥʦʡ ʧʘʤʷʪʠ: 128 ɻɹ. 

¶ ɼʠʩʢʦʚʘʷ ʧʦʜʩʠʩʪʝʤʘ ï ʜʚʘ ʨʘʟʜʝʣʘ: 2 ʊɹ ʩʚʦʙʦʜʥʦʛʦ ʧʨʦʩʪʨʘʥʩʪʚʘ ʜʣʷ ʩʠʩʪʝʤʥʦʛʦ ʨʘʟʜʝʣʘ ʠ 4 ʊɹ 
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ʩʚʦʙʦʜʥʦʛʦ ʧʨʦʩʪʨʘʥʩʪʚʘ ʜʣʷ ʭʨʘʥʝʥʠʷ ʜʘʥʥʳʭ ʢʦʤʧʦʥʝʥʪʘ Targeted Attack Analyzer. 

ʈʝʢʦʤʝʥʜʫʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʠʩʢʦʚʳʡ ʤʘʩʩʠʚ ʫʨʦʚʥʷ RAID 0, 5, 10 ʠʣʠ SSD-ʜʠʩʢ. 

¶ ɼʚʘ ʩʝʪʝʚʳʭ ʘʜʘʧʪʝʨʘ ʩʦ ʩʢʦʨʦʩʪʴʶ ʧʝʨʝʜʘʯʠ ʜʘʥʥʳʭ ʧʦ 1 ɻʙʠʪ/ʩʝʢ. ʢʘʞʜʳʡ. 
 

ʊʨʝʙʦʚʘʥʠʷ ʢ ʢʦʤʧʦʥʝʥʪʫ Sensor 

ɸʧʧʘʨʘʪʥʳʝ ʪʨʝʙʦʚʘʥʠʷ ʢ ʩʝʨʚʝʨʫ ʜʣʷ ʫʩʪʘʥʦʚʢʠ ʢʦʤʧʦʥʝʥʪʘ Sensor 

ʂʦʥʬʠʛʫʨʘʮʠʷ ʩʝʨʚʝʨʘ ʩ ʢʦʤʧʦʥʝʥʪʦʤ Sensor ʟʘʚʠʩʠʪ ʦʪ ʦʙʲʝʤʘ ʜʘʥʥʳʭ, ʦʙʨʘʙʘʪʳʚʘʝʤʳʭ ʧʨʦʛʨʘʤʤʦʡ, ʘ 

ʪʘʢʞʝ ʦʪ ʧʨʦʧʫʩʢʥʦʡ ʩʧʦʩʦʙʥʦʩʪʠ ʢʘʥʘʣʘ ʩʚʷʟʠ. 

ʄʠʥʠʤʘʣʴʥʳʝ ʘʧʧʘʨʘʪʥʳʝ ʪʨʝʙʦʚʘʥʠʷ ʢ ʩʝʨʚʝʨʫ (ʧʨʦʧʫʩʢʥʘʷ ʩʧʦʩʦʙʥʦʩʪʴ ʢʘʥʘʣʘ ʩʚʷʟʠ 50 ʄʙʠʪ/ʩʝʢ.; 

ʢʦʤʧʦʥʝʥʪ ʦʙʨʘʙʘʪʳʚʘʝʪ ʟʝʨʢʘʣʠʨʦʚʘʥʥʳʡ ʪʨʘʬʠʢ ʠ ʩʦʦʙʱʝʥʠʷ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ; ʩʢʦʨʦʩʪʴ ʦʙʨʘʙʦʪʢʠ 

ʩʦʩʪʘʚʣʷʝʪ 120 ʩʦʦʙʱʝʥʠʡ ʚ ʩʝʢʫʥʜʫ): 

¶ ʇʨʦʮʝʩʩʦʨ: 16 ʷʜʝʨ, 2.7 ɻɻʮ. 

¶ ʆʙʲʝʤ ʦʧʝʨʘʪʠʚʥʦʡ ʧʘʤʷʪʠ: 32 ɻɹ. 

¶ ɼʠʩʢʦʚʘʷ ʧʦʜʩʠʩʪʝʤʘ: 500 ɻɹ ʩʚʦʙʦʜʥʦʛʦ ʧʨʦʩʪʨʘʥʩʪʚʘ. 

¶ ɼʚʘ ʩʝʪʝʚʳʭ ʘʜʘʧʪʝʨʘ ʩʦ ʩʢʦʨʦʩʪʴʶ ʧʝʨʝʜʘʯʠ ʜʘʥʥʳʭ ʧʦ 1 ɻʙʠʪ/ʩʝʢ. ʢʘʞʜʳʡ. 
 

ʊʨʝʙʦʚʘʥʠʷ ʢ ʢʦʤʧʦʥʝʥʪʫ Sandbox 

ɸʧʧʘʨʘʪʥʳʝ ʪʨʝʙʦʚʘʥʠʷ ʢ ʩʝʨʚʝʨʫ ʜʣʷ ʫʩʪʘʥʦʚʢʠ ʢʦʤʧʦʥʝʥʪʘ Sandbox 

ʂʦʥʬʠʛʫʨʘʮʠʷ ʩʝʨʚʝʨʘ ʩ ʢʦʤʧʦʥʝʥʪʦʤ Sandbox ʟʘʚʠʩʠʪ ʦʪ ʦʙʲʝʤʘ ʜʘʥʥʳʭ, ʦʙʨʘʙʘʪʳʚʘʝʤʳʭ ʧʨʦʛʨʘʤʤʦʡ, ʦʪ 

ʢʦʣʠʯʝʩʪʚʘ ʦʜʥʦʚʨʝʤʝʥʥʦ ʟʘʧʫʩʢʘʝʤʳʭ ʚʠʨʪʫʘʣʴʥʳʭ ʤʘʰʠʥ ʩ ʦʙʨʘʟʘʤʠ ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ, ʘ ʪʘʢʞʝ ʦʪ 

ʧʨʦʧʫʩʢʥʦʡ ʩʧʦʩʦʙʥʦʩʪʠ ʢʘʥʘʣʘ ʩʚʷʟʠ. 

ʄʠʥʠʤʘʣʴʥʳʝ ʘʧʧʘʨʘʪʥʳʝ ʪʨʝʙʦʚʘʥʠʷ ʢ ʩʝʨʚʝʨʫ (ʧʨʦʧʫʩʢʥʘʷ ʩʧʦʩʦʙʥʦʩʪʴ ʢʘʥʘʣʘ ʩʚʷʟʠ 50 ʄʙʠʪ/ʩʝʢ.; 12 

ʦʜʥʦʚʨʝʤʝʥʥʦ ʟʘʧʫʩʢʘʝʤʳʭ ʚʠʨʪʫʘʣʴʥʳʭ ʤʘʰʠʥ; 3500 ʬʘʡʣʦʚ, ʦʙʨʘʙʘʪʳʚʘʝʤʳʭ ʟʘ ʦʜʥʠ ʩʫʪʢʠ): 

¶ ʇʨʦʮʝʩʩʦʨ Intel ʩ ʧʦʜʜʝʨʞʢʦʡ VT-x ʠ EPT, 8 ʷʜʝʨ, 2.7 ɻɻʮ. 

ʇʨʦʮʝʩʩʦʨʳ AMDÊ ʥʝ ʧʦʜʜʝʨʞʠʚʘʶʪʩʷ. 

¶ ʆʙʲʝʤ ʦʧʝʨʘʪʠʚʥʦʡ ʧʘʤʷʪʠ: 32 ɻɹ. 

¶ ɼʠʩʢʦʚʘʷ ʧʦʜʩʠʩʪʝʤʘ: 300 ɻɹ ʩʚʦʙʦʜʥʦʛʦ ʧʨʦʩʪʨʘʥʩʪʚʘ. 

¶ ɼʚʘ ʩʝʪʝʚʳʭ ʘʜʘʧʪʝʨʘ ʩʦ ʩʢʦʨʦʩʪʴʶ ʧʝʨʝʜʘʯʠ ʜʘʥʥʳʭ ʧʦ 1 ɻʙʠʪ/ʩʝʢ. ʢʘʞʜʳʡ. 

ʈʘʩʩʯʠʪʳʚʘʡʪʝ ʢʦʣʠʯʝʩʪʚʦ ʦʜʥʦʚʨʝʤʝʥʥʦ ʟʘʧʫʩʢʘʝʤʳʭ ʚʠʨʪʫʘʣʴʥʳʭ ʤʘʰʠʥ ʩ ʦʙʨʘʟʘʤʠ ʦʧʝʨʘʮʠʦʥʥʳʭ 

ʩʠʩʪʝʤ ʩʣʝʜʫʶʱʠʤ ʦʙʨʘʟʦʤ: ʢʦʣʠʯʝʩʪʚʦ ʷʜʝʨ ʧʨʦʮʝʩʩʦʨʘ ʥʫʞʥʦ ʫʤʥʦʞʠʪʴ ʥʘ 1,5. ɼʣʷ ʢʘʞʜʦʡ 

ʚʠʨʪʫʘʣʴʥʦʡ ʤʘʰʠʥʳ ʥʝʦʙʭʦʜʠʤʦ ʚʳʜʝʣʠʪʴ ʧʦ 1 ɻɹ ʦʧʝʨʘʪʠʚʥʦʡ ʧʘʤʷʪʠ. 
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ʊʠʧʦʚʳʝ ʩʭʝʤʳ ʨʘʟʚʝʨʪʳʚʘʥʠʷ ʠ ʫʩʪʘʥʦʚʢʠ 
ʢʦʤʧʦʥʝʥʪʦʚ ʧʨʦʛʨʘʤʤʳ 
ʉʭʝʤʘ ʨʘʟʚʝʨʪʳʚʘʥʠʷ ʠ ʫʩʪʘʥʦʚʢʠ ʢʦʤʧʦʥʝʥʪʦʚ ʧʨʦʛʨʘʤʤʳ ʦʧʨʝʜʝʣʷʝʪʩʷ ʧʣʘʥʠʨʫʝʤʦʡ ʥʘʛʨʫʟʢʦʡ ʥʘ 

ʩʝʨʚʝʨʳ ʧʨʦʛʨʘʤʤʳ. 

ʂʦʤʧʦʥʝʥʪ Endpoint Sensors ʫʩʪʘʥʘʚʣʠʚʘʝʪʩʷ ʥʘ ʣʶʙʳʭ ʢʦʤʧʴʶʪʝʨʘʭ, ʢʦʪʦʨʳʝ ʚʭʦʜʷʪ ʚ IT-ʠʥʬʨʘʩʪʨʫʢʪʫʨʫ 

ʦʨʛʘʥʠʟʘʮʠʠ ʠ ʨʘʙʦʪʘʶʪ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ Windows. ʅʘ ʢʦʤʧʴʶʪʝʨʘʭ ʩ ʢʦʤʧʦʥʝʥʪʦʤ 

Endpoint Sensors ʥʝʦʙʭʦʜʠʤʦ ʨʘʟʨʝʰʠʪʴ ʠʩʭʦʜʷʱʝʝ ʩʦʝʜʠʥʝʥʠʝ ʩ ʩʝʨʚʝʨʦʤ ʩ ʢʦʤʧʦʥʝʥʪʦʤ Central Node 

ʥʘʧʨʷʤʫʶ, ʙʝʟ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʧʨʦʢʩʠ-ʩʝʨʚʝʨʘ. 

ɺʳ ʤʦʞʝʪʝ ʫʩʪʘʥʦʚʠʪʴ ʦʜʠʥ ʠʣʠ ʥʝʩʢʦʣʴʢʦ ʢʦʤʧʦʥʝʥʪʦʚ Central Node. ʇʨʠ ʫʩʪʘʥʦʚʢʝ ʥʝʩʢʦʣʴʢʠʭ ʢʦʤʧʦʥʝʥʪʦʚ 

Central Node ʚʳ ʤʦʞʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʠʭ ʥʝʟʘʚʠʩʠʤʦ ʜʨʫʛ ʦʪ ʜʨʫʛʘ ʠʣʠ ʦʙʲʝʜʠʥʠʪʴ ʜʣʷ ʮʝʥʪʨʘʣʠʟʦʚʘʥʥʦʛʦ 

ʫʧʨʘʚʣʝʥʠʷ ʚ ʨʝʞʠʤʝ ʨʘʩʧʨʝʜʝʣʝʥʥʦʛʦ ʨʝʰʝʥʠʷ (ʩʪʨ. 42). 

ɺʳʙʦʨ ʩʭʝʤʳ ʨʘʟʚʝʨʪʳʚʘʥʠʷ ʟʘʚʠʩʠʪ ʦʪ ʠʩʧʦʣʴʟʫʝʤʦʡ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʠ ʧʨʦʛʨʘʤʤʳ (ʩʪʨ. 91). ɺʩʝ 

ʧʨʠʚʝʜʝʥʥʳʝ ʚ ʜʘʥʥʦʤ ʨʫʢʦʚʦʜʩʪʚʝ ʩʭʝʤʳ ʧʨʠʤʝʥʠʤʳ ʪʘʢʞʝ ʜʣʷ ʨʘʟʚʝʨʪʳʚʘʥʠʷ ʧʨʦʛʨʘʤʤʳ ʥʘ ʚʠʨʪʫʘʣʴʥʦʡ 

ʧʣʘʪʬʦʨʤʝ. 

ʇʦʣʥʘʷ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴ (KATA ʠ KEDR) 

ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʠ ʂɸʊɸ ʠ KEDR ʚʳ ʤʦʞʝʪʝ ʧʨʦʚʝʨʷʪʴ ʩʝʪʝʚʦʡ ʠ ʧʦʯʪʦʚʳʡ ʪʨʘʬʠʢ, ʘ 

ʪʘʢʞʝ ʜʘʥʥʳʝ ʥʘ ʢʦʤʧʴʶʪʝʨʘʭ ʣʦʢʘʣʴʥʦʡ ʩʝʪʠ ʦʨʛʘʥʠʟʘʮʠʠ. 

ɽʩʣʠ ʚ ʦʨʛʘʥʠʟʘʮʠʠ ʫʩʪʘʥʦʚʣʝʥʦ ʙʦʣʝʝ 5000 ʢʦʤʧʦʥʝʥʪʦʚ Endpoint Sensors, ʥʝ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʪʴ 

ʢʦʤʧʦʥʝʥʪ Central Node ʜʣʷ ʦʙʨʘʙʦʪʢʠ ʪʨʘʬʠʢʘ. 

ɺʳ ʤʦʞʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʢʦʤʧʦʥʝʥʪ Sensor ʚ ʢʘʯʝʩʪʚʝ ʧʨʦʢʩʠ-ʩʝʨʚʝʨʘ ʜʣʷ ʩʦʝʜʠʥʝʥʠʷ ʢʦʤʧʦʥʝʥʪʦʚ 

Endpoint Sensors ʠ Central Node. ʆʜʠʥ ʢʦʤʧʦʥʝʥʪ Sensor ʧʦʜʜʝʨʞʠʚʘʝʪ ʧʦʜʢʣʶʯʝʥʠʝ ʜʦ 1000 

ʢʦʤʧʦʥʝʥʪʦʚ Endpoint Sensors. 

ʂʨʠʪʝʨʠʠ ʚʳʙʦʨʘ ʩʭʝʤʳ ʨʘʟʚʝʨʪʳʚʘʥʠʷ ʧʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʠ ʂɸʊɸ ʠ KEDR ʧʨʝʜʩʪʘʚʣʝʥʳ ʚ 

ʪʘʙʣʠʮʝ ʥʠʞʝ. ɸʣʛʦʨʠʪʤ ʚʳʙʦʨʘ ʩʣʝʜʫʶʱʠʡ: 

1. ɺ ʢʘʞʜʦʡ ʩʪʨʦʢʝ ʪʘʙʣʠʮʳ ʚʳʙʝʨʠʪʝ ʷʯʝʡʢʫ ʩʦ ʟʥʘʯʝʥʠʝʤ ʢʨʠʪʝʨʠʷ, ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʤ ʚʘʰʝʡ 

IT-ʠʥʬʨʘʩʪʨʫʢʪʫʨʝ. 

ɽʩʣʠ ʚ ʩʪʨʦʢʝ ʜʚʝ ʷʯʝʡʢʠ ʩ ʦʜʠʥʘʢʦʚʳʤ ʟʥʘʯʝʥʠʝʤ, ʥʝʦʙʭʦʜʠʤʦ ʚʳʙʨʘʪʴ ʣʝʚʫʶ ʷʯʝʡʢʫ. 

2. ɺʳʙʝʨʠʪʝ ʩʘʤʫʶ ʧʨʘʚʫʶ ʢʦʣʦʥʢʫ, ʚ ʢʦʪʦʨʦʡ ʝʩʪʴ ʦʪʤʝʯʝʥʥʳʝ ʷʯʝʡʢʠ. 
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ʊʘʙʣʠʮʘ 3. ɺʳʙʦʨ ʩʭʝʤʳ ʨʘʟʚʝʨʪʳʚʘʥʠʷ ʧʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʠ ʂɸʊɸ ʠ KEDR 
 

ʂʨʠʪʝʨʠʡ ʉʭʝʤʘ ʥʘ ʜʚʘ 

ʩʝʨʚʝʨʘ 

(ʩʪʨ. 31) 

ʉʭʝʤʘ ʥʘ ʪʨʠ 

ʩʝʨʚʝʨʘ 

(ʩʪʨ. 32) 

ʉʭʝʤʘ ʥʘ 

ʯʝʪʳʨʝ ʠ 

ʙʦʣʝʝ 

ʩʝʨʚʝʨʦʚ 

(ʩʪʨ. 33) 

ʈʘʩʧʨʝʜʝʣʝʥʥʦʝ 

ʨʝʰʝʥʠʝ 

(ʩʪʨ. 42) 

ʉʝʪʝʚʦʡ ʠ 

ʧʦʯʪʦʚʳʡ ʪʨʘʬʠʢ 

ʥʝ ʤʦʞʝʪ ʙʳʪʴ 

ʧʨʠʥʷʪ ʥʘ ʦʜʥʦʤ 

ʫʩʪʨʦʡʩʪʚʝ 

ʅʝʪ ɼʘ ɼʘ ɼʘ 

ʂʦʣʠʯʝʩʪʚʦ 

ʢʦʤʧʦʥʝʥʪʦʚ 

Endpoint Sensors 

ʅʝʪ ʆʪ 5000 ʜʦ 10000 ʆʪ 5000 ʜʦ 10000 ɹʦʣʝʝ 10000 

ʇʨʦʧʫʩʢʥʘʷ 

ʩʧʦʩʦʙʥʦʩʪʴ 

ʢʘʥʘʣʘ ʩʚʷʟʠ 

1 ɻʙʠʪ/ʩ ʆʪ 1 ʜʦ 2 ɻʙʠʪ/ʩ ɹʦʣʝʝ 2 ɻʙʠʪ/ʩ ɹʦʣʝʝ 2 ɻʙʠʪ/ʩ 

ʂʦʣʠʯʝʩʪʚʦ 

ʫʜʘʣʝʥʥʳʭ 

ʠʥʬʨʘʩʪʨʫʢʪʫʨ, ʚ 

ʢʦʪʦʨʳʭ 

ʪʨʝʙʫʝʪʩʷ 

ʘʥʘʣʠʟʠʨʦʚʘʪʴ 

ʪʨʘʬʠʢ 

ʅʝʪ ʆʜʥʘ ɼʚʝ ʠ ʙʦʣʝʝ ɼʚʝ ʠ ʙʦʣʝʝ 

ʄʦʱʥʦʩʪʠ ʦʜʥʦʛʦ 

ʢʦʤʧʦʥʝʥʪʘ 

Sandbox 

ʥʝʜʦʩʪʘʪʦʯʥʦ ʜʣʷ 

ʘʥʘʣʠʟʘ ʚʩʝʭ 

ʦʙʲʝʢʪʦʚ ʚ 

ʧʨʠʝʤʣʝʤʳʝ 

ʩʨʦʢʠ 

ʅʝʪ ʅʝʪ ɼʘ ɼʘ 

ɺ ʨʝʞʠʤʝ ʨʘʩʧʨʝʜʝʣʝʥʥʦʛʦ ʨʝʰʝʥʠʷ ʢʘʞʜʳʡ ʠʟ ʢʦʤʧʦʥʝʥʪʦʚ ʧʨʦʛʨʘʤʤʳ ʜʦʣʞʝʥ ʦʪʚʝʯʘʪʴ ʘʧʧʘʨʘʪʥʳʤ 

ʪʨʝʙʦʚʘʥʠʷʤ, ʫʢʘʟʘʥʥʳʤ ʚ ʢʘʣʴʢʫʣʷʪʦʨʝ ʤʘʩʰʪʘʙʠʨʦʚʘʥʠʷ (ʩʪʨ. Error! Bookmark not defined.). 

ʆʙʨʘʙʦʪʢʘ ʩʝʪʝʚʦʛʦ, ʧʦʯʪʦʚʦʛʦ ʠ ʚʝʙ-ʪʨʘʬʠʢʘ (ʂɸʊɸ) 

ʌʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴ ʂɸʊɸ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʪʴ, ʝʩʣʠ ʚ ʦʨʛʘʥʠʟʘʮʠʠ ʥʝʪ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʦʙʨʘʙʘʪʳʚʘʪʴ 

ʜʘʥʥʳʝ ʥʘ ʢʦʤʧʴʶʪʝʨʘʭ ʣʦʢʘʣʴʥʦʡ ʩʝʪʠ ʦʨʛʘʥʠʟʘʮʠʠ. ɺ ʵʪʦʤ ʩʣʫʯʘʝ ʦʙʨʘʙʘʪʳʚʘʝʪʩʷ ʪʦʣʴʢʦ ʩʝʪʝʚʦʡ ʠ 

ʧʦʯʪʦʚʳʡ ʪʨʘʬʠʢ. 

ʂʨʠʪʝʨʠʠ ʚʳʙʦʨʘ ʩʭʝʤʳ ʨʘʟʚʝʨʪʳʚʘʥʠʷ ʧʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʠ ʂɸʊɸ ʧʨʝʜʩʪʘʚʣʝʥʳ ʚ 

ʪʘʙʣʠʮʝ ʥʠʞʝ. ɸʣʛʦʨʠʪʤ ʚʳʙʦʨʘ ʩʣʝʜʫʶʱʠʡ: 

1. ɺ ʢʘʞʜʦʡ ʩʪʨʦʢʝ ʪʘʙʣʠʮʳ ʚʳʙʝʨʠʪʝ ʷʯʝʡʢʫ ʩʦ ʟʥʘʯʝʥʠʝʤ ʢʨʠʪʝʨʠʷ, ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʤ ʚʘʰʝʡ 

IT-ʠʥʬʨʘʩʪʨʫʢʪʫʨʝ. 
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ɽʩʣʠ ʚ ʩʪʨʦʢʝ ʜʚʝ ʷʯʝʡʢʠ ʩ ʦʜʠʥʘʢʦʚʳʤ ʟʥʘʯʝʥʠʝʤ, ʥʝʦʙʭʦʜʠʤʦ ʚʳʙʨʘʪʴ ʣʝʚʫʶ ʷʯʝʡʢʫ. 

2. ɺʳʙʝʨʠʪʝ ʩʘʤʫʶ ʧʨʘʚʫʶ ʢʦʣʦʥʢʫ, ʚ ʢʦʪʦʨʦʡ ʝʩʪʴ ʦʪʤʝʯʝʥʥʳʝ ʷʯʝʡʢʠ. 

ʊʘʙʣʠʮʘ 4. ɺʳʙʦʨ ʩʭʝʤʳ ʨʘʟʚʝʨʪʳʚʘʥʠʷ ʧʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʠ ʂɸʊɸ 
 

ʂʨʠʪʝʨʠʡ ʉʭʝʤʘ ʥʘ ʜʚʘ 

ʩʝʨʚʝʨʘ (ʩʪʨ. 31) 

ʉʭʝʤʘ ʥʘ ʪʨʠ 

ʩʝʨʚʝʨʘ (ʩʪʨ. 32) 

ʉʭʝʤʘ ʥʘ ʯʝʪʳʨʝ ʠ 

ʙʦʣʝʝ ʩʝʨʚʝʨʦʚ 

(ʩʪʨ. 33) 

ʉʝʪʝʚʦʡ ʠ ʧʦʯʪʦʚʳʡ 

ʪʨʘʬʠʢ ʥʝ ʤʦʞʝʪ ʙʳʪʴ 

ʧʨʠʥʷʪ ʥʘ ʦʜʥʦʤ 

ʫʩʪʨʦʡʩʪʚʝ 

ʅʝʪ ɼʘ ɼʘ 

ʇʨʦʧʫʩʢʥʘʷ 

ʩʧʦʩʦʙʥʦʩʪʴ ʢʘʥʘʣʘ 

ʩʚʷʟʠ 

1 ɻʙʠʪ/ʩ ʆʪ 1 ʜʦ 2 ɻʙʠʪ/ʩ ɹʦʣʝʝ 2 ɻʙʠʪ/ʩ 

ʂʦʣʠʯʝʩʪʚʦ ʫʜʘʣʝʥʥʳʭ 

ʠʥʬʨʘʩʪʨʫʢʪʫʨ, ʚ 

ʢʦʪʦʨʳʭ ʪʨʝʙʫʝʪʩʷ 

ʘʥʘʣʠʟʠʨʦʚʘʪʴ ʪʨʘʬʠʢ 

ʅʝʪ ʆʜʥʘ ɼʚʝ ʠ ʙʦʣʝʝ 

ʄʦʱʥʦʩʪʠ ʦʜʥʦʛʦ 

ʢʦʤʧʦʥʝʥʪʘ Sandbox 

ʥʝʜʦʩʪʘʪʦʯʥʦ ʜʣʷ 

ʘʥʘʣʠʟʘ ʚʩʝʭ ʦʙʲʝʢʪʦʚ 

ʚ ʧʨʠʝʤʣʝʤʳʝ ʩʨʦʢʠ 

ʅʝʪ ʅʝʪ ɼʘ 

ʆʙʨʘʙʦʪʢʘ ʜʘʥʥʳʭ ʩ ʢʦʤʧʴʶʪʝʨʦʚ ʣʦʢʘʣʴʥʦʡ ʩʝʪʠ ʦʨʛʘʥʠʟʘʮʠʠ (KEDR) 

ʌʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴ KEDR ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʪʴ, ʝʩʣʠ ʚ ʦʨʛʘʥʠʟʘʮʠʠ ʥʝʪ ʥʝʦʙʭʦʜʠʤʦʩʪʠ 

ʦʙʨʘʙʘʪʳʚʘʪʴ ʪʨʘʬʠʢ. ɺ ʵʪʦʤ ʩʣʫʯʘʝ ʦʙʨʘʙʘʪʳʚʘʶʪʩʷ ʪʦʣʴʢʦ ʜʘʥʥʳʝ ʥʘ ʢʦʤʧʴʶʪʝʨʘʭ ʣʦʢʘʣʴʥʦʡ ʩʝʪʠ 

ʦʨʛʘʥʠʟʘʮʠʠ. 

ɺ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʥʘʣʠʯʠʷ ʚ ʦʨʛʘʥʠʟʘʮʠʠ ʩʪʦʨʦʥʥʝʛʦ ʨʝʰʝʥʠʷ Sandbox ʚʳ ʤʦʞʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʦʜʥʫ ʠʟ 

ʩʣʝʜʫʶʱʠʭ ʩʭʝʤ ʨʘʟʚʝʨʪʳʚʘʥʠʷ: 

¶ ʩʭʝʤʘ ʙʝʟ ʢʦʤʧʦʥʝʥʪʘ Sandbox (ʩʪʨ. 34); 

¶ ʩʭʝʤʘ ʩ ʢʦʤʧʦʥʝʥʪʦʤ Sandbox (ʩʪʨ. 35). 
 

ʉʭʝʤʘ ʨʘʟʚʝʨʪʳʚʘʥʠʷ ʥʘ ʜʚʘ ʩʝʨʚʝʨʘ 

ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʠ ʂɸʊɸ ʠ KEDR ʚʳ ʤʦʞʝʪʝ ʫʩʪʘʥʦʚʠʪʴ ʢʦʤʧʦʥʝʥʪʳ Endpoint 

Sensors ʥʘ ʢʦʤʧʴʶʪʝʨʘʭ ʣʦʢʘʣʴʥʦʡ ʩʝʪʠ ʦʨʛʘʥʠʟʘʮʠʠ. ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʠ ʂɸʊɸ 

ʢʦʤʧʦʥʝʥʪʳ Endpoint Sensors ʥʝ ʫʩʪʘʥʘʚʣʠʚʘʶʪʩʷ. 

ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʵʪʦʡ ʩʭʝʤʳ ʨʘʟʚʝʨʪʳʚʘʥʠʷ ʢʦʤʧʦʥʝʥʪʳ, ʥʝʦʙʭʦʜʠʤʳʝ ʜʣʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ 

ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʠ ʂɸʊɸ, ʫʩʪʘʥʘʚʣʠʚʘʶʪʩʷ ʥʘ ʜʚʫʭ ʩʝʨʚʝʨʘʭ.  

ʅʘ ʦʜʥʦʤ ʩʝʨʚʝʨʝ ʫʩʪʘʥʘʚʣʠʚʘʶʪʩʷ ʢʦʤʧʦʥʝʥʪʳ Sensor ʠ Central Node. ʕʪʦʪ ʩʝʨʚʝʨ ʧʨʠʥʠʤʘʝʪ ʪʨʘʬʠʢ, 

ʚʳʧʦʣʥʷʝʪ ʧʝʨʚʠʯʥʳʡ ʘʥʘʣʠʟ ʪʨʘʬʠʢʘ ʠ ʙʦʣʝʝ ʛʣʫʙʦʢʠʡ ʘʥʘʣʠʟ ʠʟʚʣʝʯʝʥʥʳʭ ʬʘʡʣʦʚ. ʇʦ ʨʝʟʫʣʴʪʘʪʘʤ 
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ʧʨʦʚʝʨʢʠ ʢʦʤʧʦʥʝʥʪʳ ʚʳʷʚʣʷʶʪ ʧʨʠʟʥʘʢʠ ʮʝʣʝʚʳʭ ʘʪʘʢ ʥʘ IT-ʠʥʬʨʘʩʪʨʫʢʪʫʨʫ ʦʨʛʘʥʠʟʘʮʠʠ. 

ʅʘ ʜʨʫʛʦʤ ʩʝʨʚʝʨʝ ʫʩʪʘʥʘʚʣʠʚʘʝʪʩʷ ʢʦʤʧʦʥʝʥʪ Sandbox. 

ʉʭʝʤʘ ʨʘʙʦʪʳ ʧʨʦʛʨʘʤʤʳ ʧʨʠ ʨʘʟʚʝʨʪʳʚʘʥʠʠ ʥʘ ʜʚʘ ʩʝʨʚʝʨʘ ʧʨʝʜʩʪʘʚʣʝʥʘ ʥʘ ʨʠʩ. ʥʠʞʝ. 

 
ʉʭʝʤʘ 1: ʉʭʝʤʘ ʨʘʙʦʪʳ ʧʨʦʛʨʘʤʤʳ ʧʨʠ ʨʘʟʚʝʨʪʳʚʘʥʠʠ ʥʘ ʜʚʘ ʩʝʨʚʝʨʘ 

ʉʭʝʤʘ ʨʘʟʚʝʨʪʳʚʘʥʠʷ ʥʘ ʪʨʠ ʩʝʨʚʝʨʘ 

ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʠ ʂɸʊɸ ʠ KEDR ʚʳ ʤʦʞʝʪʝ ʫʩʪʘʥʦʚʠʪʴ ʢʦʤʧʦʥʝʥʪʳ Endpoint 

Sensors ʥʘ ʢʦʤʧʴʶʪʝʨʘʭ ʣʦʢʘʣʴʥʦʡ ʩʝʪʠ ʦʨʛʘʥʠʟʘʮʠʠ. ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʠ ʂɸʊɸ 

ʢʦʤʧʦʥʝʥʪʳ Endpoint Sensors ʥʝ ʫʩʪʘʥʘʚʣʠʚʘʶʪʩʷ. 
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ʂʦʤʧʦʥʝʥʪ Central Node ʚʩʝʛʜʘ ʫʩʪʘʥʘʚʣʠʚʘʝʪʩʷ ʚʤʝʩʪʝ ʩ ʢʦʤʧʦʥʝʥʪʦʤ Sensor. ɽʩʣʠ ʚʘʤ ʪʨʝʙʫʝʪʩʷ 

ʠʩʧʦʣʴʟʦʚʘʪʴ ʢʦʤʧʦʥʝʥʪ Central Node ʦʪʜʝʣʴʥʦ, ʥʝ ʚʳʧʦʣʥʷʡʪʝ ʥʘʩʪʨʦʡʢʫ ʢʦʤʧʦʥʝʥʪʘ Sensor. 

ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʵʪʦʡ ʩʭʝʤʳ ʨʘʟʚʝʨʪʳʚʘʥʠʷ ʢʦʤʧʦʥʝʥʪʳ Sensor, Central Node ʠ Sandbox ʫʩʪʘʥʘʚʣʠʚʘʶʪʩʷ 

ʥʘ ʦʪʜʝʣʴʥʳʭ ʩʝʨʚʝʨʘʭ. ʉʝʨʚʝʨ ʩ ʢʦʤʧʦʥʝʥʪʦʤ Sensor ʧʨʠʥʠʤʘʝʪ ʪʨʘʬʠʢ, ʚʳʧʦʣʥʷʝʪ ʧʝʨʚʠʯʥʳʡ ʘʥʘʣʠʟ, 

ʠʟʚʣʝʢʘʝʪ ʬʘʡʣʳ ʠ ʧʝʨʝʩʳʣʘʝʪ ʠʭ ʥʘ ʩʝʨʚʝʨ ʩ ʢʦʤʧʦʥʝʥʪʦʤ Central Node ʜʣʷ ʙʦʣʝʝ ʛʣʫʙʦʢʦʛʦ ʘʥʘʣʠʟʘ. 

ʇʨʠ ʪʘʢʦʡ ʩʭʝʤʝ ʨʘʟʚʝʨʪʳʚʘʥʠʷ ʢʦʤʧʦʥʝʥʪ Central Node ʤʦʞʝʪ ʧʨʠʥʠʤʘʪʴ ʪʨʘʬʠʢ ʠ ʚʳʧʦʣʥʷʪʴ ʧʝʨʚʠʯʥʳʡ 

ʘʥʘʣʠʟ ʜʘʥʥʳʭ ʚ ʦʩʥʦʚʥʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʝ. ɺ ʵʪʦʤ ʩʣʫʯʘʝ ʚʳ ʤʦʞʝʪʝ ʫʩʪʘʥʦʚʠʪʴ ʢʦʤʧʦʥʝʥʪ Sensor ʥʘ 

ʩʝʨʚʝʨʝ ʫʜʘʣʝʥʥʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ, ʪʨʘʬʠʢ ʢʦʪʦʨʦʡ ʪʨʝʙʫʝʪʩʷ ʘʥʘʣʠʟʠʨʦʚʘʪʴ. ɽʩʣʠ ʧʨʦʧʫʩʢʥʘʷ 

ʩʧʦʩʦʙʥʦʩʪʴ ʢʘʥʘʣʘ ʚ ʦʩʥʦʚʥʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʝ ʩʦʩʪʘʚʣʷʝʪ ʙʦʣʝʝ 2 ɻʙʠʪ/ʩ, ʪʦ ʩʝʨʚʝʨ ʩ ʢʦʤʧʦʥʝʥʪʦʤ Sensor 

ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʫʩʪʘʥʘʚʣʠʚʘʪʴ ʚ ʦʩʥʦʚʥʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʝ. 

ʊʨʘʬʠʢ ʤʝʞʜʫ ʢʦʤʧʦʥʝʥʪʘʤʠ Central Node ʠ Sensor ʩʦʩʪʘʚʣʷʝʪ ʜʦ 20% ʪʨʘʬʠʢʘ, ʧʦʣʫʯʘʝʤʦʛʦ ʢʦʤʧʦʥʝʥʪʦʤ 

Sensor. 

ʉʭʝʤʘ ʨʘʙʦʪʳ ʧʨʦʛʨʘʤʤʳ ʧʨʠ ʨʘʟʚʝʨʪʳʚʘʥʠʠ ʥʘ ʪʨʠ ʩʝʨʚʝʨʘ ʧʨʝʜʩʪʘʚʣʝʥʘ ʥʘ ʨʠʩ. ʥʠʞʝ. 

 
ʉʭʝʤʘ 2: ʉʭʝʤʘ ʨʘʙʦʪʳ ʧʨʦʛʨʘʤʤʳ ʧʨʠ ʨʘʟʚʝʨʪʳʚʘʥʠʠ ʥʘ ʪʨʠ ʩʝʨʚʝʨʘ 

 

ʉʭʝʤʘ ʨʘʟʚʝʨʪʳʚʘʥʠʷ ʥʘ ʯʝʪʳʨʝ ʠ ʙʦʣʝʝ ʩʝʨʚʝʨʘ 

ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʠ ʂɸʊɸ ʠ KEDR ʚʳ ʤʦʞʝʪʝ ʫʩʪʘʥʦʚʠʪʴ ʢʦʤʧʦʥʝʥʪʳ Endpoint 

Sensors ʥʘ ʢʦʤʧʴʶʪʝʨʘʭ ʣʦʢʘʣʴʥʦʡ ʩʝʪʠ ʦʨʛʘʥʠʟʘʮʠʠ. ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʠ ʂɸʊɸ 

ʢʦʤʧʦʥʝʥʪʳ Endpoint Sensors ʥʝ ʫʩʪʘʥʘʚʣʠʚʘʶʪʩʷ. 
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ʂʦʤʧʦʥʝʥʪ Central Node ʚʩʝʛʜʘ ʫʩʪʘʥʘʚʣʠʚʘʝʪʩʷ ʚʤʝʩʪʝ ʩ ʢʦʤʧʦʥʝʥʪʦʤ Sensor. ɽʩʣʠ ʚʘʤ ʪʨʝʙʫʝʪʩʷ 

ʠʩʧʦʣʴʟʦʚʘʪʴ ʢʦʤʧʦʥʝʥʪ Central Node ʦʪʜʝʣʴʥʦ, ʥʝ ʚʳʧʦʣʥʷʡʪʝ ʥʘʩʪʨʦʡʢʫ ʢʦʤʧʦʥʝʥʪʘ Sensor. 

ʇʨʠ ʙʦʣʴʰʦʤ ʦʙʲʝʤʝ ʪʨʘʬʠʢʘ ʚʳ ʤʦʞʝʪʝ ʫʩʪʘʥʦʚʠʪʴ ʥʝʩʢʦʣʴʢʦ ʢʦʤʧʦʥʝʥʪʦʚ Sensor ʠʣʠ ʥʝʩʢʦʣʴʢʦ 

ʢʦʤʧʦʥʝʥʪʦʚ Sandbox ʥʘ ʨʘʟʥʳʭ ʩʝʨʚʝʨʘʭ. ʕʪʘ ʩʭʝʤʘ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʜʣʷ ʨʘʟʚʝʨʪʳʚʘʥʠʷ ʚ ʢʨʫʧʥʳʭ 

ʦʨʛʘʥʠʟʘʮʠʷʭ. 

ɺʳ ʪʘʢʞʝ ʤʦʞʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʦʜʠʥ ʢʦʤʧʦʥʝʥʪ Sandbox ʜʣʷ ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʥʝʩʢʦʣʴʢʠʤ ʢʦʤʧʦʥʝʥʪʘʤ Central 

Node. 

ʉʭʝʤʳ ʨʘʙʦʪʳ ʧʨʦʛʨʘʤʤʳ ʧʨʠ ʨʘʟʚʝʨʪʳʚʘʥʠʠ ʥʘ ʯʝʪʳʨʝ ʠ ʙʦʣʝʝ ʩʝʨʚʝʨʘ ʧʨʝʜʩʪʘʚʣʝʥʳ ʥʘ ʨʠʩ. ʥʠʞʝ. 

 
ʉʭʝʤʘ 3: ʉʭʝʤʘ ʨʘʙʦʪʳ ʧʨʦʛʨʘʤʤʳ ʧʨʠ ʨʘʟʚʝʨʪʳʚʘʥʠʠ ʥʘ ʯʝʪʳʨʝ ʠ ʙʦʣʝʝ ʩʝʨʚʝʨʘ 

 

ʉʭʝʤʘ ʨʘʟʚʝʨʪʳʚʘʥʠʷ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʠ KEDR ʙʝʟ ʢʦʤʧʦʥʝʥʪʘ 
Sandbox 

ʂʦʤʧʦʥʝʥʪ Central Node ʚʩʝʛʜʘ ʫʩʪʘʥʘʚʣʠʚʘʝʪʩʷ ʚʤʝʩʪʝ ʩ ʢʦʤʧʦʥʝʥʪʦʤ Sensor. ɽʩʣʠ ʚʘʤ ʪʨʝʙʫʝʪʩʷ 

ʠʩʧʦʣʴʟʦʚʘʪʴ ʢʦʤʧʦʥʝʥʪ Central Node ʦʪʜʝʣʴʥʦ, ʥʝ ʚʳʧʦʣʥʷʡʪʝ ʥʘʩʪʨʦʡʢʫ ʢʦʤʧʦʥʝʥʪʘ Sensor. 

ʇʨʠ ʪʘʢʦʡ ʩʭʝʤʝ ʨʘʟʚʝʨʪʳʚʘʥʠʷ ʢʦʤʧʦʥʝʥʪ Central Node ʥʝʦʙʭʦʜʠʤ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ʢʦʤʧʦʥʝʥʪʘʤʠ Endpoint 

Sensors ʠ ʘʥʘʣʠʟʘ ʜʘʥʥʳʭ. 
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ʉʭʝʤʘ ʨʘʙʦʪʳ ʧʨʦʛʨʘʤʤʳ ʧʨʠ ʨʘʟʚʝʨʪʳʚʘʥʠʠ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʠ KEDR ʙʝʟ ʢʦʤʧʦʥʝʥʪʘ Sandbox 

ʧʨʝʜʩʪʘʚʣʝʥʘ ʥʘ ʨʠʩ. ʥʠʞʝ. 

 
ʉʭʝʤʘ 4: ʉʭʝʤʘ ʨʘʙʦʪʳ ʧʨʦʛʨʘʤʤʳ ʧʨʠ ʨʘʟʚʝʨʪʳʚʘʥʠʠ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʠ KEDR ʙʝʟ ʢʦʤʧʦʥʝʥʪʘ Sandbox 

 

ʉʭʝʤʘ ʨʘʟʚʝʨʪʳʚʘʥʠʷ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʠ KEDR c ʢʦʤʧʦʥʝʥʪʦʤ 
Sandbox 

ʂʦʤʧʦʥʝʥʪ Central Node ʚʩʝʛʜʘ ʫʩʪʘʥʘʚʣʠʚʘʝʪʩʷ ʚʤʝʩʪʝ ʩ ʢʦʤʧʦʥʝʥʪʦʤ Sensor. ɽʩʣʠ ʚʘʤ ʪʨʝʙʫʝʪʩʷ 

ʠʩʧʦʣʴʟʦʚʘʪʴ ʢʦʤʧʦʥʝʥʪ Central Node ʦʪʜʝʣʴʥʦ, ʥʝ ʚʳʧʦʣʥʷʡʪʝ ʥʘʩʪʨʦʡʢʫ ʢʦʤʧʦʥʝʥʪʘ Sensor. 

ʇʨʠ ʪʘʢʦʡ ʩʭʝʤʝ ʨʘʟʚʝʨʪʳʚʘʥʠʷ ʢʦʤʧʦʥʝʥʪ Central Node ʥʝʦʙʭʦʜʠʤ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ʢʦʤʧʦʥʝʥʪʘʤʠ Endpoint 

Sensors ʠ ʘʥʘʣʠʟʘ ʜʘʥʥʳʭ. 
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ʉʭʝʤʘ ʨʘʙʦʪʳ ʧʨʦʛʨʘʤʤʳ ʧʨʠ ʨʘʟʚʝʨʪʳʚʘʥʠʠ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʠ KEDR ʩ ʢʦʤʧʦʥʝʥʪʦʤ Sandbox 

ʧʨʝʜʩʪʘʚʣʝʥʘ ʥʘ ʨʠʩ. ʥʠʞʝ. 

 
ʉʭʝʤʘ 5: ʉʭʝʤʘ ʨʘʙʦʪʳ ʧʨʦʛʨʘʤʤʳ ʧʨʠ ʨʘʟʚʝʨʪʳʚʘʥʠʠ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʠ KEDR ʩ ʢʦʤʧʦʥʝʥʪʦʤ Sandbox 
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ɸʨʭʠʪʝʢʪʫʨʘ ʧʨʦʛʨʘʤʤʳ 
ɺ ʩʦʩʪʘʚ ʧʨʦʛʨʘʤʤʳ ʚʭʦʜʷʪ ʩʣʝʜʫʶʱʠʝ ʦʩʥʦʚʥʳʝ ʢʦʤʧʦʥʝʥʪʳ: 

¶ Sensor. ɺʳʧʦʣʥʷʝʪ ʧʨʠʝʤ ʜʘʥʥʳʭ. 

¶ Central Node. ɺʳʧʦʣʥʷʝʪ ʧʨʦʚʝʨʢʫ ʜʘʥʥʳʭ, ʠʩʩʣʝʜʦʚʘʥʠʝ ʧʦʚʝʜʝʥʠʷ ʦʙʲʝʢʪʦʚ, ʘ ʪʘʢʞʝ ʧʫʙʣʠʢʘʮʠʶ 

ʨʝʟʫʣʴʪʘʪʦʚ ʠʩʩʣʝʜʦʚʘʥʠʷ ʚ ʚʝʙ-ʠʥʪʝʨʬʝʡʩ ʧʨʦʛʨʘʤʤʳ. 

¶ Sandbox. ɿʘʧʫʩʢʘʝʪ ʚʠʨʪʫʘʣʴʥʳʝ ʦʙʨʘʟʳ ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ. ɿʘʧʫʩʢʘʝʪ ʬʘʡʣʳ ʚ ʵʪʠʭ 

ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤʘʭ ʠ ʦʪʩʣʝʞʠʚʘʝʪ ʧʦʚʝʜʝʥʠʝ ʬʘʡʣʦʚ ʚ ʢʘʞʜʦʡ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʝ ʜʣʷ 

ʚʳʷʚʣʝʥʠʷ ʚʨʝʜʦʥʦʩʥʦʡ ʘʢʪʠʚʥʦʩʪʠ ʠ ʧʨʠʟʥʘʢʦʚ ʮʝʣʝʚʳʭ ʘʪʘʢ ʥʘ IT-ʠʥʬʨʘʩʪʨʫʢʪʫʨʫ ʦʨʛʘʥʠʟʘʮʠʠ. 

¶ Endpoint Sensors. ʋʩʪʘʥʘʚʣʠʚʘʝʪʩʷ ʥʘ ʦʪʜʝʣʴʥʳʝ ʢʦʤʧʴʶʪʝʨʳ, ʚʭʦʜʷʱʠʝ ʚ IT-ʠʥʬʨʘʩʪʨʫʢʪʫʨʫ 

ʦʨʛʘʥʠʟʘʮʠʠ ʠ ʨʘʙʦʪʘʶʱʠʝ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ Microsoft Windows. 

ʆʩʫʱʝʩʪʚʣʷʝʪ ʧʦʩʪʦʷʥʥʦʝ ʥʘʙʣʶʜʝʥʠʝ ʟʘ ʧʨʦʮʝʩʩʘʤʠ, ʟʘʧʫʱʝʥʥʳʤʠ ʥʘ ʵʪʠʭ ʢʦʤʧʴʶʪʝʨʘʭ, 

ʦʪʢʨʳʪʳʤʠ ʩʝʪʝʚʳʤʠ ʩʦʝʜʠʥʝʥʠʷʤʠ ʠ ʠʟʤʝʥʷʝʤʳʤʠ ʬʘʡʣʘʤʠ. 

ʂʦʤʧʦʥʝʥʪ Sensor 

ʅʘ ʢʘʞʜʦʤ ʩʝʨʚʝʨʝ ʩ ʢʦʤʧʦʥʝʥʪʦʤ Sensor ʨʘʙʦʪʘʶʪ ʩʣʝʜʫʶʱʠʝ ʤʦʜʫʣʠ Kaspersky Anti Targeted Attack 

Platform: 

¶ Sensor. ɺʳʧʦʣʥʷʝʪ ʧʨʠʝʤ ʜʘʥʥʳʭ ʠʟ ʩʝʪʝʚʦʛʦ ʠ ʧʦʯʪʦʚʦʛʦ ʪʨʘʬʠʢʘ ʠ ʧʝʨʝʜʘʝʪ ʠʭ ʥʘ ʦʙʨʘʙʦʪʢʫ ʥʘ 

ʩʝʨʚʝʨ ʩ ʢʦʤʧʦʥʝʥʪʦʤ Central Node. 

¶ Intrusion Detection System (ʜʘʣʝʝ ʪʘʢʞʝ IDS). ɺʳʧʦʣʥʷʝʪ ʧʨʦʚʝʨʢʫ ʠʥʪʝʨʥʝʪ-ʪʨʘʬʠʢʘ ʥʘ ʥʘʣʠʯʠʝ 

ʧʨʠʟʥʘʢʦʚ ʚʪʦʨʞʝʥʠʷ ʚ IT-ʠʥʬʨʘʩʪʨʫʢʪʫʨʫ ʦʨʛʘʥʠʟʘʮʠʠ. 

¶ KSN. ɺʳʧʦʣʥʷʝʪ ʜʣʷ Kaspersky Anti Targeted Attack Platform ʧʨʦʚʝʨʢʫ ʨʝʧʫʪʘʮʠʠ ʬʘʡʣʦʚ ʠ 

URL-ʘʜʨʝʩʦʚ ʚ ʙʘʟʝ ʟʥʘʥʠʡ Kaspersky Security Network ʠ ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʩʚʝʜʝʥʠʷ ʦ ʢʘʪʝʛʦʨʠʷʭ 

ʚʝʙ-ʩʘʡʪʦʚ (ʥʘʧʨʠʤʝʨ, ʚʨʝʜʦʥʦʩʥʳʡ ʚʝʙ-ʩʘʡʪ, ʬʠʰʠʥʛʦʚʳʡ ʚʝʙ-ʩʘʡʪ). 

Kaspersky Security Network (ʜʘʣʝʝ ʪʘʢʞʝ KSN) ï ʠʥʬʨʘʩʪʨʫʢʪʫʨʘ ʦʙʣʘʯʥʳʭ ʩʣʫʞʙ, ʧʨʝʜʦʩʪʘʚʣʷʶʱʘʷ 

ʜʦʩʪʫʧ ʢ ʦʧʝʨʘʪʠʚʥʦʡ ʙʘʟʝ ʟʥʘʥʠʡ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" ʦ ʨʝʧʫʪʘʮʠʠ ʬʘʡʣʦʚ, ʚʝʙ-ʨʝʩʫʨʩʦʚ ʠ 

ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ. ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʜʘʥʥʳʭ Kaspersky Security Network ʦʙʝʩʧʝʯʠʚʘʝʪ ʙʦʣʝʝ 

ʚʳʩʦʢʫʶ ʩʢʦʨʦʩʪʴ ʨʝʘʢʮʠʠ ʧʨʦʛʨʘʤʤ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" ʥʘ ʫʛʨʦʟʳ, ʧʦʚʳʰʘʝʪ 

ʵʬʬʝʢʪʠʚʥʦʩʪʴ ʨʘʙʦʪʳ ʥʝʢʦʪʦʨʳʭ ʢʦʤʧʦʥʝʥʪʦʚ ʟʘʱʠʪʳ, ʘ ʪʘʢʞʝ ʩʥʠʞʘʝʪ ʚʝʨʦʷʪʥʦʩʪʴ ʣʦʞʥʳʭ 

ʩʨʘʙʘʪʳʚʘʥʠʡ. 

ɽʩʣʠ ʚʳ ʥʝ ʭʦʪʠʪʝ ʫʯʘʩʪʚʦʚʘʪʴ ʚ KSN, ʚʳ ʤʦʞʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ Kaspersky Private Security Network 

(ʜʘʣʝʝ ʪʘʢʞʝ KPSN) ï ʨʝʰʝʥʠʝ, ʧʦʟʚʦʣʷʶʱʝʝ ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʧʦʣʫʯʘʪʴ ʜʦʩʪʫʧ ʢ ʨʝʧʫʪʘʮʠʦʥʥʳʤ 

ʙʘʟʘʤ Kaspersky Security Network, ʘ ʪʘʢʞʝ ʜʨʫʛʠʤ ʩʪʘʪʠʩʪʠʯʝʩʢʠʤ ʜʘʥʥʳʤ, ʥʝ ʦʪʧʨʘʚʣʷʷ ʜʘʥʥʳʝ ʚ 

Kaspersky Security Network ʩʦ ʩʚʦʠʭ ʢʦʤʧʴʶʪʝʨʦʚ. 

¶ URL Reputation. ʆʙʥʘʨʫʞʠʚʘʝʪ ʚʨʝʜʦʥʦʩʥʳʝ, ʬʠʰʠʥʛʦʚʳʝ URL-ʘʜʨʝʩʘ ʠ URL-ʘʜʨʝʩʘ, ʢʦʪʦʨʳʝ ʨʘʥʝʝ 

ʠʩʧʦʣʴʟʦʚʘʣʠʩʴ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤʠ ʜʣʷ ʮʝʣʝʚʳʭ ʘʪʘʢ ʠ ʚʪʦʨʞʝʥʠʡ ʚ IT-ʠʥʬʨʘʩʪʨʫʢʪʫʨʫ 

ʦʨʛʘʥʠʟʘʮʠʡ. 

ɺ ʢʘʯʝʩʪʚʝ ʢʦʤʧʦʥʝʥʪʘ Sensor ʪʘʢʞʝ ʤʦʞʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʧʦʯʪʦʚʳʡ ʩʝʥʩʦʨ (ʩʪʨ. 214) ï ʩʝʨʚʝʨ ʠʣʠ 

ʚʠʨʪʫʘʣʴʥʘʷ ʤʘʰʠʥʘ, ʥʘ ʢʦʪʦʨʦʡ ʫʩʪʘʥʦʚʣʝʥʘ ʧʨʦʛʨʘʤʤʘ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" Kaspersky Secure Mail 

Gateway (ʜʘʣʝʝ ʪʘʢʞʝ "KSMG") ʠʣʠ Kaspersky Security ʜʣʷ Linux Mail Server (ʜʘʣʝʝ ʪʘʢʞʝ "KLMS"). ʕʪʠ 

ʧʨʦʛʨʘʤʤʳ ʦʪʧʨʘʚʣʷʶʪ ʩʦʦʙʱʝʥʠʷ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ ʥʘ ʦʙʨʘʙʦʪʢʫ ʚ Kaspersky Anti Targeted Attack Platform. 

ʇʦ ʨʝʟʫʣʴʪʘʪʘʤ ʦʙʨʘʙʦʪʢʠ ʩʦʦʙʱʝʥʠʡ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ ʚ Kaspersky Anti Targeted Attack Platform KSMG ʠ 

KLMS ʤʦʛʫʪ ʙʣʦʢʠʨʦʚʘʪʴ ʧʝʨʝʩʳʣʢʫ ʩʦʦʙʱʝʥʠʡ. 
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ɽʩʣʠ ʚ ʢʘʯʝʩʪʚʝ ʢʦʤʧʦʥʝʥʪʘ Sensor ʠʩʧʦʣʴʟʫʝʪʩʷ ʧʨʦʛʨʘʤʤʘ KSMG ʠʣʠ KLMS, ʪʦ ʙʝʣʳʝ ʩʧʠʩʢʠ, 

ʥʘʩʪʨʦʝʥʥʳʝ ʧʦ ʧʦʣʫʯʘʪʝʣʷʤ ʩʦʦʙʱʝʥʠʡ ʠ MD5-ʩʫʤʤʘʤ ʬʘʡʣʦʚ, ʥʝ ʧʝʨʝʜʘʶʪʩʷ ʚ KSMG ʠ KLMS ʠ ʥʝ 

ʧʨʠʤʝʥʷʶʪʩʷ ʧʨʠ ʦʙʨʘʙʦʪʢʝ ʩʦʦʙʱʝʥʠʡ ʧʨʦʛʨʘʤʤʘʤʠ KSMG ʠ KLMS. 

 

ʂʦʤʧʦʥʝʥʪ Central Node 

ʅʘ ʢʘʞʜʦʤ ʩʝʨʚʝʨʝ ʩ ʢʦʤʧʦʥʝʥʪʦʤ Central Node ʨʘʙʦʪʘʶʪ ʩʣʝʜʫʶʱʠʝ ʤʦʜʫʣʠ, ʷʜʨʘ ʠ ʪʝʭʥʦʣʦʛʠʠ Kaspersky 

Anti Targeted Attack Platform: 

¶ Anti-Malware Engine (ʜʘʣʝʝ ʪʘʢʞʝ AM ʠ AM Engine). ɺʳʧʦʣʥʷʝʪ ʧʨʦʚʝʨʢʫ ʬʘʡʣʦʚ ʠ ʦʙʲʝʢʪʦʚ ʥʘ 

ʚʠʨʫʩʳ ʠ ʜʨʫʛʠʝ ʧʨʦʛʨʘʤʤʳ, ʧʨʝʜʩʪʘʚʣʷʶʱʠʝ ʫʛʨʦʟʫ IT-ʠʥʬʨʘʩʪʨʫʢʪʫʨʝ ʦʨʛʘʥʠʟʘʮʠʠ, ʩ ʧʦʤʦʱʴʶ 

ʘʥʪʠʚʠʨʫʩʥʳʭ ʙʘʟ. 

¶ Mobile Attack Analyzer (ʜʘʣʝʝ ʪʘʢʞʝ MAA). ɺʳʧʦʣʥʷʝʪ ʧʨʦʚʝʨʢʫ ʠʩʧʦʣʥʷʝʤʳʭ ʬʘʡʣʦʚ ʬʦʨʤʘʪʘ APK ʚ 

ʦʙʣʘʯʥʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʝ ʥʘ ʦʩʥʦʚʝ ʪʝʭʥʦʣʦʛʠʠ ʤʘʰʠʥʥʦʛʦ ʦʙʫʯʝʥʠʷ. ɺ ʨʝʟʫʣʴʪʘʪʝ ʧʨʦʚʝʨʢʠ 

Kaspersky Anti Targeted Attack Platform ʧʦʣʫʯʘʝʪ ʠʥʬʦʨʤʘʮʠʶ ʦʙ ʦʙʥʘʨʫʞʝʥʥʳʭ ʫʛʨʦʟʘʭ ʠʣʠ ʠʭ 

ʦʪʩʫʪʩʪʚʠʠ. 

¶ YARA. ɺʳʧʦʣʥʷʝʪ ʧʨʦʚʝʨʢʫ ʬʘʡʣʦʚ ʠ ʦʙʲʝʢʪʦʚ ʥʘ ʥʘʣʠʯʠʝ ʧʨʠʟʥʘʢʦʚ ʮʝʣʝʚʳʭ ʘʪʘʢ ʥʘ 

IT-ʠʥʬʨʘʩʪʨʫʢʪʫʨʫ ʦʨʛʘʥʠʟʘʮʠʠ ʩ ʧʦʤʦʱʴʶ ʙʘʟ YARA-ʧʨʘʚʠʣ, ʩʦʟʜʘʚʘʝʤʳʭ ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ 

Kaspersky Anti Targeted Attack Platform. 

¶ Targeted Attack Analyzer (ʜʘʣʝʝ ʪʘʢʞʝ TAA, TA Analyzer). ɺʳʧʦʣʥʷʝʪ ʩʪʘʪʠʩʪʠʯʝʩʢʠʡ ʘʥʘʣʠʟ ʠ 

ʧʨʦʚʝʨʢʫ ʩʝʪʝʚʦʡ ʘʢʪʠʚʥʦʩʪʠ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ, ʫʩʪʘʥʦʚʣʝʥʥʦʛʦ ʥʘ ʢʦʤʧʴʶʪʝʨʳ ʣʦʢʘʣʴʥʦʡ 

ʩʝʪʠ ʦʨʛʘʥʠʟʘʮʠʠ. ɺʳʧʦʣʥʷʝʪ ʧʦʠʩʢ ʧʨʠʟʥʘʢʦʚ ʩʝʪʝʚʦʡ ʘʢʪʠʚʥʦʩʪʠ, ʥʘ ʢʦʪʦʨʫʶ ʧʦʣʴʟʦʚʘʪʝʣʶ 

Kaspersky Anti Targeted Attack Platform ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʦʙʨʘʪʠʪʴ ʚʥʠʤʘʥʠʝ, ʘ ʪʘʢʞʝ ʧʨʠʟʥʘʢʦʚ ʮʝʣʝʚʳʭ 

ʘʪʘʢ ʥʘ IT-ʠʥʬʨʘʩʪʨʫʢʪʫʨʫ ʦʨʛʘʥʠʟʘʮʠʠ. 

¶ KSN. ɺʳʧʦʣʥʷʝʪ ʜʣʷ Kaspersky Anti Targeted Attack Platform ʧʨʦʚʝʨʢʫ ʨʝʧʫʪʘʮʠʠ ʬʘʡʣʦʚ ʠ 

URL-ʘʜʨʝʩʦʚ ʚ ʙʘʟʝ ʟʥʘʥʠʡ Kaspersky Security Network ʠ ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʩʚʝʜʝʥʠʷ ʦ ʢʘʪʝʛʦʨʠʷʭ 

ʚʝʙ-ʩʘʡʪʦʚ (ʥʘʧʨʠʤʝʨ, ʚʨʝʜʦʥʦʩʥʳʡ ʚʝʙ-ʩʘʡʪ, ʬʠʰʠʥʛʦʚʳʡ ʚʝʙ-ʩʘʡʪ). 

ʂʦʤʧʦʥʝʥʪ Sandbox 

ʅʘ ʩʝʨʚʝʨʘʭ ʩ ʢʦʤʧʦʥʝʥʪʦʤ Sandbox ʟʘʧʫʩʢʘʶʪʩʷ ʚʠʨʪʫʘʣʴʥʳʝ ʦʙʨʘʟʳ ʩʣʝʜʫʶʱʠʭ ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ: 

¶ Windows XP SP3, 32-ʨʘʟʨʷʜʥʘʷ. 

¶ Windows 7, 64-ʨʘʟʨʷʜʥʘʷ. 

¶ Windows 10, 64-ʨʘʟʨʷʜʥʘʷ. 

ʂʦʤʧʦʥʝʥʪ Sandbox ʟʘʧʫʩʢʘʝʪ ʦʙʲʝʢʪʳ ʚ ʵʪʠʭ ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤʘʭ ʠ ʘʥʘʣʠʟʠʨʫʝʪ ʧʦʚʝʜʝʥʠʝ ʦʙʲʝʢʪʦʚ 

ʜʣʷ ʚʳʷʚʣʝʥʠʷ ʚʨʝʜʦʥʦʩʥʦʡ ʘʢʪʠʚʥʦʩʪʠ, ʧʨʠʟʥʘʢʦʚ ʮʝʣʝʚʳʭ ʘʪʘʢ ʥʘ IT-ʠʥʬʨʘʩʪʨʫʢʪʫʨʫ ʦʨʛʘʥʠʟʘʮʠʠ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʤʘʢʩʠʤʘʣʴʥʳʡ ʨʘʟʤʝʨ ʧʨʦʚʝʨʷʝʤʦʛʦ ʬʘʡʣʘ ʩʦʩʪʘʚʣʷʝʪ 100 ʄʙ. ɺʳ ʤʦʞʝʪʝ ʥʘʩʪʨʦʠʪʴ 

ʧʘʨʘʤʝʪʨʳ ʧʨʦʚʝʨʢʠ ʚ ʤʝʥʶ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʢʦʥʩʦʣʠ ʫʧʨʘʚʣʝʥʠʷ ʧʨʦʛʨʘʤʤʦʡ.  

ʄʘʢʩʠʤʘʣʴʥʳʡ ʫʨʦʚʝʥʴ ʚʣʦʞʝʥʥʦʩʪʠ ʧʨʦʚʝʨʷʝʤʳʭ ʘʨʭʠʚʦʚ ʩʦʩʪʘʚʣʷʝʪ 32.  
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ʄʘʢʩʠʤʘʣʴʥʦʝ ʢʦʣʠʯʝʩʪʚʦ ʦʙʲʝʢʪʦʚ, ʢʦʪʦʨʦʝ ʤʦʞʝʪ ʥʘʭʦʜʠʪʴʩʷ ʚ ʦʯʝʨʝʜʠ ʥʘ ʧʨʦʚʝʨʢʫ ʢʦʤʧʦʥʝʥʪʦʤ 

Sandbox ʟʘ ʦʜʥʠ ʩʫʪʢʠ, ʩʦʩʪʘʚʣʷʝʪ 10 ʪʳʩʷʯ ʦʙʲʝʢʪʦʚ. ʇʦ ʜʦʩʪʠʞʝʥʠʠ ʵʪʦʛʦ ʦʛʨʘʥʠʯʝʥʠʷ ʧʨʦʛʨʘʤʤʘ 

ʫʜʘʣʷʝʪ 10% ʦʙʲʝʢʪʦʚ, ʧʦʩʪʫʧʠʚʰʠʭ ʥʘ ʧʨʦʚʝʨʢʫ ʨʘʥʴʰʝ ʦʩʪʘʣʴʥʳʭ, ʠ ʟʘʤʝʥʷʝʪ ʠʭ ʥʦʚʳʤʠ ʦʙʲʝʢʪʘʤʠ, 

ʧʦʩʪʫʧʠʚʰʠʤʠ ʥʘ ʧʨʦʚʝʨʢʫ. ʋʜʘʣʝʥʥʳʝ ʦʙʲʝʢʪʳ ʩʦʭʨʘʥʷʶʪʩʷ ʚ ʧʨʦʛʨʘʤʤʝ ʩʦ ʩʪʘʪʫʩʦʤ NOT_SCANNED 

(ʥʝʧʨʦʚʝʨʝʥʥʳʝ). 

ʂʦʤʧʦʥʝʥʪ Endpoint Sensors 

ʂʦʤʧʦʥʝʥʪ Endpoint Sensors ʫʩʪʘʥʘʚʣʠʚʘʝʪʩʷ ʥʘ ʦʪʜʝʣʴʥʳʭ ʢʦʤʧʴʶʪʝʨʘʭ, ʚʭʦʜʷʱʠʭ ʚ IT-ʠʥʬʨʘʩʪʨʫʢʪʫʨʫ 

ʦʨʛʘʥʠʟʘʮʠʠ ʠ ʨʘʙʦʪʘʶʱʠʭ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ Microsoft Windows (ʜʘʣʝʝ ʪʘʢʞʝ 

"ʢʦʤʧʴʶʪʝʨʳ ʣʦʢʘʣʴʥʦʡ ʩʝʪʠ ʦʨʛʘʥʠʟʘʮʠʠ" ʠʣʠ "ʢʦʤʧʴʶʪʝʨʳ"). ʅʘ ʵʪʠʭ ʢʦʤʧʴʶʪʝʨʘʭ ʢʦʤʧʦʥʝʥʪ ʧʦʩʪʦʷʥʥʦ 

ʥʘʙʣʶʜʘʝʪ ʟʘ ʧʨʦʮʝʩʩʘʤʠ, ʦʪʢʨʳʪʳʤʠ ʩʝʪʝʚʳʤʠ ʩʦʝʜʠʥʝʥʠʷʤʠ ʠ ʠʟʤʝʥʷʝʤʳʤʠ ʬʘʡʣʘʤʠ ʠ ʦʪʧʨʘʚʣʷʝʪ 

ʜʘʥʥʳʝ ʥʘʙʣʶʜʝʥʠʷ ʥʘ ʩʝʨʚʝʨ ʩ ʢʦʤʧʦʥʝʥʪʦʤ Central Node. ʇʦ ʨʝʟʫʣʴʪʘʪʘʤ ʧʨʦʚʝʨʢʠ ʵʪʠʭ ʜʘʥʥʳʭ 

ʢʦʤʧʦʥʝʥʪʦʤ Central Node ʢʦʤʧʦʥʝʥʪ Endpoint Sensors ʪʘʢʞʝ ʤʦʞʝʪ ʦʪʧʨʘʚʠʪʴ ʬʘʡʣʳ, ʩʚʷʟʘʥʥʳʝ ʩ 

ʦʙʥʘʨʫʞʝʥʥʳʤʠ ʩʦʙʳʪʠʷʤʠ, ʥʘ ʩʝʨʚʝʨ ʩ ʢʦʤʧʦʥʝʥʪʦʤ Central Node. 

ʂʦʤʧʴʶʪʝʨʳ, ʧʨʝʜʥʘʟʥʘʯʝʥʥʳʝ ʜʣʷ ʫʩʪʘʥʦʚʢʠ ʢʦʤʧʦʥʝʥʪʘ Endpoint Sensors, ʜʦʣʞʥʳ ʫʜʦʚʣʝʪʚʦʨʷʪʴ 

ʘʧʧʘʨʘʪʥʳʤ ʠ ʧʨʦʛʨʘʤʤʥʳʤ ʪʨʝʙʦʚʘʥʠʷʤ. 

ɺ ʢʘʯʝʩʪʚʝ ʢʦʤʧʦʥʝʥʪʘ Endpoint Sensors ʪʘʢʞʝ ʤʦʞʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʢʦʤʧʦʥʝʥʪ ʧʨʦʛʨʘʤʤʳ "ʃʘʙʦʨʘʪʦʨʠʠ 

ʂʘʩʧʝʨʩʢʦʛʦ" Kaspersky Endpoint Security. Endpoint Sensors ʚ ʩʦʩʪʘʚʝ ʧʨʦʛʨʘʤʤʳ Kaspersky Endpoint Security 

ʤʦʛʫʪ ʥʘʙʣʶʜʘʪʴ ʟʘ ʧʨʦʮʝʩʩʘʤʠ, ʦʪʢʨʳʪʳʤʠ ʩʝʪʝʚʳʤʠ ʩʦʝʜʠʥʝʥʠʷʤʠ ʠ ʠʟʤʝʥʷʝʤʳʤʠ ʬʘʡʣʘʤʠ ʠ ʦʪʧʨʘʚʣʷʪʴ 

ʜʘʥʥʳʝ ʥʘʙʣʶʜʝʥʠʷ ʥʘ ʩʝʨʚʝʨ ʩ ʢʦʤʧʦʥʝʥʪʦʤ Central Node. 

ɽʩʣʠ ʚʳ ʫʩʪʘʥʦʚʠʪʝ ʧʨʦʛʨʘʤʤʫ Kaspersky Endpoint Security ʥʘ ʢʦʤʧʴʶʪʝʨ ʩ ʢʦʤʧʦʥʝʥʪʦʤ Endpoint Sensor, 

ʢʦʤʧʦʥʝʥʪ Endpoint Sensor ʙʫʜʝʪ ʫʜʘʣʝʥ ʥʝʟʘʚʠʩʠʤʦ ʦʪ ʪʦʛʦ, ʚʢʣʶʯʝʥ ʣʠ ʢʦʤʧʦʥʝʥʪ Endpoint Sensor ʚ ʩʦʩʪʘʚ 

ʧʨʦʛʨʘʤʤʳ Kaspersky Endpoint Security ʠʣʠ ʥʝʪ. 

ʂʨʦʤʝ ʪʦʛʦ, Kaspersky Anti Targeted Attack Platform ʧʦʟʚʦʣʷʝʪ ʠʥʪʝʛʨʠʨʦʚʘʪʴʩʷ ʩ ʧʨʦʛʨʘʤʤʦʡ Kaspersky 

Security Center ʠ ʧʦʣʫʯʘʪʴ ʩʪʘʪʠʩʪʠʢʫ ʨʘʙʦʪʳ ʢʦʤʧʦʥʝʥʪʘ Endpoint Sensors. 
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ʇʨʠʥʮʠʧ ʨʘʙʦʪʳ ʧʨʦʛʨʘʤʤʳ 
ʇʦʩʣʝ ʠʥʪʝʛʨʘʮʠʠ ʚ IT-ʠʥʬʨʘʩʪʨʫʢʪʫʨʫ ʦʨʛʘʥʠʟʘʮʠʠ ʧʨʦʛʨʘʤʤʘ ʧʫʙʣʠʢʫʝʪ ʠʥʬʦʨʤʘʮʠʶ ʦʙ ʦʙʥʘʨʫʞʝʥʥʳʭ 

ʧʨʠʟʥʘʢʘʭ ʮʝʣʝʚʳʭ ʘʪʘʢ ʠ ʚʪʦʨʞʝʥʠʡ ʚ IT-ʠʥʬʨʘʩʪʨʫʢʪʫʨʫ ʦʨʛʘʥʠʟʘʮʠʠ ʚ ʚʝʙ-ʠʥʪʝʨʬʝʡʩ. 

ɺʳ ʤʦʞʝʪʝ ʥʘʩʪʨʘʠʚʘʪʴ ʧʘʨʘʤʝʪʨʳ ʢʘʞʜʦʛʦ ʢʦʤʧʦʥʝʥʪʘ Central Node ʦʪʜʝʣʴʥʦ ʠʣʠ ʫʧʨʘʚʣʷʪʴ ʥʝʩʢʦʣʴʢʠʤʠ 

ʢʦʤʧʦʥʝʥʪʘʤʠ ʮʝʥʪʨʘʣʠʟʦʚʘʥʥʦ ʚ ʨʝʞʠʤʝ ʨʘʩʧʨʝʜʝʣʝʥʥʦʛʦ ʨʝʰʝʥʠʷ. 

ʇʨʠʥʮʠʧ ʨʘʙʦʪʳ ʧʨʦʛʨʘʤʤʳ ʧʦʢʘʟʘʥ ʥʘ ʨʠʩ. ʥʠʞʝ. 

 
ʉʭʝʤʘ 6: ʇʨʠʥʮʠʧ ʨʘʙʦʪʳ ʧʨʦʛʨʘʤʤʳ ʚ ʨʝʞʠʤʝ ʘʚʪʦʥʦʤʥʦʛʦ ʨʝʰʝʥʠʷ 

ʈʘʩʧʨʝʜʝʣʝʥʥʦʝ ʨʝʰʝʥʠʝ (ʩʪʨ. 42) ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʜʚʫʭʫʨʦʚʥʝʚʫʶ ʠʝʨʘʨʭʠʶ ʩʝʨʚʝʨʦʚ Central Node. ɺ 

ʵʪʦʡ ʩʪʨʫʢʪʫʨʝ ʚʳʜʝʣʷʝʪʩʷ ʛʣʘʚʥʳʡ ʩʝʨʚʝʨ ʫʧʨʘʚʣʝʥʠʷ ï Primary Central Node (PCN) ʠ ʧʦʜʯʠʥʝʥʥʳʝ ʩʝʨʚʝʨʳ 

ï Secondary Central Node (SCN). 
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ʇʨʠʥʮʠʧ ʨʘʙʦʪʳ ʧʨʦʛʨʘʤʤʳ ʚ ʨʝʞʠʤʝ ʨʘʩʧʨʝʜʝʣʝʥʥʦʛʦ ʨʝʰʝʥʠʷ ʧʦʢʘʟʘʥ ʥʘ ʨʠʩ. ʥʠʞʝ. 

 

ʉʭʝʤʘ 7: ʇʨʠʥʮʠʧ ʨʘʙʦʪʳ ʧʨʦʛʨʘʤʤʳ ʚ ʨʝʞʠʤʝ ʨʘʩʧʨʝʜʝʣʝʥʥʦʛʦ ʨʝʰʝʥʠʷ 

 




















































































































































































































































































































































































































































































































































































































































































































































































