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IT-ddzt 6t OMlstekC skt ScOddL Oydd, okt jfMsodvis! §sdMS k¢t
mtsB " Isd 4 d3.

Jr fsdzdzv Is! LOHOUY] d20@ RsMksOR f] Csdftsdj delstsds Endpoi nt Se
ftesyd ", MCOyudo Ob! d EZHOdVI! §E6Fdd, of BBPwLILI" " FBdj O
KOSy ] otmMmisOdkOs &zdeo Ol! di dL s OtOdzsddzO.

1 OfMstcOdo Ols! fodzdsdSd LOftejlsO LOfEMCO WOddtse d ftesyjfm
9" BtOdzdz' = ntsMIsOn M SCBdf tsdzj dzstsds Endpoi nt Sensors.

RLEd&Jtese Ols! lHjd d j] Es@soi Mt CBesti Sdzf sz fjlsd.
{ OBlsOl! f) ©BI jSkkOB]d d R Csfdvdd o meOddddhj d sOLO

t OBslsOlk: M W¥WO2ZzZOBRd GlsCtr sséts MIsOdzH Otels O s dMOdedw ddzH d
(IOCW O2dzr ) Hdzw fs5dMEO ftodL dzOSCtse yYyjdzjor s OOSC, L QBOOY j dzc
AsMIsOr M Codi3ftsdzj degstsds Endpoint Sensors d ©® BOLJ B dzOts

{ OBlOl! f ddHCOswOdd OGS (1 OA) Hdv C&Ofmd¥dsoydd
ViOodvls! slyjkO®kd 5 ©OBslk] ftscwOdd’ ( Slsyjlsodkd B
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| OfstcOdo Ol! lftOoSk ko jHtddgEad) EOR c8 OBEES 2 €6 it &
Ldzj Chtetsdzdzs? fsyls' f§sd Lo Olsj dzj 2

t OBtslsOl! Mt MYdMStsd B dZOLky j dd2 Mt fMsOkkzhmtsd VI P, M B
teJ fElsOydsdadzze BOLEZ KPSN.

Sz Ltso Olsjdzd [ 5 Odz dzr 2 OH BB dzd Miste Ols tsta  offry cihjHrctfs dzclofinjls te4GjIssiids adgfsrc
flesc OB :

= =4 4 - -2

1 OfMlstcOdo Ols! fOttORjIste’ tOBBIST fotsctc OB .

1 OfMlstcOdo Ols! Mjtca jter HdzW tOBBI" o twjyddkj tOmMftej Hj dzj dadz
ltesdLotHdIls! ddzlsj cteOydt fJtoescteORBB M Htezeddd f§tesetcOBRBO
VfteOodzwis: Eyjlsdy 3o OBF dzf) @ B to tf &5 tzO BHy' .

{MEeh jmlso dzw Is! dsdzdlststed dzc tcOB SlstsMf sMtse desMmisd § tetsc te OB .

) GECLOREO B @Oy do Ojls MdjHEy h dj M fedelidcdormn is @izt dsie? s HehedOjdzde

f

10 Cdif ' vlsjtc dsCOd des? Mjld ScOddL Oydd BM dz L Octelzy j d
LOEEBSd W02 k0.

10 OHtjf {dzjCltesdedzs? fsylsT fd L 5o Ol dzv d&sS Od des?2 )
10 Codf’ v“lsjicj dsCOd ds2 Mikd BtcOdkdpOYHdd B' O slSter Is

P-OHtejM dozd HEsdj dedzsj das" Sy’ “Isj 60O dsS Od desj2e &Rj Isd Bt
OCIlsdo dzsfisd.

10 St “lsjtej dsCOd das?2 Milsd sSwcOddL Oydd BT dzd L Of kzh j

Kaspersky Anti Targeted Attack Platform tsyJdzdoeOjls mte’ I

o dzd BOdzd ] 2O S Oy HEG] 6B dEGEkOgddsd fissls dsjdlg i€ § d o dzihv dzg g5+ BOS
5B d&zOtelzy j dzdj sy jls BCOLOL! d&zO BjL Y OMdshis! CSt®f’ ¢lsjO d

sfrlsz " [ OestObtstedd sOMfjemMSsecs" .

] sdzt L s9 Olsj dz! Kaspersky Anti Targeted Attack Platfofm Mmc

HOdz! dzgj 2h dr HJ] 2 dOded J dzlg® 3 s B

YIsts dzso SG 1S

]

Kaspersky Anti Targeted Attack Platform fsweddzdms Mmdzj H

il

tJOdzdL s9Odz teiydd3 multitenancy ( RBkzd IsdOte]j dgH desfyls! ), f to
Pl atform EfMsOdz0e dzf ®@ QY ts W j ezj tedeHd hitegd HY gzdzv L 50 Ols! MW H dzw
dqdzgW e OMlstezCIskzter dzi MEtsdz' Cdr ttecOdzdL Oyd2. I sHHjteydo Oj s
dzj MSCsdzr €dr Mjtece jtcse Central Node HdzW BGHds?2 BGteOddL Oy

fecctOBBE2 dzjL O dMd Bt Gl cREHcPUEBORAEE. GrdI s LOB OIS
G Stk Cdn ttcOddL Oyd?2.

viMftse j teh j dzMiso 59 OdzO Isj mdesdzse dw Targeted Attack Analyze
OQolssdzOIsdyi MEd2 OdzOdzdL Msslse jlsMiseadw M Isd?2 d B Otz
BOIsted JIREMIATT&CK. fitc@o@ dt O stcdzdtetso OdzO M j yd Odzd mls Oz " |
d oMWY ddes s sdzdgy jIsipw. | tser j MtsH Oy zO0f s ( Skls @ dg M
ddzisj W j 2 i et m@adzizO HOM] ) Ol sfidmMOdd] ftedL Z0ggse Ol
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I fteslsdotsHj2Mlseade, MMmr dz¢d dzO ddzW stedzsOyder B COYHGBA f to

[ BB Oo dzj dz0@ C dzOfMMmdW S Oydw B dZOtclky jdzd? (R sdzj dzlssdz Sand
ATT&CK. st tsdzj dzls Sandbox Mt smlsOo dzv jlso stz f)J @l O d3
OOCd, kjnddSOodkd d ojlssSHOB] L dskd hdjdddStss o &Okidy

sBOodzj 20 oL sy desfls! ML HOddY §od LtsoOlsjd MEts2 BOL'T
ZzOmMmMdW dScOydd d O0dzOdzdL © Mmtse' Isd 2.

[ sBOo dzj dz2O Mnaj BO tcOL o jtols’ 09 Oded W 1 Gotls ¢ fip Otdzal] tets & 5C & stistsdslts 2N
f sHCdz yoOls! Mw ¢ wHddd d Isjd 34 Mitte jteOd Sandbox.

SBOOMz) d&ZO §BHHj®YSO ykoflsodlsjd dsflsd §¢ w©jedmlsel fMdde
02 dzso, COOd&sEtss d Hikcds ©ei jClkse o Mils jlsiissdj f

tdOdzdL 50 Odz dztso ' 2 d3iWs@HdztOedzOmHd jL OO W\PtKdzdzts 2 fMdMisj &3 Andr o
sBdzOydets?2 bkjrndesdzsedj?2 dzO© BOLj dBBOh ddedesets tsBlzYyj dad v .

[ s5BOo dzj dz dIsdegd ststeddee detsor n Szt yj?2 tj jMlstcO®: OdzOdzdL H Odz
6OLHjdktss HKEY_ USERS/ HKERYf _CURRENT_US

tOMh dtej dzf¥ oL iy dsiisd s foHBsEE §Otsd)2 ¢ HEBCEKj dso
Ldzj Clstetsdadets? fsylsr . tjOdzdL 59 Odz0 o 5L By detsfyls! §sHBBKLO
L dzj Shbtesdedzts? syl fMzjHkzshdn WsttdOse: Archi Qe & A&O( RA
pEL BEy dzsfls! (SHBSEO §Odj?2 § HECkdj dsOd ¥ stdOlsO PDF
l sHBSE §Osdj?2 sSMkh jmlsody jlsfmy dL Mkh jMmlseksh j2 BOLT
fMstse jdadw 1 dzj Clstetsdades? f sylsr .

[ sBOoadzj dz20O f jtej HOYO dBoWEnBdtvse (WWsBdbBws events |l oggin
dHjdzZlsdW dC Olststc O3] :

1 Eventld47767i S tsd3tf ' s Isjte fr lsOdzimw Y tetso jtodls! HOdzdz | Lkyj lsdets?
1 Eventld4648T f s SCO oantHO o MdMmlidk M dMfsd LseOddjds ky
1 Eventld4768iB" dz L Of tetsh j dz B d dzj Is tiffiiddsdp jKeSrdb efrtsonsdzd(dads T ) .

1 Eventld4769iB" dz L Oftetsh jdz Bddzjls MmMdzzyB"™ Ker beros.
Ipdzsodzjdzdj fssLotsdzw jIs B dzOtelzy do Ols! MmdzjHkehdj OLOSd, d
1 Pass-the-hash (4776, 4624).

-

=

1 Keberoast (4769).
1 Mimikatz (4624, 4648, 4768).

[ 5B O9 dzj dzO0 f S HHHAIME ISiCs JAHPO Yd dde¥ sted3dOydd B 5B d2Otelzy § ded W =
Platform o MmMbstetsdzdzedj tjh jddw 85 LOftskz ls Miststetsdzdzd n
sB Otk jddd By jl IsOCyy] MHjtey Ol! Hftsdddlsjd d'j fmej
Is j n dets dztis@{qf VO, tSBI jCIstsa, 9Oy desmisd B dzOtclzy j dad v .

JisddB3dL dicso OdzO ftesdL oBHdIs] dz! desfls! fesetOBB . 10 30%
sBd MYy jyddds MmMjte jtese Central Node d Sandbox.

Kaspersky Threat I ntelligence

fsdyuj ddy HGfsdddls] d ds?2CfhtteiGoyfdnNadblo0 KPR sHEL

fjtej2d - I jfetesctc OB " [ OBstcOlstedd sOMf jemMSses” Kaspers
OdzOdzdL dqtislzjIs COYHT2 WO2dz dzO MBHjty Oded) o dzj d@3 o tcj HisdesMdzs G ¢t
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1 Is 56A=N d2O.

r smskzy ¢ HftoesctcOdRdsy Kaspersky Threat I ntelligence fjHTt
ZzO onRR s fosctcORBB dz2ZO 90 jd3 St s Isjted o rnteOdeddzdh j| MJ t
MitelsdW de Ol HsMiskzf O ¢ ftotscteOBRB®BIlS! sdedsdz] f sdzicusts o @&ls o ¢ SH te
ftesctcOdzd3] .
] sHiecsBdzl | B flosctcOBRBBI Kaspersky -fMM@G2lseat| OmtsteObbsigdd ceg ORD 4§

ssdf dzj Cls fsMsOs ¢ d
| CodfdjCl (sMsO0oCd foBcEOBd oRBHWI MdjHEshdj %02 d :

1. [BOL HAMSCO (W0O2d j) MOMKE @detiza s Bzl &5 W 02 ZOKR] 6§ jtOydrs
d CSodi3fsdzi delstse Sensor, Central Node.

2. [BOL HdMCO (¥02d M ©OMh dejdedjds i so) T kMlsOdase syde &g
d StdiftsdjdlsO Sandbox.

3. [BBOLT HdMCte (WO2dr ) toCOdphddtcy digdjims ji g oVi nscinidics® WePdztSP 3 |
Windows 7 d Windows 10, o Ctbtttri Ctdftdzsg dzs Sandbox

ViMsOdzseosydzr 2 ¥ O2dz CsA3f sdzj dzels© Endpoint Sensors (W0O2dz
Jdyj deL dsdzdetsy Mse dzOM j dzd J .

1 sdzdlsd€ O CtsdgW dHj deyd Odz! dztsfyls d .

1 sdztsy 4 dzBy. 5 K

AO2dz M ddaWsteddOydj?2 8 Misstidedz d3 StsHi, dMftsd LE2j Bsd o

© N o 0 &

b f OtcOIlsdz" | d HftesctcOdRgdzdz' J Istcj BsSO
[ d&zv dz2OMistes2Cd d OB IS i difstg toditg QdgdzEZD G isteRif U ¥ dsjjEc O H 5dzy J dz
dL MdzjHkEshdAs BtOEL jteso:

Google ChromeE Hdv Windows ojtemdd 74 ddzd o' h j.
Google Chrome Hdv Linux eojtmdd 74 ddzd or h j.

Mozill aE FirefoxE ojttifdd 66 ddzd o' h j.

Microsoft Edge ojtemdd 44 ddzd eor h j.

Safarie j effdd 12. 0 ddzd o' h j.

[ dzv ©OL9 jiels" 9 OdzdWw HtotsetcOBd dzO o ( te'ls ZIOMHs EGalz@ o dz faf2 Is e dstfic fi3tg o dfi ists
ESXi E ojteifdd 5.5.0 ddzd 6. 7. 0.

= =4 4 - -2
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vtelj B OdedWY ¢ CBBBftsdej dzelsz Endpoi nt Sens

V St tsdgj dels© Endpoint Sensors jfls! ftojHlzMmisOdatse dzj dadz] j 1 ¢
Codi3f sdzgj dz2s© Endpoint Sensors dzO tstdifd s dsgHe®ls p dz'indzg gdO'tc iztE € @
dqdW stedzOydd d oL OddBsHj2Msadw ) Ctsdif sdzj destsds Central Node.

( Mdzd 2O Mjtce jteORF Central Node EmMlsOdzso dzj dz0 ftecsctcOBBPO Ka:
3.5, 0O dz20 Cti@f! slsjtcOn dstOod dts?2 M biffscdPiz 2EmGE OidzdL P € o s
ojtemdd 3.0 oL sy dzf Mdzj HEz¥ M dj ¢ tc Ofdzeltayg) jdaeMO ol @SS |j dz@ tot
Cofigf ! 8 IsjteOR M Endpoint Sensors ojteidd 3.0, O IsOCy,j| tcOB't
CslBf ' 6 IsjteO®R M Endpoint Sernilsiordz tofgflipletfdz'3 . ), Migss ztisse | Cent

ltocsctcORBBd | biejBsoOddy & SsBf! slsjtcOd3 Hdzw kfMlsOdeso € d € SR ¢
JHdz20 dL MmdzjHkshdn tfjttOydsdsdz = MmMdMmisd d3:
Windows 7 SP1 Enterprise x86 x64.

Windows 8.1.1 Enterprise x86 x64.

Windows 10 RS3 Enterprise x86 x64.

Windows 10 RS4 Enterprise x86 x64.

Windows 10 RS5 Enterprise x86 x64.

Windows 10 RS6 Enterprise x86 x64.

Wi ndows ServerE 2008 R2 Enterprise x64.
Windows Server 2012 Standard x64.

Windows Server 2012 R2 Standard x64.

= =4 4 -4 -4 -4 -4 -2 -2 -2

Windows Server 2016 Standard x64.

lted dMfsdz LsoaOdedd SRR tsdej dzgs©®© Endpoint Sensors ojtimgdd 3.

fsHHjteydo Ojlsfw &jd "j fjttOydtsdd =~ MdMmisjd, Ui o Ylectsl
Csfi3f sdzj dz2ls® Endpoint Sensors.

{ Mdzd o dMisd L]l Sesmdsfdasrdal das fEmfiglp@a ntf esccOd3ds" Kasper sk
Fudlsr 9021y Mo Misddsmis! o jtemMd?2 e tcOd3ds:

T ssdi3f sdzgj dzls Endpoint Sensors ftwtsctcOd3d3™ Kaspersky Antii
MsmMls©®e KES ojtwmdd 11. 1. 1.

T stcdi3f sdzgj dzls Endpoi ntd3' Se&Kmssqpres stkigscAt@d3 Tar geted Attack F
MsMls©®e KES ojttQfdd 10 SP2 MR3 d ejtfmdd 11. 0.
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O f OcOIsdzr | btejBtsoaOdzdw ¢ Ct@Bf! vt IsjtcOd3 Hdzw EMlsOdtse ¢ d ¢l SO
[ ddzd 3O dz' dzOw Ctsd2W JektcOyd©w :

1 ltesydimMimste: 2 4414y d orhjidh H$8ERAjYCs2 JdemlstelzC y

T [{Bl jd&3 B jtOIlsdoadzs?2 fOBwWIsd: 2 1.

T rdmSéseoOw fsuHfpdmisi BO: 2 |1 MotBtHMdets {ttsMisttOdzmilse O.

T [Hddz Milsjoats?2 OHOfljte Mt MitsMmis! ¥ §jtejHOUYd HOdzdz' 7 1
fdSBRIdHE] BOVY CodWdelkzteOydw:

1 'tesyjmMmste I ntel E CoreE i3 Duo 3.10GHz ddzd + SCodoe Odzj dzls

T {Bl jd3 B jtOlsdodzts?2 fOBwWISd: 40 [ ..

T rdmétseoOw fsHMdMIsj 3O0: 100 [J1 MotsBtsHMSets ftsMmMistcOdzmise O.

lted dqdzlsicteOydd f ftesctcOBBs2 " [ OBBteOlsstcdd sOMYy jteMEsEs” |
Kaspersky Anti Targeted Attack Pl atf orjmndd3ide® fipicticad by
fesctcORBS2 KES EMlsOdse dzj dz0 s j tOyd sdzdzOw fmdfmilsj 30 Wi hdows:

BeMmis! Csd3df sdzj dzZsO Endpoi nt Sen

s 9 Is d
6 ts BARO Bd

= o

gtso i3y Mis dzOY ttOBSISO Kaspersky Anti Targeted Attack Pl atfc
oL dzj, dzj HtwjHEmMdBslse dzO.

gtso 3 Msd diizsmis! Ci3fsdzj dzls® Endpoint Sensors ojtfmMdd 3.5 M
Il d¢yily dMftsd L s Ols! Kaspersky Endpoint Security HA&v V
Csdidf sdzj dzls Endpoi nt dB@ ntsHodztsd3 o dedd' ds ISj.t6] . | dzvw { stsets o' ff t5dzd

1. [sCdzs ydlsy Ctsd3ftsdzgj dzZls Endpoi nt Sensors o MtsMmlsOej ftescts

] sHtesBdzj J s Istsdz, COC BlsCdz¢ ydils! SR tsdej dzls Endypthtic@d ¢ Se
Kaspersky Endpoint Security https://help.kaspersky.com/KESWin/11.1.1/ru-RU/132664.htm.

2. uMsOdzsoadlsj BlsHjdz dzr 2 CtsB3ftsdej dzls Endpoint Sensors o jtfy
st OdzdL Oydd, dz0 Ctslstster Gls'o ' ¢ sdstistw{ds]jjdzls] Esddp aitsset Sensor s .

gtso 3z Msddiismis! Coi3fsdzj dzls® Endpoint Sensors ojtfmMdd 3.6 M
Hd&zv Wi ndows ( KES)

RAW stedzgOydw 8 Mo dzdi Misdd@isMisd S tsdzj dz2s©®© Endpoi nt Sensors s
lsOB dzd yJ dzd ¥ .

] eistcORBBZO Kaspersky Endpoint Security ojtefmdd 11. 1 Mmtbeo dzj fr
onBBHWh &3 9 MMIsOs HfoseORRB KES. uvMmMsOdtss (0 fsetOBml K
Endpoint Sensors dO BHdd Std@f slsjtcj dzj oatsL d@zgtsy dzO.
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vOBdzd you Bo 3 Misd stz tz2s@ Endpoi nt Sensors
1 dtwemdw tdxdd LMisOdztse $ O BIsH j dz desets § sd3lf tsdzj dals © VMisOdztse ¢ 1 BHHJ Y do O
fescLOdd | Moo djMisdd| EMisOdse $d Hiekes2 {656 ©6OABH Hiek G 52 i Bfjwoyds
"[ OptOlsy d fesc OB Mdmlsj dr
sOmYf §j eMm¢ 5 = men
EflsOdzso ¢
slsH j &2 dzf
¢ 5 t5dzj df
Endpoint
Sensors
! gEfﬁRs o 3§ fls gfom © 1 windows 7
@ =8 & i SP1
1 KES10 COBBEO. HlsOdzH OtelsdzOY fesyjHEZtO kMl f oty H Eterprise
SP1MR4 Ml Ods| g6 xpa.
atse 3 Mls 1 Windows
1 KES 10 OB 5IS 0. 8.1.1 .
SP2 ] SHHJ Y Enterprise
1 KES 10 jlsfw 4lsOdzH O : 635364. o
SP2 MR1 skftcOs ¢ w ) ow indows
ts z z .
1 KES 10 d dzll 5 e G50 dls Odzn Otels dzO ftesyJ HEzteO Iy f oty H RS3 .
SP2 MR2 B  fiyls O dzts Enterprise
1 KES 10 5B ZOts Iz ¥ x86 x64.
SP2 MR3 w s ©7.7) 1 Windows 10
KES. RS4
Enterprise
] 5L d3tsy dz x86 x64.
fdzj HEzs A 1 Windows 10
Myd 20t d RS5
T e d3j Enterprise
Ov OB x86 x64.
KES d 1 Windows 10
S5 H j d rdzv EfmMsOdzso € d BIsH j dz dese s RS6
& Sensors bktjBlkjlkmv iIs¢ dzt yd| Enterprise
¢ s g Sensors 9 MtsMisOs j 56 cOd X86 x64.
1 KES11.0.0 s © ] sHtetsB dzj J& @&C IR, dzs y d Is Cts| lsOdzH O T Windows
e Endpoint Endpoint Sensors o MmtshmisOs OW Server 2008
1 KES11.0.1 - . .
KES 11.1 Sensors. sftcOaCj Kaspersky Endpoin ftesyjH R2
1 ' 1 R ff tsdz:| hitps://help.kaspersky.com/KESWin/11.1.1/ru-RU/13 Zzfmls Odets Enterprise
9 Odzd j 2664.htm. x64.
oMby ( Mdd ¢ c&fjtsdjsdszida d khlsogd - Windows
B6ts ftojter 90jlsmw f) shdBC2. Server 2012
C B3] t5df Standard
Is © x64.
Endpoint 1 Windows
Sensor Server 2012
MemilsOe R2
KES. Standard
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1] temdw tJdas UMSOdEs CO BISH ) &2 de5c s S BB 5dz] SO | UMSOdRESD S| I BHH Y o O
ftesctOBE | Mo djMisdd| EMisOdkse $d Htekes2 656 OGS Hislkz G ts2 i Bfjwoyds
" OBsteOlsY d fescteOdd MmdMmisj d3r
s Ot j oS 5 § sfdzj
EflsOdase ¢
SlsH j dz dzts
¢ 5B tsdzj
Endpoint
Sensors
stsdz € ts 1 Windows
dmf sd L Server 2016
qdJ Standard
QBCBII tSdZJ Xx64.
Endpomt KES
metsfr:]lssoo;s' VisOREEG @ 0 Oj kMY M hdBSH FHOdY |
e 1 Gt udls! dhfsd Lse Of SISH | d
KES 11.1.1 Lo Cof sdzj dZls® Endpoint Senso| 2
g9 a3 Mls .
COB GO https://help.kaspersky.com/KESWin/11.1.1/ru-RU/13 ¢ 5dsf 5dz
SlHj do of 2064hme MEMmlsOej a0 Endpoint
¢ 5Bl ©dzj Sensors.
Endpoint
Sensor s
KES dzj
f SHHJ Y
Jlsmw.

et d3j Misd dzsMls Codi3f sdzj dzgls© Endpoint Sensors ojtifdd 3.6 Mm
odiclszOdz dgr 7 MtejH 5.1 [ je8d2 0O¢c¢jdals (KSV)

VMNsOdzso €O S tsdzj dgls© Endpoint Sensors ) Wk cPBEE2icKFYOF
Hdzw fdzj HEE M dn s jteOydtsdede =7 Mdflsj ds:
1 Windows Server 2008 R2 Enterprise x64;
T  Windows Server 2012 Standard x64;
1 Windows Server 2012 R2 Standard x64;
1  Windows Server 2016 Standard x64.

[ dzv OB BT fteteOdRRd KSV o odtlyglf Gazsdzts? drdgist©Cdisls tddg Uds lista 1f dai
Cdf jtcodL stetse o LOadMmMddBsmMisd s § &ZzOWtsteddr odtlskzOdzdL Oydd:

1 1 zOlW stedsO® Mi cB:soft Hyper

T 1dfjtcoadLtstc Microsoft Wii#ddws { Beadasezr tcd Q H63j Hy pzefr © tc]
mMts oeMmj s HBMISEZY dr di3d B datso dzj dzed W d3d .

T 1df jtestd Mi crosoft WindowsVSes veEsdz&ZBBZ2tc R My pdgdzd o
Core) Mt oemjdBd HBMiskYy dr i3d B detso dzj ded v Bq .

T 1 zOWtstedz® Citrix Hypervisor: cdf jodLtste Citrix XenSe
1 1 z0¥W¥ steds® VMwak:e vSphere

T 1dfjtcodL ste VMware ESXi 6. 7.

1 1d4j teo MwimdsESXi 6.5.

T 1dfjtwcadLste VMware ESXi 6.0 ¢ ftsfqpdzj Hdzad &3 tsB datso dzj dad WV
T 1 zOW stedz©® KWiMa § Ke r Viied t u all Machine): cdfjttodLste KVM dz
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5§ jtOydsdd ~ Mdhlsj d:
1 Ubuntu Server 18.04 LTS.
1 Ubuntu Server 16.04 LTS.
1 Red Hat Enterprise LinuxE Server 7.5.
1 CentOS 7.5.
T 1 ZzO¥ steds® Proxmox VE: @edfjtwedLtste Proxmox VE 5. 2.
1 1 ZOW sted3Ot &S Oz e dlsisOddL Oydw 7. 0. 6.
T 1 zOWtstedgz® HUAWEI FusionSphere: cedffjtweadL tste HUAWEI Fus

sdzsdzdtetseo Odedj odtlszOdz! dzr = d30h  dz df HzrindspOoditsrptdzj Sieda sdp résts d3)
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odtclszOdz? dzOVY dBOh d dzO, dzO & tdsdstdsQuisdRO 'fif Is@edisto @kt df s OMf j M 6 B
Gateway (HOd&zjj bOSYJ] "KSMG") dd&zd Kaspersky Security H&v
flesctORE tlsftcOodvwels Mssen jddWw | dzj Cltetsdedats? f tsyls’ dan. 5B 60O
I tsjLbid SOOd3 BBtcOBBISSd MistsBh jdzd?2 + dzj Cltetsdedes? fsylsr o k
KLMS dckls Bastdteso Ols! fjtejmr dz€ & Mstse j dad 2 .

dtendlsjClktO ftotsc tcOdd
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[fdzd o SCOyjMmej CtdftdjdsO Sensor dhmfsd LEjlkhvy sl tod
ZOMs ot dafits ez Y ®ls j dzv s s sz fig®2 § OMDOA e, dzoj §jejHOs Ml o
foddj dvs sy ftod SBEOBBIC] Moseh jdd?2 fesctcOBEOEd KSMG d

S sdzj dzls Centr al Node

10 COYHEdR Mittajtej M (B tsdzj delstsdg Central Node OBk Is fd
Anti Targeted Attack Platform:

1 Anti-Malware Engine (H Odzjs ¢ AMJAMEngine). ] " f sdzdzv j Is ftetse jtcC 2 WO2dztse d
odtekmMr d HEkzed] f(tseteOdd , -didalteOidCeiviyhtaj] HHoctedxdzd Q Ud
Odzsdo dtekzfmdzr = B OL .

1 Mobile Attack Analyzer(H O dzls PC W[A). I r fsdzdzv j s fteseo jteS 2 dMY sdzdew § 3" = W
5B dzOydes? ddW cOMistezC skt dzgO tMmdese j Isjrdsdzsedd d&EOh d dzdzets
Kaspersky Anti Targeted Attack Platform fsdzy0Ojls ddaW
slsfmeBEd.

T YARA, J " {fsdzdzgv jIs fteseo jtcC 2 WO2dztse d tsBi jCItse dzgO@ dgOdzd yd d

IT-ddz% cOMstezC sktclz tcec Oded L Oy effdfc Oy difdts GZEPS'LEH O] B ARA sdz! L ¢
Kaspersky Anti Targeted Attack Platform.

1 Targeted Attack Analyzer (H O dzJs P ¢ JAA, TA Analyzer). ] " §f sdzdgw jIs MIsOIsdMmisd yj Ms d2
feso jteCE Milkjors? OCldodsMmisd fosctcOBBdsets B M § W ddvw
Mdlsd ttteOddL Oydd. Irfsdadvjils fsdmM¢ ftdL 2Ot Miljots?2
Kaspersky Anti Targeted Attack Pl at form toj Stsdzd dzhnzj Isfpw BB KOISdIs! 9o dzd &3O
Os0¢ -de@W tOMlstczSIsktck st OdzdL Oydd .

T KSN. Jritsddvjls ndzw Kaspersky Anti Targeted Attack Pl a
URL-OHtj Mse © BOLJ L dzO0dzd?2 KasperindskOw d®ejdsu rifiotj yH j Najtww dsr € Od
9 1-BO2Istse ( dzO§ ted d3j to, -frpAQjlsH, ts dEtfr) oFr dafy) G jlsBR . o j B

st sdzj dzls Sandbox

10 Mito jtOr M Cdi3f sdzj dzlstsds Sandbox LOfEMCOsIsMY odilskzOdz dz
1 Windows XP SP3,32-tc OL t6W H dzOW .
1 Windows 7, 64-td0L teW H dzOW .
1 Windows 10, 64-tc OL t6W H dzOW .

st sdzj dzgls Sandbox LOfEMCOjIs tsBI JEIsr 8 41Isdn ffjttOydsdds n
Hdzw or wodzjdedvV otcj Hisdesdes?2 OF Isd o dzts iRdsdgl tc @ fiplste HAOIS st 2 Yty teld ® dzh L

15 ERsdyOded® GOOMEBHEOd] s j B j Bscts W02 &0 MsMlsOodv jls| 100
fOLO®j ster fteso jteCd o d3jdzé OHBIddMstcOscO C sdhtsdd kftOs
[ OCMd BOdz d&f 2 ktetso jdz o dzsy j dedetsfylsd ftotso jteW j 3 = Otendofse Mt

dtendlsjClktO ftotsc tcOdd
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[ OCMd @30 dz! detsjy Ctsdzd yd Mlso s tSEDRBSHIE s ,MWE s tistayy jic j BEY JHO ditgtse | to
Sandbox LO tsHdzd Mkls¢d, MemMlsOedzvw jIs 10 Isr mMwy B jCIlstsp. 1t
ZHOdY jIs 10% tsBi jSCIkseo, oMbz dehdr dO ftose jtcCk ©Odz || jJ f
fsMisf Joh R Cdz0 tHwt®azj ddz" §| i jSIsr MsArtcOdwe sy o  BsctcO
(dej ftose J toj dedz” ) .

stz sdzj dzls Endpoi nt Sensor s

st sdzj dzZs Endpoint Sensors EfMlsOdzOs dzde O] Isfw-d de® tc® Iy is fo tiz$ dzlz & |
st OdzdL Oydd d twOBBIsOs h djrtc @ pdits dedpticX o figaf igds{ jjdly tsMi cr osof t Wi nd
"CEBf! slsjter dwsSCOd ds? Mmjlkd BStecOddL Oydd" dJdd "Sthfislsjter "
ZOBdzE HOjIs L O ftesyj MmMOdd, lkCterils' &8 Milsjor g Mmtsj v ddaj dad W dsc
HOdzdz" J dzQpwdzederQ dijj tco jtoe M Ctsdi3f sdzj dzelssd3 Central Node. 18 tojlL
CofRf sdgj dz2lstsdz Central Node Std@3ftsdzjdzs Endpoint Sensors IsO¢Cy
sB dzOtclzy J deder 3 MsB ' Isdw ddd, dzO Mite jte M CRBf sdgj delssdz Centr al

st ! s Isjter , HdmgrHjdzQLAHEO UiziNIsOdeso € S B sdgj dels© Endpoint Sens
Of f OtcOlsdz' &5 d ftosctcOBBdE 5 Istej B tso Odad ¥ 3.

l COyjMmlsej Coli3f tsdzj dzls©® Endpoint Sensors OS] dsyjls dmf tsd
sOfmf jtemMEtsets”" Kaspersky EBdpsons SeftmkbOy)] EFodpodOdiitzr Kasp
Bsclzls dzOBdz# HOIY L O sy MMORd, ®lsCterilsr 3d Milsjoeorr &3d Mtsj HJd
HOdzdz" | dzOB dzt Hjdzadw 20 Mjteo jto M SR sdyj dessds Central Node.

( Mdzd or EfMOdseodls fscmOB&GGecKaspygr gy SBmRfpolsjtc ] € sdf 50
Ctsd3f sdzj dgls Endpoint Sensor BEkHjls EHOdzjd dzgjL Ooadmddis tsls Issc
ftiosctcOBd3 Kaspersky Endpoint Security ddzd dzjls.

stcsdzgj Issets, Kaspersky Anmi {Fapgdt gt fdtzisgclkdBBsaDis! Mw iy 1t
Security Center d ftdzkzyOl' MmMisOldmMisdtkz twOB®lsr ¢ tsdif tsdzj dzls ©

dtendlsjClktO ftetsctcOdd
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) teddzyddf OBl foscts

) sfdzj ddzsj cE@ganbiet Tsktcl StcOddL Oydd ftsctcOrE0 ke dds k]
fedS®@ vyjdjorn OkOS -fdziotdsshids)g gLl whk | e @izl © ONATY. o o j B

17 By jlbj &OMstOdoOls! §OELOdj s’ COyHGBEE Sodfsdy dsO Centr
Cdif sdzj dZls Osd Y j destcOczd L 5o Ocdzdats o tojy ddsj ©OMYtej Hj dzj eesE s 16

1 eddzydyf GOBdUdsOBd §sCO0L O0d dO tdfh. dedy g .

Internet

- Internet
Mirrored SENSOR e ) ) Kaspersky Private

traffic  --»-- *KSN/KPSN i LN Security Network
* Intrusion Detection System aef " i
1 » URL Reputation
E-mail . 1 .

= Kaspersky CENTRAL NODE
8 | Secure Mail Gateway = Anti-Malware Engine SANDBOX

= YARA
I e T Bt = Windows XP 32-bit
* Risk Score Engine .
A ; = Windows 7 B4-bit
= Targeted Attack Analyzer b :
g 2 e = Windows 10 B4-bit

ENDPOINT SENSORS « KSN/ KPSN

) % % Events Database

PC Laptop PC Server

Kaspersky Endpoint
Security

Kaspersky Security _SIEM Systeme‘;l

Center

D jBO Jloddydy ©OBGk' fscLORd o jyddj Odlscdsddsds ]

t OMmMftcj Hj dzj dedets(jldefy.h Jdzd H MisOo dzv jIs MisBs2 Hobkznbktetsodzj okzs dj teOt
L Iss?2 MisjekLrlshzj dzv j IsMmw ¢ dzOo dz' 21 Phipaty £gnteal Nodet¢RTH)dfj dzdsH yd dzj dzdzr 4 M4
i Secondary Central Node (SCN).

lteddzydtf tOBBI ftoisdtsOdgd
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) eddzydy ©OBG' (loctOBE o jyddi ©OMYw,]H  dj ddases " j da

gnd BO 1 teddydy tedwd@dsdsr fds toj ¥ d3j wWOMY tej HJ dzj dedetscts tej M j dadw

lteddzydtf tOBBI ftoisdtsOdgd
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