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1 About this document

1.1 Terminology

Preparative procedures. Document version 1.03

Terms and acronyms, most of them specific to Kaspersky Endpoint Security products, shall be defined.

Term Definition

BIOS Basic Input/Output System

FDE Full Disk Encryption

KES Kaspersky Endpoint Security10 for Windows

KSC Kaspersky Security Center

SSL Communication secured by Transport Layer Security Protocol v.1.2.

Token Secure device (smart card/Integrated Circuit Card) able to perform RSA
encryption with private key

1.2 References

Reference Document title Document
version
[ST] Security Target for Kaspersky Endpoint Security 10 for Windows with 1.00
Kaspersky Full Disk Encryption 3.0
[UGD] Kaspersky Endpoint Security 10 for Windows 1.03

User Manual
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2 Introduction

This document describes necessary preparative procedures for putting Kaspersky Endpoint Security
10 for Windows in certified secure state as required by [ST].

2.1 ST Reference

Security Target for Kaspersky Endpoint Security 10 for Windows with Kaspersky Full Disk Encryption 3.0
(Version 1.00).

2.2 Product Reference

Describe product is the Kaspersky Endpoint Security 10 for Windows with Kaspersky Full Disk
Encryption 3.0 (version 10.3.0.6294 AES256) developed by Kaspersky Lab.

2.3 Required Non-TOE hardware/software/firmware

2.3.1 Hardware

The TOE has to run on devices (usually personal computer systems) with the following minimum
requirements:

Processor: Intel Core i3 Duo 3.10GHz or equivalent
RAM: 2GB of free RAM

HDD: 2GB of available hard disk space

Network connection peripherals

2.3.2 Software

The Full Disk Encryption of Kaspersky Endpoint Security under this evaluation is provided for the
following operating systems:

. Microsoft Windows 10 Professional x86 / x64;

. Microsoft Windows 10 Enterprise x86 / x64;

. Microsoft Windows 8.1 Enterprise x86 / x64;

. Microsoft Windows 8.1 Pro x86 / x64;

. Microsoft Windows 8 Pro x86 / x64;

. Microsoft Windows 8 Enterprise x86 / x64;

. Microsoft Windows 7 Professional x86 / x64 SP1;
. Microsoft Windows 7 Enterprise x86 / x64 SP1;

Kaspersky Endpoint Security — Full Disk Encryption works with the following file systems under Windows:
FAT, FAT32, and NTFS4.

Additional requirements for Full Disk Encryption Functionality:
. Different drives for the loader and the operating system are not supported.
. Basic disk partitions are supported. Dynamic disk partitions are not supported.

. At least 2 % of contiguous free disk space shall be available on the disk for encryption.

2.3.3 KSC management software

Kaspersky Security Center 10 (version SP2MR1 or later) have to be installed. You may obtain KSC
installation package and documentation from the Kaspersky Lab website:
http://support.kaspersky.com/ksc10#downloads
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3 Security Objectives

Following requirements have to be met for secure operation of the TOE.

3.1 KSC management

As per [ST] Security Objectives for the Operational Environment KSC have to be installed and configured
to enable administration of Kaspersky Endpoint Security 10 for Windows with Kaspersky Full Disk
Encryption 3.0.

The KSC server shall be located in a trusted environment that provides strong physical and logical access
restrictions. The interaction of integrated security measures in the KSC server environment ensures the
needed quality, integrity and confidentiality of the relevant cryptographic material and keys stored on the
server.

The TOE and the KSC server communicate using a secure SSL connection that is provided by the
environment. The NetAgent of the KES has to be used. The NetAgent SSL connection has to be
configured to provide a strong server authentication together with strong encryption and integrity
protection of all transmitted data.

3.2 TOE secure operation

Non-trusted software (especially with ability to perform direct access to the hard disk) is not installed and
will not be installed on the device secured by the TOE. The users are instructed not to install or use utility
programs like partition managers or disk copy programs.

3.3 Trusted administration

The administrators responsible for the device and KSC server administration have to be trustworthy. They
need to study guidance for KSC and TOE and perform all tasks correctly regarding the TOE security.

3.4 Correct behaviour of authorised users

Authorised users shall not actively compromise the security of the device secured by the TOE and the
TOE itself and should be instructed not to leave a device secured by the TOE while it is switched on and
running.
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4 Preparative procedures

4.1 OS setup

4.1.1 Secure Boot has to be enabled on supported systems

Please refer to device manual for instructions.

4.1.2 Safe mode boot for OS is disabled

Please refer to OS documentation for instructions.

4.2 Check installation package

Obtain installation package from Kaspresky Lab support website (https://support.kaspersky.com/13948).

Check hash sums of TOE with listed in the ST to make sure you are using certified package.

You may use tools of your choice that support calculation of sha256 hash or CertUtil tool included into
widows installation. In latter case you should use following command:

Compare calculated hash to the one listed in Security Target and published on a Kaspersky website.
4.3 Kaspersky Security Center (KSC)

4.3.1 KSC installation

Make sure Kaspersky Security Center 10 (version SP2MR1 or later) is installed in secure environment as
per 3.1 and configured in secure manner.

4.3.2 KSC settings

Use following setting in KSC Interface to display encryption and control functionality.

v Administration Server

* | Administration Server properties

View information about Administration Server key
Configure functionality displayed in user interface

Configure interface _

Display Systems Management

Display data encryption and protection
Display endpaoint control settings
Display Mobile Device Management
Display slave Administration Servers

Display security settings sections

oK | | Cancel
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4.3.3 Setup KSC Connection.

Install KSC Network Agent on endpoint machines that will be protected by the TOE and setup connection
to KSC.

Make sure connection is secured using SSL. Nagent will download KSC digital certificate on first
connection, or you can provide this manually. Refer to Annex 3 for details.

Check that all machines have “Agent installed” mark shown in KSC interface as shown below.

Mame Type of operati... Wind... Agentinstalled  Agent running F
1 1GoMIN-NB &% Microsoft.. WOR.. +/ Yes @ No v
[ FsTEKT040 Microsoft.. CERT  +f Ves O No Vv
(o &% Microsoft.. CERT «/ Yes O no v
O3 FsTEKI ¥ Microsoft.. CERT +f Ves V' Ves v

4.3.4 Install management plugin

On the device with Administration Console installed, run the kicfginst.exe file, which is included in the
KES distribution package.

4.4 Product Installation

4.4.1 Manual installation

You may install TOE manually on selected machines using interactive setup process.
Installation walkthrough is included in Annex 1.

4.4.1.1 Make sure to install necessary components

Choose Custom installation in setup options

Make sure “Drive Encryption” option is checked.

4.4.1.2 Install into directory recommended by setup process

Do not change installation directory proposed by installation process.

4.4.1.3 Check Version of installed product

Use menu “About” in product GUI to verify TOE version installed is 10.3.0.6294 AES256.
(B% About )

Kaspersky

Endpoint Security 10
Ve

for Windows

Version: 10.53.0.6294 AES256

© 2016 AD Kaspersky Lab. All Rights Reserved.

Warning! Exdusive rights to the application belong to AO
Kaspersky Lab.

Reqistered trademarks and service marks are the property
of their respective ownears,
Third-party trademark notices.

Page 8 of 36



Preparative procedures. Document version 1.03
KASPERYKY3 parative p

4.4.2 Remote installation

You may install TOE in an automated way using KSC to managed endpoints. Installation walkthrough is
included in Annex 2.

4.4.2.1 Create installation package and task

Process is described in Annex 2.

4.4.2.2 Check version

After task is completed you may check that version was by checking on each protected machine as
described in p. 4.4.1.3.

4.4.3 Install activation keys

If you have not included activation information on steps 4.4.1 or 4.4.2.1 you should do this now.
Refer to [UGD] section 'Key addition task settings section” for instructions on how to import and rollout
activation keys. Imported keys should be able to activate KES10 encryption functionality. Keys have to be
rolled out to endpoint machines. You may use “Key usage report” in KSC to verify that this step was done
correctly. All protected machines have to be activated.

4.5 Set up policies for Kaspersky Endpoint Security 10 for Windows

Refer to section “Remote administration of the application through Kaspersky Security Center” in [UGD]
documents for help when creating policies for Kaspersky Endpoint Security 10 for Windows in KSC.

You must create a valid active policy for managed computers, running TOE.

45.1 Setup settings password protection

Make sure you use a secure password. While product uses salt to minimize rainbow-tables attacks
choose password complexity matching current best practices —currently a random set of characters of
10+ length.

Make sure the scope of password protection at least covers the following:

[E password protection

Password protection allows you to set restrictions on the management of some or all
features and settings of Kaspersky Endpoint Security 10 for Windows, This reduces the
risk of unauthorized or unintended changes in the functioning of the application.
Recommended default value for the user name is KLAdmin,

Enable password protection
— Password

User name: |KLAdmin| |

Mew password: | |

Confirm password: | |

— Password scope

Configure application settings

Exit the application

Disable protection components

Disable control components

Remove key

Remaove [ modify [ restore the application
] restore access to data on encrypted drives
|:| View reports

Select all Clean all
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4.5.2 Create encryption policy

See [UGD], Data Encryption section for more details and explanation of this.

4.5.2.1 Policy should have Single Sign On feature disabled
See [UGD], p.340.

FZ Encryption password settings

Portable File Manager Encrypted packages

{5z Single Sian-0n 5501 technalogy:
If the check box is selected, password strenagth settings are controlled in accordance with the
password policy of Windows 0S. The password strength settings listed below are applied anly
when the password is changed in Authentication Agent.

Minimum password length - characters

Assess password gtrength
Capitals must be used
Digits must be used
Spedial characters must be used

Block reuse of the previous password

Prompt active user for passward

If this check box is deared, access to hard drives will require entering the password that was
generated automatically before applying the Kaspersky Security Center policy and that was
stored on the Administration Server. To access hard drives after they have been encrypted, the
user must request a password from the LAN administrator,

lJse the recommended settings Close
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4.5.2.2 Policy should cover all hard disk

B " Properties: Kaspersky Endpoint Security 10 Service Pack 2 for Windows (Encrypted) O x
Encryption of hard drives
A

General Encryption of hard drives

Event notification i rn- This section allows you to create rules for encryption of hard drives,

Endpoint control
Application Startup Control [@& Encryption technalogy: |Kaspersky Disk Encryption
Application Privilege Control Encryption mode: |Encrypt all hard drives
Vulnerability Monitor Warning! If the computer has several operating systems installed, after encrypting hard drives

) wou will be able to load only the operating system with Kaspersky Endpoint Security 10 for
Device Control Windows installed.
web Control Automatically create Authentication Agent accounts for users
) [ Add to list of previously created Authentication Agent accounts
Data Encryplion ) o
Save user name entered in Authentication Agent

Common encryption settings [ Encrypt used disk space only (reduces encryption time)
Encryption of hard drives he er after e
Encryption of files and folders del
Encryption of removable drives Do not encrypt the following hard drives:

Anti-Virus protection # Add ¥ oe D |
General Protection Settings Serial number
File Anti-Virus
Mail Anti-Virus
Web Anti-Virus
IM Anti-Virus
System Watcher
Firewall
MNetwork Attack Blocker v

Help Cancel Apply

4.5.2.3 Encryption task should create accounts for users
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Encryption of hard drives
Encryption of hard drives Profil
H." N i . Kaspersky
This section allows you to create rules for encryption of hard drives. I
i | (Encryptec
14:31:03 0
[@ Encryption technology: | Kaspersky Disk Encryption - Application:
18:45:54 0
Encryption mode: |Encrypt all hard drives 6500 o Created:
Warning! If the computer has several operating systems installed, after encrypting hard drives u Changed:
you will be able to load only the operating system with Kaspersky Endpoint Security 10 for Inherited po
Windows installed.
14:30:44 0
Automatically create Authentication Agent accounts for users  0:03:04 0 Y
[] Add to list of previously created Authentication Agent accounts &géééég
21:55:39 0 ARBETIET

Save user name entered in Authentication Agent
[ Encrypt used disk space only {reduces encryption time)

LEr &l

Automatically create Authentication Agent accounts for the following user
accounts on the computer:

#ll accounts on the computer,!
active for | 302 day(s)

All domain accounts on the computer,

Serial number
[] active for | 30 2| day(s)

All local accounts on the computer,
[ active for | 30 2| day(s)

Local administrator

I:‘ Computer manager

D Active account

OK

45.3 Disable local Tasks

Disable local update tasks by unchecking Allow use of local tasks in Operating mode parameter section
in Application Settings section of policies.

Page 12 of 36



Preparative procedures. Document version 1.03
KASPERYKY3 parative p

Application Settings

- Self-Defense Settings
Enable Self-Defense
Disable external management of the system service

[& — Operating mode
|W| Settings of dump writing, rights to run group tasks and resource distribution

|- Proxy Server Settings
| Settings | Address is defined automatically, port 80

[& — Password protection
| Settings | Password protection: Enabled

#— Background scan
[ Perform Idle Scan

[@ — Scan removable drives on connection

Action on removable drive connection:

€ size 4096 — MB

[ Operating mode

Postpone scheduled tasks while running on battery power
Concede resources to other applications

[ Allow use of local tasks

Allow group tasks to be displayed

Allow management of group tasks

|Use Kaspersky Security Center as proxy server for activation
Enable dump writing

[] send dump and trace files to Kaspersky Lab

Enable dump and trace files protection

4.6 Configure organization-specific settings.
You may alter Policy created in section 4.5 policy to meet your organizational rules and policies.

4.6.1 Create relevant access policies

Create policies for Application Startup Control, Web Access Control, Device Access Control that meet
your organizational security policies, including specific set of rules TOE will enforce.

4.6.2 Create AV settings

Check and alter if needed settings for AV functions of product, that meet your organizational security
policies, including relevant actions or exclusions.

4.6.3 Group tasks

Create group tasks for different AV scans that users will be able to execute manually.

4.7 Apply policies Kaspersky Endpoint Security 10 for Windows
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4.7.1 Apply created policy

You need to enforce Policy created in previous sections to managed machines.
Refer to [UGD] for instructions.

You may check policy enforcement in a Policies window for managed machines.

KES 10 SP2 - for Cert machines »

Application: Kaspersky Endpoint Security 10 Service Pack 2
for Windows

Created: 15/05/2017 13:39:36

Changed: 31/08/2017 10:49:34

Inherited policy: Mot inherited

Affected: 4 devices
Enforcement successful: 4 devices

Details

* | Configure policy
| Configure notifications
®| Delete policy

4.7.2 Verify that encryption tasks are finished on endpoint machines

Encryption of hard drives takes time.

You may view encryption status of machine in KSC using “Report on encryption status of data storage
drives” or via machine statistics window.

[N statistics _ Ol x|
Export to file... Refresh |
® Total scanned: ﬂ
Device Control

® Access allowed: 0
® Access denied: 0
FDE: Encryption of devices

"is encrypted on: 8%

File Anti-Virus

® Deleted: 0

Disinfected: 0

Infected objects detected: 0

Last scanned: C:\Windows\System32MMDevAPT.dl
Maved to Quarantine: 0

Probably infected objects detected: 0
Scan errors: 1

Total scanned: 6133

® Untreated: 0

Firewall

® Last attack date: -

JPRT'Y PR SRS PR SIS FURE P WU S DY

i ' ' |

s
Close |

P

Until disk encryption is finished it is not considered correctly secured.
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4.8 Create tasks for managed computer running Kaspersky Endpoint
Security 10 for Windows

4.8.1 Create group tasks

You can create tasks that will be performed by Kaspersky Endpoint Security 10 for Windows on schedule
or by user commands. Refer to [UGD] for details.

4.8.2 Modify existing Update task to disable AV updates?

Locate existing Update task in KSC and modify it to disable all update sources.

Properties

General

Application Update Settings
Motification

Schedule

Properties D D

Account Source

| Exdusions from task scope db Add &7 Edit % Delete $ Movewp & Move down
Revision history

[ kaspersky Lab update servers

Updaﬂl

Upda

i Oo

|
6] — Regional settings
Oc (® Detect automatically

() select from the list:
Afghanistan

Help oK Cancel Apply

1 As AV updates include updated program modules that might affect program behavior they are not
permitted in certified product state.
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Annex 1. Installation walkthrough
95 Kaspersky Endpoint Security 10 for Windows E =] @

Unpacking Kaspersky Endpoint
Security 10 for Windows distribution
package

KASPER{KY#S

This wizard will unpack the Kaspersky Endpaint Security 10
for Windows distribution package to your computer,

Click Mext to continue,

[ Mext = ] [ Cancel
% Kaspersky Endpoint Security 10 for Windows El =] @
Select folder to unpack
Select folder to unpadk to

This wizard will unpack the Kaspersky Endpaint Security 10 for Windows distribution package
to the spedified folder. To unpacdk the distribution package to a different folder, dick Browse
and select another folder. Click Unpack to start unpacking.

Distribution package folder

C: \Users Tester\Desktop Browse...

Space required: 268.9 MB
Space available: 14.7 GE

2016 AQ Kaspersky Lab, &ll Rights Reserved,

< Back ][ Unpack J [ Cancel

—ee T ——

Choose temporary directory to wich the installation package will be extracted before installation.
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% Kaspersky Endpoint Security 10 for Windows E =) 23

Copying files
Copying Kaspersky Endpoint Security 10 for Windows distribution
package files, Please wait. ..

Extract: bases.cab... 80%:

2016 A0 Kaspersky Lab, &l Rights Reserved,

< Back Mext = Cancel

- .

. Kaspersky Endpeint Security 10 for Windows E [=]||-E3

" Unpacking of Kaspersky Endpoint
KASPERIKYE Security 10 for Windows distribution
package completed

IUnpacking of Kaspersky Endpeint Security 10 for Windows
distribution package completed successfully.

To start the Setup Wizard, go to the folder where the
distribution package has been unpacked and run the
setup.exe executable file,

Click Finish to exit the Wizard.

« Back Cancel

Navigate to the temporary folder created earlier and run Setup.exe.

Acept the UAC warning if shown.
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@' User Account Control @

7 Do you want to allow the following program to make

&/ changes to this computer?

Program name:  Kaspersky Endpoint Security 10 for

Windows
Verified publisher: Kaspersky Lab
File origin: Hard drive on this computer

Change when these notifications appear

Setup will start.

‘_ﬁ! Kaspersky Endpoint Security 10 for Windows E =] @
Welcome to the Kaspersky Endpoint Security
KﬂsPERS KY:E 10 for Windows Setup Wizard!

This wizard will install Kaspersky Endpaoint Security 10 for
Windows (10.3.0.6294) on your computer,

We advise you to guit all other applications before
continuing.

Click Mext to continue installation.

Click Cancel to exit the Setup Wizard.

Read and accept End User License Agreement.
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ﬁl Kaspersky Endpoint Security 10 for Windows

___(© 2016 AD Kaspersky Lab. All Rights Reserved.

End User License Agreement

]
Please read the following License Agreement carefully. KAS FERSI{YE

Please read the End User License Agreement. You must accept the terms of this Agreement to
install the product.

Kaspersky Endpoint Security for Windows
KASPERSEY LAB END USER LICENSE AGREEMENT m

IMPOETANT LEGAL NOTICE TO ALL USEES: CAREFULLY READ THE

FOLLOWING LEGAI AGREEMENT BEFOEE YOU START USING THE
SOFTWARE.

BY CLICKING THE ACCEPT BUTTON IN THE LICENSE AGREEMENT
WINDCW OF. BY ENTERING COREESPONDING SYMBOL{-5) YOU CONSENT
TO BE BOUND BY THE TERMS AND CONDITIONS OF THIS AGREEMENT. _

CITTaTT L TTOsT

T A CIETAITRART T WaTTTeE CITEART A TTTh T AW TATT ATT

[]1 accept the terms of the License Agreement

(o] & |meS]

Make sure you choose Custom Installation option.

@ 2016 AD Kaspersky Lab. All Rights Reserved.

‘E‘J Kaspersky Endpoint Security 10 for Windows

Select installation type

Flease select the installation type that best suits your needs.

(" Basic installation
Installs basic protection compaonents with the default settings.
@ standard installation
Installs protection and control components with the default settings.

Custom installation

Select which components you want to install and what folder the application will be
installed to.

« Back ][ Mext = ] [ Cancel

Preparative procedures. Document version 1.03
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In the next screen scroll down and choose “Drive Encryption” option to de installed.

15 Kaspersky Endpoint Security 10 for Windows = B |[=E3]

Custom installation

5 -]
Select the application features that you want to install. I{AS PE RSKY-“

--------- =31 = | Vulnerability Manitor 0
--------- =31 ~ | Application Startup Control

--------- {[=l ~ | Device Control

--------- =3 ~ | Web Control

........ @ i
--------- ¥ ~| File Encryption

--------- ¥ - | Microsoft BitLocker Manager

--------- ¥ - || KATA Endpoint Sensor

m

Allows encryption of hard drives and removable drives,

Feature installation requires 78 MB an the local hard drive.

@ 2016 AD Kaspersky Lab, all Rights Reserved.

[ Help ] [ Reset ] [ « Back “ Mext = ] [ Cancel ]

Leave destination folder as offered by the setup.

15 Kaspersky Endpoint Security 10 for Windows = B |[=E3s)

Select destination folder

= ]
Please select the folder to which the application will be installed. I{AS FERSI{YE

To install the application to the spedified folder, didk Mext. To install to a different folder,
select it by using the Browse button,

Destination folder

10 for Windows 5P 2

(@ 2016 AD Kaspersky Lab. All Rights Reserved.

Volume ] ’ < Back ][ Mext = ] ’ Cancel
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Leave suggested exclutions checked (you will be able to change this later according to your

organizational policies).

ﬁ! Kaspersky Endpoint Security 10 for Windows E =] ||§|

Configure trusted zone

Add exdusions and trusted applications. I{AS FE RS KY'_E

Spedify exdusions and trusted applications to add to the application settings:

Exdude areas that are recommended by Kaspersky Lab from virus scan scope

___(© 2016 AD Kaspersky Lab. All Rights Reserved.

[ < Badk ][ Mext = ] [ Cancel

Choose to add avp.com to system variable (optional).
I’ =

ﬁ! Kaspersky Endpoint Security 10 for Windows E“ =] @

Ready to install

Please confirm that you are ready to install the application.

Click Install to begin the installation. If you want to review or change any of your installation
settings, dick Badk. Click Cancel to exit the Wizard.

Attention! Metwork or Internet connections may be interrupted, and operating system
notifications may be displayed during product setup.

Protect the installation process

[ Ensure compatibility with Citrix Prowisioning Services. (This option is only necessary when
warking with Citrix PVS.)

Recommended actions after the application installation is complete:
Add the path to the file avp.com to the system variable 2%PATH .

___(© 2016 AD Kaspersky Lab. All Rights Reserved.

[ < Badk ][ Install ] [ Cancel ]

_

Installation process will begin.
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1) Kaspersky Endpoint Security 10 for Windows = B |3

Installation in progress

The application is being installed. Please wait...

Installing drivers. ..

r‘—

___© 2016 AD Kaspersky Lab, all Rights Reserved.

Cancel

—

After installation configuration wizard will start:

P Initial Configuration Wizard EI' =] '@

General information

Welcome to the Kaspersky Endpoint Security 10 for Windows I{AS FERS KY<:
Initial Configuration Wizard!

This Wizard will assist you in properly configuring protection on your computer.,

During configuration, the Wizard will receive information about your system and
applications that are installed on your computer. This information will be used only to
provide optimal protection on your computer.

Click Mext to start the Kaspersky Endpoint Security 10 for Windows configuration
process.

< Back [ Mext = ] [ Cancel
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Product will ask for Activation.You may enter you activation code or key here or add Activate later through

KSC (see step 4.4.3) In latter case you may choose “Activate Later” option.
[

E=R[EoR=

Fz Initial Configuration Wizard

Application activation

Select activation type.

@ Activate with an activation code
Enter the activation code:
If you do not have an activation code, you can purchase it online.
") Activate with a key file
Key file is reguired.
(71 Activate trial version
Evaluate a fully functional version of the application before purchasing it.
(71 Activate later
Full functionality of the application will not be available until it is activated.

After lincese was added, you will see final screen:

F= Initial Configuration Wizard

Installation is complete.

KAJPERKYS

Flease note that additional product configuration is
completed the first ime that the application starts. This may
take several minutes to finish.

Future application starts will take place in normal mode.

Start Kaspersky Endpoint Security 10 for Windows

< Back ncel

(]
1]

After you click Finish product will be started and KSN agreement will be displayed.
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Ka K An update that changes the terms of participation in Kaspersky Security Network X
SpEFS_ y has been installed. Please review the text of the Statement and confirm your

EﬂdpDIl’It S participation in Kaspersky Security Network. @ Quarantine
for Windows Kaspersky Security Metwork (KSN) is a doud database with constantly and rapidly updated

information about the reputation of files, web resources, and software.

/1 Use of Kaspersky Security Metwork ensures faster responses to new threats, improves the
performance of protection components, and reduces the likelihood of false positives,

Kaspersky Security Network Statement — Kaspersky Endpoint Security 10 for Windows -

A, INTRODUCTION E

Please read this document thoroughly. It provides important information that you should be
acquainted with before continuing to use our services or software. We reserve the right to
modify this Statement at any time by making chanages to this page.

AC Kaspersky Lab {further Kaspersky Lab) has created this Statement in order to inform
and disclose its data gathering and dissemination practices for Kaspersky Endpoint Security
10 for Windows.

Kaspersky Lab has a strong commitment to providing superior service to all of our customers
and particularly respecting your concerns about Data Processing.

This Statement contains numerous general and technical details describing the steps we
take to respect your Data Processing concerns, Meeting your needs and expectations
forms the foundation of everything we do —induding protecting your Data.

The Kaspersky Security Metwork service allows users of Kaspersky Lab security products
from around the world to help fadlitate identification and reduce the time it takes to provide
protection against new (i the wild") and complex security threats and their sources,
intrusion threats, as well as increasing the protection level of information stored and
processed by the computer’s user. This information contains no personally identifiable

Tasks - information about the user and is utilized by Kaspersky Lab for no other purposes but to
|| s enhance its security products and to further advance solutions against malicious threats
and viruses.

ohjects scal

Mext task:

) 1 agree with the terms of participation in Kaspersky Security Network
(") I do not accept the terms of participation in Kaspersky Security Metwork

After you accept (or not accept the agreement the TOE will be running and protecting the system).
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Annex 2. Remote Installation

Process is done in KSC.
First you need to create Installation package.

Navigate to Installation packages menu of KSC and choose “Create Installation package”. Wizard will
start.

ge lis proc
L = Mew Package Wizard
/e Defining installation package name
i
io|
| e th:
Mame:

FDE Installation

‘ Cancel

Select the installation package kes10winsp2_en_aes256.exe and wizard will import it.
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A

=

Mew Package Wizard

Selecting the distribution package for installation

| | Browse...

Extracting

Seff-edracting Kaspersky Lab application installation package is unpacking to
temporary folder "kl_0a632315-7dad-dcal-Sec-70b 1f idfebb3".
Please wait...

| | Cancel
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Uncheck “Copy Updates” checkbox.

<« Mew Package Wizard
I

Selecting the distribution package for installation

NI . R

| Kaspersky Endpoint Security 10 for Windows Browse, .,

Application wersion: 10,3.0.6294

Language: en

Copy updates from repository to installation package

Cancel

Page 27 of 36



KASPERYKY3

Accept the EULA.

Preparative procedures. Document version 1.03

-

Mew Package Wizard

License Agreement

Kaspersky Endpaoint Security for Windows

KASPERSKY LAB EMD LISER. LICEMSE AGREEMEMT

IMPORTAMT LEGAL MOTICE TO ALL USERS: CAREFLULLY READ THE FOLLOWING LEGAL AGREEMEMT BE
BY CLICKIMG THE ACCEPT BUTTOM IM THE LICEMSE AGREEMENT WINDOW QR BY ENTERIMG CORRESF
IF LICEMSE CONTRACT OR. SIMILAR. DOCUMENT ACCOMPANIES SOFTWARE, TERMS OF THE SOFTWA
AFTER. CLICKIMG THE ACCEPT BUTTOM IM THE LICEMSE AGREEMEMT WINDOW OR. AFTER. ENTERING €

1. Definitions

1.1, Software means software induding any Updates and related materials.

1.2, Rightholder {owner of all rights, whether exdusive or otherwise to the Software) means AD Kaspe
1.3, Computer(s) means combination of hardware(s), incuding personal computers, laptops, workstatic
1.4, End User {YouYour) means individual(s) installing or using the Software on his or her own behalf o
1.5. Partner(s) means organizations or individual(s), who distributes the Software based on an agreem
1.6, Update(s) means all uparades, revisions, patches, enhancements, fixes, modifications, copies, ad
1.7, User Manual means user manual, administrator guide, reference book and related explanatory or «
The ondine version of the User Manual is available on the Rightholder website: www. kaspersky.com an
1.8, License Certificate means a document that is given to the User which is accompanied by a license k
1.9, Activation code is a unique set of 20 characters, which can be used for activation the Software.

< >

(11 accept the terms of the License Agreement:
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Choose Standard installation type.

Mew Package Wizard

Remote application installation settings

Installation type:

() Basic installation
Installs basic protection compaonents with the default settings.
(® Standard installation
Installs protection and control components with the default settings.

Path to application installation folder:
|F‘aﬂ'| to application installation folder is spedfied on product side., |

Configuration file:

| | | Browse. .. | | Clear |

Page 29 of 36



Preparative procedures. Document version 1.03
KASPERYKY3 parative p

Mew Package Wizard

The installation package "™Mew FOE" for "Kaspersky Endpoint Security 10 Service Pack 2 for
Windows v, 10,3.0.6294" has been successfully created.

Wizard finishes.
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Navigate to “Installation packages” windows. Select the package and click Configure Installation package.

FDE Installation %

Properties

Application: Kaspersky Endpoint Security 10 Service
Pack 2 for Windows

\ersion: 10.3.0.6294

Size: 278227 KB

Actions

* | Install application
» | Create stand-alone installation package

* | Configure installation package
®| Delete installation package
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Navigate to Components list and check Encryption for Hard Drive option.

General

Properties

Key

Incompatible applications

Revision history

87 Properties: FDE Installation

oecions [

| Custom installation W

Components to be installed

File Anti-Virus
Mail Anti-Virus (For workstations only)
Web Anti-Virus (For workstations only)
IM Anti-Virus (For workstations only)
System Watcher (For workstations only)
Firewsall
Metwork Attack Blocker
[l BadusB Attack Prevention
Application Startup Control
Application Privilege Control (For workstations anly)
Vulnerahility Monitor (For workstations only)
Device Control (For workstations only)
Web Control (For workstations only)
Encryption of hard drives (For workstations only)
[ IEncryption of files and folders (For workstations only)
[ Microsoft Bitlocker Management
] kaTA Endpoint Sensor

Path to application installation folder:

|Paﬂ1 to application installation folder is specified on product side.

Configuration file:

| | | Browse...

Clear |

Help

You may also include Activation key into instalation package.
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B " Properties: FDE Installation
General
Properties EH |
Key
Incompatible applications Key:
Revision histary Application information:
End date of key validity
License type:
Restriction:
Service information:
Help

O b
Browse...
s || o

After you created a package, in the console tree, open the Remote installation folder and click Deploy
installation package on managed devices (workstations) to run the Protection Deployment Wizard.

e Inthe Select installation package window of the Wizard specify the installation package

of an application that you want to install.

e Follow the instructions of the Wizard.

The Wizard's activities create a remote installation task to install the application to client computers. You

can start or stop the task in the Tasks folder.
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Annex 3. Installing KSC Network Agent

Network Agent can be installed in non-interactive mode, i.e., without interactive input
of installation settings. This requires an installation MSI package of Network

Agent located in the distribution package of Kaspersky Security Center, in the folder
Packages\NetAgent\exec.

To install Network Agent on a local device in non-interactive mode,

run the command

where setup_parameters is a list of settings and their respective values separated
by a space (PRO1=PROP1VAL PROP2=PROP2VAL).
Names and possible values of settings that can be used when installing Network Agent
in non-interactive mode are listed in the table below.

Settings of Network Agent installation in non-interactive mode

Path to the Network Agent

INSTALLDIR . . String value
installation folder
SERVERADDRESS Administration Server address | String value
SERVERPORT Port nur_nk:_)er to connect Numerical value
to Administration Server.
Port number to connect
SERVERSSLPORT L‘;ng'”'s”a“on Serverby | Numerical value
SSL protocol.
e1—Use
USESSL Whethe_r to use SSL « Other value or no value — Do
connection
not use
1 —0Open
OPENUDPPORT Whether to open a UDP port « Other value or no value — Do
not open
UDPPORT UDP port number Numerical value
e1—Use
USEPROXY Whether to use a proxy server | ¢ Other value or no value — Do
not use
PROXYADDRESS Proxy address String value
PROXYPORT Number of port for connection |\, nerical value
to Administration Server
Name of an account for
PROXYLOGIN connection String value
to a proxy server
Password of account
for connection to proxy server.
PROXYPASSWORD Do not specify any details String value
of privileged user accounts
in the settings
of installation packages.
« 0—Do not use
connection gateway.
e 1—Use as connection
GATEWAYMODE Connection gateway use mode: gateway

the device on which Network
Agent is to be installed.

o 2—Connect

to the Administration Server
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via another
connection gateway.

GATEWAYADDRESS

Connection gateway address

String value

CERTSELECTION

Method of receiving a

« GetOnFirstConnection —
Receive an Administration
Server certificate

certificate « GetExistent — Select an
existing
certificate
CERTFILE Path to the certificate file String value
Whether to enable the dynamic | ° 1~ Enable
VMVDI « Other value or no value — Do
mode for VDI
not enable
Whether to run the Network
Adent ¢1—Run
LAUNCHPROGRAM g « Other value or no value — Do

service after installation
completion

not ru

In order to satisfy security opbjectives USESSL parameter should be set to 1.
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