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Choose expert training for 
Kaspersky Security Center and 
Kaspersky Endpoint Security.

On-site Training:
Security & 
Management
Essentials

Experience three days of on-site instruction from a Kaspersky expert

Explore core functionality of Kaspersky Security Center and Kaspersky Endpoint Security

Review most common scenarios for deployment and maintenance

Discover “Select”-level protection techniques, including management of anti-malware and endpoint 

Get more out of your cybersecurity investment. Contact us at professional.services@kaspersky.com.

Unit 1 – Deployment
Chapter 1.  How to deploy Kaspersky Endpoint Security for Business
Chapter 2. How to install Kaspersky Security Center
Chapter 3. How to install Kaspersky Endpoint Security on computers
Chapter 4. How to organize computers into groups 

Lab 1.   How to Install Kaspersky Security Center
Lab 2.  How to deploy Kaspersky Endpoint Security
Lab 3. How to create a structure of managed computers

Unit 2 – Protection Management
Chapter 1.  How Kaspersky Endpoint Security protects computers
Chapter 2. How to configure File Protection
Chapter 3. How to configure protection against network threats
Chapter 4. How to configure protection against sophisticated threats 
Chapter 5. How to control network connections
Chapter 6. How to protect computers outside the network
Chapter 7.  What else is there in protection and why

Lab 4.  How to test File Threat Protection 
Lab 5.  How to configure Mail Threat Protection
Lab 6.  How to test Web Threat Protection 
Lab 7.   How to test protection of network folders against ransomware
Lab 8.  How to check health of Exploit Prevention
Lab 9.  How to test protection against fileless threats 
Lab10.  Improve workstations’ protection against ransomware 
Lab11.   How to test Network Threat Protection
Lab12.  How to configure exclusions from self-defense
Lab13.  How to configure password protection  

Unit 3 – Control
Chapter 1.  General
Chapter 2. Application Control
Chapter 3. Device Control
Chapter 4. Web Control
Chapter 5. Adaptive Anomaly Control

Lab14.  How to configure Application control 
Lab15.  How to block start of unknown applications in the network
Lab16.  How to block USB flash drives
Lab17.  How to configure granular permissions for USB flash drives 
Lab18.  How to configure web access control 
Lab19.  How to configure Adaptive Anomaly Control

Unit 4 – Maintenance
Chapter 1.  How to maintain protection 
Chapter 2. What to do daily
Chapter 3. What to do if something has happened 
Chapter 4. What to do from time to time

Lab20. How to configure the dashboard
Lab21.  How to configure maintenance tools
Lab22. How to collect diagnostic information 

Enroll your team in this expert-led training agenda:
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