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BBeaeHue

CeteBble cpeacTtBa 3awmTbl — Next Generation Firewalls (NGFW), kak npaBurnio, UMetoT yHKLMOHaNbHOCTb
dunbTpaumn DNS/Web Tpaddmka ¢ BO3SMOXHOCTbIO NOAKNIOYEHNS BHELLHNX AMHAMUYECKN OBHOBMAEMbIX
CNNCKOB UHAMKaTOPOB KOMNpOMeETaLuu.

«J'la6opaTopV|ﬂ KacnepCKoro» npegnaraetT AquHaMmmn4yecKkun 0OHOBNSIEMbIE CMUCKM MWHOWMKaTopOB, cneunarnbHO
pa3p860TaHHble Ana Ncnonb3oBaHUA B TaKUX CETEBbLIX CpeacTBax 3allUThbl.

NoTokn gaHHbIX 06 yrpo3ax Anfa ceTeBbIX CPeACTB 3alUThbl
«JlabopaTtopuun Kacnepckoro»

Cnunckn niamkaTopoB «JlabopaTtopum Kacnepckoro» onsi CeTEBbIX CPEACTB 3aLlMTbl OCHOBAHbI HA MOTOKAX AaHHbIX
06 yrposax (dpmaax) n cogepxat B cebe perynsapHo o6HOBMSIEMbIE CMIUCKN MHOAMKATOPOB pa3nmnyHblX TMMoB (IP-
agpeca, AOMEHbI), C MOMOLLbI KOTOPbIX BO3MOXHO OrpaHNM4MTb AOCTYM K ONacHbIM pecypcam.

,D,OCTyFIHbIe Aangd 3arpys3ku cnegyrowme Crnnckn MHANKaTopoB:

HasBaHue Tun OnucaHwue Ccbinka (URI) O6HoBeHue,
cnucka MWH

Dangerous IP Cnncok https://tip.kaspersky.com/api/feeds/dangerous_ips 20
IPs onacHbIx IP

agpecos
Malicious URL Cnuncok https://tip.kaspersky.com/api/feeds/malicious_domains | 20
URLs BPEOHOCHbIX

[OOMEHOB
Phishing URL  Cnwucok https://tip.kaspersky.com/api/feeds/phishing _domains 20
URLs PULLNHIOBbIX

JomeHoB
Botnet URL Cnncok https://tip.kaspersky.com/api/feeds/botnet_domains 60
CnC URLs JOMeHoB

KOMaHHbIX

LeHTpoB

©oTHeTOB

[ns BO3MOXHOCTN CKauMBaHMA YKa3aHHbIX CMUCKOB NHAMKATOPOB (B TOM YMC/IE HEMOCPEACTBEHHO B CETEBbIE
cpeacTBa 3alnThl) Bam notpebyetcs APl tokeH Kk Threat Intelligence noptany "/labopaTtopun Kacnepckoro”:
https://tip.kaspersky.com/Help/Doc data/en-US/ManagingAPItoken.htm (nocie HaxaTus Ha CCblIKy 3akpouTe
nosBMBLLEECA OKHO aBTOPU3aLLMK C MPOCbOOM BBECTU NOTUH U NMapOib N NepeisnTe Ha CTPaHWLLY CrpaBku).
[laHHbIV TOKEH Bbl MOXETe 3aMpoCKTb B BalleM NepcoHanbHOM akkayHTe Ha Threat Intelligence noptane
"JlabopaTtopuun Kacnepckoro”, a HaCTpouTb €ro Ha JOCTYN K yKa3aHHbIM Cr1cKam BaM MOMOXKeT Ball
TexHU4Yecknin meHegxep "Jlabopatopun Kacnepckoro”. Eciv y Bac HET BblENEHHOIO TEXHNUYECKOro
MeHeZXepa, Bbl MOXETe OTnpaBbTe 3anpoc Ha intelligence@kaspersky.com.

Bbl MOXeTe ckayaTb CMUCKM C MOMOLLLIO YTUNAUTbI cURL (HI/I)Ke npeacrtaBneH CUMHTakCUC KoMaHabl AnA Linux):

curl -v -u api_token:<BALll APl TOKEH> https://tip.kaspersky.com/api/feeds/dangerous_ips?limit=100


https://tip.kaspersky.com/api/feeds/dangerous_ips
https://tip.kaspersky.com/api/feeds/malicious_domains
https://tip.kaspersky.com/api/feeds/phishing_domains
https://tip.kaspersky.com/api/feeds/botnet_domains
https://tip.kaspersky.com/Help/Doc_data/en-US/ManagingAPItoken.htm
mailto:intelligence@kaspersky.com
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I'Iop,KmoquMe MOTOKOB AAHHbLIX 00 yrpo3sax ans ceteBbiX
cpencTB 3awunTtbl K PaloAlto NGFW
B PaloAlto NGFW nMeeTcst noaaepkka BHELLUHUX AMHaMUYeckn 0OHOBNSIEMbIX CMINCKOB MHONKATOPOB B BUAE

TEKCTOBbIX (balnoe, 3arpyxaembix ¢ BHewwHero HTTP- unn HTTPS-cepBepa.

Mocne 3arpy3kun B PA NGFW CcnMcKOB MHANKATOPOB, B 3aBMCUMOCTU OT TUMa, MOTYT ObiTb MCMOMb30BaHbI B
nonuTrKax punbTpauumn Tpadguka.

MoapobHoe onuncaHne 1 NpMMepsl NpUBeAeHbI B AoKyMeHTaummn: docs.paloaltonetworks.com/pan-0s/9-1/pan-os-
admin/policy/use-an-external-dynamic-list-in-policy/external-dynamic-list

[ns co3pganns oMHaMNYeCKMX CNMCKOB ¢ HAMkaTopamm JlabopaTtopuun Kacnepckoro B PaloAlto BeinonHuTe
cnegywoLine OencTeums:

1. OTkponite Device>Setup>Services>Service Route Configuration>Customize n otTpegaktmpymnTte
cepsuc External Dynamic Lists

2. Buibepute Objects > External Dynamic Lists

3. Boibepute pernicteme Add n BBeguTe Ha3BaHWe Ballero AMHaMm4eckoro cnucka B none Name - Hanpumep,
Kaspersky Dangerous IP.

4. Bblbepute T1n nucta Type, COOTBETCTBYOLLMIA TNy AobasnsieMoro nucta. ns Domain cnnckos MOXHO
BKMIOUYUTL AOMONHMTENBLHYI0 onumio Automatically expand to include subdomains

External Dynamic Lists

Name | Kaspergky_Dangerous 1P
Create List  List Entries And Exceptions

Type 0Lt

Description

Source | Matpel
Server Authantication

Certificate Profile - None

Check for updates  Every five minutes

5. B none Source BBeauTe agpec HY>XHOro cnucka
https://tip.kaspersky.com/api/feeds/malicious domains?limit=130000

limit — orpaHM4eHne Ha KONMYECTBO 3anucen, koTopoe ByaeT 3arpyxeHo. NapameTp limit Heobsi3aTeneH, Ho ecnu
€ro He yKasaTb - 3arpy3aTcsi BCe 3anucu, KOTopble eCTb Ha TEKYLLUA MOMEHT B UCTOYHUKE.

Pa3mep crnvicka MOXeT NpeBbillaTh OrpaHNYeHns, YCTaHOBIEHHbIE NMPOM3BoAMTENEM 060pya0BaHUS, MOITOMY
pekoMeHOyeM YCTaHOoBWTb napameTp limit B COOTBETCTBUM C AONYCTUMbIM KONMYECTBOM 3anncein, ykasaHHbIM B
JOKyMeHTaLuu K Balleii Mmoaeny obopyaoBaHus.

MonHasa cneuundmkauma APl goctynHa no cebinke: https://tip.kaspersky.com/Help/api/?specld=tip-feeds-api (nocne
HaXxaTusi Ha CCbIfKY 3aKpOMTe NOSIBMBLLEECH OKHO aBTOpU3aLmm ¢ Npocbbor BBECTU NOMMH 1 Naposb 1 nepenaute
Ha CTpaHuLly CrpaBKn).

6. Heobxoaumo ckadatb pem-aiisbl OTKPLITBIX KIYern Lenodkn nosepust ans tip.kaspersky.com, kpome
KOHEYHOro y3na.


https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/policy/use-an-external-dynamic-list-in-policy/external-dynamic-list
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/policy/use-an-external-dynamic-list-in-policy/external-dynamic-list
https://tip.kaspersky.com/api/feeds/malicious_domains?limit=130000
https://tip.kaspersky.com/Help/api/?specId=tip-feeds-api
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Hwxe ykasaHbl Lwarn no nonyyeHunto pem-gannos cepTudukaTtoB Ha npumepe bpaysepa Firefox Browser 123.0:

1) NeperignTe Ha cant https://tip.kaspersky.com. ByaeT 3anpoLleH KNMEeHTCKNA cepTdmkaT - Bbl MOXeTe
oTkasaTbCH UK ykasaTb Nobon nMerLWUnes, Tak Kak Ans nonyvYeHns nHdopmaummn 0 LenoYku AoBepus
aBTopum3auus B noprtane He notpebyeTcs.

2) HaxkmmTe Ha CMBO/I 3aMOYKa PAJOM C apecHO CTPOKOW bpay3epa - oTkpoeTtca nHdopmaums o TLS

COeAMHEHUN C CanToM:

71 Kaspersky Threat Intelligence | = t+

&« o

B htepsytio kaspersky.com

Site informatien for tip kaspersky.com

E| Connection secure

Clear cockles and site data._.

s sky Threat
ence Portal

Sign In

User name

Enter your user name

Password
Enter your password &8
Sign In Terma and Conditions
Kaspereky Thr lpence fvers all the: acquined

by Kaspersky about eyberthreats and their relationships, brought

together into a single, pawerful web service.
ky Threat Intell Portal

Get more inf abeout K

Request Access

3) Haxmute Ha Connection secure - 0TKpoeTcs AONONHUTENbHAsA NHAOPMaL M O COeQUHEHUN:

1 Kaspersky Threat Intelligence [ X +

< &

O B httpsiitip kaspersky.com

< Connection security for tip.kaspersky.com

E. ¥ou are securely connected to this site.

Noaraepmgesa: DigiCert In:

Mare information

sky Threat
ence Portal

signin

User name

Enter your user name

Password
Enter your password 8y
gnlr Terrna and Conditions
B dali allthe quired
by K iy ab eats and their ips, braught

tegether into a single, powerful web service,

Get more information about Kaspersky Threat Intelligence Portal

Request Access


https://tip.kaspersky.com/
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4) Haxxmute Ha More information - oTkpoeTcs otaensHoe okHo Page Info - hitps://tip.kaspersky.com:

@ Page Info — https://tip.kaspersky.com/

o = |tz

General Media Permissions

[} =

Security

Website Identity

Website: tip.kaspersky.com
Owner: This website does not supply ownership information.
Verified by: DigiCert Inc | View Certificate

Privacy & History

Have | visited this website prior to today? Yes, 24 times

Is this website storing information on my computer? Yes, cockies and 216 KB of site data Clear Cookies and Site Data

Have | saved any passwords for this website? Mo View Saved Passwords

Technical Details

Connection Encrypted (TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384, 256 bit keys, TLS 1.2)

The page you are viewing was encrypted before being transmitted over the Internet.

Encryption makes it difficult for unauthorized people to view information traveling between computers. It is therefore unlikely

that anyone read this page as it traveled across the network.

Help

5) Haxxmute View Certificate - B 6paysepe nosButcs Bknagka ¢ nHdopmMaumen o Lenoyke ceptndukaTos:

%! Kaspersky Threat Intelligence | X Certificate for tip kaspersky.com X -+

C @ Firefox  aboutcertificate?cert=MIIG%2FDCCBeSgAWIBAGIQBUD3NXO%28kod6M4KVI%2FeiyjANBOkghkiGIWOBAT  90% T
Certificate
tip.kaspersky.com DigiCert Global G2 TLS RSA SHA256 2020 CA1 DigiCert Global Root G2

Subject Name

Country
Locality
Organization

Common Name

Issuer Name

Country
Organization

Commeon Name

Validity

Not Before
Not After

CH

Zirich

Kaspersky Lab Switzerland GmbH
tip.kaspersky.com

us
DigiCert Inc
DigiCert Global G2 TLS RSA SHA256 2020 CA1

Fri, 16 Feb 2024 00:00:00 GMT
Tue, 18 Feb 2025 23:59:59 GMT

6) Ansa Certificate Authority (root certificate) n Intermediate certification authority ckavyante pem-canrnsl

cepTudukaToB. [1na aToro Bo Bcex Bknagkax, kpome tip.kaspersky.com, Hangute nyHKT Miscellaneous v B none

Download BbiGepute PEM (cert):

Miscellaneous

Serial Number
Signature Algorithm
Version

Download

06:EQ:F7:35:73:BE:92:87:7A:33:82:95:97:F7:A2:CA
SHA-256 with RSA Encryption

3

PEM (cert) PEM (chain)


https://tip.kaspersky.com/
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B Hawem cnyuae byayT ckayaHbl 2 darina: tip-kaspersky-com.pem u tip-kaspersky-com(1).pem

7) Heobxoanmo co3gatb npoduab cepTudmkata ans nogkatoueHmns K https-cepsepy. Ans atoro
BbibepuTe New Certificate Profile:

External Dynamic Lists

Mame  Kaspersky_Dangerous_IP

Create List List Entries And Exceptions

Type | IPList

Description

Source | hitps://tip.kaspersky.com/api/feeds/dangerous_ips?limit=70000
Server Authentication

Certificate Profile | Jone [Disable Cert profile

MNone (Disable Cert profile)
Check for updates

MNew E Cerjglcate Profile

Test Source URL

(o] 4 Cancel

OTKpoeTcs OkHO co3gaHns npoduns ceptudunkaTta. Heobxoanmo 3anonHuTb norne Name 1 UMNOPTUPOBaTL
cepTudmKaTbl LENOYKM AOBEPUS, NOSyYeHHble Ha nNpeablayliem ware. [ns atoro HaxmuTe Add B cekummn CA
Certificates.

Certificate Profile

MNamne | Kasgershy TIP_CA

Usarname Fiedd | Notw

DEFAULT OCSP URL OCSP VERIFY CERTIFICATE | TEMPLATE NAME/OID

(@) Add

[CusecaL

5 [ ok session ¥ concae status i
[Juseocse ac 5

Airavio status coonot be
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8) In the window that opens, select Import:

Certificate Profile

CA Certificate |

Default OCSP URL

New C'E Imgort §3 Genenate

OCSP Verify Certificate  None ™

Template Name/OID

Cancel

9) B okHe umnopTa ceptudmkata He0OXoaNUMO 3anONHUTb:

Certificate Name = (nto6oe ums, B npumMepe Ha cKkpuHLoTe Huxe - "Cert_Mid")

Certificate Type = Local

Certificate File = Bbibupaem pem-cann oTKpbITOro Kntova cepTudpmkaTa st Lenoykn oBepus
Mpoumne nonsa octatoTca 6€3 N3MEHEHUA.

Haxmute OK.

Import Certificate

Certificate Type ) Local

Certificate Name | Cert_Mid

Certificate File | C\fakepath\tip-kaspersky-com.pem
File Format | Baseé4 Encoded Certificate (PEM)

[ ] Private key resides on Hardware Security Module

[] 1mport Private Key

Key File
Passphrase

Confirm Passphrase

Onepauuto HeobxoanMMo NOBTOPUTL ABaxAabl - Ania root CA u intermediate CA cepTudukaToB LLENOYKM
nosepusi.
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KHonka Test Source URL B HekoTopbix Bepcusix PaloAlto moxeT He paboTaTb. [1osToMy npu Nony4YyeHnn owmnokm
"Operation failed - URL access error" npouvrHopupymTe ee.

Certificate Profile

MName | Kaspersky_TIF_CA
Username Field | None

User Domain

CA Certificates 7] | NAME DEFAULT OCSP URL OCSP VERIFY CERTIFICATE | TEMPLATE NAME/OID

[ cert mid
[[] cert_oown

&) Add

Default OCSP URL (must start with htp:# or htips

[Juse CRL CRL Receive Timeout (sec) | 5 [ Block session if certificate status is
unknown
[Juse acse OCSP Receive Timeout (sec) [ 5
OCSF takes precedence over CRL [] Block session if certificate status cannot be:
Certificate Status Timeout (sec) | 5 retrieved within timeout
] Block session if the certificate was not
ssued to the authenticating device

[ Block sassions with expired cortificates

10) Haxxmute OK.

7. Buibepute Client Authentication n Beegute Username n Password.

Username @ api_token

Password | TokeH ang goctyna k API Threat Intelligence noptana

Esternal Dynamic Lists
Mame Rk Duangesous 1P
CreateList  List Entries And Exceptions

Trpe 1Pt

Dusicription

Source | hitps:Hp kasperky com iand  Teeds dangpermus._ipsflim (t= 70000
Sisnit ARl cating

Certificate Profile Kaspersi_TIF_Ch.

BB Client Austhentication

Usziname: | agi_teken

heck for updates | Howtly

Feat faurce LEL

8. YcraHoBuTe 3HaveHue Check for updates, pekomeHgyemble 3Ha4eHMs NpUBeLEHbI B Tabnuvue OCTYMHbIX
CMUCKOB.

9. Haxxmute OK ans CcoXpaHeHuna HacTpoekK n Commit gns CTapTa 3arpy3km guHaMn4eckoro cnmcka MHOnKaTtopos.

HoBbI cnncok nossuTcsa B cnucke amHammnyeckux IP nuctos: Objects > External Dynamic Lists.


https://tip.kaspersky.com/Help/Doc_data/en-US/ManagingAPItoken.htm
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0 Pa-vM

0] wame LOCATION DESCRIPTION SOURCE CERTIFICATE PROFILE FREQUENCY

Dyramie 1P Lists

Dynamic URL Lists

Proefned Durrins sncl URLs 10 efule Pl Al Netwerks
L e 1 Pedicy. s daithentaation Poria Eschee st
i) A

Ihs
Hazwurks

POFICSY

Ons 3arpy3kn gpyrux cnmckoB MHOMKATOPOB BbINOJIHNTE aHallOrn4Hbie OEencTBus.

10. MNocne npumeHeHna guHamudeckoro nucta B Policies nosasstca 3anucu B List Entries And Exceptions.

External Dynamic Lists @

Mame | Kaspergioy, Dangerous IR |

Create List List Entries And Exceptions

List Entries Manual Exceptions

10 itemns | —% L Oitems | —

LIST ENTRIES O | uisT ENTRIES

+) Add

Test Source URL “ Cancel
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