kaspersky e

KASPERSKY THREAT ANALYSIS
PRODUCT TERMS AND CONDITIONS

These Product terms and conditions (“Product T&C”) set out the special terms and conditions applicable to
Kaspersky Threat Analysis and are to be read in conjunction with the Kaspersky Threat Intelligence
Agreement that applies to these Product T&C.

These Product T&C are legally binding and govern Customer and Partner use of Kaspersky Threat Analysis
(“Product”), accordingly Kaspersky advises to read them carefully.

By purchasing, accessing and/or using the Product, and/or by clicking the appropriate acceptance button if
required by Kaspersky (which shall, to the maximum extent permitted by applicable law, constitute
conclusive acceptance thereof), the Customer or Partner accepts and agrees to be bound by these
Product T&C and shall ensure that all individuals or legal bodies involved in purchasing, accepting and using
the Product are aware of the terms of these Product T&C and comply with them.

By accepting the Product T&C on behalf of the Customer or Partner, You represent and warrant that:

(i) You have full legal authority to bind the Customer or Partner to the Product T&C accordingly;
(i) You have read and understand these Product T&C;
(i) You agree, on behalf of the Customer or Partner, to these Product T&C.

In the event of any conflict between the provisions of these Product T&C and any separate agreement
entered into between Kaspersky and the Customer or Partner, the terms of such separate agreement shall
prevail only as expressly stated therein. These Product T&C supplement the separate agreement and take
precedence over any Customer/Partner purchase order or similar document.

1. DESCRIPTION

When faced with a potential cyber threat, the decisions a customer makes and their ability to make those
decisions can both be critical. It is impossible to prevent targeted attacks solely with traditional anti-virus
tools. Anti-virus engines are capable of stopping only known threats and their variations, while
sophisticated threat actors use all means at their disposal to evade automatic detection. The number of
security alerts processed by SOCs every day is growing exponentially. With the volume of malware
samples generated daily, effective alert prioritization, triage, and validation are becoming almost
unfeasible.

To help security researchers stay informed about existing and emerging threats, Kaspersky provides
Kaspersky Threat Analysis to automate routine analysis of suspicious files. In addition to traditional threat
analysis technologies like sandboxing, Kaspersky Threat Analysis equips the Customer with state-of-the-
art attribution and related similarity technologies — a hybrid approach that delivers efficient threat
analysis, so the Customer can make fully informed decisions and keep their infrastructure secure.

Kaspersky Threat Analysis, provided through the Kaspersky Threat Intelligence Portal (TIP), is a single
resilient framework for automatic analysis of suspicious files, based on Kaspersky Research Sandbox,
Kaspersky Attribution Engine and Kaspersky Similarity technologies. Kaspersky Threat Analysis is provided
via a unified web and RESTful interfaces.

Benefits

» Boost Customer incident response and forensic activities with Kaspersky Research Sandbox,
providing cutting-edge dynamic analysis of suspicious files, with the ability to find zero-day threats
and results mapped to MITTRE ATT&ACK TTPs.

» Accurate and timely attribution with the Kaspersky Threat Attribution Engine helps identify the
threat actor, providing a full list of TTPs, a comprehensive view of the attack vector and clear
mitigation steps, enabling incident response times to be reduces from months to minutes.


https://media.kaspersky.com/documents/msa_terms/Kaspersky_Threat_Intelligence_Agreement.pdf
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» Reveal evasive threats with Kaspersky Similarity, enabling identification of malicious specifically
created to bypass traditional anti-malware technologies, helping detect the most sophisticated
APT attacks that can remain undetected for years.

Kaspersky Threat Analysis provides the Customer or Partner the access to three technologies, that can be
used separately or combined:

e Sandbox — to execute a file in Kaspersky Cloud Sandbox.
e Attribution — to use the Cloud Threat Attribution Engine to find attribution entities related to the
analyzed file.

e Similarity — to use the Similarity Engine to identify files that look and behave in similar ways.
Advanced options are available:

¢ File execution environment

e File execution time (sec)

e Internet channel options

e Change file name and extension
e Command line parameters

e DecryptHTTPS

e Links

Kaspersky Cloud Sandbox technology

Kaspersky Cloud Sandbox has been developed directly from Kaspersky’s in-lab sandboxing complex, a
technology that’s been evolving for over two decades. It incorporates the knowledge of malware
behaviors acquired through Kaspersky’s continuous threat research, enabling the detection of hundreds of
thousands of malicious objects every day. It offers a hybrid approach, combining behavioral analysis with
robust anti-evasion techniques and human-simulating technologies.

Kaspersky Cloud Sandbox is based on patented proprietary technology (patent no. US10339301). By
creating the exact conditions that trigger malware execution, it allows researchers to analyze a suspicious
file or URL in a single attempt.

To avoid exposure, a malicious file may first check whether it's running in a virtual machine or remain
inactive until the sandbox is no longer operating. In such cases, the patented technology accelerates the
time flow inside the virtual machine, forcing the malicious code to execute sooner.

Kaspersky Cloud Threat Attribution Engine technology

Kaspersky Cloud Threat Attribution Engine is a unique threat analysis tool that provides insights into
the origin of high-profile malware and its possible authors. It quickly links a suspicious file to known APT
threats, actors and campaigns, using a unique algorithm and a special database comprising APT malware
samples and the industry’s largest collection of clean files, gathered by Kaspersky experts over more than
25 years.

Kaspersky Cloud Threat Attribution Engine offers a unique approach to comparing similar samples while
maintaining near-zero false positive rates. New attacks can be quickly linked to known APT malware,
previous targeted attacks and hacker groups, helping the Customer distinguish high-risk threats from less
serious incidents and take timely protective measures to prevent attackers from gaining a foothold in the
Customer’s system.

Kaspersky Threat Attribution Engine can be deployed in secure, air-gapped environments, restricting any
third party from accessing the processed information and submitted objects.

The Attribution page displays the results of the file analysis performed by Kaspersky Cloud Threat
Attribution Engine, providing information on the possible origin of a file based on its similarity to known
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advanced persistent threat (APT) samples. The attribution entities listed in the report are either malicious
actors that may be owners of the file, or APT tools and malware that may be related to the analyzed file.

All results obtained during the analysis by Kaspersky Cloud Threat Attribution Engine must be evaluated
and cannot be considered or used as evidence. Threats and attribution entities classified as APT by
Kaspersky Threat Attribution Engine may not necessarily be classified as APT by other security experts.
The Customer makes the final decision regarding the status of any threat or actor.

Kaspersky Similarity technology

Kaspersky Similarity is an additional feature available via the Kaspersky TIP for Kaspersky Sandbox and
Kaspersky Threat Attribution Engine users, helping identify files that look and behave in similar ways.

Similar files are searched for and calculated for the original file using cutting-edge technology developed
by Kaspersky experts and based on more than 50 unique similarity hash types. This ensures accurate and
high-confidence similarity results.

Using machine-learning (ML) methods, Kaspersky systems extract features from the submitted file and
detect similar malicious files. Information about similar files can be used during incident response to search
more extensively for modifications and variations of a malicious object. This helps optimize protection
against specific threats and take into account different modifications and variations of the same malicious
object.

Kaspersky Similarity and Kaspersky Threat Attribution Engine use different approaches to detect file
similarity. Kaspersky Similarity searches for similarity by special hashes, while Kaspersky Threat Attribution
Engine searches by genotypes and strings extracted from the body of the file.

Product Options

The type and prices of the Product are indicated in the Proposal and/or in the Kaspersky price list in effect
at the time of order placement, which the Customer or Partner declares to know and accept. The current
price list shall supersede all previous price lists.

A License or MP License (as defined below) may be purchased for different Subscription Periods.
Kaspersky Threat Lookup & Analysis Bundles

The Productis included in the Kaspersky Threat Lookup & Analysis Bundles: Basic, Essential and Advanced,
available for purchase.

Kaspersky Threat Lookup & Analysis Bundles Composition

PRODUCTS AND SCOPE BASIC ESSENTIAL ADVANCED

Kaspersky Threat Lookup

— Access to database of threat indicators 1, 000 requests 2,000 requests 3,000 requests
— Research graph

— WHOIS Hinting Rules

— 10 saved searches per 1year
Threat Analysis 100 requests for 150 requests for 200 requests for
— Cloud Sandbox each technolo, each technolo, each technolo
— Cloud Threat Attribution Engine gy gy &y
— Similarity
per 1year

Kaspersky Threat Intelligence Bundles
The Product s included in the Threat Intelligence Bundles, available for purchase.

Kaspersky Threat Intelligence Bundles Composition
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PRODUCTS AND SCOPE BASIC ESSENTIAL | ADVANCED EXPERT MAXIMUM
Threat Analysis 100 150 200 1000 3000
— Cloud Sandbox requests requests requests requests requests
— Cloud Threat Attribution Engine
— Similarity per 1year for each technology
Threat Infrastructure Tracking - - CT:::IW Full access Full access
Digital Footprint Intelligence
— External perimeter analysis
— Dark web monitoring - + + + +
— Discovery of data leaks
— Threat detection
APT Reporting All reports and Actor profiles available
— Reports
— Actor profiles 10 reports 15 reports 20 reports 50 reports Unlimited
— 10C and Yara to download | todownload | todownload @ to download downloads
Crimeware Reporting All reports and Actor profiles available
— Reports
— Actor profiles 10 reports 15 reports 20 reports 50 reports Unlimited
— 1oC and YARA todownload = todownload @ todownload | to download downloads
K ky Threat Look
aspersky Threat Lookup 1000 2000 3000 10 000 50 000
— Access to database of threat
indicators requests requests requests requests requests
— Research graph
— WHOIS Hinting Rules per 1year
— 10 saved searches
MSSP Bundles Composition
There are different Kaspersky Threat Intelligence Bundles created especially for MP partners.
Licenses are available for a one (1) year Subscription Period.
BASIC ESSENTIAL = ADVANCED EXPERT MAXIMUM
PRODUCTS AND SCOPE MSSP MSSP MSSP MSSP MSSP
Threat Analysis 100 150 200 1000 3000
— Cloud Sandbox requests requests requests requests requests
— Cloud Threat Attribution Engine
— Similarity per 1year
Threat Infrastructure Tracking - - Ctla:::lry Full access Full access
Digital Footprint Intelligence
ot - s s s s
) g End-Users End-Users End-Users End-Users
— Discovery of data leaks
— Threat detection
All reports and Actor profiles available
APT Reporting
— Reports
— Actor profiles 10 reports 15 reports 20 reports 50 reports Unlimited
— 1oC and YARA to download | todownload = todownload to download downloads

Crimeware Reporting

All reports and Actor profiles available
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— WHOIS Hinting Rules
— 10 saved searches

— Reports i 10 reports 15 reports 20 reports 50 reports Unlimited
— Actors profiles
to download @ todownload | todownload to download downloads
— loC and YARA
ICS Reporting™* All reports and Actor profiles available
P € _ 15 reports 20 reports 50 reports Unlimited
to download = to download to download downloads
Kaspersky Threat Lookup 1000 2000 3000 10 000 50 000
— Access to database of threat requests requests requests requests requests
indicators
— Research graph
reh grap per 1year

Dark Web search
— Forums
— IT Forums
— Messengers
— Ransomware blogs
— News

* |CS Reporting is available for customers who have purchased Kaspersky ICS Threat Intelligence

Reporting.

Kaspersky reserves the right to change the composition of the Kaspersky Bundles and/or its components
at any time in order to improve its value to the Customer or Partner. The actual composition of the Bundles
is set out in the Proposal and/or in the Kaspersky’s price list in effect at the time of Order placement, or by

request prior to Order placement.

Kaspersky provides Product option(s) in accordance with the Order, Certificate and these Product T&C.

2. DELIVERY

2.1. License. Kaspersky grants the Customer or Partner a non-exclusive, non-sublicensable, non-

2.2,

23.

transferable, limited license to access the Kaspersky TIP to download files for analysis strictly in
accordance with documentation provided by Kaspersky, solely for the Customer’s or Partner’s
internal business purposes. No right to extract, republish, or commercially exploit Threat
Intelligence data is granted.

MP License. Kaspersky hereby grants MP Partner a non-exclusive, non-refundable, non-
transferable, limited, revocable license during the Period to:

— where applicable, install, integrate, execute, reproduce, display, copy for archival purposes,
transmit internally, and use the Product and its components on the MP Partner’s server(s)
and/or computer system(s) for the purpose of creating, maintaining, providing and supporting
the MP Partner’s products and services;

— provide End User(s) with access to, and the right to use, the Product solely as part of the MP
Partner’s products and services managed by the MP Partner in accordance with the Order,
the conditions of Trial use, and the Product T&C;

— permit End User(s) to access and use the Product solely as part of the MP Partner’s products
and services, subject to the terms of an MP End-User Agreement. An MP End-User
Agreement means an agreement executed between the MP Partner and the MP End User for
the provision of the MP Partner’s products and services, which is no less restrictive and no
less protective of Kaspersky’s rights than these Product T&C.

Trial Use License. Kaspersky grants the Customer or Partner a non-exclusive, non-transferable trial
license to store, load, install, and use the Product or its components for internal business
evaluation purposes for a period of up to thirty (30) calendar days from the Effective date, at no
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24,

2.5.

2.6.

2.7.

2.8.

charge. Kaspersky may, upon mutual written agreement (including via email), extend the Period of
this Trial Use License.

The Trial Use License is a time-limited and/or functionality-limited license to use the Productin
accordance with these Product T&C. Trial use is available for the selected country for a limited
Period, in Demo use format or Pilot project mode. The parameters, limitations, and format of Trial
use are agreed by the Parties in written (including via email) in advance, or are stated in the
Proposal or the Order. Use of the Trial Use License constitutes the Customer’s or Partner’s
acceptance of any such parameters and limitations.

Kaspersky reserves the right to provide Pilot projects on a royalty-free and/or commercial basis.
All conditions of Trial use, including without limitation, subscription terms, functionality, and the
scope of any extended support provided by the Kaspersky team, are agreed in advance by Parties
in writing (including via email).

Demo use can be limited in functionality, as specified at the time the Customer or Partner is
granted access.

Access to the Product. The Product is provided by means of granting access to Kaspersky TIP via
Ul or API. Customer credentials and digital certificate for access to the Portal are delivered via
encrypted email communication to the email address specified by the Customer.

Kaspersky may immediately suspend and/or terminate access if: (i) payment is overdue by more
than ten (10) days; (ii) there is a breach of license restrictions; (iii) there is excessive APl use/abuse;
or (iv) there are regulatory or sanctions issues. No refunds shall be provided for any partial periods
in such cases, and pre-paid fees remain payable.

Compensation. The License fee, payment procedure and details shall be stipulated in the
applicable Order and/or Direct Agreement. Kaspersky’s obligations hereunder shall be subject to
and conditional upon the Customer’s or Partner’s confirmation that the payment terms for the
Product have been fully accepted and acknowledged, and that Kaspersky has received a valid
Order in respect of the Product. The Customer or Partner hereby agrees to pay the applicable
License fee in accordance with the payment terms of the order. Unless otherwise agreed in
writing, all amounts are exclusive of value added tax, sales tax, or other applicable taxes, which shall
be payable by the Customer or Partner in addition to the license fees. In the event of payment
delay exceeding ten (10) Business days after the due date, Kaspersky may suspend provision of
Product until full payment is received, without prejudice to any other rights or remedies available to
Kaspersky. Kaspersky may charge interest on overdue amounts at a rate of fifteen percent (15%)
per annum, or the maximum rate permitted by applicable law, calculated from the due date until
payment is received in full.

Term. The Product T&C shall commence on (i) the Effective Date, (ii) the date the Customer or
Partner accepts these Product T&C, by clicking the appropriate buttons if required by Kaspersky.
These Product T&C shall cease to apply upon expiration of the Period, unless the initial Period is
extended or renewed by a new Order, or otherwise agreed by Parties in written, including via email.

Cooperation. The Customer or Partner shall provide access to its information and property as may
be reasonably required in order to permit Kaspersky to perform its obligations hereunder.
Kaspersky will not be liable if information or materials provided to Kaspersky by the Customer or
Partner are unavailable, inaccurate, and/or inadequate for Product delivery. Kaspersky will use
commercially reasonable efforts to work with the Customer or Partner to correct or clarify any
inaccuracies in the Customer’s or Partner’s information or materials.

Technical Support. During the term of the license, Kaspersky provides the Customer or Partner
with Technical Support for the purchased Product, which includes assistance with resolving issues
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related to the use of the Product, provided that the Product is used in accordance with its
intended purpose, Product documentation and technical specifications, and these Product T&C.

Kaspersky Technical Support/Customer Service specialists make every commercially reasonable
efforts to provide quality support within a reasonable time, depending on the nature of the

request.

Any obligation to respond within a fixed period of time is only offered as part of paid services.

The Customer may contact Kaspersky via the contact page or by using the dedicated "Contact
support" button in Kaspersky TIP, if technical support is needed.

2.8.1. Standard Support does not include the following:

Development of new Product functionality at the request of a User;

Performance improvement and configuring of User's devices;

Onsite Support and Remote Support sessions (can be purchased as an additional
service within Kaspersky Professional Services);

Assisting a User on the phone or via web chat while collecting data for analysis and/or
application of recommendations;

Consultations regarding third-party applications and/or operating systems;

Use of third-party patches for operating systems and applications to fix vulnerabilities
Integration of Kaspersky Software with third-party software (can be purchased as an
additional service within Kaspersky Professional Services);

Configuring and checking the Software performance by Technical Support/Customer
Service specialists and advice on configuring network security (can be purchased as an
additional service within Kaspersky Professional Services);

Software training;

Demonstration, deployment, and configuration of Software (can be purchased as an
additional service within Kaspersky Professional Services);

Analysis and provision of an official opinion on causes of a technical error;

Analysis and investigation of the causes of incidents resulting from malware infection
(can be purchased as an additional service within Kaspersky Incident Response).

2.8.2. Kaspersky does not provide Support in the following cases:

Hardware and/or platform-specific software does not meet the minimum system
requirements for the Product;

If the Product version is no longer supported (support renewal can be purchased on
request).

2.8.3. Kaspersky does not guarantee successful installation, stable Product operation, or resolution
of problems in the cases:

Software interruptions caused by hardware issues.

Software interruptions caused by incompatible versions of platform-specific software.
The User is unable or refuses to provide Kaspersky Technical Support/Customer
Service specialists with the information required to reproduce, analyze, and fix a
specific problem.

Should a problem arise due to incorrect use or disregard of instructions provided by
Kaspersky Technical Support/Customer Service specialists or Kaspersky
documentation.

2.8.4. Kaspersky provides Support under the following conditions:

All commercial and trial versions are supported regardless of the license status.
A valid license is required for support of all commercial versions of the Product.

7


https://media.kaspersky.com/documents/msa_terms/MSA_for_TI_eng.pdf?_ga=2.56370155.1769595464.1679467630-2057596492.1679468160
https://support.kaspersky.com/b2b/#contacts

kaspersky e

3.2,

3.3.

3.4.

3.5.

3.6.

3.7.

3.8.

3.9.

Some services not included in Standard Support may be offered as part of paid services.

2.8.5. Kaspersky guarantees the provision of Technical Support/Customer Service for the Product

in accordance with these Product T&C.

2.8.6. Kaspersky Technical Support/Customer Service specialists may ask the User to execute

additional Kaspersky utilities (software tools) if this is deemed necessary for handling a
request.

2.8.7. After processing a request and on a periodic basis, Kaspersky has the right to ask the User for

feedback on the quality of service.

2.8.8. When communicating with Technical Support/Customer Service specialists, the User must

provide Kaspersky with timely responses, information about the purchased License, and any
information reasonably necessary to process the request properly.

MISCELLANEOUS

MP Partners shall guarantee that they are authorized by End User(s) and have all necessary
agreements with the End User(s) in accordance with applicable law, where applicable, and all
necessary rights and permissions to use the Product on End-User(s) behalf.

Kaspersky reserves the right at any time to improve the Product and/or its components (including
without limitation, its content, format, delivery, update details, number of records, sources of
intelligence and internal manuals). Content of the Product, its features and/or its format is subject
to change and not all features are available at all times.

If the Customer or Partner violates any of its obligations hereof or License limitations stipulated in
these Product T&C or other legally binding document concluded between Kaspersky and the
Customer or Partner related to the Product, Kaspersky may stop or suspend its delivery.

No refund is due in this case.

All samples, uploaded by the Customer, are not disclosed, transmitted, or otherwise made
available to any third parties and are stored solely within Kaspersky’s controlled infrastructure.

Kaspersky does not covenant, guarantee or warrant that the Customer will not be subjected to
cyberattacks during use of the Product. The purpose of the Product is to analyze threats specific
to the Customer, and notify the Customer of relevant threat intelligence findings, and provide
recommendations for further remediation.

The Customer may not remove or alter any copyright notices or other proprietary notices
of the Product or any related documentation or materials. All rights not expressly granted herein
are reserved by Kaspersky and its licensors.

Kaspersky reserves the right at any time to modify (by posting on its website or via email to the
contact provided by the Customer or Partner) these Product T&C and to impose new or additional
terms or conditions on the Product use. Such modifications will be effective immediately when
incorporated into the Product T&C. Continued use of the Product by Customer or Partner will be
deemed acceptance thereof.

Neither party may assign or transfer its rights or delegate its obligations under these Product T&C
without the prior written consent of the other party, except that Kaspersky may assign these
Product T&C without restriction to an affiliate or in the context of a merger or acquisition.

Unless otherwise is stated in the Agreement, these Product T&C are governed by the material laws
of Germany. Any disputes arising out of or in connection with these Product T&C shall be subject
to the exclusive jurisdiction of the courts of the country in which the Kaspersky entity providing
the services is located.
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3.10.

3.1.

3.12.

To the extent Kaspersky processes any personal data on behalf of the Customer or Partner, such
processing shall be in accordance with the Data Processing Addendum, available on request oras
set forth in the Agreement.

Unless otherwise is stated in the Agreement, and to the maximum extent permitted by applicable
law, in no event shall Kaspersky, its affiliates, or licensors be liable for any indirect, incidental,
special, consequential or punitive damages, or for any loss of profits or revenues, whether incurred
directly or indirectly, or for any loss of data, use, goodwill, or other intangible losses, arising out of
or relating to the Customer’s or Partner use of or inability to use the Product, even if Kaspersky
has been advised of the possibility of such damages. Kaspersky’s aggregate liability under these
Product T&C shall not exceed the fees paid or payable by the Customer (or Partner as the case
may be) for the Product in the twelve (12) months preceding the event giving rise to the liability.

No delay or omission by either party in exercising any right under these Product T&C shall operate
as a waiver of that or any other right. A waiver or consent given by a party on any one occasion
shall be effective only in that instance and shall not be construed as a bar or waiver of any right on
any other occasion. If any provision of the Product T&C shall be invalid, illegal or otherwise
unenforceable, the validity, legality and enforceability of the remaining provisions shall in no way be
affected or impaired. This Agreement may also be amended or modified by a written instrument
executed by both the Customer or Partner and Kaspersky, or by Kaspersky only as stipulated in
clause 3.7. of these Product T&C.

THESE PRODUCT T&C SHALL BE BINDING UPON, AND INURE TO THE BENEFIT OF, BOTH PARTIES AND

THEIR RESPECTIVE SUCCESSORS AND ASSIGNS



