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KASPERSKY THREAT INFRASTRUCTURE TRACKING 

PRODUCT TERMS AND CONDITIONS  

These Product terms and conditions (“Product T&C”) set out the special terms and conditions applicable to 

Kaspersky Threat Infrastructure Tracking and is to be read in conjunction with the Kaspersky Threat 

Intelligence Agreement (“Agreement”), that apply to these Product T&C.  

These Product T&C are  legally binding and govern Customer’s and Partner’s use of Kaspersky Threat 

Infrastructure Tracking (“Product”), accordingly Kaspersky advises to read them carefully. 

By purchasing, accessing and/or using the Product, and/or by clicking the appropriate acceptance button if 

required by Kaspersky (which shall, to the maximum extent permitted by applicable law, constitute 

conclusive acceptance thereof), Customer or Partner accepts and agrees to be bound by these 

Product T&C and shall ensure that all individuals or legal bodies involved in purchasing, accepting and using 

the Product are aware of the terms of these Product T&C and should comply with the same.  

By accepting the Product T&C on behalf of Customer or Partner, You represent and warrant that, 

(i) You have full legal authority to bind Customer or Partner to the Product T&C accordingly;  

(ii) You have read and understand these Product T&C;  

(iii) You agree, on behalf of Customer or Partner accordingly, to these Product T&C. 

In the event of any conflict between the provisions of these Product T&C and any separate agreement 

entered into between Kaspersky and the Customer or Partner, the terms of such separate agreement shall 

prevail to the extent of the conflict. 

1. DESCRIPTION 

Threat Infrastructure Tracking delivers IP addresses of infrastructure connected to threats Actors. This 

helps security analysts to monitor the deployment of new malware, so that they can take the required 

measures to mitigate ongoing and upcoming attacks.  

The Product is updated daily with recent findings of Kaspersky Global Research and Analysis Team, who 

have a proven track record in discovering APT campaigns across the world. For each IP address, there is a 

name of an APT group, operation, or malware it is associated with, the related domain and dates when this 

was first and last seen..  

The IP addresses can be downloaded in a machine-readable format, so customers can upload it to existing 

security solutions to automate detection. 

Benefits 

Threat Infrastructure Tracking tracks active APT-related / Advanced Threats C&C worldwide and provides 

daily feeds (dumps of active C&C’s) for a particular country or for countries throughout the world. 

This Product is designed to: 

• Identify active Advanced Threat related C&C in a particular country. 

• Get information about country’s security posture related to Advanced Threats C&C. 

• Enable accelerating Incident Response and Threat Hunting activities in regions. 

• Enable attributing attacks to known APT actors. 

For each IP address, the following information is displayed on the Active feed tab: 

• IP address. Detected IP address. The items are clickable and take to the Threat Lookup page, 

where Customer can search for information about the IP address. (Threat Lookup license should 
be purchased separately). 

• First seen. Date when the IP address was first detected by the Kaspersky experts. 

• Last seen. Date when the IP address was last detected by the Kaspersky experts. 

https://media.kaspersky.com/documents/msa_terms/Kaspersky%20Threat%20Intelligence%20Agreement.pdf
https://media.kaspersky.com/documents/msa_terms/Kaspersky%20Threat%20Intelligence%20Agreement.pdf
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• Domain. Domain that resolves to the detected IP address. Items are clickable and take Customer 

to the Threat Lookup page, where Customer can search for information about the domain. 

• Country. Country that the detected IP address belongs to. 

• IP address type. Type of the detected IP address (for example, Derived or Organic). 

• Tags. Tags associated with the detected IP address. For certain IP addresses, a brief description is 

available. 

On the History tab, the activity periods for the IP addresses are displayed. Customer can filter IP 

addresses by country. 

Product is available on Kaspersky Threat Intelligence Portal. Information can be obtained via web-interface 

or using RESTful API. 

Information from the portal can be downloaded in the following formats: CSV archive (.zip); JSON 

archive (.zip). 

Product Options 

The Product is available in versions with worldwide coverage or coverage for one selected country. 

The type and prices of the Product are indicated in the Proposal, and/or in the Kaspersky’s price list in 

effect at the time of Order placement, which Customer or Partner declares to know and accept; and the 

current price list shall supersede all previous price lists.  

License or MP License (as defined below) may be purchased for the different Subscription Periods.  

Kaspersky Threat Intelligence Bundles 

The Product is included into the Theat Intelligence Bundles, available for purchase.  

Kaspersky Threat Intelligence Bundles Composition 

PRODUCTS AND SCOPE BASIC ESSENTIAL ADVANCED EXPERT MAXIMUM 

Threat Infrastructure Tracking - - 
Country 

level 
Full access Full access 

Digital Footprint Intelligence 

⎯ External perimeter analysis 

⎯ Dark web monitoring 

⎯ Discovery of data leaks 

⎯ Threats detection 

- + + + + 

APT Reporting 

⎯ Reports 

⎯ Actors profiles 

⎯ IoC and Yara 

All reports and Actor profiles available 

10 reports 
to download 

15 reports 
to download 

20 reports 
to download 

50 reports 
to download 

Unlimited 
downloads 

Crimeware Reporting 

⎯ Reports 

⎯ Actors profiles 

⎯ IoC and Yara 

All reports and Actor profiles available 

10 reports 
to download 

15 reports 
to download 

20 reports 
to download 

50 reports 
to download 

Unlimited 
downloads 

Kaspersky Threat Lookup 

⎯ Access to database of threat 
indicators 

⎯ Research graph 

⎯ WHOIS Hinting Rules 

⎯ 10 saved searches 

1 000 
requests 

2 000 
requests 

3 000 
requests 

10 000 
requests 

50 000 
requests 

per 1 year 

Threat Analysis 

⎯ Cloud Sandbox 
100  

requests 
150  

requests 
200 

requests 
1 000 

requests 
3 000 

requests 

https://tip.kaspersky.com/help/Doc_data/DomainInvestigation.htm
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⎯ Cloud Threat Attribution Engine 

⎯ Similarity 
per 1 year for each technology 

MSSP Bundles Composition 

There are different Kaspersky Threat Intelligence Bundles – MSSP, created particularly for MP Partners.  

License is available for one (1) year of Subscription Period.  

PRODUCTS AND SCOPE 
BASIC  
MSSP 

ESSENTIAL 
MSSP 

ADVANCED 
MSSP 

EXPERT 
MSSP 

MAXIMUM 
MSSP 

Threat Infrastructure Tracking - - 
Country 

level 
Full access Full access 

Digital Footprint Intelligence 

⎯ External perimeter analysis 

⎯ Dark web monitoring 

⎯ Discovery of data leaks 

⎯ Threats detection 

- 
5  

End-Users 
5  

End-Users 
5  

End-Users 
5  

End-Users 

APT Reporting 

⎯ Reports 

⎯ Actors profiles 

⎯ IoC and Yara 

All reports and Actor profiles available 

10 reports 
to 

download 

15 reports 
to download 

20 reports 
to download 

50 reports 
to download 

Unlimited 
downloads 

Crimeware Reporting 

⎯ Reports 

⎯ Actors profiles 

⎯ IoC and Yara 

All reports and Actor profiles available 

10 reports 
to 

download 

15 reports 
to download 

20 reports 
to download 

50 reports 
to download 

Unlimited 
downloads 

ICS Reporting  

All reports and Actor profiles available 

- 
15 reports 

to download 
20 reports 

to download 
50 reports 

to download 
Unlimited 
downloads 

Kaspersky Threat Lookup 

⎯ Access to database of threat 
indicators 

⎯ Research graph 

⎯ WHOIS Hinting Rules 

⎯ 10 saved searches 

1 000 
requests 

2 000 
requests 

3 000 
requests 

10 000 
requests 

50 000 
requests 

per 1 year 

Dark Web search 

⎯ Forums 

⎯ IT Forums 

⎯ Messengers 

⎯ Ransomware blogs 

⎯ News 

- + + + + 

Threat Analysis 

⎯ Cloud Sandbox 

⎯ Cloud Threat Attribution 
Engine  

⎯ Similarity 

100  
requests 

150 
 requests 

200 
requests 

1000 
requests 

3000 
requests 

per 1 year 

Kaspersky reserves the right at any time to change the composition of the Threat Intelligence Bundles 

and/or its components in order to improve its value to the Customer or Partner. Actual composition of the 

bundles is available in the Proposal and/or in the Kaspersky’s price list in effect at the time of Order 

placement, or by request before the Order placement.  

Kaspersky provides Product option(s) in accordance with the Order, Certificate and these Product T&C.  
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2. DELIVERY  

2.1. License. Kaspersky grants Customer or Partner a non-exclusive, non-transferable limited license to 

access to the Kaspersky threat intelligence database and software allowing to download or get 

Threat Infrastructure reports to solely for Customer’s or Partner’s internal business purposes, in 

accordance with the Order, these Product T&C, and the Agreement. The Customer or Partner 

acknowledges and accepts this License.  

2.2. MP License. Kaspersky hereby grants MP Partner a non-exclusive, non-refundable, non-

transferable, limited, revocable license during the Period to: 

⎯ Where(if) applicable install, integrate, execute, reproduce, display, copy for archival purposes, 

transmit internally, use the Product and its components on the MP Partner’s server/computer 

system(s) for the purpose of creating, maintaining, providing and supporting MP’s products 

and services;  

⎯ provide End-User(s) with access and the right to use the Product solely as part of MP Partner 

products and services managed by MP Partner in accordance with the Order, conditions of 

Trial use, and the Product T&C; 

⎯ permit End-User(s) to access and use the Product solely as a part of MP products and 

services subject to the terms of a MP End-User Agreements. MP End-user agreement means 

an agreement that must be executed between MP Partner and the MP End-User for the 

provision of MP Partner products and services which is no less restrictive and as protective of 

Kaspersky’s rights, as stated in these Product T&C.  

2.3. Trial Use License. Kaspersky grants Customer or Partner a non-exclusive, non-transferable trial 

license to store, load, install, and use the Product or its components for its internal evaluation 

business purposes for a period of up to thirty (30) calendar days from the Effective date with no 

charge. Kaspersky may upon mutual written agreement (including via email), extend the Period of 

this Trial Use License.  

Trial Use License is a time-limited and/or functionality-limited license to use the Product in 

accordance with these Product T&C. Trial use is available for a selected country with a limited 

Period, and in format of Demo use, or Pilot project mode. Parameters and limitations, Trial use 

format is previously agreed by Parties in written (including via email), or stated in the Proposal, or in 

the Order. Usage of Trial Use License indicates Customer’s or Partner’s acceptance of any such 

parameters and limitations. 

Kaspersky reserves all rights to provide Pilot projects on a royalty-free and/or commercial basis. 

All conditions of Trial use, including but not limited to terms of subscription, functionality, scope of 

the extended support of Kaspersky team, etc. are previously agreed by Parties in written including 

via email. 

Demo use can be limited by functionality, provided at the time of Customer’s or Partner’s access.  

2.4. Access to Product. The Product is provided by means of granting access to Kaspersky TIP via UI or 
API. Customer credentials and digital certificate for Portal access are delivered via encrypted 
email communication to the email address specified by Customer.  

2.5. Compensation. The License fee and payment procedure and details shall be stipulated in the 

Order and/or in the Direct agreement. Obligations of Kaspersky hereunder shall be subject to and 

conditioned upon the confirmation from Customer or Partner that the payment terms for the 

Product have been fully accepted and acknowledged by Customer or Partner and Kaspersky 

received a valid Order in respect of these Product. Customer or Partner hereby agrees to pay 
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License fee in due order. Unless otherwise agreed in writing, all amounts are exclusive of value 

added tax, sales tax, or other applicable taxes, which shall be payable by Customer or Partner in 

addition to license fees. In the event of delayed payment beyond ten (10) Business days after the 

due date, Kaspersky may suspend the provision of Product until full payment is received, without 

prejudice to any other rights or remedies available. Kaspersky may charge interest on overdue 

amounts at a rate of fifteen (15) % per annum or the maximum rate permitted by applicable law, 

calculated from the due date until payment is received. 

2.6. Term. The Product T&C shall commence on (i) the Effective Date, (ii) the date of Customer or 

Partner acceptance of these Product T&C, by clicking the appropriate buttons if required by 

Kaspersky. The Product T&C becomes not applicable as soon as the Period is expired unless the 

initial Period is extended or renewed by a new Order, or otherwise agreed by Parties in written, 

including via email.. 

2.7. Cooperation. Customer or Partner shall provide the access to its information and property as may 

be reasonably required in order to permit Kaspersky to perform its obligations hereunder. 

Kaspersky will not be liable if information or materials provided to Kaspersky by the Customer or 

Partner are unavailable, inaccurate, and/or inadequate for the Product delivery. Kaspersky will use 

commercially reasonable efforts to work with the Customer or Partner to correct or clarify any 

inaccuracies in the Customer’s or Partner’s information or materials. 

2.8. Technical Support. During the term of license purchased Kaspersky provides Customer or Partner 

with Technical Support, which includes resolution of Customer or Partner problems related to the 

Product use and being utilized properly according to its intended use and in compliance with the 

documentation and technical specifications, and these Product T&C. 

Kaspersky Technical Support/Customer Service specialists make every commercially reasonable 

efforts to provide quality support within reasonable time, depending on the nature of the request.  

Obligations to respond within a fixed period of time can only be offered as part of paid services. 

Customer can ask Kaspersky via the contact page or use a dedicated "Contact support" button in 

Kaspersky TIP, if technical support is needed.  

2.8.1. Standard Support does not include the following: 

▪ Development of new Product functionality at the request of a User; 

▪ Performance improvement and configuring of User's devices; 

▪ Onsite Support and Remote Support sessions (can be bought as an additional service 

within Kaspersky Professional Services); 

▪ Assisting a User on the phone or via web chat while collecting data for analysis and/or 

application of recommendations; 

▪ Consultations regarding third-party applications and/or operating systems; 

▪ Use of third-party patches for operating systems and applications to fix vulnerabilities 

▪ Integration of Kaspersky Software with third-party software (can be bought as an 

additional service within Kaspersky Professional Services); 

▪ Configuring and checking the Software performance by Technical Support/Customer 

Service specialists and advice on configuring network security (can be bought as an 

additional service within Kaspersky Professional Services); 

▪ Software training; 

▪ Demonstration, deployment, and configuration of Software (can be bought as an 

additional service within Kaspersky Professional Services); 

▪ Analysis and provision of an official opinion on causes of a technical error; 

▪ Analysis and investigation of the causes of incidents resulting from malware infection 

(can be bought as an additional service within Kaspersky Incident Response). 

https://media.kaspersky.com/documents/msa_terms/MSA_for_TI_eng.pdf?_ga=2.56370155.1769595464.1679467630-2057596492.1679468160
https://support.kaspersky.com/b2b/#contacts
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2.8.2. Kaspersky does not provide Support in the following cases: 

▪ Hardware and/or platform-specific software does not meet the minimum system 

requirements for the Product; 

▪ Product version is no longer supported (support renewal can be bought upon request). 

2.8.3. Kaspersky does not guarantee successful installation, stable Product operation, and 

resolution of problems in the following cases: 

▪ Software interruptions are caused by hardware issues. 

▪ Software interruptions are caused by incompatible versions of platform-specific 

software. 

▪ The User is unable or refuses to provide Kaspersky Technical Support/Customer 

Service specialists with the information that is required to reproduce, analyze, and fix 

the specific problem. 

▪ The problem arose due to incorrect use or disregard of instructions provided by 

Kaspersky Technical Support/Customer Service specialists or Kaspersky 

documentation. 

2.8.4. Kaspersky provides Support under the following conditions: 

▪ All commercial and trial versions are supported regardless of the license status. 

▪ A valid license is required for support of all commercial versions of Product. 

Some services that are not included in Standard Support may be offered as part of paid 

services. 

2.8.5. Kaspersky guarantees the provision of Technical Support/Customer Service for the Product 

in accordance with these Product T&C. 

2.8.6. Kaspersky Technical Support/Customer Service specialists may ask the User to execute 

additional Kaspersky utilities (software tools) if this is deemed necessary for handling a 

request. 

2.8.7. After processing a request and on a periodic basis, Kaspersky has the right to ask the User for 

feedback on the quality of service. 

2.8.8. When communicating with Technical Support/Customer Service specialists, the User must 

provide Kaspersky with timely responses, information about the purchased License, and any 

information reasonably necessary to properly process the request. 

3. MISCELLANEOUS 

3.1. MP Partners shall guarantee, that they are authorized by End-User(s) and have all necessary 
agreements with its End-User(s) in accordance with its local law, where applicable, and all necessary 
rights and permissions to use the Product on End-User(s) behalf. 

3.2. Kaspersky reserves the right at any time to improve the Product and/or its components (including 
without limitation content, format, delivery, update details, number of records, sources of 
intelligence and internal manuals). Content of the Product, its features and/or its format is subject 
to change and not all their features are available at all times. 

3.3. If Customer or Partner violates any of its obligations hereof or License limitations stipulated in 

these Product T&C or other legally binding document concluded between Kaspersky and 

Customer or Partner related to the Product, Kaspersky may stop or suspend its delivery. 

No refund is due in such event.  

3.4. Customer may provide Kaspersky with IP addresses. networks, domains, brands or keywords 

relevant to Customer’s organization as a part of the scope of analysis. This information can be 

provided on the relevant tab of Kaspersky Threat Intelligence Portal. Kaspersky reserves the right 

https://media.kaspersky.com/documents/msa_terms/Kaspersky%20Professional%20Services%20TnC.pdf
https://media.kaspersky.com/documents/msa_terms/Kaspersky%20Professional%20Services%20TnC.pdf
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to evaluate the provided resources specified by Customer as inappropriate for analysis within the 

Product.  

3.5. Kaspersky does not covenant, guarantee or warrant that Customer will not be attacked during the 

Product use, as a goal of the Product is to analyze threats specific to the Customer, and notify the 

Customer about threat intelligence finding and give recommendation for further remediation.  

3.6. Customer may not remove or alter any copyright notices or other proprietary notices 

of the Product, related documentation or materials. All rights not expressly granted herein are 

reserved by Kaspersky and its licensors. 

3.7. Kaspersky reserves the right at any time to modify (by posting on its website or via email to the 

contact provided by Customer/Partner) these Product T&C and to impose new or additional 

terms or conditions on the Product use. Such modifications will be effective immediately when 

incorporated into the Product T&C. Continued use of the Product by Customer or Partner will be 

deemed acceptance thereof. 

3.8. Neither party shall assign or transfer its rights nor delegate its obligations under these Product 

T&C without the prior written consent of the other party, save that Kaspersky may assign these 

Product T&C to an affiliate or in the context of a merger or acquisition without restriction. 

3.9. Unless othervise is stated in the Agreement, these Product T&C are governed by the material laws 

of Germany. Any disputes arising out of or in connection with these Product T&C shall be subject 

to the exclusive jurisdiction of the courts of country where Kaspersy entity rendering the services 

is located.  

3.10. To the extent Kaspersky processes any personal data on behalf of the Customer/Partner, such 

processing shall be in accordance with the Data Processing Addendum, available upon request or 

as set forth in the Agreement. 

3.11. Unless othervise is stated in the Agreement, and to the maximum extent permitted by applicable 

law, in no event shall Kaspersky, its affiliates, or licensors be liable for any indirect, incidental, 

special, consequential or punitive damages, or for any loss of profits or revenues, whether incurred 

directly or indirectly, or any loss of data, use, goodwill, or other intangible losses, resulting from 

Customer’s use of or inability to use the Product, even if Kaspersky has been advised of the 

possibility of such damages. The aggregate liability of Kaspersky under these Product T&C shall 

not exceed the fees paid or payable by Customer for the Product in the twelve (12) months 

preceding the event giving rise to the liability.  

3.12. No delay or omission by either party in exercising any right under these Product T&C shall operate 

as a waiver of that or any other right. A waiver or consent given by a party on any one occasion 

shall be effective only in that instance and shall not be construed as a bar or waiver of any right on 

any other occasion. In the event that any provision of the Product T&C shall be invalid, illegal or 

otherwise unenforceable, the validity, legality and enforceability of the remaining provisions shall in 

no way be affected or impaired. This Agreement may also be amended or modified by a written 

instrument executed by both the Customer or Partner and Kaspersky or by Kaspersky only as 

stipulated in clause 3.7. of these Product T&C. 

THESE PRODUCT T&C SHALL BE BINDING UPON, AND INURE TO THE BENEFIT OF, BOTH PARTIES AND 

THEIR RESPECTIVE SUCCESSORS AND ASSIGNS 


