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1.06wme ycnoBus

HacToswasa nporpamma nogaepXku onpenensieT nepeyeHb 1 NopagoK okasaHus yCryr TEXHUYECKOM
nogaepXku Bnagensyy gaHHoro Ceptudukata PaclumpeHHon TexHnveckon MNMogaepxkn ypoBHS
«Enterprise» ans Kaspersky Container Security (MSA Enterprise gna KCS)

HacTtoswas nporpamma nogaepku HanpasneHa Ha npegocTaBneHue Nonb3oBaTento paclmnMpeHHoro
nepeyHs ycnyr, a Takke Ha NpegoCcTaBlieHME MOBbILLEHHOIO KayecTBa 00Cy>KMBaHMSA NO CPaBHEHMIO C
YCNOBMSIMW CTaHAAPTHON NOAAEpP KKM, OKa3dbiBaeMoK B pamkax JlnueHsnoHHoro cornatwieHus AO
«JTabopaTopus Kacnepckoro», onpeaensitoLero ycrnoBms UCNonb3oBaHus nporpammHoro MNpogykTa
Monb3oBartenem.

2.0npepeneHunn

«Company Account» — web-cuctema 06paboTkun nHuugeHto Cnyx6on TexHnyeckon Mogaepxkm JNlabopaTtopum
Kacnepckoro (https://companyaccount.kaspersky.com)

«MpoagykT» — nporpamma ansa 3BM, paspabortaHHas AO «JlabopaTtopusa Kacnepckoro».

«Monb3oBaTenb» — PUAMYECKOE NULO, UMetoLLiee AeNCTBYIOLLYIO NMULIEH3NI0 Ha ucnonb3osaHue Mpoaykra, ans
KOToporo 6yaeT okasblBaTbCA TeXHUYecKas noaaepxka B COOTBETCTBMM C HACTOSALLER NporpaMMoit.

«MHumpeHT» — nioboe cobbiTne, cooblyeHHoe Monb3oBaTenem, KOTOpoe He ABNAETCHA YacTblo CTaH4APTHOrO
dyHKUMOHMpoBaHUs MNpoaykTa, 1 KOTOPOoE Bbi3biBaeT UMW MOXET BbI3BATb NpepbliBaHWE UMW CHUXEHWE KavyecTBa
ycnyru, nponssoanmon MNpoayKToMm.

«Mpobrnema» — oOCHOBHasi HEU3BECTHas NpUYMHA oaHOro Unu bonee MHUMAEHTOB. CTAaHOBUTCS M3BECTHOM
OLUMGKOW B crnyvae, ecnun KopHeBasi NpUYnHa U3BECTHa M HaZeHo BpeMeHHoe 06xo4Hoe peLleHme unm
NoCTOsIHHasA anbTepHaTuBa.

«M3BecTHas owmbka» — Nnpobrema, KopHeBasl NpMYMHA KOTOPOI CTarna U3BecTHa 1 HaldeHo BpeMeHHoe
06xoaHOE peLleHre UN NOCTOsIHHAA anbTepHaTuBa.

«Owmnbka npoayKTa» — He AeknapvpyemMoe noBegeHne npogykra.

«3anpoc Ha obecnyxuBaHue» — 3anpoc Nons3oBaTens Ha NpefoCcTaBeHNe TEXHNYECKON NoAAEPXKKY,
nHdopmaumm, coBeTa Unu oKyMeHTaLmmn B Criyyasix, He KacaloLMXCs HEKOPPEKTHOrO YHKLMOHNPOBAHUSA UMK
npepbiBaHUa HopManbHon paboTsl [poaykTa.

«BVIpyCHaﬂ anunaeMusa» — KpU3UCHaa cutyauma 'y Monb3oBaTtens, BO3HUKLLAA B cnydae, ecnn Bupyc He MoXeT
ObITb 06Hapy>|<eH npOD,yKTOM npn NnpuMeHeHNN akTyalnbHbIX aHTUBUPYCHbIX 0a3 gaHHbIX, U UCMOSTHSIEMble moaynun
BMpyca HeratumBHo BO3D,eI7ICTBYIOT Ha HeNnpepbIBHOCTb 6usHeca lNMonb3oBartens.

«BupycHbi nHUMAeHT /| UHUMOeHT, cBA3aHHbIN ¢ BpeAoHOCHbIM MO» — MHUMAEHT, HE CBSA3aHHbIV C
MpoayKTOM, HO CBA3aHHbIA C HEOBXOAMMOCTbLIO NpeaocTaBneHus Monb3oBaTento cneLnPUIECKNX YyTUINUT,
yaansiowmx spegoHocHoe N0, n/unu pekomeHaaumin no yaaneHuno u onucaHun spegoHocHoro MO.

«KpuTnyHOCTL MHUMOEHTa» — 0O3Ha4YaeT Mepy BM3HEC-KPUTUHHOCTU MHUMOEHTA, OCHOBAHHYIO Ha NOTPEBHOCTAX
6usHeca MNonb3oBaTens.

«Ycnyra(u)» — MeponpusiTusi n AeATeNbHOCTb MO CONPOBOXAEHMWIO, TEXHNYECKOW NOAAEPIKKE U KOHCYNbTaumu,
npenocTaBnsiemble «Jlabopatopuer Kacnepckoro» B paMkax NporpamMmmbl MOAOEPKKM « DHTeprnpan3y.

«Bpems peakuuu» — Bpemsi, npowlegLliee ¢ MOMeHTa nony4veHus «Jlabopartopuen Kacnepckoro» nHdopmauum o
nobom nHUKaeHTe A0 MOMeHTa npeaocTaBrneHus MNone3oBaTtento KBanuguumnpoBaHHOro oteeTa (NocpeacTBOM
Company Account lNonb3oBaTens HAa UHTEPHET-NopTane TeXHUYECKOW NOAAEPXKKM, SNEKTPOHHOW NOYThl UNx
TenedoHa).

«O6HoBneHue» — Bbinyck «Jlabopatopuen Kacnepckoro» aHTUBUPYCHOM 6a3sbl AaHHbIX C HOBbIMU CUrHaTypamu
yrpos n moancukauuamu MNMpoaykra, obecneunBatoLen ynydueHme OyHKLMOHANBLHOCTY NN NPOM3BOANTENBHOCTU
MpoaykTa u/unu cogepxalen HoBy OYHKUMOHANBHOCTL Unn ynydieHus Npoaykra.
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«MopepHusauua» — obHoBneHue MpoaykTa, naeHTMUUMpoBaHHOe 3SMEHEHNEM HoMepa Bepcum MpoaykTa.

«O6xogHoe pelueHue» — npoueaypa, NOCPeACTBOM NPUMEHEHUS KOTOPOIA MMonb3oBaTeNb MOXET BPEMEHHO
PeLUnTb MHLNOEHT.

«JloxkHasa TpeBora» — cutyaums, korga NpoaykT olwMBOYHO BOCNPUHUMAET HEMHULMPOBAHHbLIN halin, kak
MHULMPOBAHHbIN.

3.0nucaHue nporpamMmmbl noaaepxkm «Enterprise» gns
Kaspersky Container Security

TexHU4Yeckoe KOHCYNbTUPOBaHUE NO BONpOocaM 3KcnyaTauum
npoAyKTa n NpMémM 3anpocoB Ha yCTPpaHeHue HeraTUBHbIX NocneacTBUN
WHLUUAOEHTOB NOCPEACTBOM:

e [lpepocTtaBneHust goctyna Nonb3oBaTento k MIHTepHeT-INopTany TexHuyeckon nogaepxku AO
«J1labopatopus Kacnepckoro» ¢ BO3MOXHOCTbIO pa3MeLLiEHMS 3aMpOCOB B pexnme 24x7x365
(KpyrnocyTo4HO, BKMOYas BbIXOAHbIE U NPa3aHWUYHbIE OHW)

e [lpmnéma 3anpocoB no TenegoHy NPUOPUTETHOM BbIAENEHHON NIMHUM B PEXUME:
e 24x7x365 ons 3anpocoB ypOBHS KpUTUYHOCTU 1 1 2;
e o pabounm gHam ¢ 10:00 no 18:30 (Bpems MockoBCKoe) 4118 3anpoCoB YPOBHSA CPOYHOCTM 3-4.

e [Ipuéma 3anpocoB MO INEKTPOHHOM NoYTe B pexmme 24x7x365 (KpyrnocyTo4YHO, BKMOYasi BbIXOAHbIE U
npasgHuYHble AHW) B ClyYae HEBO3MOXHOCTU co3aaHuns 3anpoca yepe3 NHTepHeT-MNopTan

e [lpuéma 3anpocos lNepcoHanbHbiM TexHundeckum MeHemkepom (IMTM) B paboumne yacsl ¢ 10:00 no 18:30
(Bpemsi MockoBckoe) no paboymm gHam

OGpaboTka MHUMAEHTOB
O6paboTka nHUMAEeHTOB Yepes3 web

Web cuctema obpaboTtkm 3anpocoB LieHTpa TexHn4yeckon nogaepxku «Jlabopatopum Kacnepckoro» gocTynHa no
ccbinke https://companyaccount.kaspersky.com.

MocpeacTeom AaHHoN cucTeMbl «JlabopaTtopua Kacnepckoro» npegoctasnseT Monb3osaternto:

. BO3MOXHOCTb UCNOJ1b30BaHNA ﬂepCOHaﬂbHOVI yquH0|7| 3anucu MNMonb3oBartens aAns co3gaHusi, 0GHOBMNEHUS
N MOHUTOPUHIa NMHUNOEHTOB,

e  TEXHUYECKYIO MOAAEPKKY U KOHCYNbTaLMW NO PELUEHUIO MHLMOEHTOB B NPOLEecce YCTaHOBKY,
KOHUrypupoBaHus 1 pyHKUnoHmpoBaHusa NMpoaykra;

e  TEXHWYECKYH NOAAEPXKKY U KOHCYMNbTaumMm Mo nevyeHuo (aiinos, 3apaxeHHbIX BpeaoHocHbIM [0, n
camMoCTOsITENbHOMY yaaneHuo BpeaoHocHoro MO ¢ nporpaMmHo-annapaTHbIX KOMMNEKCOB, 3aLUMLLEHHbIX
MpoayKkTOM C YCTaHOBMNEHHbIMW HOBEWLLUMMUW OGHOBNEHMAMM MpoaykTa U aHTUBUPYCHbIX 6a3 AaHHbIX.

O6paboTka MHUMOEHTOB: Noaaepkka rno Tenedony

e T[lopgaepxka no TenedoHy npepoctaesnseTca «JlabopaTtopment Kacnepckoro» TonbKO aBTOPM30BaHHbLIM
coTpyaHukam MNonb3oBaTensi.



kaspersky

BpemMsa peakuum Ha MHUUAEHTbI

«JlabopaTtopusa Kacnepckoro» rapaHTupyeT BpeMsi peakumm Ha obpalleHus Nonb3oBaTtensa B COOTBETCTBUM C
BPEMEHHbIMW paMKaMu, COOTBETCTBYIOLLIMMWN YPOBHAM CPOYHOCTU UHLMAEHTA:

YpoBeHb KPUTUHHOCTHU Bpems peakuuun

YpoBeHb
KpUTU4HOCTY 1

30 MuHyT*

YpoBeHb

4 yaca*
KPUTUYHOCTH 2

YpoBeHb

6 paboumx yacos
KpUTUYHOCTM 3

YpoBeHb

8 paboumnx yacos
KpUTUYHOCTH 4

* B Hepaboyee Bpems, B T. 4. BO BPEMS BbIXOAHbIX U Npa3gHuKoB, Heobxoanmo obpalueHne no tenedoHy

3anpocam Nonb3oBaTenen pacluMpeHHON TEXHUYECKOM NoaaepXkn ypoBHs «Enterprise» gna Kaspersky
Container Security npucavBaeTcsi 6onee BbICOKUA NPUOPUTET OTHOCUTENBHO CTaHAaPTHBLIX 3anpoCoB.

YpoBeHb KPUTUYHOCTU MHUMAEHTA onpegenseTcs ero kareropmen, BblopaHHon MNonb3oBatenem npum
nepBoHavanbHoOM obpalleHun (Yepes BbIGOP NpeaycTaHOBMEHHbIX ypoBHer B Company Account).

AO «JlabopaTopus Kacnepckoro» nmeeT npaBo BMOCNEACTBMN NEPECMOTPETb YPOBEHb KPUTUYHOCTU MHUMAEHTA,
€Ccnu ero onucaHue GyaeT COOTBETCTBOBATb APYroMy YpOBHH. [lepeyeHb ypoBHEWN KPUTUYHOCTU U UX ONUCaHNS
npueefeHbl B MpunoxeHunu.

NMepcoHanbHbIN TexHnyeckun Menegxep (MTM)

MepcoHanbHbIN TexHuYeckun meHemxkep (MTM) HasHavaeTcs AO «JlaBopatopusa Kacnepckoro» ¢ uenbto
opraHv3auMu eaMHOro kaHana B3aumogencTBus ¢ nonb3osatenem. NMNTM aBnsgeTcs cOTPYAHUKOM KOMMaHWK-
npoussoauTens u ynpaenseTt obpaboTkon Bcex nHungeHTos [Nonb3oBaTtens. B 06493aHHOCTM TEXHUYECKOrO
MeHeXepa BXOAUT:

e OpraHusauusi paboT no TexHu4yeckon nogaepxke cneunanuctamu AO «JabopaTopus Kacnepckoro» ans
peLLeHNst TEXHUYECKNX UHLIMOEHTOB;

e  UMHopmupoBaHue NMNonb3oBaTens 0 TEKYLLEM COCTOSIHUM PELLEHNsT 3anpoCcoB, NpeLoCTaBeHne
eXeKBapTarbHON OTYETHOCTMU;

. KOHTPOIJ1b BbIMOJIHEHNA 3a4a4y U obecneyeHne CBOEBpPEMEHHbIX ackanauyum npu 06p360TKe WHUMNOEHTOB B
npouecce okasaHusa ycnyr,

e nopaepxka UT-genaptameHTa Monb3oBaTtens B NOHUMaHWM U NPaBUBHOM UCMONb30BaHWN
pekoMeHaauui, NpefoCcTaBeHHbIX B NPOLECCe OKa3aHUs YChyr;

. npoeegeHne cCoBMeCTHO C Monb3oBaTtenem peryndapHoro aHanumsa u cornacosaHue DencTBeumn
HeobXxoauMbIX onsi peweHna TeXHn4eckmx n onepalUOHHbIX MHLUNOEHTOB.

MTM rapaHTupoBaHHO gocTyrneH no paboyum aHam ¢ 10:00 go 18:30 (Bpems MockoBckoe) no TenedoHy,
SMNEKTPOHHOW no4Te 1 MobunsHoMy TenedoHy. B cnyyae HegoctynHocTu MNTM (B HOYHOE BpeMsi M Hepaboyune
AHK), 3anpockl [Nonb3oBaTens nepeagpecyoTcs 3aMeHSALEMY Ha FIMHUIO TEXHUYECKOW NOAAEPXKKN.

Monb3oBatenb gomkeH coobwmntb AO «JlTabopaTopusa Kacnepckoro» MeHa u KOHTakTHY0 nHdopMaLmo
COTPYAHWKOB, Ha3HauYeHHbIX Ans B3anmonenctaund ¢ NTM (koHTakTHoe NUUO) 1 NPefoCTaBUTb €ro KOHTaKTHYHO
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nHdopMaumio (B HaCTHOCTW, agpec 3NEKTPOHHON NOYThl U HOMep TenedoHa), MOCpeaCcTBOM KOTOPOW C
KOHTaKTHbIM FIMLOM UMM MOSTHOMOYHBIM NPEeACTaBUTENEM JAHHOIO NMLa MOXHO B3aUMOENCTBOBaTb BO BPEMS
paboT Hag MHUnaeHTamu.

YnpaBneHue Ka4eCTBOM

Ockanauusa MHUMOEHTOB M ynpaBreHne NpeTeH3nsiMum

MpenbsiBNeHne NpPeTeH3uit 1 kanob Ha kayecTBO OGCNYKMBaHMSA OCYLLECTBSETCS COMMAacHO HKeCneayoLwen
CXeMe:

YpoBeHb lMepcoHanbHbIN PykoBogutenb cnyxobl MeHemkep no pa6oTe ¢
ackanauun TEeXHUYECKU TEeXHUYECKOW NOAAEPXKKN KOpropaTVUBHBIMM
MeHexep pervoHarnbHoro oguca knueHTamu (6usHec-
«Jlabopatopun Kacnepckoro» KOHTAaKT)

Monb3oBaTtenlb MOXET 3CKanMpoBaTb HEPELLEHHbIE MHLUMAEHTbI B CllyYae, eCN MHUMAEHT HaxoamuTca «Ha
cTopoHe» «Jlabopatopuun Kacnepckoro».

KoHTponb pelieHns MHUMOEHTOB

B nto6o MOMEHT BPEMEHWN MHUMAEHT MOXET BbIThb, kak B paboTe y Monb3oBaTtens (1.e. MNonb3oBatesb
npeanpuHMMaeT AeACTBMS, CNOCOOCTBYOLWME peLLeHnio nHUnaeHTa «JlabopaTopueit Kacnepckoro»), Tak U B
pabote B «JlabopaTtopun Kacnepckoro».

MHumaeHT cuntaeTtca Haxogdawmmea B paboTte y MNonb3osartens, koraa «Jlabopatopusa Kacnepckoro» nponssogut
3anpoc gononHuTensHon nHpopmauum y MNonb3oBaTens. [Nocne Toro, kak MNonb3oBaTtens NpegocTaBnseT
3anpoLLEHHY MHAOPMaL Mo, MHLMOEHT cuntaeTcs nepeaaHHbiM B paboTty «J1labopatopumn Kacnepckoro». Bpems
HaxoXAEeHUs MHUMAEHTA Ha CTOPOHE KNMeHTa He JOSMKHO npeBbiwaTth 1 Mecsua. B crnyyae npeBblleHns 3Toro
nokasartens, TeKyLMN NHLMAEHT aBTOMaTU4ECKN 3aKpbiBaeTCs.

«JlabopaTopusi Kacnepckoro» HeceT OTBETCTBEHHOCTb TOMbKO 3a BPEMS], B TEHEHNE KOTOPOro MHUMAEHT
Haxoguncsa B paboTte B «JlabopaTtopum Kacnepckoro».

ﬂpeﬂ,OCTaBﬂeHMe OTYETOB MO OTKPbITbIM MHUMUOEHTAM

B npouecce pelueHuna nHuuaeHToB «JlaGopaTopust Kacnepckoro» caoenaet BCe BO3MOXHOE /151 CBOEBPEMEHHOIO
npenocTaBneHns MHEOPMAaLIMK O CTaTyCe OTKPbITbIX MHLMAEHTOB [Monb3oBaTento B COOTBETCTBUW C rpadpuKomM,
yKa3aHHOM B HWXecnegytoLlei Tabnuue.

YpoBeHb KpUTUYHOCTH Fpadmk NnpeagocTaBneHust OT4ETOB

Mo AOroBOpEHHOCTH, HO HE Yalle, YeM pa3 B AeHb (MO 3NIEKTPOHHON

YpoBeHb KpUTUYHOCTYU 1
noyTe Mnu no TenedoHy)

YpoBeHb KpUTUYHOCTH 2

YpOBEHb KPUTUYHOCTY 3 B pamkax perynsipHoro otyeTta

YpoBeHb KPpUTUYHOCTU 4
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O6HOBNEeHNe aHTUBUPYCHbIX 6a3 NO 3anpocy nosfib3oBaTens npu
BO3HUKHOBEHUU BUPYCHOIro MHLUMAOEHTA UIU NTIOXKHOWN TPeBOorn

Mpun owmnboyHoM geTekTnpoBaHum MNpoaykToM MHULMPOBAHHOIO danna Kak HeMHPUUMPOBAHHOIO, NN B
obpaTHOM cry4vae, npu ycrnoBuu, 4to MNonb3oBaTenem ycTaHOBMEHbI HOBEWLLME OOHOBMNEHMS U aHTUBUPYCHbIE
0a3bl AaHHbIX, [1onb3oBaTenb MoXeT NOTpeboBaTbh BHECEHWSI M3BMEHEHU B Ba3bl aHTUBUPYCHbLIX ONUCAHUN
Mpoaykra. AO «JlabopaTopus Kacnepckoro» obecneudnBaeT npepoctasneHuve MNons3osarento O6HoBneHus bas, B
KOTOPOM AaHHbIn han OyaeT BEpHO AETEKTUPOBATLCS.

AO «JlabopaTtopus Kacnepckoro» opraHusyeTt paboTbl no:

e (OO6paboTke 3anpocoB, CBA3aHHbIX C BbIMYCKOM aHTMBUPYCHbIX 6a3, BblAENEHHON rpynmnov cneumnanncros,
OENCTBYIOLLNX B peXMMe 24X7x365

e [lpuoputeTHomy (ycKOpeHHOMY) Bbinycky obHoBNeHus ans Nonb3oBatenemn pacluMpeHHoOn TEXHNYECKON
noaaepxkn «Enterprise»

e VIHopmumpoBaHuio [Nonb3oBaTens 0 NPOMEXYTOUYHbIX pe3yrbTaTax U Xoe BbINOMHEHWST ero 3anpoca
MepcoHanbHbIM TexHnvyecknm MeHemxepom.

NMpepocTtaBneHne KOAOB NMporpaMMHbIX Koppekuun (patches) npoaykra

B npouecce ncnpaeneHnst M3BecTHbIX ownmbok komnaHmen AO «JlabopaTopust Kacnepckoro» lNMNonb3oBatento
NpeaocTaBnaoTCA 00LWEeA0CTYMHbIE KOAbl MPOrpaMMHbIX KOPPEKLMIA MO Mepe UX BbiMycKa.

Mpwv oGHapyxeHUn HecTaHAAPTHOW NPoGnemMbl, AN KOTOPOW OTCYTCTBYET 0BLLEeAOCTYMNHbIN KO NporpaMMHON
koppekuum, Monb3oBaTenb Bnpase 3anpocutb AO «JlaGopaTopusi Kacnepckoro» o BbiMycke YaCTHOrO peLleHust —
koZa NporpaMmHON KOpPeKUMm, cneumduyHoro ansa cutyauum (KoHguUrypaumm, Bepcum, yCroBuil UCMonb30BaHuUs
npoaykta) Monb3oBaTtens.

AO «JlabopaTtopusa Kacnepckoro» opraHusyeTt paboTbl no:

e O6paboTke 3aNpoCoOB Ha BbIMYCK KOAOB YaCTHbIX KOPPEKLUMI BblAENEHHOW rpynmnon NHXeHepoB,
3aKkpenneHHon 3a 3anpocamu [onb3oBaTenen paclUMpeHHON TEXHUYECKON NOAAEPKKM «DHTepnpamns»

e VIHdopmupoBaHus Nonb3oBaTensa 0 NPOMEXYTOUHbIX pe3ynbTaTax U XoAe BbINOMHEHUs ero 3anpoca
MNepcoHanbHbIM TexHuvecknum MeHeaxepom

AO «JlabopaTopusa Kacnepckoro» NpunoXxuT KOMMepPYECKn 0O0CHOBaHHLIE YCUIUS Ansl Bblnycka YacTHOrO
Kofa nporpammHon Koppekunn. Kogbl NporpaMMHbIX KOPPEKLMIA BbINMYCKAOTCA COMMacHO NONnTUKe

NoAAEPXKKM NPOAYKTOB Ha pasHbIX CTaAMAX XU3HEHHOTO LIMKIa NPUIOXeHWs (akTyanbHas Bepcus 4OCTyNHa

no ccbinke http://support.kaspersky.ru/support/rules)

YcnoBusi UICNOMb30BaHNSA KOAOB MPOrpaMMHbIX KOPPEKLIMIA ABMSAOTCS NPEAMETOM JIMLIEH3MOHHOMO COrnalleHus,
3akntodeHHoro mexay AO «JlabopaTopusa Kacnepckoro» v MNonb3oBaTtenem.

AyJJ,VIT COCTOAHUA CUCTEMDbI 3aLlLUUNTDbI

Monb3oBaTtenb MOXET OAMH pa3 B rof BOCMNOMb30BaTLCS YCIYron NPOBEPKM COCTOSAHMSA CUCTEMBI 3aLLUThbl
npeanpusaTtua (Health Check) B TeyeHune cpoka aencteus ceptudunkata PaclumpeHHon TexHu4yeckor nogaepxku. B
pesyrnbTate NpoBeAeHHOro ayauTa lNonb3oBartens nonyydaeT OTYET O MPOBEPKE C YKa3aHNEM HeOBXOoMMbIX
KOPPEKTUPOBOK. YCnyra okasblBaeTcs yaaneHHo n anutcsa 1 (oguH) pabounin AeHb. Y CnoBus U CPOKM OkasaHus
ycnyru obcyxaarTcs JONONHUTENBHO, HO HE MeHee YeM 3a 2(ABe) Hefenu A0 CpoKa okasaHus yCnyri.
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dononHuTtenbHbIe ycnoBusa noaaepxKku

lMonb3oBaTenb UMeeT NpaBo Ha3HauYNTb A0 8 (BOCbMM) KOHTaKTHbIX NAL, MMEILNX NPaBo OTKPbIBATb 3as8BKN Ha
oKasaHue ycnyr TexHudeckon nogaepxkn. Cnmcok KOHTaKTHbIX NnL, Co CTOPOHBI [Nonb3oBaTtens AomkeH 6bITb
onpegerneH B cepTudukate Ha PaclumpeHHyto TexHu4eckyto noaaepkky. [ns nameHeHns cnmcka KOHTaKTHbIX Niny
Monb3oBatenb 4omkeH odopMnTb 3anpoc Yepes Company Account. B oTBeT Ha 3anpoc 06 M3aMeHeHMn cnmcka
KoHTakTHbIX nuu, AO JlabopaTopusa Kacnepckoro npeaoctaBuT Nonb3oBaTento 0OHOBNEHHYIO BEPCUIO
ceptudmkata PaclumpeHHon TexHn4ecKkon noaaepxku.

lMonb3oBaTenb MOXET 3aperncTpupoBaTh HEOrPaHNYEHHOE KONMMYECTBO MHLIMAEHTOB 3@ BECb CPOK AENCTBUS
cepTudumkata PaclumpeHHon TexHN4eCcKon Noaaepxku.

HekoTopble nHUMAEeHTbI MOryT noTpeboBaTb BOCCO34aHUS YCMOBMI BO3HUKHOBEHUS MHUMaeHTa B AO
«J1labopaTtopusa Kacnepckoro» ¢ Lenbio NpoBeAeHNS TECTUPOBAHUS U BepUEUKaLMKN BUPYCHOTO 3apaKeHNs Unu
HanM4Yns NPOAYKTOBOMN OLLNBKM.

Monb3oBatenb 065a3aH npegoctaBnTb AO «JlabopaTopusa Kacnepckoroy» BClo Heo6xoamMMyto MHpopmMauuio 1
cneundumyeckoe NporpaMMHoOe Unu annapartHoe obecneyeHne Heo6xoaMMoe Ans BOCNPOU3BEAEHNS YCIOBUIA
BO3HWKHOBEHMWS MHUWAEHTA B cryvae, ecniv HeobxoaMMoe nporpaMMHoe W/unu annapartHoe obecneyeHue
otcytctByeT y AO «JlabopaTtopusa Kacnepckoro».

«JlabopaTtopusa Kacnepckoro» npunoxuT Bce Heobxoaumble YCUnust Anst BOCNPOU3BEAEHUS UHLNOEHTA, Kak
TOnbKO ByaeT JoCcTynHa BCA Heobxoaumasa nHgpopmaums, a Takke nporpammMHoe u/unu annapaTHoe obecneyeHue.
B cnyyae HEBO3MOXHOCTM BOCMPON3BEAEHMS YCITOBUIA BO3HUKHOBEHUSI MHUMAEHTa Nonb3oBaTtens 06s3aH
npenocTtaBuTb coTpyaHukam AO «Jlabopatopusi Kacnepckoro» JocTyn K MHULMPOBAHHLIM CUCTEMAM YAANEHHO.

B cnyyae ecnu uHUMAEHT He MOXeT ObITb BOCNPOU3BEAEH HW OOHOW U3 CTOPOH, UMW KIMUEHT HE NPeAoCTaBun
[OCTyn K paboyemy OKPYXEHWI0, FAe MHUUOEHT MOXET ObITb BOCNPOU3BEAEH, UMW YCTAaHOBIEHO, YTO MpoayKT He
SIBNSIETCA UCTOYHUKOM UHUMAEHTA, UHUMAEHT He MOXeT BbITb KnaccudumumpoBaH B paMkax AaHHOW NporpaMmbl
noaaepXKu.

OrpaHnyeHus nporpamMmmbl noaaepxkm «Enterprise» ana Kaspersky
Container Security

Ycnyru, Bxoasiime B NnporpaMmmy TEXHUYECKON noaaepxkm ypoBHs «Enterprise» ana Kaspersky Container
Security, He oka3blBalTCA B Cry4yae BO3HUKHOBEHMWS MEPEYNCTIEHHBIX H/XKE MHLMOEHTOB:

. MHUWOEHTHI, YXe pelleHHble OnA [Nonb3oBaTtens (T.e., €CIM BO3HUKITN MHUMOEHTbI Ha yCTaHOBHeHHOVI
Konmum I'Ipop,yKTa rocrie Toro, kak aHanornyHble MHUUAEHTbI Obinn peweHbl ana /J,pyr0|7| Konmn I'Ipop,yKTa);

e  MOWCK N yCTpaHeHue NpobrieM aHanorMyHbIX UM MAEHTUYHBIX YKe PELLEHHbIM (T.€. MHUWOEHTOB, AN1s
peLleHNs KOTOPbIX MOXET ObITb MPUMEHEHO peELLEHME NPeablayLMX MHUNOEHTOB C NPeaoCTaBeHNEM
OOMONHUTENBbHBLIX MHCTPYKUUA «JlabopaTopun Kacnepckoro»);

e  VHUMAOEHTbI, Bbl3BaHHbIE HEMonagkamu annapaTHoro obecneyeHuns MNonb3oBaTens;

®  VHUMOEHTbI, BO3HMKLLME HA HEMOAAEPKNBAEMbIX BEPCUSIX NPOrpamMMHbIX nraTgopm (Hanpumep, Ha beTa-
BEPCUSIX MPOrpamMMHbIX NIaTtdopm, BEPCUSIX HOBbIX NMAKETOB OOHOBIEHUIN UM JOMNOSNHEHWIA, HE
opobpeHHbIX «JlabopaTtopuelt Kacnepckoro» B kayecTBe COBMECTUMEIX € [1poaykTamu);

e MHUMAOEHTbI, BbI3BAHHbIE YCTAaHOBKOWM M 3anyCKOM CTOPOHHUX MPUINOXEHMUI (BKNtoYas, HO He
orpaHM4MBasiCb, CrIMCKOM HenoaaepXKMBaemMoro Unm HeCOBMECTMMOIo NporpaMmMHoro obecneveHus,
YyKa3aHHOro B JOKyMeHTauuu unu Ha cante «Jlabopatopun Kacnepckoro»);

®  WHUWAEHTHI, O KOTOpbIX [lonb3oBaTensb He MOXET NPeoCTaBUTb TOUHYO MHOPMAaL MO, 060CHOBaAHHO
3anpolueHHyto «JlabopaTopueit Kacnepckoro» ¢ Lernbio BOCNPOM3BEAEHWS], paccnefoBaH1s U peLleHus
WHUNAOEHTa;
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e  MHUMOEHTbI, BO3HMKLINE B PE3YNbTATe HENPUMEHEHWUSI UMM HENPABWUIBLHOTO NMPUMEHEHNS UHCTPYKLIMIA
«Jlabopatopuu Kacnepckoro» nnm gokymeHtaumm «Jlabopatopumn Kacnepckoro», B criydae npaBunbHOro
MCNonb30BaHNA KOTOPbIX BO3HMKHOBEHNE NHUUOEHTA Obl10 Obl HEBO3MOXHO.

4.MpunoxeHune

ypOBHVI KPUTUHHOCTU MHUMNAEHTOB, OTHOCALUNXCA K NPOAYKTY.

«YpoBeHb KpUTUYHOCTU 1» (KpUTUYECKUIN) O3HAYAET KPUTMYECKYIO Npobnemy ¢ MNMpoaykToM, BAUSIOLLYIO Ha
HenpepbIBHOCTb bm3Heca [onb3oBaTens NoCpeacTBOM npepbiBaHMsA paboTocnocobHocTy MNpoaykTa nnm
onepaumnoHHbIX cucTem lNonb3oBaTens, Un Bbi3biBaOLLY NOTEPHO AaHHbIX, YCTAHOBKY CTaHAaPTHbIX HACTPOEK
Monb3oBaTtens B Hebe3onacHbIN PeXxMM UM BO3HUKHOBEHWE ApYyrMx Nnpobnem ¢ 6€30NacHOCTbIO, NPK 3TOM
06xogHOe pelleHne OTCyTCTBYeT.

MepeyeHb NHUMAEHTOB, CBA3aHHbIX C [TpoayKTOM M COOTBETCTBYHIOLUMX YPOBHIO KPUTUYHOCTM 1, BKNtoYaeT B cebs
crnegyowme MHUMAEHTDI:

° BCA J1OKaJ1bHaA CeTb (I/I.I'IVI KPpUTU4HaaA 4acCTtb CeTl/I) He pa60TaeT, YTO npepbiBaeT OCHOBHbIE Ou3Hec-
npouecchl.

«YpoBeHb KpUTUYHOCTH 2» (BbICOKUIA) 03HA4YaeT NpobremMy BbICOKOrO YPOBHS KPUTUYHOCTU, Bbi3bIBAIOLLYIO
BO3EeCTBME Ha PYHKUMOHANbHOCTL MNpodykTa, HO He Bbi3biBalOLLYIO NOBPeXaeHe/ NoTepio AaHHbIX UMK
npepbiBaHWe paboTocnocobHOCTN NporpaMMHOro obecrneyeHmnst. YpoBeHb KpUTUYHOCTM 1 paccmaTtpuBaeTcs, Kak
YpoBeHb KPUTUYHOCTY 2, KOrAa U3BecTHO 06XoA4Hoe peLleHue.

MepeyveHb NHUMOEHTOB, CBSA3aHHbIX C [1pOaYKTOM 1 COOTBETCTBYHOLLMX YPOBHIO KPUTUYHOCTU 2, BKItOYaET B cebs
crnegyoLwmne MHUNOEHTbI:

° NPOAYKT NOJTHOCTbLIO BbiBEAEH N3 CTPOA, HO HENMPEePbIBHOCTbE OCHOBHbIX OunsHec npoueccoB He HapyLlaeTca.

«YpoBeHb KpUTUHYHOCTU 3» (CpegHui) O3HavYaeT HEKPUTUYHYIO Mpobnemy unu 3anpoc Ha obecnyxmeaHue, He
3aTparmBatome yHKUMOHanbLHOCTb MNpoaykTa.

MepeyeHb NHLMAEHTOB, COOTBETCTBYIOLLMX YPOBHIO KPUTMYHOCTKM 3, BKMOYaeT B cebs crnegyrowime MHUMAEHTLI:

e MPOAYKT YaCTUYHO BbiBEEH M3 CTPos (paGoTaeT HECOOTBETCTBYIOWMM 06pa3om), HO Apyroe nporpamMmMHoe
obecneyeHune 3aka3unka He BbiIBEJEHO 13 CTPOS B pedynbTate paboTsl MNpoaykra.

«YpoBeHb KpUTUYHOCTHU 4» (HU3KWIA) O3HaAYaeT Apyrie HeKpUTUYHbIE 3anpockl Ha obcnyxueaHue. Bee
WHUWUAEHTbI, HE YNOMAHYTbIE BbilLE, OTHOCATCS K 3TOMY YPOBHIO KPUTUYHOCTH.

yr)OBHI/I KPUTUYHOCTU BUPYCHbLIX MHUNOEHTOB

«YpoBeHb KPUTUYHOCTU 1» (KPUTUYECKUIA) O3HAYaET BUPYCHYIO SNUAEMUIO, BIIMSIIOLLYIO HA HENPEPLIBHOCTL
OusHeca 3akasuymka NnocpencTBoOM npepbiBaHNst paboTocnocobHocT MpoayKTa unm onepaunoHHbIX CUCTEM
3a|<a3qvn<a, MINKn BbI3bIiBAKOLLYIO NOTEPK AAHHbLIX, MPU 3TOM o6xop,Hoe pelieHne OoTCyTCTBYyeT.

I'Iepequb MHUNOEHTOB, CBA3aHHbLIX C BPe4OHOCHbLIM NMporpaMmMHbIM obecneyeHnem un COOTBETCTBYHOLNX ypOBHIO
KPUTUYHOCTH 1, BKNtoYaeT B cebs (HO He OrpaHI/I‘-II/IBaeTCFI) cnepywwme NHUMOEHTbI:

e  BCH NoKanbHas ceTb (MNKU KPUTUYHAsA YacTb ceTun) He paboTaer,
e  BUpYCHas anuaemus;

e JIOXHasA TpeBora anAd d)aﬁnos, BXOOALLNX B KPUTUYHbIE ONA ©n3Heca cucTembl.
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«YpoBeHb KpUTUHHOCTU 2» (CpegHuii) o3HavaeT npobnemy cpeaHero ypoBHSI KPUTUHHOCTU, HE Bbi3biBaOLLYHO
noBpexaeHne/ NoTepto AaHHbIX UNW NpepbiBaHne paboTocnocobHOCTM NporpammMHoro obecneyeHmns. YpoBeHb
KpPUTUYHOCTM 1 paccMaTpuBaeTCs, kak YPOBEHb KPUTUYHOCTM 2, KOraa U3BecTHo o6xoaHoe peLueHue.

MepeyeHb NHUMAEHTOB, CBA3aHHbIX C BPEOOHOCHBLIM NPOrpaMMHbIM obecnedeHmem n CoOOTBETCTBYOLWMX YPOBHIO
KPUTUYHOCTYM 2, BKItOYaeT B cebs (HO He orpaHnynBaeTcs) cregyowme MHUMAEHTDI:

. MHd)MHMpOBaHMe HECKOJIbKNX HEKPUTUYHDbIX Y3J10B CETU;

e JIOXHasA TpeBora and Q)aﬂnos, BXOOALWNX B HEKPUTUYHbIE O11A Oun3Heca cucTeMmbl.
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