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O6wue ycnoBusa

HacToswas nporpammMa noaaepkku onpeaenseTt nepeyeHb 1 NopsiAoK OKazaHUsA TEXHUYECKOW NoaaEePKKN
BnagenbLy nuueHsun Ha MNpoaykTel JTabopatopun Kacnepckoro tuna Premium n Premium Plus.

OnpepeneHus

«Company Account» — web-cuctema o6paboTkm nHumaeHToB Cnyxoomn TexHnveckon Mopaepxkm JlabopaTtopun
Kacnepckoro (https://companyaccount.kaspersky.com).

«lMpogykT» — nporpamma anga 3BM, paspabotaHHaa AO «JlabopaTtopusa Kacnepckoro».

«Monb3oBaTenky — PUANYECKOE NULL0, UMEIOLLIEE AEVCTBYHOLLYIO NIMLIEH3NIO Ha ucnornb3oBaHue MpoaykTa, Ans
KOTOpOro GyaeT oka3blBaTbCs TEXHUYECKas NOAAEPKKA B COOTBETCTBUM C HACTOSILLEH NPOrpamMMon.

«lMepcoHanbHbIN TexHn4veckuin Menemkep (MTM)» - cneumanucT TeXHMYECKoM nogaepxku Jlabopatopum
Kacnepckoro, BbIMOMHAOLWNIA pOofb NEPCOHANBHOIO TEXHUYECKOro MeHempKepa ANng KNMeHToB-BNagensLeB
nvueH3un Tuna Premium Plus.

«MHumMpeHT», «3anpocy», «ObpaweHue» — nioboe cobbiTne, cooblleHHoe NMonb3oBaTenem, KOTopoe He ABnAeTCs
YacTbio CTaHAAPTHOrO PYHKUMOHUPOBaHMA NpoaykTa, u KOTOpoe Bbi3bIBAET UMW MOXET Bbi3BaTb NpepbIBaHNE UIn
CHWXEHWe KadyecTBa ycnyru, nponssognumon NpoaykTom.

«lMpo6nema» — OCHOBHasa HeM3BeCTHas NpUYnHa ogHoro unu 6onee nHUMAeHToB. CTAaHOBUTCHA M3BECTHOWN
ownBKOM B Criyyae, ecriv KOpHeBas MpMYnHa N3BECTHA U HaAEHO BPpeMEHHOe 06X0OHOE peLleHne nnm
NoCcTOosHHAs anbTepHaTUBa.

«M3BecTHas owmbka» — Nnpobrema, KopHeBasl NpMYMHA KOTOPOI CTana U3BeCcTHa 1 HaldeHo BpeMeHHoe
06xoaHOEe peLLeHre Unn NocTosiHHasa anbTepHaTvBa.

«MpoaykToBas owmbka» — He AeknapMpyemoe nosegeHne NpoaykTa.

«3anpoc Ha obecnyxuBaHue» — 3anpoc Nonb3oBaTensd Ha NpegocTaBreHne TEXHUYECKOW NoaaEePKKU,
nHdopmaLumm, coBeTa Unn JoKyMeHTaLmu B Crydasx, He KacatoLMXC HEKOPPEKTHOrO PYHKLMOHUPOBaHNUS MUITn
npepbiBaHUa HopManbHon paboTsl [poaykTa.

((BVIpyCHaﬂ anuaeMunsa» — KpusncHaa cutyauma 'y Monb3oBaTtens, BO3HUKLLIAA B cnydae, ecnu Bnpyc He MOXeT
ObITb o6Hapy>KeH npO,El,yKTOM npn NpuMeHeHNn akTyalrbHbIX aHTUBUPYCHbIX 0a3 gaHHbIX, U UCMOSTHSIeMble moaynun
BMpyca HeratmBHo BO3ﬂeIZCTBYIOT Ha HeENnpepbIBHOCTb 6usHeca lNonb3oBartens.

«BupycHbit nHUunaeHT | UHUMOeHT, cBA3aHHbIN ¢ BpeAoHOCHbIM NMO» — MHUMAEHT, HE CBSA3aHHbIN C
MpoayKTOM, HO CBA3aHHbIM C HEOBXO0AMMOCTbLIO NpeaocTaBneHns MNMonb3oBaTernto cneLnPUIECcKnX yTUNuT,
yaansoLwmx spegoHocHoe N0, u/unu pekomeHaaumi no yaaneHuo 1 onucaHun spegoHocHoro MO.

«KpuTnyHOCTL MHUMAEHTa» — 0O3Ha4YaeT Mepy BM3HEC-KPUTUYHOCTU MHUMOEHTA, OCHOBAHHYIO Ha NOTPeBbHOCTAX
6usHeca MNonb3oBaTens.

«Bpems peakuumn» — BpeMs, npoLuesliee ¢ MOMeHTa nony4venus «Jflabopatopuen Kacnepckoro» nHgopmaumm o
noboM nHUMaeHTe 4O MOMeHTa npegocTasneHms Nonb3oBaTento KBanndnuupoBaHHOIo oTBeTa (NOCPeACTBOM
Company Account lNonb3oBatensa Ha UHTepHeT-NopTasne TEXHNYECKON NOAAEPXKKN, ANEKTPOHHOM NOYThI UK
TenedoHa).

«ObHoBneHne» — Bbinyck «JlabopaTopuen Kacnepckoro» aHTMBMPYCHOM 6a3bl 4aHHbIX C HOBbIMU CUrHaTypamu
BMPYCOB nnu mogudumkaumsamm MNMpogykTa, obecneynBatolLen ynydweHne QyHKUNOHaNbHOCTN Ninn
npoussoauTensHocTh MNpoaykTa n/unu cogepxallen HOBYO PYHKLMOHANbHOCTb unu ynyyiwexus MNpogykra.

«O6xoaHoe pelueHue» — npoueaypa, NocpeacTBOM NpUMEHeHUs: koTopoit Monb3oBaTenb MOXET BPEMEHHO
PeLnTb MHLNOEHT.

«JloxxHoe cpabaTbkiBaHMe» — cuTyaums, korga lNMpoaykr owmnboyHO BOCNPUHMMAET HEMHPULIMPOBAHHLI dhai,
Kak MHULIMPOBAHHbIN.
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«CTaHAapTHbLIA UCTOYHUK CODLITUIN» — YCTPOWCTBO UM NporpammMmHoe obecnevyeHne ogHOM KOHKPETHOM BEPCUN,
BbIMOSHSIOLLEE PErMCTPALIMIO U OTNPABKY «CbIpbIX» COObLITUIA MHOPMaLMOHHOM 6Ge3onacHoOCTU. [ins cTaHAapTHbIX
uctouvHmkoB cobbiTuii B KUMA cyliectsyeT Hopmanusatop cobbltun, nogaepxunsaemein llabopatopuen
Kacnepckoro.

«HectaHgapTHbLIN NCTOYHUK CODOBLITUN» — YCTPOWUCTBO UMK NporpaMmmHoe obecrneyeHne ogHOM KOHKPETHON
BEpCUN, BbINOSHSOLLEE PEMNCTPaLIMIO U OTNPABKY «CbIPbIX» COObITUA MHGOPMAaLMOHHOM 6e3onacHoCcTH, Ang
COObITWIN KOTOPOrO Ha TEKYLLMI MOMEHT He CyLLIeCTBYeT HopManusaTop CoObITWUIA, NOAAEPKUBAEMbI
Jlabopatopuen Kacnepckoro.

«Tun coBbITUINY — PAa3HOBUAHOCTL COBLITUSA, ONMCbIBaOLLAA OnpeaeneHHbI BUa NOBEAeHNs KOHTPOMPYEMOro
3remMeHTa MHhopMaLMOHHON MHAPACTPYKTYphI. [Npu paspaboTke HopManusaTopa B ka4ecTse OTAeNbHOro Tuna
COObITHIA BYAYT YYMTbIBATLCSA COOLITHS, KOTOPbIE YOOBINETBOPSIOT XOTS O6bl OOHOMY M3 CreAYIOLLMX YCIIOBUIA:

* cobbiTne TpebyeT oTAENBHOMO TMMNa napcepa Ansa pasbopa;

* cobbiTne TpebyeT OTAENBHOMO regex-BblipaxeHusa ansa pasbopa;

+ Bonee NonoBuHbI Nornen cobbiTusa TPebYOT HACTPOMKN MHOUBUAYANbHOIO CONOCTABMNEHUSA CXEME COObITUI
KUMA (mannuHra).

Kak npaBuno ans otaenbHbIX TUMOB COBbITUI BBOAMTCS YHUKANbHbIA naeHTudmkaTop, Hanpumep, EventlD B
onepaunoHHom cucteme Microsoft Windows).

«Hopmanusatop» — KOMMNOHEHT CUCTEMBI, OTBEYAIOLLMIA 32 NPOLIECC HopManuaaummn (06paboTkn) «CbipbIX»
COBbITMIN, NOCTYNALLMX OT MCTOYHUKOB cOObITUN. OauH HopManusaTop obpabaTbiBaeT coObITUS OT O4HOMO
YCTPOWCTBA UMnn NporpammMHOro obecnevyeHns ogHOWM KOHKPETHON BEPCUN.

«Hopmanusaumsa» — npouecc NnpuBegeHUs AaHHbIX, COCTaBNAOLWMX cobbiTUe, B COOTBETCTBME C NOMAMU MOLeNu
AaHHbix KUMA. Bo BpemMs HopManu3aumm MOryT BbINOMHATLCSA onpeaeneHHble npeobpasoBaHus AaHHbIX NO
3agaHHbIM npasuniam (HanpuMmep, CUMBObI BEPXHErO perncTpa MoryT 3aMeHSATbCS Ha CUMBOJIbl HUXKHErO
peructpa, onpegerneHHble nocrefoBaTeNbHOCT CUMBOJSIOB MOTYT Nepe3anncbiBaTbCs APYruMu 1 T.0.).

«Konnektop» — komnoHeHT KUMA, KOTOpbIl nony4YaeT cOobLLEHUS U3 UCTOYHUKOB COObITUMI, 0OpabaTbiBaeT ux u
nepegaeT B XpaHUNULLE, KOPPENATOP U/MNM CTOPOHHME CEPBUCHI A1 BbISIBNEHWUSI NOJ03PEHNI HA MHUuAEHTbl B
(anepThl).

«KoHHekTOp» — KomnoHeHT KUMA, obecneuunBatomii TpaHCNopT AN npMemMa AaHHbIX U3 BHELUHUX CUCTEM.

«CobbITMe» — cny4an aKTMBHOCTU CETEBbIX YCTPONCTB, NPUKIagHOro nporpammHoro obecneyeHuns, CpeacTs
3awwmThl MHpOpMaLUK, ONepaunoHHbIX CUCTEM U UHBIX YCTPONCTB, KOTOPbLIA MOXHO OBHApYXWTb 1 3anucaTb.
Hanpumep, k cobblTusAM OTHOCATCH: coObITUE YCMELHOro BXxoaa nofb3oBaTtens, cobblTne OYNCTKY XXypHana,
cobbITMe OTKNIOYEeHNst aHTuBKupycHoro [MO.

«Cblpoe cobbiTue» - cobbiTne, He Npowwegllee atan HopMmanusaumm B KUMA.
«[MaHernb MOHUTOPUHIa» — KOMMOHEHT cucteMbl KUMA, BbINOMHSAOLWUA BU3yanu3aumio AaHHbIX.

«KoppensauunoHHoe npasuno» — pecypc KUMA, ncnonssyembli Ang pacnosHaBaHusi onpeaeneHHbIx
nocriefoBaTtenbHocTen obpabaTbiBaeMbIX COObITUI 1 BLINMOJTHEHNST ONpeaeeHHbIX JeNCTBUIA Nocne
pacno3HaBaHusl.

«OTyéT» — pecypc KUMA, ucnoneayembliii ans cpopmmpoBaHnst Habopa AaHHbIX, YO0BNETBOPSAOLLNX KpUTEPUAM
BblIGOpKM (bunbTpa, 3agaBaeMoro nonb3oBaTenem.
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OnuncaHue nporpamMmmbl NOAOEPKKN

NMpuem 3anpocos

Mpuem n pelLeHne BONPOCOB NO 3KCMfyaTauum NpoayKTa 1 3anpoCcoB Ha yCTpaHeHWe HeraTMBHbIX NOCNeacTBUN
WHLUWOEHTOB BEAETCSA NOCPEACTBOM MHTEPHET-MOpTana, TenedoHa U 3NeKTPOHHON NOYTbI.

MHTepHeT-nopTan

Kaspersky Company Account https://companyaccount.kaspersky.com - IHTepHeT-llopTan TexHn4yeckon
nogaepxkn AO «JlabopaTtopusa Kacnepckoro», 4OCTYN K KOTOPOMY C BO3MOXXHOCTbIO pas3MeLLeHns 3anpocoB
npegocTaBnseTcs B pexmme 24x7x365 (KpyrnocyTo4YHO, BKMOYas BbIXOOHbBIE U MPpa3gHUYHbIE OHW)

TenedoH

Mpuém 3anpocos No TenedoHy NPMOPUTETHOMN BbIAENEHHON NNHUN NPEAOCTaBNSETCS B peXNMe:

o 24x7x365 ons 3anpocoB ypOBHSA KpUTMYHOCTU 1 Anga BnagenbLes nuueHsnn Premium;
o 24x7x365 onsi 3anpoCoOB YPOBHSA KPUTUYHOCTU 1 1 2, Ansa Bnagensues nuueHsmm Premium Plus;
e o pabounm gHsam ¢ 10:00 no 18:30 (Bpems MockoBckoe) Ans 3anpocoB YPOBHSA KPUTUYHOCTH 2, 3, 4.

Twun nuueH3nn

YPOBeHb KPUTUYHOCTU MHUMNOEHTAa

JIngeH3na Premium

JlnueHsna Premium Plus

YpoBeHb KpUTUYHOCTY 1

24x7

24x7

YpoBEHb KPUTUYHOCTM 2

B 6ygHn ¢ 10:00 no 18:30
(Bpemsa MockoBsckoe)

24x7

YpoBeHb KPUTUYHOCTK 3

B 6ygHn ¢ 10:00 no 18:30
(Bpemsa MockoBsckoe)

B 6yaHn ¢ 10:00 no 18:30
(Bpemsa MockoBckoe)

YpoBeHb KPUTUYHOCTK 4

AneKTpOHHaA noyrta

B 6ygHn ¢ 10:00 no 18:30
(Bpemsa MockoBsckoe)

B 6yaHn ¢ 10:00 no 18:30
(Bpemsa MockoBckoe)

Mprém 3anpocoB MO 3NEKTPOHHOW MOYTE NPEAOCTABMSETCA B pexXume 24x7x365 (KpyrrnocyTo4Ho, BKIIoYast
BbIXOAHbIE W NPa3aHUYHbIE AHW) B ClTydae HEBO3MOXHOCTU CO3[aHus 3anpoca Yepes3 NHTepHeT-MopTan.

OGpaboTka MHUMAEHTOB
O6paboTka MHLUMAEHTOB Yepe3 web

Web cuctema obpaboTtkm 3anpocoB LieHTpa TexHn4yeckon nogaepxku «Jlabopatopum Kacnepckoro» gocTynHa no
ccbinke https://companyaccount.kaspersky.com.

Mocpeacteom aaHHom cuctembl AO «JlabopaTtopus Kacnepckoro» npegoctaensieT MNonb3oBaTento:

e  BO3MOXHOCTb MCMOSb30BaHWS NEPCOHanbHON y4eTHoN 3anuncu MNonb3oBaTens Ans co3gaHus,
OBHOBNEHNSA N MOHUTOPUHIa UHLMAEHTOB;

e  TEeXHMYECKYI NOAAEPXKKY N KOHCYNbTaLMM NO peLLeHnio MHUMAEHTOB B NPOLEecce YCTaHOBKM,
KOH(pUrypmpoBaHusa n oyHKUMoHnpoBaHus MNpoaykra;
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e TEXHWYECKYH NOAAEPXKKY U KOHCYNbTaLUuUM Mo fevyeHunto (ainos, 3apaXeHHbIX BpeAoHocHbIM MO, n
camocToATeNnbHOMY yaaneHuo BpegoHocHoro MO ¢ nporpaMMHo-annapaTHbIX KOMMMEKCOB, 3alUMLLEeHHbIX
MpoayKTOM C YCTaHOBMEHHbIMU HOBENLWIMMM 0GHOBREHMSIMM [NpoaykTa u aHTUBUPYCHBIX 6a3 AaHHbIX.

O6paboTka MHUMAEHTOB: NoaAepXKa No TenedoHy

e T[lopgoepxka no TenedoHy npepoctaesnsieTca «JlabopaTtopment Kacnepckoro» ToNbko aBTOPM30BaHHbLIM
coTpyaHukam MNonb3oBaTens.

Bpems peakuum Ha MHUWAOEHTDI

AO «JNabopaTtopusi Kacnepckoro» rapaHTUpyeT BpeMsi peakumn Ha obpalleHns MNonb3oBaTtens B 3aBUCMMOCTH OT
TUNa NPMOGPETEHHON NMULIEH3UN U B COOTBETCTBUM C BPEMEHHBIMU paMKaMu, COOTBETCTBYIOLLMMU YPOBHSIM
CPOYHOCTU MHUMAEHTA:

Bpems peakuuu
YpoBeHb KPUTUYHOCTU UHLMAEHTA
JInueHsuna Premium INnueHsuna Premium Plus
YpoBeHb KpUTUYHOCTYH 1 2 yaca* 30 MuHyT*
YpoBEHb KPUTUYHOCTU 2 6 paboumnx Yacos 4 yaca*
YpoBeHb KPUTUYHOCTU 3 8 pabouunx yacos 6 pabounx yacos
YpoBeHb KputuyHocTu 4 10 pabouunx yacos 8 pabouunx yacoe

* B Hepabouyee Bpems, B T. 4. BO BPEMS BbIXOAHbIX U MPa3AHUKOB, He06XxoamMMo obpalleHre no TenedoHy

3anpocam Nonb3oBaTenen ¢ nuueH3nin Premium n Premium Plus npucBanBaeTtcs 6onee BbICOKU MPUOPUTET
OTHOCUTENBHO CTaHAapTHBIX 3anpocoB [onb3oBaTener ¢ 6a30BoON NULIEH3NEN.

YpoBeHb KPUTUYHOCTU MHUUAEHTA onpegenseTcs ero kareropmen, BbiopaHHon MNonb3oBatenem npu
nepBoHa4anbHOM obpalleHnn (Yepes BbIGoOp NpeaycTaHOBMEHHbIX ypoBHen B Company Account).

AO «INaGopaTtopusi Kacnepckoro» MMeeT NpaBo BMNOCNEACTBUN NePecMOTPETb YPOBEHb KPUTUYHOCTU MHLMAEHTA,
€crnu ero onvcaHue 6yaeT cooTBETCTBOBATb APYroMY YPOBHIO. [lepeyeHb YPOBHEN KPUTUYHOCTU M X ONUCAHWS
npvBeaeHbl B MpUnoxeHun.

YnpaBrneHue Ka4yeCTBOM
3cxanau,m| MHUUWOEHTOB U ynpaBlieHne npeTeH3namm

MpeabaBneHve NpeTeHsuii 1 xanob Ha kayecTBo 06CMYKMBaAHUA OCYLLECTBIIIETCS COMMacHO HibKecneaytoLei
cxeme:

PykoBoantenb cnyxobl
TEXHUYECKOWN NOAAEPKKN
pernoHanbHoro oduca
«JTabopartopun Kacnepckoro»

MeHepxep no paboTte ¢
KopnopaTUBHbLIMU KIUEHTaMW
(6M3HEC-KOHTAKT)

YpoBeHb ackanauum

Monb3oBaTenb MOXET acKanMpoBaTb HePELLEHHbIE MHUWOEHTLI B Criydae, ecriv MHUMAEHT HaxoauTcs «Ha
cTopoHe» «Jlabopartopun Kacnepckoroy.
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KoHTponb pelieHnss UHUMOEHTOB

B niobon MOMEHT BpeMeHN MHUMAEHT MOXET ObITh, Kak B paboTe y MNonb3oBartens (7.e. lNonek3oBartens
npeanpvHMMaeT OeNCTBUS, CNocobCTBYyOLLME peLleHnto nHumnaeHTa «Jflabopatopuen Kacnepckoro»), Tak 1 B
paboTe B «JlabopaTtopun Kacnepckoro».

WMHumnpgeHT cuntaetcs Haxogdwmmcs B paboTe y MNonb3oBartens, korga AO «J1labopatopusa Kacnepckoro»
nNpon3BoauT 3anpoc AononHuTensHon nHgopmaumm y NMonb3osatens. MNMocne Toro, kak Nonb3oBaTens
npeaocTaBnsieT 3anpoLUeHHY0 MHPOopMaLMIo, MHLMAEHT cuMTaeTca nepenaHHeiM B paboTty «JlabopaTopumn
Kacnepckoro». Bpems HaxoXgeHus HungeHTa Ha CTOPOHE KIneHTa He JOoMMKHO npeBbiwath 30 kaneHaapHbIX
OHen. B crniyyae npeBbIlLeHUs 3TOro nokasarensi, TeKYLUNA MHLMAEHT aBTOMaTUYECKN 3aKpbiBaETCS.

AO «JlabopaTtopusa Kacnepckoro» HeceT OTBETCTBEHHOCTb TONbKO 32 BPEMS, B TEYEHME KOTOPOro MHUNOEHT
Haxoguncs B paboTte B «JlabopaTtopum Kacnepckoroy.

OGHoBnNeHne dHTUBUPYCHbIX 6a3 no 3anpocCy nonb3oBaTens npu
BO3HUKHOBEHUUN BUPYCHOIro HUMAEHTa Uunun JIOXKHOM TpeBorun

B cnyyae «noXHOWM TpeBorny, olMbo4YHOM AeTekTupoBaHum NpoaykTom nHduumMpoBaHHOro daina kKak
HenHdVLUMPOBaHHOIO, NNy B obpaTHOM cny4yae, npu ycrnosuu, 41o Nonb3oBatenem ycTaHOBIEHbl HOBEWLLME
0BHOBMNEHNA 1 aHTMBMPYCHble 6a3bl AaHHbIX, [onb3oBaTens MoXxeT NoTpeboBaTb BHECEHMS U3MEHEHWIN B 6asbl
aHTMBUpPYCHbIX onucanun Mpogykta. AO «Jlabopatopusa Kacnepckoro» obecneynBaeTt npegocraBneHme
Monbsosatento O6HoBNeHMs bas, B kOTOpom AaHHbIM dhann ByaeT BepHO AeTEeKTMPOBaTLCS.

AO «JlabopaTtopusa Kacnepckoro» opraHusyeTt paboTbl no:

e (O6paboTke 3anpocoB, CBA3aHHbIX C BbIMYCKOM aHTMBUPYCHbIX ©a3, BblAENEHHOM rpynrnow cneumnanncTos,
OENCTBYIOLLMX B pexume 24x7x365

e [lpuoputeTHoMy (yCKOpeHHOMY) Bbinycky obHoBNeHus ans lNone3oBaTener BnagenbueB NMLEH3MN
Premium n Premium Plus

e  VHpopMMpOBaHMIO O MPOMEXYTOUHBLIX pe3ynbTatax 1 XoAe BbINONHeHUs ero 3anpoca [epcoHanbHbIM
TexHuveckum MeHempkepoM And BnagenbLeB nuueHsum tuna Premium Plus.

HJononHuTenbHbIe YCNOBUA NOAAEPXKKN

Onsa perucrtpaumm MHUMAOEHTOB, BNaaenew nuueHsny Tuna Premium v Premium Plus, nomkeH npeaocTaBnuTb
CMUCOK KOHTAKTHbIX NiL, UMEIOLLIMX NPaBO OTKPbIBATb 3asBKW HA OKasaHWe TeXHUYECKON NoaaepxKu.

KonunyectBo aBTOPU3OBAHHbIX UL BapbupyeTCcAa B 3aBUCUMOCTU OT TUNa JTNLEH3UN:

Twvn nuuUeH3un

JIngeHsna Premium JlnueHsuna Premium Plus

KonuyecTtBo aBTOPU30BaAHHbIX NUy 4 8

Cnu1coK KOHTaKTHbIX JI1L, CO CTOPOHDI MNonb3oBaTens OOJIKeH ObITb onpepeneH 1 npegoctaBiieH B TEXHUYECKYH
NnoAadepXKKy Npu NepBoM obpalleHnn. [nst UBMeHeHUs1 cnmMcka KOHTaKTHbIX Nul MNonb3oBaTens JomkeH 0hOpMUTb
3anpoc 4Yepe3 Company Account. B oTBET Ha 3anpoc 06 U3aMeHeHnn cnucka KoHTakTHbIX nuud, AO NabopaTopus
Kacnepckoro npegoctaBut nonb3oBaTesito 0OHOBMEHHbIN CMMCOK KOHTaKTOB.

HekoTopble MHUMAEHTBI MOryT NOTpeboBaTh BOCCO34aHUS YCNOBUIN BO3HUKHOBEHUS nHUumnaeHTa B AO
«JlabopaTtopusa Kacnepckoro» ¢ Lenbio NnpoBeAeHVst TECTUPOBaHMSA U BepUdUKaLLIMN BUPYCHOIO 3apaxeHnst unum
Hanu4uns NPOAYKTOBOMN OLLUMNBKM.

Monb3oBaTtenb 0653aH npegoctasnte AO «JlabopaTopust Kacnepckoro» BCto Heobxoammyto nHopmaumio
cneumgmryeckoe nporpammHoe Unm annapatHoe obecneyeHne Heo6xoanMoe Asst BOCNPOU3BEAEHNS YCIOBUIA
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BO3HMKHOBEHMWS MHLUWAEHTA B CriyyYae, ecrnv HeobxoamMmoe nporpaMMHoe u/unu annapaTtHoe obecneyeHune
otcytctByeT y AO «JlabopaTtopus Kacnepckoro».

AO «JlabopaTtopusa Kacnepckoro» npunoxuT Bce Heobxoaumble ycunusa Ansi BOCNPOU3BeAeHUS NHUMAEHTA, Kak
TONbKO ByaeT AoCTynHa BCA Heobxoaumasa nHopmMaLms, a Takke nporpaMmmMmHoe u/mnmn annapaTtHoe obecneyeHue.
B cny4ae HeBO3MOXXHOCTU BOCNPOM3BEAEHUSA YCNOBUI BO3HNKHOBEHNS MHUKNAeHTa Nonb3oBaTtens 065a3aH
npegocTtaBuTb coTpyaHukam AO «JlabopaTopusi Kacnepckoro» JocTyn K MHPULMPOBAHHLIM CUCTEMAM YAAMNEHHO.

B cny4ae ecnu MHUMAEHT HE MOXET ObITb BOCNPOU3BEAEH HU OAHOW U3 CTOPOH, UMW KIMEHT HE NpeaocTaBun
[OCTYyN K paboyeMy OKPYXXEHMIO, TAe MHUMAEHT MOXeT OblTb BOCNPOU3BEAEH, UMM YCTAHOBMNEHO, YTO MNpoayKT He
ABMNAETCH UCTOYHUKOM MHLUMAEHTA, UHUMAEHT HEe MOXET ObITb KnaccuuumMpoBaH B pamMKax AaHHOW NporpamMMbl
NoAAEPKKN.

Onuuu nporpamMmbl TEXHUYECKOM NOAAEPXKKU ANA NPOAYKTOB
Kaspersky Anti Targeted Attack (KATA), Kaspersky Endpoint Detection
and Response (KEDR)

Pacuer annapaTHbIX Tpe6OBaHMﬁ K cepBepamM And yCTaHOBKU KOMNOHEHTOB nporpamMmbl

B pamkax nuueHsnin Premium n Premium Plus gna npoayktos Kaspersky Anti Targeted Attack (KATA),
Kaspersky Endpoint Detection and Response (KEDR) 3aka3uuky oauH pas B rog ¢ MOMEHTa MOKYMKW NULLEH3MK
npenocTaBnsieTcs ycnyra MaclwitabmpoBaHums (pacyeT annapaTtHbiX TpeboBaHUM K cepBepam AN yCTaHOBKU
KOMMOHEHTOB NpPOrpammbl).

B pamMKax OaHHON ycnyru nonb3oBaTtersto npeanaraeTca cnenyouliee:

e PacueT ontumarnbeHOro Ans nHppacTpykTypbl 3aka3umka KONMYecTBa pecypcoB B LieMnsxX NOBbILLEHUS
cTtabunbHocTn paboTsl MNMpoaykTa,
e CocTaBneHue pekoMeHgauum no cucTeMHblM/annapaTHbiM TpeboBaHUsIM

3anpoc pacyeTa annapaTHbIX TpeboBaHUi OCyLLEeCTBMNSETCS Yepe3 co3faHne obpalleHns B TEXHUYECKYIO
nopaepxky Jlabopatopum Kacnepckoro.! B pamkax ycnyrm maclutabvpoBaHms 3aka3unky Heo6xoanumo
npeaocTaBuTb B NOSTHOW Mepe BCIO MHopMaLumio Ansa pacyeTos.

Onuuu nporpamMmmbl TexHU4Yeckon nogaepxku ana Kaspersky Unified
Monitoring and Analysis Platform (KUMA)

PacuyeT annapaTHbIx Tpe6oBaHUI K cepBepaMm Afisl YCTaHOBKM KOMMOHEHTOB NporpamMmmbl

B pamkax nuueHsunin Premium u Premium Plus ans npogykta Kaspersky Unified Monitoring and Analysis
Platform (KUMA) 3aka3unky oavH pa3 B rog C MOMeHTa NOKYMK1 NMLEH3Nn NpefocTaBnseTcs ycnyra
MacLTabupoBaHus (pacdeT annapaTtHbIX TpeboBaHM k cepBepam AN yCTaHOBKU KOMMOHEHTOB NpOrpamMmeil).

B pamkax JaHHoO ycryrv nonb3oBaTento npeanaraetcsi cregytoLlee:

e PacueTt onTumanbHoro Ans MHPACTPYKTypbl 3akasymka KonM4ecTea pecypcoB B LENsSX NOBbILLEHNUs
cTtabunbHocTn paboTel MpoaykTa,
e CocTaBneHue pekoMeHaaLuin No cUcTeMHbIM/annapaTHbIM TpebGoBaHUSAM

1 O6paTtuTe BHUMaHMe, YTO pacyeT KONMYecTBa PECYPCOB U COCTaBMNEHNe pekoMeHaaLuin GyayT akTyanbHbl AN TEKyLLen
BEPCUM NPOAYKTA, YCTAHOBIIEHHON B MH(PPACTPYKTYpE, ¥ PEKOMEH0BaHHbIE 3HAYEHWUS MOTYT U3MEHUTLCS NOCHe ee
obHoBneHus. NabopaTopusi Kacnepckoro pekomMeHAyeT UCMosb3oBaTh YCyry MacluTabupoBaHus nocrie NocrneaHero
0BOHOBMEHNSA BepcuM NpoaykTa.
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3anpoc pacyeTa annapaTHbIX TpebOoBaHM OCYLLLECTBNSAETCS Yepes co3gaHne 00paLleHnsi B TEXHUYECKYHO
noaaepxky Jlabopatopun Kacnepckoro.? B pamkax ycnyrn maclutabupoBaHus 3aka3vnky Heobxoanmmo
npeaocTaBuTb B MNOMTHON Mepe BCH MHopMaLmio AnNg pacyeToB.

YpaneHHoe nogknoyeHue Ans AMarHoCTUKKU Npoo6nemsbl

B cnyyae Heob6xoaMMoCTu COTPYOHUKM TexHuyeckon noaaepxkm AO «JlabopaTtopum Kacnepckoro» moryt
npeanoxuts Nonb3oBaTento yganeHHoe noaknoyeHne ansa 6onee getanbHOM AnarHOCTMKN Npobnemsl. Ycnosus
1 BpeMsl NOOKIMIOYEHMST OFOBapMBAaOTCS AOMONTHUTENBHO B KAXK40M KOHKPETHOM Cry4ae.

KOHcyanaLIMVI no HaCTpOVIKe n ontuMmm3aumnm

B pamkax TexHuueckon nogaepxku MNonb3oBartenb MMeeT NPaBo Ha KOHCYMbTaLuM MO HACTPOKKe CBOEN
npoayktneHon nHctannsaumm Kaspersky Unified Monitoring and Analysis Platform (KUMA).

PekomeHpaumm no ontumMmsauumm

PekomeHaaLmm no onTMMm3aunm NpoM3BOANTENBHOCTU, apXMTEKTYPbl U HACTPOEK NPOAYKTa B pamKax
MHGPACTPYKTYpPbI KNMEHTa NpeoCTaBnaoTCs OOHOKPATHO B TEYEHME OAHOMO KaneHaapHoro roga npu Hanmymm
OEeVCTBYIOLLEN NPOrpaMmbl TEXHNYECKON NOAAEPKKN.

PaspaboTka Hopmanu3aTopoB ANA HeCTaHAAPTHbIX UCTOYHUKOB COObLITUI

ExerogHo B pamkax gencrayrowen nuueHsnm Ha Kaspersky Unified Monitoring and Analysis Platform (KUMA)

Monb3oBaTtento MoryT 6bITb pa3paboTaHbl M NpeaoCcTaBeHbl HOPManM3aTopbl ANs HeCTaHAAPTHBIX UCTOYHUKOB
cobbITMI B KONNYECTBE, onpegenéHHom B Tabnuue Huxe.

Twun nuueH3un

JInyeHsna Premium JTuueHsuna Premium Plus

KonnyecTtBO UCTOYHMKOB 10 20

Pa3paboTka HoOpmManu3aTopoB OCYLLECTBASETCSA NPU YCNOBUK, ECIIM OT UCTOYHMKA CODbITUIA NocTynaeT He Gonee
50 TunoB cobbiTuin. Ecnn konuyecTtBo TMNOB coObITUI NpeBbiwaeT 50 ANs 0AHOrO UCTOYHUKA, TAaKOW MCTOYHUK
cumTaeTcs B ABONHOM (nNnbo TporMHOM) pasmepe (Kak 2 unm 3 UCToYHMKa), B 3aBMCUMOCTU OT KONMYEeCTBa TUMOB
CcoObITURA.

Korga konn4ectBo MCTOYHUKOB, npeaocTaBlieHHbIX B paMKax npemmaanoPl NNUEeH3nn, Ncnonb3oBaHO MOJIHOCTLIO,
Monb3oBaTenb MOXET OTAENbHO OOKYynnTb ycnyry I'IpO(beCCVIOHaJ'IbHOFO cepBuca and pa3pa60TKM
HOpManm3aTopoB AnA AOMNOJIHUTENbHbIX NICTOYHNKOB cobbITUIA.

PaspaboTka HopmManua3aTopoB AN HECTaHAAPTHLIX MCTOYHUKOB, UCMONb3YHLLUX TPAHCNOPTHbLIE
NPOTOKOIbI(KOHHEKTOPLI), He noaaepxnBaemble KUMA, He BbInonHseTcs.

2 O6paTuTe BHUMaHWE, YTO pacyeT KONMMYecTBa PECYpPCOB U COCTaBMNeHUe pekoMeHaaumin GyayT akTyarbHbl NS TeKyLuei
BEPCUM NPOAYKTA, YCTAHOBIIEHHON B MH(PPACTPYKTYpE, ¥ PEKOMEH0BaHHbIE 3HAYEHWUS MOTYT U3MEHUTLCS NOCHe ee
o6HoBneHus. NabopaTopusi Kacnepckoro pekoMeHayeT UCnosb30BaTh YCryry MacluTabupoBaHus nocre nocrneaHero
0BOHOBMEHUSA BEpCUU NPOAYKTa.
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OononHutenbHble npuBuneruu NMonb3oBaTensam NMULUEH3UN TUNA
Premium Plus

MNepcoHanbHbIN TexHnuyeckun Meneaxep (MTM)

MepcoHanbHbIV TexHuyeckni meHeaxep (MTM) HasHavaeTcs AO «JlabopaTtopua Kacnepckoro» ¢ Lenbio
opraHusaumv eanHOro KaHana B3anmMoaencTeug ¢ nons3osarenem. NTM aBngeTcs COTPYAHUKOM KOMNaHUK-
npousBoauTens n ynpaenseTt obpaboTkorn Bcex MHUMAeHTOB Nonb3oBaTens nuueH3un Tuna Premium Plus. B
0053aHHOCTN TEXHUYECKOrO MEHeAXXepa BXOAMT:

e OpraHusaums paboT no TexHudeckon nogaepxke cneumanuctamm AO «JlabopaTtopus Kacnepckoroy
ONS peLleHns TEXHUYECKNX UHLNOEHTOB;

e VHdopmupoBaHue MNMonb3oBaTenst 0 TEKYLLLEM COCTOSIHUN peLLeHNs 3anpocoB, NpeaocTaBrieHme
eXXeKBapTanbHOW OTYETHOCTY;

e  KOHTPOJIb BbIMONTHEHUS 3a4a4 U obecnevyeHne CBOEBPEMEHHbIX 3cKanauui npu obpaboTke
WHUMOEHTOB B MPOLLECCEe OKa3aHNsA TEXHNYECKOW NOAAEPXKKM;

e nopaepxka NT-genaptameHTa Nonb3oBaTtensi B NOHMMaHWUM U NPaBUibHOM UCMOSTb30BaHUN
npeaoCcTaBneHHbIX peEKOMeHaaLN;

e npoBeaeHue COBMECTHO ¢ Nonb3oBaTenem perynsipHoro aHanmsa u cornacoBaHue gencTani
HeobxoOMMbIX ANS peLleHNss TEXHUYECKNX U OnepaLMOHHbIX MHLUMOEHTOB.

MTM rapaHTupoBaHHO gocTyrneH no paboyum gHam ¢ 10:00 go 18:30 (Bpemst MockoBckoe) no Tene oy,
3NEKTPOHHOW noYyTe 1 MobunbHoMy TenedoHy. B cnyyae HegocTtynHocTu IMTM (B HOuHOE Bpemsi u Hepabouune
AOHK), 3anpockbl [Nonb3oBaTens nepeagpecyoTca 3aMeHSALWEMY Ha FIMHUI0 TEXHUYECKOW NOAAEPXKKU.

Monb3oBatenb gomkeH coodbwmntb AO «JlabopaTopusi Kacnepckoro» MMeHa 1 KOHTaKTHyt0 MHpopmaumio
COTPYAHMKOB, Ha3Ha4YeHHbIX Ansi B3anmogenctaus ¢ NTM (kOHTakTHOE NUL0) U NPeAOCTaBUTb UX KOHTAKTHYHO
WHpopmaLmio (B YAaCTHOCTU, agpec 3NEKTPOHHON NOYTbl U HOMep TenedoHa), NocpeacTBOM KOTOPOU C
KOHTaKTHbIMM NMLaMun iy NONHOMOYHbLIM NPeACcTaBUTENEM OAHHOMO NMLa MOXHO B3aMOAENCTBOBATbL BO BPEMS
paboT Haa MHUMAEHTaMM.

MpepocTaBneHne OTYETOB MO OTKPbITbLIM MHLUUAEHTAM ANA Nofb3oBaTtenen
B npouecce peleHusa nHumaeHTos AO «JlaBopatopus Kacnepckoro» caenaet Bce BO3MOXHOE s
CBOEBPEMEHHOrO NpeaoCcTaBeHnss MHPOPMaLMM O CTaTyce OTKPLIThIX UHLMAEHTOB [Monb3oBaTento B

COOTBETCTBMM C rpadouKkoM, yKa3aHHOM B HKecnegyoLwen Tabnuue.

YpoBeHb KpUTUHHOCTH Fpacmk NnpegocTaBneHUsi OTYETOB

Mo [OroBOpPEHHOCTU, HO He Yalle, YeM pas B

YpoBeHb KpUTU4HOCTH 1 .
OeHb (MO 3NEKTPOHHOW NoYTe Unn No TenedoHy)

YpoBeHb KPUTUYHOCTH 2

YpoBeHb KPUTUHHOCTY 3 B pamkax perynapHoro otyeTta

YpoBeHb KpUTUYHOCTHU 4

MpepocTaBneHne KOAOB NPOrpaMMHbIX KOPPEeKLUA NpoayKTa

B npouecce ncnpaeneHnst M3BeCTHbIX ownmbok komnaHmen AO «JlabopaTopust Kacnepckoroy MNMonb3oBarento
NpegocTaBnaOTCA 00LWeA0CTYMHbIE KOAbl MPOrPaMMHbIX KOPPEKLMIA MO MEpe WX BbIMyCKa.

Mpn oBGHapy>xeHUn HecTaHAApPTHOM NPo6eMbI, A1 KOTOPOW OTCYTCTBYET 06LLEeOOCTYMHbIV KO4 NPOrpaMMHON
koppekuuu, MNMonb3osatens Bnpase 3anpocuTb AO «JlabopaTopusa Kacnepckoro» o BblyCKe YaCTHOIO pelleHmns —
KoJa nporpaMmMHON KOppeKLMM, cneumduyHoro Ans cutyaumm (KoHdurypauumn, Bepcum, yCrnoBuii NCNofb30BaHUS
npoaykrta) MNonb3oBartens.
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AO «JlabopaTtopus Kacnepckoro» opraHusyeTt paboTbl no:

e O6paboTke 3anpoCOB Ha BbINMYCK KOAOB YaCTHLIX KOPPEKLNIA BblOENIEHHOW rPYMMon MHXEHEepOoB,
3aKpenneHHown 3a 3anpocamu Nonb3oBartenen nuueHsnm Premium Plus.

e UHdopmmpoBaHuto MNMonb3oBaTenst 0 NPOMEXYTOUHbIX pedynbTaTax U Xxo4e BbINOSTHEHUS ero 3anpoca
MNepcoHanbHbIM TexHu4ecknm MeHeaxepom

AO «JlabopaTtopusa Kacnepckoro» npunoxuT KOMMep4eckn 0B0CHOBaHHbIE YCUIMA NS BbiNyCKa YaCTHOro
Koda nporpaMmMHOK KoppekLumu. Koabl nporpaMMHbIX KOPPEKLNIA BbIMYCKaOTCA COrNacHO Nonutuke

noaaepXkn NPOAYKTOB Ha pPa3sHbIX CTAAMSAX XXM3HEHHOrO LiMKIa NpUnoXeHus (akTyanbHas Bepcust 4OCTyNHa

no ccbinke http://support.kaspersky.ru/support/rules)

YcnoBu1sa UCNonb30BaHUSA KOLOB NPOrpaMMHbIX KOPPEKLNA ABNAOTCA NPeaMETOM NIMLEH3NOHHOIO COrnaLleHuns,
3akntoveHHoro mexay AO «Jlabopatopus Kacnepckoro» u lNonb3oBatenem.

OrpaHVI‘-IeHVIﬂ nporpamMmmMbl nognepP>xkKu

JlabopaTopua Kacnepckoro B npaBke OTka3aTb B MpeMUanbHOM TEXHUYECKOW NogaepKKe B Crydae npuobpeTteHns
KINMEHTOM pa3HbiX TUMOB NULEH3U aAnst ogHoro MNMpoaykTa. B Takom criyyae knueHTy 6yaeT NnpefocTaBnAaThCS
noAanepkka B COOTBETCTBUM C MpaBuiamMu npegocTaBneHnst Nogaepkn ans 6asoBbIX NULEH3NIA, pa3MeLLeHHbIX
Ha http://support.kaspersky.com

B cnyyae npnobpeteHusa 3akazunkom [poaykToB € pasHbIMU TUNAMW NULEH3WIA, YCNOBUSA NOAAEPKKM, ONUCaHHbIE
B A@HHOW nporpaMme, NpeaocTaBnNATCA TOMbKO B OTHOLWEHUN Tex [poAyKTOB 3aKka3unka, KOTopble UMEKT TUM
nmueH3um Premium mnm Premium Plus.

TexHu4eckas nogaepXka He OKasblBakoTCA B Cllydae BO3HUKHOBEHUA NepednCrieHHbIX HWXe MHUWOEHTOB!

®  VHUMAOEHTHI, YKe pelleHHble Ans MNonb3oBaTtens (T.€., €Crv BO3HWUKIN UHLUMAEHTbI HA YCTaHOBMNEHHOM
konuu MNpoaykTa nocne Toro, Kak aHanormyHble MHUMAEHTbI ObINN peLueHbl Ansa gpyron konum Mpoaykra);

e MOMUCK N yCTpaHeHWe NpobriemM aHanorMYHbIX UM MOEHTUYHBIX YXKe peLleHHbIM (T.e. MHLUWOEHTOB, A4S
pPeLLEHNS KOTOPbIX MOXET ObITb NPUMEHEHO peLleHne npeabigyLnmx MHUMAEHTOB C NPeaoCTaBneHmemM
AONONHUTENbHBIX NHCTPYKUUA «JlabopaTopum Kacnepckoro»);

®  VHUMAOEHTHI, Bbi3BaHHbIE HEMoMNaakamu annapaTtHoro obecnedeHus Nonb3oBaTens;

e  VHUWOEHTHI, BO3HUKLLNE HA HENOOOEPXKUBAEMbIX BEPCUSIX MPOrpamMMHbIX NraTdopm (Hanpumep, Ha 6eTta-
BEPCUSAX NPOrpaMMHbIX N1aTdopM, BEPCUSIX HOBbIX NAaKeTOB OOHOBMNEHUIN UMW OOMOSTHEHWI, HE
onobpeHHbIX «JlabopaTtopuer Kacnepckoro» B kayecTBe COBMECTUMBIX ¢ [poaykTtamu);

e  VHUWOEHTHI, BbI3BAHHbIE YCTAHOBKOWM 1 3aMyCKOM CTOPOHHUX MPUITOXEHUN (BKNOYasi, HO He
OrpaHn4MBasicb, CMMCKOM HenoaaepXMBaeMoro Unm HECOBMECTMMOrO NMPorpaMMHoOro obecneveHus,
YKa3aHHOro B OKYMeHTaLumm unm Ha cante «Jlabopatopun Kacnepckoro»);

®  VHUMAOEHTHI, O KOTOPbIX [lonb3oBaTeNb HE MOXET NPeAOCTaBUTb TOYHYH MHGOPMaLMIO, 06OCHOBAHHO
3anpoLleHHyto «JlabopaTtopuen Kacnepckoro» ¢ Lenbio BOCNPOU3BEAEHMWS, paccrieoBaHWs N peLleHnst
WHUWOEHTA];

e  VHUWOEHTbI, BO3HUKLUNE B pe3yrbTaTte HENPUMEHEHUS] N HENPABUIIbHOTO MPUMEHEHUS UHCTPYKLINIA
«Jlabopatopun Kacnepckoro» unuv gokymeHtauum «JlabopaTtopumn Kacnepckoro», B criydae npaBuIibHOIO
NCMNOMb30BaHNs KOTOPbIX BO3HUKHOBEHWE MHUMAEHTA 6bIN0 Gbl HEBO3MOXHO.

NMpepocTtaBneHue npogeccnoHanbHbIX CEPBUCOB

B kadecTBe OONONHUTENBHBLIX NPOGECCUOHANBHBIX CEPBUCOB, HE BXOASALLMX B JAHHOE NpeasioXeHue,
Monb3oBaTtenb MOXeT NpuobpecTn NpaBo Ha NpegocTaBreHne NPodeCcCMoHanbHOro cepsmca no crneayowmum
HanpaeneHuam passutua KUMA:

e paspaboTka HOpManM3aTopoB AN HE CTaHAAPTHOIro NCTOYHMKA CODLITUIA;

e MOAKIIOYEHNE CTAHOAPTHLIX UCTOYHMKOB CODLITUI; * pa3paboTka KOPPENSALNOHHBLIX NPaBWIT;

e [fopaboTka kopoboYHbIX NpaBua (C Lenbio onTuMmnsaumm paboTbl B MHGpacTpykType Nonb3oBatens);
e paspaboTka naHenen MOHUTOPWHTa;
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e paspaboTka OTYETOB;
e HacTpoWlka ceTeBon Mogenu;
e paspaboTka TEXHUYECKOW NPOEKTHONM OOKYMEHTALUN.

Takke B ka4yecTBe JOMNOMHUTENbHbLIX NPOMECCMOHarnbHbIX CEPBUCOB, HE BXOASALLMX B AAHHOE NPeAnoXeHue,
Monb3oBaTenb MOXET NpuobpecTyn ycryrn 063opa apxXMTEKTYpbl pa3BepTbiBaHMsA NnpoaykTos JlabopaTopum
Kacnepckoro, a Takke KOHCanTUHIOBbIE YCIYrK MO pa3paboTke NPOLLECCHOM, OnepauvoHHON U OpraHn3aLMoOHHON
mogenen SOC, TeXHUYECKOW apXUTEKTYPbI, cneundmrnyecknx cueHapneB obHapyxeHus u pearmposanust SOC, a
TakKke NpaBun KOPPENsLmn.

MogpobHoe onncaHne koHcanTMHroBbix cepBrucoB SOC npegocTaBnsaeTcs no 3anpocy. MNoxanyncra, obpatnteck K
BaLLeMy akKayHT-MeHepKepy Unn napTHEPCKOMY MeHeKepy. YCrOBUsSt U CPOKM OKa3aHUs cepBuca obcyxaatoTcs
[OMONHUTENBHO, HO HE MeHee YeM 3a 2 (OBe) HeAenu OO CPOoKa OKasaHusl.

NMpunoxeHune

YPOBHVI KPUTUYHOCTU MHUMNAOEHTOB, OTHOCALLUUNXCHA K NPOAYKTY

«YpoBeHb KpUTUHHOCTU 1» (KPUTUYECKNIA) O3HAYaET KPpUTUYECKYO NpobnemMy ¢ MNpoayKTom, BAMAIOLLYIO Ha
HenpepbIBHOCTb OM3Heca [Nonb3oBaTensi NOCpPeACTBOM NpepbiBaHMsA paboTocnocobHocTy MNpoaykTa nnm
onepaumoHHbIX cuctem NMonb3oBaTtensi, Ny Bbi3blBAOLLYO MOTEPIO AAHHbBIX, YCTAHOBKY CTaHAAPTHbIX HACTPOEK
Monb3oBaTtens B He6e30nacHbIN peXxnm Unu BO3HMKHOBEHUE Apyrux npobrem ¢ 6e30nacHOCTLIO, MpY 3TOM
06x0HOEe peLleHne OTCYTCTBYET.

MepeyeHb NHUMAEHTOB, CBA3aHHbIX C MNPoayKTOM U COOTBETCTBYIOLLMX YPOBHIO KPUTUYHOCTY 1, BKINOYaeT B cebs
creayloLme NHUNAEHTbI:

*  BCs NOKamnbHasa ceTb (MM KpUTUYHAsS YacTb ceTn) He paboTaeT, YTo NpepbIBaeT OCHOBHbIE OM3Hec-
npovecchl.

*  MpPOAJYKT NOJIHOCTLIO He paboTocnocobeH: He yaaéTcs 3anycTutb cepBuckl MNpoaykTa;

*  MOSHOCTbIO NpeKpaLléH 1 He ocyllecTensieTcs cbop cobbiTui UB.

«YpoBeHb KPUTUYHOCTH 2» (BbICOKUIA) 03HA4YaeT NpobriemMy BbICOKOrO YPOBHS KPUTUYHOCTU, Bbi3bIBAIOLLYIO
BO3AeiCTBME Ha (PyHKUMOHaNbHOCTL MNpoaykTa, HO He Bbi3bIBAIOLLYO NOBpEXAeHWe/ NOTePH AaHHbIX UMK
npepbiBaHWe paboTocnocobHOCTU NPOrpaMMHOro obecneyeHusi. YpoBeHb KpUTUYHOCTM 1 paccMaTpuBaeTcs, kak
YpoBeHb KPUTUYHOCTY 2, KorAa U3BecTHO 06X0A4Hoe pelleHue.

MepeyeHb MHUMAEHTOB, CBA3aHHbIX C MNpoayKTOM U COOTBETCTBYHOLWMNX YPOBHIO KPUTUYHOCTM 2, BKIloYaeT B ce6sl
creayloLuime HUNAEHTbI:

*  MNPOAYKT NOSHOCTbIO BbIBEAEH M3 CTPOS!, HO HEMpPepbIBHOCTL OCHOBHBLIX GU3HEC-NPOLECCOB He
HapyLlaeTcs.

* He paboTaloT BCe KOPPENSLMOHHbIE NPaBUNa;

* He pabotaet 6onee 70% KONNEKTOPOB, OCYyLLeCTBNALWMX cOop cobbiTui UB.

«YpoBeHb KpUTUYHOCTU 3» (CpeaHuii) o3Ha4YaeT HEKPUTUYHYIO Npobnemy Unm 3anpoc Ha ob6enyxneaHue, He
3aTparusatowme pyHKUMoHanbHocTb MNpoaykTa.

MepeyeHb NHUMAEHTOB, COOTBETCTBYIOLLNX YPOBHIO KPUTUYHOCTM 3, BKMoYaeT B ceGs crieayolmne UHUUAEHTbI:

*  MPOAJYKT YaCTUYHO BbiBEAEH 13 CTPOs (paboTaeT HECOOTBETCTBYHOLLMM 0O6pa3om), HO Apyroe
nporpammHoe obecrnedeHne 3akasuvka He BbiBeJeHO 13 CTPOs B peaynbTaTe paboThl MpoaykTa.

*  He paboTaloT eAMHUYHbIE BHYTPEHHME pecypchl [poaykTa (KoppensiunoHHble NpaBuna, naHerb
MOHUTOPWHra, OTYET);

* He pabotaet o 30% KonnekTopoe, ocylecTBhstowmx cbop cobbiTun Ub.

«YpOBEHb KPUTUYHOCTU 4» (HU3KMIA) O3HAYaeT Apyrne HEKPUTUYHbIE 3anpockl Ha obcnyxneaHue. Bee
WHLUWAOEHTBI, HE YNOMSIHYTbIE BbILLE, OTHOCATCS K STOMY YPOBHIO KPUTUYHOCTH.
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YPOBHVI KPUTUYHOCTU BUPYCHbLIX THUNAEHTOB

«YpoBeHb KPUTUHHOCTU 1» (KPUTUYECKUIA) O3HAYAET BMPYCHYIO SNUAEMUIO, BIUSIOLLYIO HA HEMPEPbLIBHOCTb
B6usHeca 3akasumka NnocpeacTBOM NpepbiBaHUsi paboTocnocobHOCTM MNpoayKkTa unm onepawumoHHbIX CUCTEM
3akasuunka, Unu Bbi3bIBatOLLYO NOTEPH AAHHbLIX, MPU 3TOM 0B6XO4HOE peLleHNE OTCYTCTBYET.

lMepeyeHb MHLUMOEHTOB, CBA3AHHbLIX C BPEAOHOCHbLIM NPOrpaMMHbIM obecnevyeHneM U COOTBETCTBYIOLLIMX YPOBHIO
KpUTMYHOCTM 1, BKNIOYaeT B cebs (HO He orpaHMYmMBaeTCs) cregyowme UHUNOEHTbI:

e BCs NnoKarnbHas ceTb (Mnu KpUTUYHas YacTb CceTu) He paboTaer;
*  BMpYCHasl anMagemusi;
*  NOXHas TpeBora ans channos, BXOASLIMX B KPUTUYHBIE ANs BU3Heca CUCTEMBI.

«YpoBeHb KpUTUHHOCTU 2» (CpegHuii) o3HavaeT npobnemy cpeaHero ypoBHSI KPUTUHHOCTU, HE Bbi3biBaOLLYHO
noBpexaeHne/ NOTepro AaHHbIX UK NpepbiBaHne paboTocnocoBHOCTM NPOrpaMmMHOro obecneyeHusi. YpoBeHb
KPUTUYHOCTM 1 paccMaTpuBaeTCs, Kak YpPOBEHb KPUTUYHOCTU 2, KOrda U3BeCTHO 06Xo4HOe peLleHme.

I'Iepequb MHUMOEHTOB, CBA3aHHbIX C Bp€AOHOCHbIM NpOorpaMMHbIM obecneyeHnem n COOTBETCTBYHOLLNX YDOBHIO
KPUTUYHOCTH 2, BKto4aeT B cebs (HO HE OrpaHI/I‘-WIBaeTCFI) cnegywuwime NHUMOEHTbI:

*  MHPUUMPOBAHUE HECKONBbKNX HEKPUTUYHBIX Y3IOB CeTU;
*  NoXHas TpeBora Ans annos, BXOASALWMX B HEKPUTMYHbIE Arst BU3Heca cucTemsl.
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