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WHAT IS THE PROBLEM?
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WHAT GOOGLE THINKS PHONE SUPPORT IS
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WHAT IS REALLY IS!

Employee of the Month
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WHAT ARE WE FACING?

MatlOnline

1,000 Britons a day hit by Indian call centre
swindle: Police believe fraudsters have made
£10million from UK victims
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WHAT ARE WE FACING?

Rough estimation of profit

* source New York Times

KASPCR{KY



WHAT ARE WE FACING?

. Pretend to be calling from

California
« Hasselt
 London
* Los Angeles
* New York

. Company claiming to work working at
Apple
* Microsoft
* Windows
* Microsoft Windows Help Centre
*  Windows Office
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WHAT ARE WE FACING?

+ Allowed method of payment
 Mastercard
* VISA
* Western Union
« (PayPal)

Remote Access Control” tool used

Aplemix
« Ammyy
* LogMeln
« TeamViewer
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WHAT ARE WE FACING?

« Excused of calling

« Computer infected with virus

» Errors detected by Microsoft

« Computer is in danger/hacked

« Speed up the computer

» License expired

« Computer has been hacked (by Afghanistan hackers)

KASPCR{KY



WHAT ARE WE FACING?
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MY STORY

| WAS WORKING AT HOME AS USUAL

KASPCR{KY



MY STORY

THEY TOLD ME MY COMPUTER WAS INFECTED

(how they thought i reacted)
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MY STORY

THEY TOLD ME MY COMPUTER WAS INFECTED

(how i REALLY reacted)
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THEIR TRICKS

MY COMPUTER WAS ONLY WORKING AT 0%

File Options View Help

| Applications | Processes | Services | Performance |Networkjng I Users |

CPU Usage CPU Usage History

Memary Physical Memory Usage History

Physical Memory (ME) System

Total 12279 Handles 27642

Cached 2180 Threads 1059

Available 9926 Processes 77

Free 8025 Up Time 0:00:17:08
Commit {GE) 2/23

Kernel Memory (ME)
Paged 299 _
Monpaged 70 [ [Fg) Resource Monitor... ]

Processes: 77 CPU Usage: 0% Physical Memory: 19%
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THEIR TRICKS

| Event Viewe
File Action View Help

A

{4 Event Viewer (Local)
4 [ Custom Views
“F Administrative Events
> [m Windows Logs
» [ Applications and Services Logs
%, Subscriptions

HAD TONS OF ERRORS

Administrative Events Number of events: 5 300

¥ Number of events: 5300

Level Date and Time

@ Error 2012-08-03 14:34:57
2012-08-03 14:34:57
2012-08-03 1¢

2012-08-0314:34:35
2012-08-0314:34:31
2012-08-0314:34:31
2012-08-0314:32:45

Source Event ID
Service Cont.. 7000
Service Cont.. 7038
DistributedC.. 10016
WM 10
Schannel 36884
Schannel 36888
volmgr 45

Task Category

None
Mene
Mene
Mone
None
None
None

Event 7000, Service Control Manager

General | Details

| The service did not start due to a legon failure.

Log Name: System

Source: Service Control Manager
Event ID: 7000

Level: Error

User: N/A

OpCode: Info

More Information:  Event Log Online Help.

|The NVIDIA Update Service Daemen service failed to start due to the following error:

Logged: 2012-08-03 14:34:57
Task Category: Mene

Keywords: Classic

Computer  DI-WRKSTATION

Actions
Administrative Events
/= OpenSaved Log...
¥ Create Custom View...
Impert Custom View...
F Filter Current Custom View...
[ Properties

& Find...

[ Save All Events in Custom View As...

Export Custom View...

Copy Custom View..

Attach Task To This Custom View...

View
6 Refresh
Help
Event 7000, Service Control Manager
[Z] EventProperties
‘E] Attach Task To This Event..
5 Copy
Save Selected Events.

Refresh

Bo O

Help
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THEIR TRICKS

APPERENTLY MY UNIQUE COMPUTER ID WAS INFECTED

mm Ch\Windows\system3 Zomad.

.¥x1lzh=Excel.SheetBinaryMacroEnahled.12

~xlzhtml=Excelhtmlfile

.xlem=Excel.SheetMacroEnabled.12

.xlzmhtml=excelmhtmlfile

-xlex=Excel.Sheet_ 12

.x1t=Excel.Template.

.xlthtml=Excelhtmltemplate

.xltm=Excel.TemplateMacroEnabled

.x1ltx=Excel.Template

~x1lw=Excel.lWorkspace

x1lxml=Excelxmlzsz

xm=ULC . xm

xml=xmlfile

xps=Windows . HPSReachliewer

xprm—ms =MSSppLlicenzeFile

xsf=InfoPath.SolutionManifest.3

xel=x=zlfile

~xzsn=InfoPath.Solution.3

xwspf =ULG. ke pf

xtp=HTPFile

wtp2=KTP2File

~xvm=UMware.Console.Config
fﬂendtntarget—CLEID\{BBBDCHEE -FCAA—-11CF-8FAF-ABCA4FD/DAG2

-nlp CompressedFolder

.2pl=Microszoft.Zune.2.ZPL

2xp=Adohe .Extenzion.Package . ZipFormat

Cisllzerssdavids>
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THEIR TRICKS

AND MY LICENS IS NOT VERIFIED

C:sUszerssdavidrverify
UERIFY is off.

C:sUserssdavid>j]
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MY STORY

THIS JUST WENT ON AND ON!
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THEIR TRICKS

FINALLY DID THEY ENABLE REMOTE ACCESS

B Ammyy Admin v3.0 - Free E _|@

Amnyy Language  Help Free license (For home use anly!)

Klient. Wait for sezsion Operator. Create session

Dit 1D KlientIDAP
L 10 961 226 | |z |

. | Desktop - speed 256 Kb -1 Mb v|
s

&
goe 192.168.158.129 crr [ %iew only

Ammyy Admin

5
Operator med [ 1ID=10873203 | anzluter till din PC.

Conmected Wiew screen
Remate contral

File manager

Woice chat

ROP connection

[ Acceptera ] l MHeka

[ K.om ihag mitt svar for denna operatar
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THEIR TRICKS

AND INSTALLED FAKE SECURITY PRODUCT

@ Advanced WindowsCare V2 Personal [ =Dy X

Advanced _ Restore Center  Tools  Options
A% | WindowsCare 2

]
Personal

2an up JUARTIES and recover disk Space.
@ Need More Windows Care Services?

Upgradenow! l Statuz ] l Repair l l Cloze l

KASPLRYKY



COLLECTING THE DATA

NICE TYPO FROM THEIR AGENT

[ Index of [
L C' [ www helpfisupporteentre.com eI N

| E'ﬂ Den har sidan ar pa will du wersatta den? x
Index of /

Scripts/
Sprybssets/
cai-bin/
te_process php
lite_settings. phyp
lite_wahdation jz
style css

Anteckningar
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COLLECTING THE DATA

(  Help n Support Centre

& X [7 wwwhelpnsupportcentre.co.cc

L3 S

m About Us Support Plans Services Contact Us .~ 7 08-7200-1299
) Lz

—— 020-8133-1437

01-620-3170

WWW.helpnsupportcentre.co.cc

24 x 6 Remote-computer tech supports for consumers

Help n Support Centre, a leader in remote technical support now launches it services for consumers' globally. The best technical support for your PC and
peripherals. Help n Support Centre's customer satisfaction rate of 93.5% and resolution rate of 85% are amongst the highest published benchmarks in
the industry. If your computer is running poorly or not working as per your expectations, it is the time to do some troubleshooting for computer problems.
There can be a variety of reasons for your system to behave sluggishly. Help n Support Centre diagnoses all these irksome PC errors for you and offer
effective troubleshooting treatment to tune your system for smarter productivity. No matter where you have bought your computer from, we support all
computer brands. You can look forward to our team of Certified Computer Experts and professional computer engineers for solutions of every technical
issues — from as simple as installation of any computer software to as critical as troubleshooting blue screen of death. We are available 20X6 on a Help
Desk Number

ot vnur BDC Drahlam fivad

4 Start B Loggboken [ Mamnlés - Anteckningar [ Ammyy Admin v3.0- ... 2 Help n Support Centr...
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COLLECTING THE DATA

$189.00)  (#289.00
S ipti S ipti

$289.00

24+ months
S

24 months Subscription

24 months Plan offers one of the most economical solution of fixing all your computer related issues for 24Months. There are various issues which affect
a PC from time to time and hamper one's work. Our plans are designed to take care of all problems be it start up error, slow machines, virus issues,
compatibility issues, setup problems and many mare. YWe cover various operating systems and fix all your software and netwark problems.

The above plan can be used for a single machine. We will address multiple issues and keep wour PC trouble free Half the year.

Terms & Condition |F.A.Q | Privacy Policy

Copyright @ Help n Support Centre. - 2011 | Design By, Web Professional Look

r5 Start B Loggboken [ Namnl: eckningar Armm P Help n Support Centr...
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COLLECTING THE DATA

B Citrix: Cnline LLC [Lls]| httpos: /ey, fastsUpport.com

Connect For Support

GoToASSISt @

Www.fastsupport.com

Loggboken Mamnlds - Anteckningar Ammyy Admin v3.0- .., P GoTodssist - Google ... v & 4| 13113



COLLECTING THE DATA

|

| 2% Citre Orline /2@ Citvix Orline \_K \

C' | @ awixonline L [us] hitps: //download.citrixenline.com /sLiccess himiPstartode =Join&theme =fstsppriglocale=en_USRdisplayMode=Joingprodu 57 | 3

P

Download Complete

Your session should begin shortly.

O Approve Session - GoToAssist

david stone will be able to see vour screen, control your mouse,

@ david stone has invited you ko join a support session. By joining,
transfer files and request diagnastics infarmation For this session,

Do you wish ko join the session?

es l [ Mo

12} GoToAssist

—
4 » Start [ H Logabe f [® Mamnlds - Ankeckningar f & Am fidmin v3.0 - ... : ix Online - Google ..,
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COLLECTING THE DATA

2% Citrix Oniline x/v 23 Citrie Onling \ o
C | B civix online LLC [US] hitps: //download. citrixonline.com fsuccess. htmiPstar tMade=JoinG theme=fstsppri&locale =en_USEdsplayMode=Joinproducse | X

Download Complete

My computer IS now out of risk!

O RLY?!

1 + Start 8 Logghoken & Mamnlis - Anteckningar B Amimyy Admin v3.0 - ... P Citrix Online - Gongle ..
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COLLECTING THE DATA

[ welcome to PC Technocrat Betala med betal- eller kredith [ upload.vuindev.sefpersonalj, « |\

& c N0 wwm]pctechhc;crat.com;"sec|_n'e—plar|.l'>trn\ i §

E&J Den har sidan ar p& | engelska v | vill du Gversatta den? | Sversatt @‘ ‘Altemativ vl X

photos, v | 302 991, \. -

Payment Portal
WWW.pCtechnocrat.com

Log in
Hey, Please log in.
Enter User Name pctechnocrat] I

Enter Password

. 4 Start H Loggboken [ mamnlés - Anteckni.., £ namnlds - Anteckni... [E) Ammyy Admin ¥3.0... 2 Welcome to PC Tec... 1 GoToAssist
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COLLECTING THE DATA

,-’ Citriz Online ﬂ Pay with a debit or credit car

s

CWRN @Us

:' ." S tart oggboke E' Mamnlés - Anteckningar m Amrmyy Admin w3.0 - ...
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COLLECTING THE DATA

Y | 4% ditrix Onlne X‘{.": P Betala med betal- ller kredit \Q

&« (& PayPal, Inc. [LS]|Https /e paypal.com /se/cgi—bin/webscr?cmd=_ﬂow&SESSION=ceGEquSthxenKOAaZZdZSQtQO_—FHcILFOQLmPngXNof"?f;? LS

Fortsatt till betalning med PayPal

PayPal har saker hehandling av betalningar fir ddke are@amail.corm.

Din bestillningssammanfattning

B Namnlds - Anteckningar
Arkiv  Redigera Format Wisa  Hjélp
] phone died... battery problem

its ok we will help you

sir can you confirm which card are you using for the payment is it mastercard or visa card

oh, 1 am using a sSwedish bank called maestro. Mot sure i can buy from internet on it

sir due tTo security reason we cannot accept a maestro
s0 you need to just use a visa or master card

let le check and see if i hawve a visa... no :{ its only my maestro

i use my maestro when i buy things from the store

i understand but as far as the data protection act we can only accept a wisa or_master card
so if you dont have one you can also use your wife s card or any friend or family members card also

my wife also hawe a maestro, and my daighter is three, does not have a card :(
i am sorry
im sweden maestro is VERY popular

hmmm. .. now thats a big problem ok just Tet us check

wait.

i remember i stored a file on my friends homepage with his wisa number, but i cannot remember it..

maoy so wyou just try if you can arrange a wisa...and we will also figure out something

[ : Mamnlds - Anke... P Namnls - Ante. . m A Admin.. | F Betala med bet.., [ o 404 Mok Found ... [ =160
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TRICKING THE TRICKSTERS
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COLLECTING THE DATA

USED MY SUPER POWERS TO TRICK THEM!

For GIFS.com
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COLLECTING THE DATA

B B Namnlss - Anteckningar,

Arkiv  Redigera Format  Wisa  Hjalp

SIR WE JUST CHECTED IT WITH A ©OTHER COMPUTER BUT I ToLD ¥OU IT CAM BE OPEMED FROM YOUR FRIEMDS COMPUTER
OMLY . .

| |vou JUST CALL HIM UP AMD TELL HIM TO OPEN THE WEBSIT

E AM YOU CAN JUST NOTE DOWN THE DETAILS

SIR WE JUST CHECTED IT WITH A OTHER COMPUTER BUT I TOLD YoU IT AWM BE OPEMED FROM YOUR FRIEMDS COMPUTER
DMLY . .

ou JusT Sall HIM URP AWMD TELL HIM TO OPEM THE WEBSIT

E AM YOU CaN JUST NOTE DOwWM THE DETAILS

YES SO BY TOMMOROW JUST ARRANGE A VISA

ok

Il |
p——
'I.-' Start ["B Loggboken B mamnlds - Anceckn... & Mamnios - Anteckrl. .
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COLLECTING THE DATA

101.63.235.197
[01/Aug/2012:13:44:31 +0200]

"GET /personal/visa_121.txt HTTP/1.1”
"Mozilla/5.0 (Windows NT 6.1; WOWG64; rv:14.0) Gecko/20100101 Firefox/14.0.1"
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COLLECTING THE DATA

== Additicnal Information From whois://whois.apnic.net ==

inetnums: 101.63.0.0 - 101.83.255.255
netname: Wireless-HSD

):cuntry: IN
descr: Wireless-H3SD
admin-c: AH40&-AF
tech-c: AH40&6-AF
status: ASSTIGNED NON-PORTAELE
changed: antiabuse support@relianceada.com 20080813
mnt-by: MATNT-IN-SH
sSource: AFNIC
mnt-irt: IRT-RELIANCE-COMMUNICATIONS-IN
role: Antiabuse Helpdesk
address: Eeliance Communication Ltd
address: Antiabuse Helpdesk, 2Znd Floor,
address: International Area , A Block
address: Dhirubail Amkani EKnowledge City,
address: Thane Belapur Eoad, KoparkEhairane,
address: Havi Mumbai - 400710
Country: IN
phone: +91-22-30334141-5
fax-no: +91-22-30334943
e-mail: antiabuse support@relianceada.com
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COLLECTING THE DATA

HOW DID THEY REACT?!
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COLLECTING INFORMATION
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COLLECTING THE DATA

Registry Whois Domain Mame - helpnsupportcentre.co.cc
Reqgistrar : CO.CC, INC.
Whois Server : co.cc
Fefarral LURL : hitpifwwiv. co.cc
Mame Server: NS01.000WEBHOST.COM
Mame Server: NS02.000WEBHOST.COM

pdated Date : 28-Jul-2012
Creation Date : 28-Jul-2012
Expiration Date : 28-Jul-2013

Reqgistrant sudipta ganguly

CINDIA

Email : sudipta.ganguly@kavishtechnosoft.com
Phaone :
Instant messenger:

pdated Date : 28-Jul-2012
Creation Date : 28-Jul-2012
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COLLECTING THE DATA

Sudipta Ganguly
web Designer at Kavish Technosoft Pvt.Ltd

Barddhaman Area, India | Qutsourcing/Offshoring

Send Sudipta an InMail v P

@ in.linkedin.com/pub/sudipta-ganguhy/3b/378/9a

(¥}
(=]
u |

Experience

web Designer
Kavish Technosoft Pvt.Ltd Cf

Privately Held; 501-1000 employees; Outs

Currently halds this p-:usiti-:uh

lmwvees Mhitenurcin

[F=]

i
u gt

Contact Sudipta for

= career opportunities « consulting offers

= new ventures « job inguiries

= expertise requests « business deals

= reference requests « getting back in touch
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COLLECTING THE DATA

Domain Mame: PBPCTECHMOCEAT.COM

egistrant:
Kawvish Technosoft

Rohit Kayan { rohitkayan@gmail.com )

2nd floor, Ravs IT Park, EN-9
Sector 5, Salt Lake city,
Kolkata

West Bengal, 700091

IN

Iel. +31.98310&7070

Creation Date: 05-0ct-2010
Expiration Date: 05-0ct-2013

Domain servers in listed order:
l.nseasy.com
2.M3ea3y.Ccom

Administrative Contact:
Kawvish Technosoft

Rochit Kayan { rohit.kayan@gmail.com )

2nd floor, Ravs IT Park, EN-9
Sector 5, Salt Lake city,
Eolkata

West Bengal, 700091

IN

Tel. +51.598310&7070
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COLLECTING THE DATA

121 <zcript language="Jjavascript">

22| < ——f/f

123 | /*This Script allows people to enter by using a form that asks for a
24 | UzerID and Password*/,

125 | function pasuser (form) {

28| if (form.id.value=="pctechnocrat™) {

127 | 1if (form.pass.value=="kawvish") {

128 | location="plan=s & product=s.html"”
123 } else {

0| alert ("Invalid Password"™)

122| } el=se { alert("Invalid UserID")

24 3
135 | //—->

126 | </ script>
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SUMMARY

« PayPal Accounts

MORE INFORMATION WAS SHARED WITH

LAW ENFORCEMENT

« Rohit Kayan

« Company
« Kavish Technosoft
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mailto:ddkcare@gmail.com
mailto:ukfastcare@gmail.com
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CONCLUSION

The Delhi HQ of MG ged multi-million
pound fraud using , ants in the UK was
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CONCLUSION

Protecting
America’s

=y Consumers

Home | News | Competition | Consumer Protection | Economics | General Counsel | Actions | Congressional | Policy | International

About Public Affairs | Public Events | Speeches | Webcasts | Reporter Resources | Noticias en Espafiol

For Release: 10/03/2012

FTC Halts Massive Tech Support Scams

Tens of Thousands of Consumers Allegedly Tricked Into Paying for

Removal of Bogus Viruses and Non-Existent Spyware, and Allowing
Scammers to Remotely Access their Computers

The Federal Trade Commission has launched a major international crackdown on tech support
scams in which telemarketers masquerade as major computer companies, con consumers
into believing that their computers are riddled with viruses, spyware and other malware, and
then charge hundreds of dollars to remotely access and “fix” the consumers’ computers.

Atthe request of the FTC, a U.S. District Court Judge has ordered a haltto six alleged tech
support scams pending further hearings, and has frozen their assets.

“The FTC has been aggressive — and successful —in its pursuit of tech support scams,” said

FTC Chairman Jon Leibowitz. “And the tech support scam artists we are talking about today
have taken scareware to 3 whole other level of vitual mayhem.”

FEDERAL TRADE COMMISSION

Chairman Jon Leibowitz announces a major international crackdown on tech support scams at a press
gnference Oct 3 20 he Fed ade Con i Y gton

Ltd. and Kishore Ghosh,

E-mail this News Release
If you send this link to someone
else, the FTC will not collect any

personal information about you or
the recipient.

Related Items:

Watch Press Conference

Federal Trade Commission,
Plaintiff, v. Pecon Software Ltd.,
also doing business as Pecon
Services LLC, Pecon Services,
Inc.; Pecon Infotech Ltd.; Pecon
Software UK Ltd.; Mahesh
Kumar Shah, also known as MK
Shah; Prateek Shah; Sujoy Roy;
Zulfiquar Ali; and Vikas Kumar

Gupta, Defendants

(United States District Court for

the Southern District of New

York)

Case No. 12 CIV 7186

FTC File No. 1223118

Federal Trade Commission,
Plaintiff, v. PCCare247 Inc.; PC
Care247 Solutions Private
Limited; Connexxions Infotech
Inc.; Connexxions IT Services
Private Limited, also doing
business as Connexxions
InfoTech Services Pvt. Ltd.;
Vikas Agrawal, also known as
Vikas Agarwal; Navin Pasari;
Anuj Agrawal, Sanjay Agarwalla;
and Parmeshwar Agrawal,
Defendants
(United States District Court for
the Southern District of New
York)
Case No. 12 CIV 7189
FTC File No. 1223243

FEDERAL TRADE COMMISSION

Federal Trade Commission,
Plaintiff, v. Zeal IT Solutions Pvt
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