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THE MAIN FINDINGS

1 Businesses place high importance on guarding
Financial/Transaction info: 34% of businesses .l —
claim that the protection of sensitive information
(including financial information) is a top priority of their IT department. Our findings show
that 45% of businesses feel they need to take improved measures to protect financial
transactions. Surprisingly, E-Commerce/Online Retail organizations were the least likely
to keep their existing anti-fraud measures up-to-date. They also reported only a slightly
above-average interest in taking improved measures to protect financial transactions.

 Financial companies are not immune to cyber threats: 48% of E-Commerce/Online
Retail businesses and 41% of Financial Services organizations have reported losing
some type of finance-related information to cybercriminal activities within the past 12
months.

1 Businesses take a pragmatic view towards losses incurred by cybercrime: roughly
one out of every four businesses — 27% — is willing to suffer losses incurred by
cybercrime, because they believe the cost of protection will outweigh the cost of dealing
with the losses. Moreover, 52% of Financial Service businesses have a policy of
reimbursing customers’ losses caused by cybercrime without investigation. Given this
and the data we discovered on the true cost of financial data lost ($66,000-$938,000,
depending on the size of the company), this attitude is risky.

I The security reputation of financial institutions plays a critical part in businesses’
propensity to do business with them: 82% would consider leaving an institution that
suffered a breach. Moreover, businesses are more open to the idea of investing in
premium software solutions to protect financial transactions: 53% prefer to pay more for
the best security solution for transaction protection.

I Businesses do have a relatively broad view about who is ultimately responsible for
the risks of financial transactions: only 35% of survey respondents think banks are
primarily responsible, whereas financial institutions in this survey believe 85% of the
burden is being placed upon them. Unsurprisingly, smaller businesses rely more heavily
on financial institutions to take responsibility for the safeguarding of their transactions
and data. However, even amongst larger business, only one in five feels it is the
responsibility of their security department.

i Banks and online services providers have quite a lot of room to adopt more and
more sophisticated security measures for their clients: a surprising 4% of businesses
operating some kind of online service admitted they took NO specific measures to protect
their customers/clients from online financial fraud.
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METHODOLOGY
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A total of 3,900 respondents from 27 countries - including representatives from companies of
all sizes - took part in this year’s survey. Compared to the previous year, the survey grew both in
total size and global scope (the 2013 survey included 2,900 respondents in 24 countries). More
than 54% of the participants were mid-sized, large and very large companies. Approximately 17%
of the respondents were corporations in the Large Enterprise segment (with anywhere from
5,000 to 50,000 employees), while 12% of the survey participants fit into the Large-Medium
category (1,500 to 5,000 employees). About 25% of the survey participants were companies with
anywhere from 250 to 1,500 employees, and the remaining respondents represented small and
very small businesses.

All of the companies that took part in the survey answered dozens of questions concerning the
main obstacles that both the company’s general management and IT management face,
specifically when building and maintaining a reliable, smooth-running IT infrastructure.
Additionally, respondents also answered questions about the resources allocated by their
companies for tackling IT problems, including data security problems. The survey questions
asked respondents about business conditions within a period of the previous 12 months, from
April 2013 through May 2014.
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SECTION 1: ATTITUDES TOWARDS SENSITIVE DATA
BY REGION AND BUSINESS SECTOR

We began the survey by measuring businesses attitudes towards IT security in general, as well
as their attitudes towards their existing and planned anti-fraud protection plans. It should come
as no surprise that security concerns ranked highly when respondents were asked to list their
top IT department concerns. A full 34% responded that “protecting highly sensitive data” (which
includes financial information) was a priority, making it the most commonly-cited concern. It's
also noteworthy that security-related concerns were the top four highest IT priorities.

TOP CONCERNS OF THE IT FUNCTION

DATA PROTECTION ISSUES AND ANTI-DDOS ARE AMONGST THE TOP CONCERNS FOR THE IT FUNCTION

0% 10% 20% 30% 40%

[ Protecting highly sensitive data | 34% ]

Preventing IT security breaches | 29%

Data protection | 28%

Ensuring continuity of service for busine ss-critical systems | 23%

Understanding the full range of new technologies that are available | 23%

Managing change in IT systems and infrastructure | 22%

Ensuring IT systems are used fully to maximize the return on | 21%
investment (RO1) of IT

Making decisions about future IT investments | 20%

Client Management (PC Life Cycle Management) converging with 1T | 17%
security

Flanning far and recovering from failure or destruction of IT | 16%

infrastructure

Dealing with cost constraints | 16%

Training users in how to use IT systems | 15%

Complying with industry regulations and standards | 13%

Preventing misuse of computer systems by employees 12%
Managing licenses (of software, subscriptions, services) 12%

Q18. Taking into account all the issues that need to be considered by IT personnel, what are the top 3 Base: 4.438
concems of the IT function at the moment? All Respon,dents
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Drilling a more deeply into concerns specifically around financially-sensitive data, we found
respondents were equally enthusiastic when asked about their anti-fraud practices. “Making
every effort to ensure our anti-fraud measures are up-to-date” was by far the most widely agreed-
upon response, with 62% of respondents agreeing. This demonstrates that businesses are
placing a high priority on securing their financial data, which is most popular target of fraud
attempts.

Having established the perceived importance of anti-fraud protection, we asked a question to
gauge respondents’ opinions about whether they believed their existing measures for protecting
financial transactions were sufficient, or if new measures should be added.

GENERALATTITUDES TOWARDS IT SECURITY

43% OF ORGANIZATIONS FELT THAT THEIR CURRENT MEASURES TOPROTECT THEIR
FINANCIALTRANSACTIONS WERENOT GOOD ENOUGH

Investment in IT security is money well spent 63%
We are highly organized and systematic in dealing with IT threats 539
Seniar (non-IT) personnel within the organization have a good
( )p g g 49%

understanding of IT risks

[ Qur arganization nee_ds to_take impro_\-red measures to protect — 45% ]
financial transactions o

We are concemed about increased government interference with 39%
our IT o
Deliberate manipulation of social media by competitors isa 0
serious concem 32%
Qur organization is overwhelmed by compliance requirements 31%
Some financial loss from cybercrime is acceptable, because a I 0
security solution would cost more 27%
Qur arganization feels like it is being specifically targetted by 27%
cyber-attacks 0
Security issues are things that happen to other organizations 27%

N Anti fraud [ financial

Outside interference
% of respondents agreeing (agree + strongly agree) with each statement

Q53. For each of the following statements, to what extent do you agree with each? Base: 4,438 All Respondents

You can see a notable drop in agreement when asked if “our organization needs to take improved
measures to protect financial transactions,” which was reported by 45% of respondents,
compared to the previous question where 62% “make every effort to keep our anti-fraud
measures up-to-date.”

This would suggest that businesses believe they have an adequate amount of anti-fraud
protection in place, and only need to keep these measures operating rather than invest in new
solutions. It is also possible that businesses feel their own anti-fraud investment is adequate,
and instead hope to see improved anti-fraud measures implemented by their financial service
providers and institutions.
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Here are the same regional and vertical-industry responses to this question, which were also
measured for the previous question:

There was a similarly-sized variation of responses between VSBs (very small businesses with
fewer than 25 employees) and their larger business counterparts. But we see a much more

consistent level of response amongst businesses with 26—5,000 employees, and even a slight
drop at the Enterprise level.

At the regional level, China remains very willing to take additional measures, a rate nearly
identical to the previous question. Russia, however, dropped from 73% “ensuring their current
measures are up-to-date” to only 46% agreeing that they need “irmproved measures.” North

GLOBAL IT SECURITY RISKS 2014 i ONLINE FRAUD PREVENTION KAS PE RS Kv.n
O
A



















































