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Cybersafety Culture Assessment

Focus

Assessment looks at security culture

from different perspectives:

Organizational (managerial) level
Personal (Employee) level
Expertise available

Security Assurance as a process

CyberSafety Culture Assessment! analyses actual everyday behavior and attitude
toward the cybersecurity at all levels of the enterprise, showing how employees
in your organization perceive different aspects of cybersecurity.

Assessment results can be used to understand the misbalances and areas to
focus on, to justify and align priorities in the internal and external activities of
the Security department, including awareness and trainings, internal PR and
information sharing, collaboration principles while working with business.

CyberSafety Culture includes domains, which will be assessed and measured
altogether, organization-wide. The assessment results are the basis for discussion
of the role and place of cybersecurity in supporting the business efficiencies:

CyberSafety Mindset (perception of security & policies),

» Risk Management (guidance, feedback, improvements),

o« Commitment (people’s attitude and behavior on security),

Business Impact (the balances between security and business efficiency).

Organizational level
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Personal level

Please note that cybersafety culture report is not an assessment of the
technical security maturity level of the enterprise, nor is it a measurement
effectiveness of the security department.

The CyberSafety Culture report shows how average employees see / feel
cybersecurity in their minds; what do they think about the culture, habits, rituals,
daily practice for cybersecurity related aspects; what is their personal perception
of different aspects of the culture of making the company secured from the cyber
threats. Such perception results from various company practices and units,

not just a result of security or risk management department activity.

The Assessment is performed as a cloud-based survey. It takes about 15 minutes
to complete for an employee, average 2 weeks to run the survey though all
employees.

After the survey the customer receives a consolidated report.

1 CyberSafety Culture Assessment is a collaborative study made by Kaspersky Lab & CEB/SHL. © 2015-2017
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Below is the description of the diagnosis model used in CyberSafety Culture
Assessment.

Employees of non-IT departments see IT (Security) staff as allies, partners and
friends: they are encouraged to ask for help and receive it timely and in full,
when they do

Employees accept safety regulations and policies as reasonable and not overly
restrictive

To assure that employees know how to act when they face a CyberSafety
hazard and how to identify one, they are properly trained and kept up-to-date

See Something — Say Something: CyberSafety incidents are timely reported;
employees know they can report such incidents without being punished in any way

Company management recognizes the necessity to assure CyberSafety
and see it as an essential part of business continuity

Employees understand how their actions and decisions affect the “bigger
security picture”: they see the connection between their everyday work and
CyberSafety



Cybersafety Culture report structure

« Current state of Cybersafety Culture by each aspect in your organization

» Break down of the results by different company’s locations, organizational
levels, positions and demographical groups

o Company'’s results in comparison with global data

Global Cybersafety Culture research
data for benchmarking

In 2017 Kaspersky Lab together with IDC conducted a global Cybersafety Culture
research, which provided data on attitudes employees of large organizations
(500+4) have towards cybersecurity.

Kaspersky Lab provide this data in order to evaluate company’s results in
comparison with global average data for determining on which aspects of
cybersecurity should focus more and for better targeting in setting goals and
objectives for cybersecurity activities.

Here is an example of how it looks like in the report:

Results of the Company (blue) vs World average (red)
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Kaspersky® Kaspersky Lab has launched a family of computer-based gamified training products
that utilize modern learning techniques and address all levels of organizational
Secu r|ty structure. This approach helps create a collaborative cybersafety culture which
engenders a self-sustaining level of cybersecurity throughout the organization.
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