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Deploying MDM (Mobile Device Management) in SP1

Install KSC

Installation Type (
Select the installation bype that best suits your needs.

Select the installation bype that is most suitable For your network, You will be able
to install additional Features and modify the configuration later,

" Typical (recommended For beginner users)

% Custom (recommended For advanced users)

Kaspersky Security Center Administration Server - -

2013 Kaspersky Lab ZA0. all Rights Reserved.

< Back I Mext > | Cancel

Then, click the checkbox next to Mobile Devices Support, click Next:

Kaspersky Security Center Administration Server = -

Custom Setup ,
Select the application features you want installed,

] Metwark Access Control
[]Kaspersky Lab Cisco NAC Posture Yalidation Server
Mobile devices suppart

Wdministration Server manages Kaspersky Lab applications. An instance of Microsoft SQL
Server is required ta run this component.,

This component requires 63,4 ME free space on the hard disk,

Location: Seled

C:\Program Files (x86)Kaspersky Lablkaspersky Security Center|
2013 Kaspersky Lab ZA0, All Rights Reserved.

< Back, | Next = I Cancel |

When prompted, select a Custom Installation, as shown.
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Select network size, click Next:

Kaspersky Security Center Administration Server

-

Network Size

Specify network size,

Select the approximate number of computers that you are planning to manage, This
information will be used to configure Kaspersky Security Center properly. You will be
able ko edit these settings later.

' Fewer than 100 computers in the netwark
™ Fram 100 to 1,000 computers in the netwark
" From 1,000 ko 5,000 camputers in the netwark

" Mare than 5,000 computers in the netwark

2013 Kaspersky Lab Za0, Al Rights Reserved,

< Back

| Next = I

Cancel

Unless otherwise required, click Next in each of the next six windows:

(== .

Kaspersky Security Center Administration Server

Account

Select the user account to the Administration Server servi

Assign an account ba skark Administration Server service. The account musk have
administrator permissions to edit the Administration Server database,

% KL-AK-51345E0F67211C

" User account

Account: I Selec!
Password! |
Confirm password: I

2013 Kaspersky Lab ZA0, Al Rights Reserved,

< Back Cancel

| Mext = I

KASPER§KY?S
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Kaspersky Security Center Administration Server -

Database server

Select database server

Select the type of database server to which you want to connect Administration
Server,

& Microsoft SQL Server

 MysaL

2013 Kaspersky Lab Za0, All Rights Reserved,

< Back | Mext > I Cancel

Kaspersky Security Center Administration Server I;Ii-

Connection settings

Specify Micrasoft SQL 5

Select the computer that hosts SQL Server.

@ Install Microsoft SOL Server 2008 R2 Express SP2 (Recommended)

7 Chonse existing

SGL Server name: |

Database name: I K

2013 Kaspersky Lab a0, all Rights Reserved,

< Back | Mext = I Cancel
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Kaspersky Security Center Administration Server -

S0QL Authentication Maﬂ!

Choose Authentication

Choose the authentication mode you want to use to connect to Micrasoft SQL Server, IF
you select SQL Server Authentication, enter the account and confirm the password,

& Microsoft Windows Authentication Mode

7 SGL Server Authentication Mode

Account: I
Passward: I
Canfirm password: I

2013 kaspersky Lab Za0, All Rights Reserved,

Check connection | <« Back | Mext = I Cancel |

Kaspersky Security Center Administration Server -

Shared folder ’y

Create a new shared fol

Shared Folders store installation packages and updates For Kaspersky Lab
applications. Create a new shared folder or select an existing one.

@ Create a shared Folder
Folder:

| Ci\Program Files (x&6)\Kaspersky LabiKaspersky Security Center! Select... I

Shared folder name: | KLSHARE

" Select existing shared foldsr
| YiCHSERVERZD12\capture =] [ select... |

2013 Kaspersky Lab 240, all Rights Reserved,

< Back | Mext = I Cancel |

Kaspersky Security Center Administration Server I;I_-

Connection settings

Specify settings ko conns dministration Server.

Enter the Administration Server ports. Port numbers must be within the range of 1
to 65535,

Port number: I 14000
551 port number: I 13000

2013 Kaspersky Lab ZA0, All Rights Reserved,

< Back | Mext = I Cancel

KASPER§KY?S
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Configure the Administration server address here — this is used in configuring the Network
Agent. Click Next to move to the next screen:

Kaspersky Security Center Administration Server -8 -
Administration Server

Specify Administration Servﬁdaddress.

Set the Administration Server address to one of the Following options:

a. DS name. Used if 5 DS server is present and client computers can get the
address of Administration Server from it,

b. NetBIOS name. Used i dient computers can get the address of Adrinistration
Server via the MetBIOS protocol, or if a WINS server is present in the netwark.

. IP address. Used only if the Administration Server has & static IP address which
will not be changed in the Future,

Administration Server address:

[182.188.8.21 ~|

2013 Kaspersky Lab ZAC, all Rights Reserved.

< Back | Mext = I Cancel

Enter in the address that the Mobile Devices connect to the server through, click Next:

Kaspersky Security Center Administration Server M

Administration Server .ﬁﬁlﬂubile Devices Co
Specify Administration Server address For mobile devices connes

Provide address that mobile devices will use to connect to the Administration Server.

Be careful, 550 handshake may Fail in case of address mismatch,

Administration Server address For mobile devices connection:

192, 168.6.21

2013 kaspersky Lab ZA0, Al Rights Reserved,

< Back, I Mext = Cancel
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In the next screen, click the check next to all the plugins you will need —in this case, we are
selecting the items for Mobile support (KSM 10, Exchange ActiveSynch and iOS devices)

Kaspersky Security Center Administration Server

List of plug-ins:

=

—
Plug-ins o
Select plug-ins ko be installed.

i [] Kaspersky Endpaint Security 10 For Windows Consale Plug-in
- [ ] Kaspersky Endpoint Security & for Mac Console Plug-in

[ kaspersky Endpoint Security 8 For Wwindaws Consale Plug-in
[ Kaspersky Endpaint Security 8.0 for Linux Consale Plug-in
Kaspersky Security 10 for Mobile

Kaspersky Security for Yirtualization 2.0

Plug-in For Exchange ActiveSync

Flug-in Far Movell

Plug-in Far management of mobile i05 devices

< Back | Next >

Then click Next and Install to start the installation:

Confirm mobile device support and configure KSC if needed

i+ W] Kaspersky Endpoint Security 10 Maintenance Release 1 far Windows Consale Plug-ir -~

a. Inthe KSC, right click on the Administration Server, and select Properties. In this screen,

click settings.

Confirm the Open port for mobile devices has been checked and the port numbers are active

and editable. (The red outlined area below)

oo

General - Administration Server connection settings
Events /1, If you change a port number, the connection will be dosed and you will need to reconnect to the Server,
Keys

KSN proxy server

ey Port number: 14000 _1:,'
Virus outbreak SSL port number: 13000 _,;
Traffic SSL port for the Administration Console: 153291 4
Events storage SSL port for activation proxy server: 17000 _|:'
Web server [V Open port for mobile devices

Secuty Port for mobile devices: 13292 _,::'
Uster refes Port to activate mobie cients: 7o =
Advanced

[administration Server certificate =l Properties, .,

[V Automatically assign computers the Update Agent status.

Administration Server can select Update Agents automatically. Clear the checkbox if you want to select Update Agents manualy.
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Open the KSC Admin Console and connected to the server, right click on the Administration
server and click on the Web server node in the left pane:

EC

General

Events

Keys

KSN proxy server

Settings

Kaspersky Security Center web server is designed for storing and transmitting stand-alone installation packages and mobie device profiles over the network.

Learn more...

Virus outbreak - Admini Server on setting:
Traffic Over HTTP:
Events storage Web Server domain name:
Web server Web server HTTP port:
P

ety Over HTTPS:
User roles

Web server HTTPS port:

Advanced

" Specify another certificate

8060 _|::]
8061 _J?

¢ specify certificate through Administration Server tools

sz

Help

28 1

oK I Cancel | Apply |
P

a. Inthe Web Server domain name, type the IP address of the external connection to your

network (the Internet facing connection for your KSC web server)

Click OK to exit the screen.
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. Connect KSC to GCM (Google Cloud Messaging)

The Kaspersky Security Center connects to GCM to Android devices to provide the ability to
perform tasks on them such as data wiping, locating, etc.

Note that there will be a need to open ports for the KSC Administration Server to connect to
the Google Cloud Messaging services or GCM

The ports are:

5228 outbound android.apis.google.com for client management
5229 outbound android.apis.google.com for client management
5230 outbound android.apis.google.com for client management
443 outbound android.apis.google.com, google.com

(Please see the appendix for illustrations of ports/connections needed)

GCM — Defining a Project at Google
Create a mobile device management project in the Google Developers Console.

Open a browser and got to https://console.developers.google.com/project
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https://console.developers.google.com/project

b.

[ coegle Deveispers Cenzsle %
3 cocgl P

=
Google

One account. All of Google.

Sign in to continue to Google Developers Console

‘
N

I Stay signedin Meed help?

Create an account

One Google Account for everything Google

BHM&D 2>HE

€ | & hitps://accounts.google.com/ServiceL ogin?service=cloudconsol epassive=true&continue=https%3A%2F %2Fconsole.dev 7| =

KASPER§KY?S

1

Log in with a Google account and in the next screen, click Create Project in the middle of

the screen:
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) Google Developers Consale X

<« €' B htips://console.developers.google.com/project < =
Google Develope Sinupforafesiid  kesmosm@amailcom (87
Projects

8iling

Account settings
Need help?

Privacy & tamms

Projects are used to group resources.

To get started, create your first project

Greate Praject

«

c. Enter a name in the PROJECT NAME field, and click the Terms of Service checkbox, and
click Create:

£ Google Developers Console %

«

g
n

€' & https://console.developers.google.com/project

New Project
PROJECT NAME
ABC: Lab MDA

PROJECT 1D
thermal-cathode-830

Q

[+ 1 have read and agree to all Terms of Service for the Goagle Cloud
Platform products.

ik

d. Wait for the project to be created, then click on the APIs and auth link:
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e.

3 soogle Develops

CGoogle
2
Projects

ABC Lab MDM
Overview
Permissions
Billing & sattings

APIs & auth
APls
Credentials
Consent screen
Push

Monitering

Source Code

Compute

Networking

Storage

Big Data

Crwmmert

le

< C' 3 https://console.developers.google.com/project/thermal-cathode-830

Enabled APIs

Some APIs are enabled automatically. You can disable them if you'e not using their services

NAME ~

BigQuery API

Debuglet Controller API

Google Cloud QL

Google Cloud Storage

Google Cloud Storage JSON API

Browse APls

NAME ~

Ad Exchange Buyer API

Ad Exchange Seller API

KASPER§KY?S

w =
sign up for a frea trial +Matt (@
>
QUOTA STATUS
-
.
QUDTA STATUS
1,000 recuests/day OFF
10,000 requesis/day OFF

Click on the APIs header, and in the Browse APIs field, type Google Cloud Messaging for

Android.

Gocgle Developers Console

« C @ https://console.developers.google.com/project/thermal-cathode-830/apiui/api ve =
GO“SIC Sign up for a free irial. +Matt :
Projects Enabled APIs

Some APIs are enabled automatically. You ean disable them i you're not using their s
ABC Lab MDM
NAME ~ QuoTA STATUS
Overview
BEmEons BigQuery API 0% “
Billing & settings
Debuglet Cortroller A1 s “
APls & auth
API3 Geoglo Cloud SOL
Credentials
S [ |
Consent scresn
Push Boogle Cloud Storage JSONAPI | £ “
Monitoring 2
Source Code
Browse APls
Compute
Networking Cloud Messaging for Andraid =
Storage
NAME ~ QuUOTA STATUS
Big Data
Google Cloud Messaging for Android  Google Cloud Messaging allows for push messaging to Android devices.  nens oFF
<«

When located, change the status of Google Cloud Messaging for Android from Off to On, and accept
the terms of service with the checkbox:
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) Google Developers Console %

« C | 3 hitps://console.developers.google.com/project/thermal-cathode-830/apiuifapi

Enabling Google Cloud Messaging for Android.. Dismiss

Enable the Google Cloud Messaging for Android

[ 1have read and agree to both Google APIs Terms of Service and Google
Cloud Messaging for Android Terms of Service.

m e

b3
m

Confirm the Google Cloud Messaging for Android record is showing in the Enabled APIs list

and its status is ON:

cgle Developers Console %

Google

< Projects

Overview

APls & auth
API3

Credentials

Push
Monitoring
Source Code
Compute
Networking
Storage

Big Data

ABC Lab MDM

Pormissions

Billing & settings

Consent screen

< C' | { https'//console developers google.com/project/tharmal-cathode-830/apiui/api

Sign up for a free trial Matt
Enabled APls
Somne APIs are enabled automatically. You can disable them f you'ra not using their services
NAME ~ QUOTA
BigQuery API o
Debuglet Controller API 0%

Goagle Cloud Messaging for Andraid
Google Cloud SQL
Goagle Cloud Storage

Google Cloud Storage JSON AP -3

Browse APIS

Cloud Messaging for Android x

No results found

L

=

«
El
=

12
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g. Next, on the left, select the Credentials node under APIs and auth and in that window,

h.

click Create new key (outlined in red below)

) coogle Developers Console. %

« C | B hitps://console.developers.google.com/project/thermal-cathode-830/apiui/credential
Google
Projects OAuth
OAuth 2.0 allows users o share

ABC Lab MDM specific datawith
axample, contact|
Ovarviow X
keaping their usemames
Permissions passwords, and other
Billing & settings nformation private
Learn mare
APls & auth

APIs
Create new ClientID
Credentials

Consent screen
Push
Monitoring Public APl access

Sourcs Code use of this key does not require

any usar action or consent, does
Compute not Cccess fo any account

Networking information, and is not used for
authorization

Storage
Learn more

Big Data

ttps:/fconsole de velopers, google. com/project;thermal-cathodz-£30 apiuijcredential

7 =

+Matt L 3
-

In the next dialog box, click Server key:

ey

L C' | 8 hitps://console.developers.google.com/project/fifth-reality-820/apiui/credential
OAuth
GCM for KESM Create a new key
Overvie
The APIs represented in the Google Developers Console raquire that
Farg requests include a unique project identifier. This enables the Console fo tie a
Billing & settings n request to a specific project in order to monitor traffic, enforce quotes, and
handle billing
APIs & auth
APIS B Server key Brawser key Android key i0S key
Consent screen
Push
Monitoring Public APlaccess
Source Code
Compute
Networking
Storage
Big Data
Supoort

esmgem@amail com
ki @ | ’L,W

o =

13
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i. Then in the next screen, click Create:

) Google Developers Console. %

KASPER§KY?S

€ C | @ hitps://console.developers.google.com/project/thermal-cathode-830/apiui/ credential

Create a server key and configure allowed IPs

This key should be kept secret on your server.

Every AFI request Is generated by software running on 2 machine that you control. Per-user limits will be
enforced using the address found in each request's userTp p
parameter is missing, your machine's IP address will be used instead. Learn more

ACCEPT REQUESTS FROM THESE SERVER IP ADDRESSES
One IP address or subnet per line. Example. 192.168.0.1, 172.16.0.0/16, 2001.db8..1 or 2001.db8../64

ameter, (if specified). Ifthe userTp

s
n

j-  Once the key is created, make sure it is set to IPS — Any IP allowed, as shown below.
Also — keep this browser window open, as there is data needed to configure the KSC here.

1 Google Developers Console. %

GCM for KESM
Overview
Permissions

Billing & settings

APIs & auth
APIS
Credentials
Consent screen
Fush
Monitoring
Source Code
Compute
Networking
Storage

Big Data

Supoort

keeping their use
passwords, and other

information private

Leam mare

Create new Client 1D

Public APl access
Use ofthis key does nat require
any useraction or consent. does

not grant access Lo any account
information, and is nat used for
authorization.

Leam mare

Create new Key

< € | B https://console.developers.google.com/project/fifth-reality-820/apiui/credential # W =
Cﬂ‘\ﬂgk‘ =1 Pel Sign up for a free trial kesmgem@gmail.corm ;
speacific dat;
Projects example, cont

Key for server applications
APIKEY AlzaSyD-NHTBztXsz4amjdZkwzZbkXbOPITGZ0s
PS Ay IP allowed

ACTIVATION DATE

ACTIVATED BY

Edit allowed IFs

Jan9, 2015, 4:55:00 AM

kesmgem@gmail com (you)

Regenerste key Delete

14
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Configuring GCM on the KSC server

In the left hand pane, expand the Mobile Device Management node. Right click on the
Mobile devices heading, and click Properties — this is where we configure Google Cloud

Messaging:
Google Cloud Messaging settings
Google Cloud Messaging settings ‘ Fen
I
APTKey
Reset settings...
el oK. Cancel | FApply |
CENa PG

k. Back on the Google Developers Console page that was left open, select and copy the value

of the API key field

AlzaSyD-NHTBztXsz4amjdZ kwz 7 bk XbIPI TGz 03|

Copy
Search Google for 'AlzaSvD-MhTEztiszdamid Zonz ZokibIPI TG0

Cirl+C

iy
Frint. ..

Inspect element
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I. Paste this into the API Key area in the Google Cloud Messaging Settings area (outlined in

red)
Google Cloud Messaging settings Sender ID

APTKey

Reset settings...

Help oK I Cancel | o |
€ Kls PG .

m. Back on the Google Developers Console, select the Overview node in the left hand pane
(Outlined in red)

) Gocgle Developers Cansale. X

« C' | @ hiips://console.developers.google.com/project/thermal-cathode-830 T7 =
GOUSI&Z Sign up for a free irial. +Matt ;
Projects Project ID: thermal-cathode-830  Project Number: 684202479061 Estimated charges this menth: $0.00
ABC Lab MDM Project Dashboard

Overview

Permissions

Billing & settings
Take the Compute Engine quickstart Boost your app with a Google API Launch click-to-deploy software

LY. Py

Page 16| 47
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n.

In the center of the screen, highlight and copy the Project number

C' 8 htips://console.developers.google.com/project/fifth-reality-820/apiui/credential

search Google for '633493 143068
Overview

Print. ..
Permmissions

Inspect lement

0.

ID field (outlined in red below)

Googlecoud essaging settings
Google Cloud Messaging settings Sender ID

|

API Key

Back on the KSC Admin Console, right click and paste the Project number into the Sender

Help

Reset settings...

i
cKls

b 1:35PM
A BB s

Click OK and then, reboot the KSC Admin Server.
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V.

Install iOS Mobile Devices Server
NOTE: this server component can be installed on the Security Center Administration
Server, and another server/hardware platform is not required.

(Please see the appendix for illustrations of ports/connections needed)

KASPERSKY

In the KSC window, expand the Remote Installation heading, and click on Installation packages

below the heading:

3 U’ Managed computers
ligh Adrministration Serser tasks
@ Tasks for specific cornputers
ﬁ User accounts
1 [72) Reports and natifications
| %] Applications and wulnerabilities
4 LI Rernote installation
E Deploying computer images
[%" Installation packages
| [&] Encryption and data protection
I Eﬁ Mobile devices
I == Unassigned computers
I [ﬂ Repositories

() Refresh

Installation packages
Installation packages are used for remote deployment.
=)= Create installation package

) Manage packages of mobile applications
Mobile appiications packages are intended for installation on ma

i View the list of stand-alone packages
Stand-alone installation packages are intended for installation
package and inherit its sattings.

2. Right click on the iOS installation package and select Install Application:

packages
Encryption end doa proecton
(B Moble devces
g Lnassned conputers
-

2} Bepost

KAV 8o Lz
KA fox a6
e

L] Lht Agent v 3.0 nstaller

5 chvicn server {101,254
Faspershy Endport Securtr 10 for Wik, .
Kaspersky Securky 10 for Mol (10.0)

Kaspersky Socurky Conkes Networh Agerk ..

Pl

Kaspersky Securky 10 for Mabde
Kaspersky Securky Conker Networh Agerk
Kasgershy Endpoink Securky 5.0 or s
Fasptrsky Endpont Secuky B for Mac

Faspersky Endpunt Sscurky 10 Hertenarce .

Kaspersky Securky for Vetuslastion 3.0 Lght ..

3. Click the button next to Select computers for deployment:

18

() View current version of Kaspersky Lab app
1) View report on versions of installed applications

() Add/Remove columns
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Remote Installation Wizard

2 . .
i L) Remote Installation Wizard

Selecting computers for installation

Deploy ta a group of managed computers

Use this installation mode If you havs alrsady included computers in administration
groups. The application will be installed on all matching computers From the
selected group and its subgroups.

Select computers for deployment

% Use this installation made ko install the application on computers that are not

included in administration groups (For example, at the: First system deplayrent).
You should also use this option when you need to install the application on
selected computers,

6 Computers where the same or later version of the selected application is already installed will
niok be affectad.

flext Cancel

KASPER§KY?S

4. Click the plus sign next to Managed computers, and navigate to the machine where the iOS

server software will be

[l Remote Installation Wizard

installed:

6 Remote Installation Wizard

Selecting computers for installation

DU Managed computers add
OO0 _Deployment {USE ME FIRST)

DU Boston

IF target computers are nok
EDU Desktops displayed in the list, dick Add

to bype their names or IP
addresses,

=-CI0) Mac
[]..DU Encrypted
-CJ0) Light Agert - Server
LI Light Agent - ws
-0 Mobile
w-CJ0) servers

£

-5 Unassigned computers

Cancel |

5. Click Next at the Defini

ng remote installation task settings screen:

19
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[l Remote Installal Wizard

6 Remote Installation Wizard

Defining remote installation task settings

Force download of the installation package

¥ Using Metwork Agent
¥ Using Microsoft Windows resources by means of Administration Server

I Using Microsoft Windows resources by means of Update Agents

[¥ Do nat install application if it is already installed

o] o |

6. Click Next, selecting Prompt user for action if a restart is required:

7.

[l Remote Installation Wizard [ x|

6 Remote Installation Wizard

Selecting action if operating system restart is required during installation

Select the action that will be performed if application installation requires an operating system
reskart,

" Do not restart the computer
" Restark the computer
Computer wil be restarted automatically

o) Prompt user for action

User will be prompted to restart computer
Prompt will appear every S minutes
Computer will be restarted after 30 minutes

Modify

I Force closing the applications in blocked sessions

e ] _cos |

In the next screen, click Add to put in a domain administrator account to run the installation
process. Click OK, then Next.

Page 20|47
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Selecting accounts to access the computers

Account

‘, CMTEST A krat
- |

Password:

Confirm password:

[soonnaass™
[senaaaed

i Add accounts that have admiristratar rights on the target computers. IF the computers alrsady
Gl have dietwork Agent installed and running, vou may skip this step.,

Learn more

Erhies

L

=
x

KASPER§KY?S

8. Click Next, as instructed here, to start deploying the iOS MDM server package

M Remote Installation Wizard

6 Remote Installation Wizard

Starting installation

Click Mext to start deployment.

9. Click the Next button on the Starting Installation screen — you will then be redirected to the

Tasks for specific computers:

21
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M Remote Installation Wizard [ =]

o _ -
U Remote Installation Wizard

Starting installation

The deployment has successfully started.
" Deployment task created

" Deployment task started

Click Mext for details.

computers that are not nchuded n sdminitrstion groups of for computers inchuded in one o ore Q

Deploy 105 MM mobile device server (10.1.254)

Task type: Inst
Applhication: fa:

10. Once the install is complete, the server will appear in the mobile devices server window Right
click on the server and go to Properties

Page 22|47
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%wos MEM mobil devices server WINFTESTZ - YMWARE 10,1254

M 105 MDM mobile devices server application settings

Sections General

General =

Profiles -y

Pravisioning profiles

Managed mobile applications Version number 10.1.25¢
Certificates Instaled: 11f5/2014 2:01:50 PM
Settings
Events

Advanced

E

oK Cancel Ay,

Create an APNs certificate

Connection to the Apple Push Notification service is needed to get connectivity to manage iOS devices
remotely.

1.

2.

In the KSC Administration Server Console, click on the Mobile Device Management node in the

left pane, and in the
Properties

[AKaspersky Security Center

center pane, right click the i0S MDM Mobile device server and select

® IJ] Managed computers
I Administration Server tasks
b Tasks for specfic computera
User accounts
& Eé Reports and natifications
® [&| Apolication management
[ Ll Remote irstallation
© [52 Mebike Device Management
Certificates
5 mobile devices
= Unassigned devices
) Repesitores

=] ]|
Fie Acton View Help
g o el el W = B
Kaspersky Securty Centa
E [ﬂﬂj:i:;:;:::’;;:;ﬂmm a Getting started » Administration Server SECURITY-CENTER » Mobile Device Management

I

Mobile Device Management

Mobie Device Management and inventory on the netwark. The folder contains Kaspersky Lab Mobile Device Management services nistaled on
computers within administration groups. Subfolders contain lists of managed mobile devices.

@ View list of mobile devices

AcdRemove wlums
Refresh

Server: Cx

o Serveradd.., = 05 MDM Mobile device server
T — MOMSERVER 10.2.434 Product version: 10.2.424
Export list... Server address: MDMSERVER

m {3 Switch to computer in administration
group

( Properties

Assign profies ta mobile devices

Mobile dewices servers: 1

In the next screen, click on the Certificates node in the left hand pane, then in the right hand
side of the screen, click the Request new button (outlined in red)
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General

Configuration profiles

Apple Push Notification certificate:

KASPER§KY?S

2l=lolx]

Mame:
Provisioning profiles Manufacturer:
Managed applications Expires on:
Certificates
| Request new I Install

Settings
Events ri0S mebie devices server certificate:
Advanced Mame: mdmserver.abe. lab

Manufacturer: Kaspersky i0S MOM Server CA N1134

Expirzs on: Trursday, January 02, 2025 10:20:494 AM

Inetall |
—Client root certificate:

Name: sc.abelab

Manufacturer: sc.abelab

Expires on: Saturday, January 04, 2025 10:16:52 AM

Help ’—I Cancel Al
&
3. Click the Create CSR button:
£

4,

Please go through all the steps to request and retneve a rew APNs certificate.

Learn

5Step 1, creating & CSR:

To creste arequest of 5 certificate, cick the Create C3R” button, enter the
required data, ard save the request fle to disk.

Step 2, signing e £5h

Upload the file created at the first steo 1o portal

https: /fcompanyaccount kespzrsky. com and perform the actions required to
sign CSR., Mate that CSR signing functionality becomes availzble only after
you upbad to the portal  key thatenables the use of MDM (Mobik Device
Management) solution

Upload the file signed at the sacond step to portal

httpe: fidantity. appie.com/pusheart, then zava to ditk the certficats cested
by the pertal. You will ne=d an Apple ID tolog in ta the portal; you can
refrieve cne on hittps://appleid.apple.com.

[—Step 3, requesting the pudlic key of the ABMNs certificete —————————

5tem 4, completing the G

To complete the recuest, click the "Cemplete C5X” button and specify the
certificats retrizved at the thid step.

ol
Irstell Cancel |

In the next screen, fill in the form with as much data as you like, click Save:

24
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Create CSR x|

Mame:
| Nik

Company:
| ABC

Department:
jm

City:
I Moscow

State:
E

Country:
IRussia'n Federation j

oo |

Request new APHNs certificate x|

Please go through &l the steps to request and retreve a new APNs certificate,

Learn

[-atep L, creating &L aH.
To create a request of a certificate, cick the "Create CSR” button, enter the

required data, ard save the request file to dick.
Create C5R |

—5tep 2, signing the CSR:
Upload the file created at the first step to portal

hitps: {fcompanyaccoun t.kespersky. com and perform the actions required to
sign CSR. Note that CSR. signing functionality becomes availzble only after
you upioad 1o the portal a key thatenables the use of MDM (Mobile Device
Managemsant) solution.

Step 3, requesting the public key of the APNs certificate:

Upload the file signed at the second step to portal

https: /fidentity. sopie com/pushcert, then save to disk the certificate ceated
by the portal. You will need an Apple 1D tolog in to the portal; you can
retrieve cne on https: (fappieid. apple .com.

[ 5tep 4, completing the C5R.:
To complete the request, dick the "Complete CSR"button and specify the

certificate retrieved at the third step.
Trastall I Cancel |

25
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At the next dialog, name the file mycer,cer, for example, and save it to the computer.

5. AT THE NEXT SCREEN, BE SURE TO KEEP THE SCREEN YOU SEE BELOW OPEN UNTIL YOU
RECEIVE THE CERT FROM APPLE. IF YOU CLOSE THIS, YOU WILL HAVE TO START AGAIN!
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Signing a CSR — Step 1: Kaspersky Company.Account site

1. Sites need to create an account here - see
http://support.kaspersky.com/fag/companyaccount help

2. Inabrowser, go to https://companyaccount.kaspersky.com (Be sure to allow the site to
open popups)

=)
@Kusp:rskyLnb Custermner Se.. ’_‘ ‘_’r} i‘:\\? {E’}

~

@ hitps:.//companyaccount kaspercky.com/zreys/chared/login jep Tarsys/

Welcome to CompanyAccount KAS PERS KY3

Please log in.

Email
Password

oon ) oo |

Reqistration Forgot vour password? FAQ for CompanyAccourt

Kaspersky CompanyAccount is a special system designed for users of business products. The system allows sending and tracking the
requests to various Kaspersky Lab departments: Technical Suppaort service, Virus Lab, etc.

Based on the licensas, all employees of one organization are united by one CompanyAccount. This enables shared management of all
requests and licenses of the organization and independent management of user accounts within a single Companyaccount (after the
corresponding privileges are granted).

The number of user accounts per organization supported by CompanyAccount is unlimited.

For details about CompanyAccount, please visit http.//support.kespersky.com/fag/companyaccount help.

If you are using software for home [ small business, such as Kaspersky Internet security or Kaspersky small Office secunity, please, go to
Kaspersky My Account. vl
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http://support.kaspersky.com/faq/companyaccount
https://companyaccount.kaspersky.com/

3. Login to the site and at the next screen, click Submit Request (the first option in the green
box to the left (outlined in red)

KASPER§KY?S

« & search [ BN
_ Services 1-dol4
uEsts
(@ Yourresponse needed g ﬂ Technical Support e Send suspidous file for CSR Signing
T In Progress a A request B A andlysis
'_': Resolved a

E Inaciive 19

Submit Request

Manage Users
Manages Perzonal Infomaticn

Manage |icense Informatfion

Tssues with Kaspersky Lab products, banner
ads, phishing, and other web content
reated issues.

‘CompanyAccount
Question

Submit an issue with CompanyAccount or
provide feedback.

If it contains an unknown malidous
program, that will be added to antivirus
database.

(3R Signing for Apple Push Notification
SEnace

4. Inthat same page, click on CSR Signing to the upper right (also outlined in red)

Caosercn GG W I .
T Services 1-40f4
uests
i Your response needed 0 ﬁ Tedchnical Support e Send suspidous file for 5| CSR Signing
—: (S I ;) request b "+ analysis IS
4 —
[ Resolved [i] _ )
Issues with Kaspersky Lab products, banner If it contains an unknown malidous C5R Signing for Apple Push Notificaon
E Inaciive 19 ads, phishing, and other web content program, that will be added to antivirus Senice
related issues. database,
Submit Request
" " CompanyAccount
SHEgE SR Question

Msnsge Pereonal Informstion

Manage Licenze Informafion

Submit an issue with Companyccount or

provide feedbadk.

27
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5. Inthe screen that opens, click on Browse, then Choose file, and select the myfile.csr we

saved in the last step

PE s e

CSR Signing for Apple Push Notification Service

How to generate an APN=s

File Name Siee Description
C5R Aflachment
Browss
Sign C3R | Cancel |

6. Click the Sign CSR button in that screen and in the next screen, click OK to close the
message warning that the request will be processed automatically:

@ C3R Signing [cssapp) - Internet Explorer

New request REQDO0003820195 has been
registered!

This request will be processed automatically.
Upon completion you will be able to find it
among "Inactive” requests. [ARNCTE
1770000093)

_oK |

Page 28|47

28



KASPER§KY?S

7. After this, the list of request opens automatically. Click the latest one at the top of the list
and click View Files/Details in the lower right (outlined in red, below)

fessapp/SRS%: onscle/enduser/]

pP-ad I 2 Kespersky Lab CompenyAc.,

Wicome Alsxandra Prysdio (Kaspersky Lab HO) sdu) Logout
KASPERIKYS Corpany 1 2624 [ E
T T —
Requests View [All requests - ‘ our requests - ‘ Fefiesh
Requests —
—— Freferences
Q) Yourresponse nesded g _—
& R temestid | Sowee Sy s Siawseson | Ssbmssoniste —— Submter — Brancnorce |
g InProgess o REQUID0035201 CompanyActount CSR Signing Ciosed 12142014 4:10:36 PM 2
(] Resalved o REQOI03036472 CompanyAczount CSR Signing Closed BA020146:38:03 FM !
O iscive 0 REC000035465 ComparyAscount CSR Sgring Clones 002014504020
REDMDI03244 % CompanyAcraunt CSR Signing Closed TR014 £22:34 P !
REQIDDNI52434t CompanyAccount CSR Signing Closed TEHO14 13950 P
Submit Request
REQIDIN30007: CompanyAczount CSR Signing Ciosed 552014 4:11:08 PM
Menage Users ~
REQUI00027 224 CompanyActount CSR Signing Closed 2115201473848 PM
Manage Personal Infometion
R Summary For: REQ000003820195 B
Griirrs p— Request History:
ZREE R 12140014 41035 P Merania Pracka
| CSR Signed
Subject = .
e ST = || Yow Certificate Signing Request (CSR) required to obtain an SSL certificate for Apple Push
i AspllBM | = || Notfication sarvice was successfully signed. You can davnlozd it any fime by following the
|Service. download link that can be found in the request history REQO00003820195 support request
(press "View Flles/Detalls" button) .
Visw Flse/Detsilc
V)
< >

8. Inthe Local Attachments table, select the row with the mycert.plist file listed. When the

two buttons appear below the line, click Save to Disk.

Local Attachments
File Name: Max Size Altach Label
miycert. plist 10 KB Fiie 1

Dispiay |  Save lo Disk

Submitted by |wiexandra Pryacko

Date of submisgion® 120452044 4:10:35P0 [F]

o |

The file that is save is mycert.plist -

9. Close the browser.
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Signing a CSR — Step 2: apple.com

KASPER§KY?S

The next step in setting up the APNs connection is to get the plist file, created in the last step,

to be signed at the Apple website.

1. Go to https://identity.apple.com/pushcert and log in using your Apple id

| B Apple Inc. [us] | hitps://idmsa.apple.com/IDMSWebAuth/login?appldkey=3fbfc9adadfedeb7abe 1d37f6458e72adc3160d1ad5h323a9e5¢
GoToMeeting [l Kaspersky Intemet S...

.’ Store Mac iPhone Watch iPad

Apple Push Certificates Portal

Sign In.
l \

Forgoet your Apple ID?

Forgot your password?

2. In the next screen, click Create a Certificate

[ Appie Push Ceruficates Por: X

« C [ ntips://identity_apple.com/pushcert/ ¥ie =

iPhone iTunes Support

Apple Push Certificates Portal

Certificates far Third-Party Servers

Service Vendor Expiration Date® Status Actions

Mobile Device Management  Fiberlink Communications  Oct 5, 2015 Active (Y e ]
Laborat K ke i
Wobile Device Management "™ KIS0 g 2016 Active o &

Laborateriya Kasperskogo P
Mobil: Device Managemene o lva Rasperskog Jan 15,2015 Active (] @

Mobile Device Management AP0ratoriva Kasnerskogo ) oo Revoked O m
za0
Mobile Device Management ;:%wa"mya Kasperskogo Feb 26,2015 Revoked @ @
Laborat. K; le
Mobile Device Management Z_:O“ orya RAsperskeod®  reb 26, 2015 Revoked @ @
Mobile Device Management  Fiberlink Communications  Oct 5, 2015 Revoked @ w
Mobile Device Fiberlink C Oct 5, 2015 Revoked @ m
“Revoking or allowing this certficate to expire will require existing devices 1o be re-enrolled with a new push cerificate. -
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https://identity.apple.com/pushcert

3. Then, click Accept in the Terms of Use screen lower right,

«

4,

C # @ hitps//identity.apple.com/pushcert/

Store Mac iPod iPad iTy
Apple Push Certificates Portal
Terms of Use
PLEASE READ THE FOLLOWING LICEN SE AGREEMENT TERMS AND CONDITIONS CAREFULLY -y

[

BEFORE DOWNLOADING OR USING THE APPLE CERTIFICATES. THESE TERMS AND CONDITIONS
CONSTITUTE A LEGAL AGREEMENT BETWEEN YOUR COMPANY/ORGANIZATION AND APPLE.

MDM Certificate Agreement
(for companies deploying mobile device management for iOS and'or OS X products}

Purpose

Your company. organization or educational insttution would Iike to use the MDM Certificates (as defined
below) 10 enable Youto eiher deploy a ifd-party Commertial, enierprse server SoMware Ploouct or moblle
device management of iOS and/or OS X products, of deploy Your own internal mobile device management far
iOS and/or OSK products within Your company, organization or educatonal instituton. Apple is willing to
grantYou a limited license to use the MDM Ceriificates as permitted herein onthe terms and conditons set
forth in this Agreement.

1. A this A D:

1.1 Acceptance

In orderto use the MDM Certificates and relaied services, You must frst agree to this License Agreement. If
You do nct or cannot agree to this License Agreement, You are not pemited to use the MDM Certificates or
related services. Do notdownload or use the MDM Certificates or any related services in that cass.

You accept and agree to the terms of this License Agreementon Your company’s, organization’s, educational ¥
1| have read and agree to these terms and conditions.

Printable Version >

b it

KASPERIKY2

In the next screen, click on Choose File and select the mycert.plist created earlier, and click
Upload

Apple Push Certficates Port: X

€ - C | htips://identity.apple.com/pushcert/

Apple Push Certificates Portal

Create a New Push Certificate

Upload your Certificate Signing Request signed by your third-party server
vendor to create a new push certificate.

Notes

Vendor-Signed Certificate Signing Request

Choos File | abc.Iab plist

= Store Mac iPod iPhone iPad iTunes Support

31
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5. Next, click Download and save the MDM_Laboratoriya Kasperkogo ZAO_Certificate.pem file

& ApplePush CertficatesPc x W

€ C #f H.\'Trp:_/fidentity.aple.comf‘;m:-nr.arw 7~ @
‘ Store Mac iPod iPhone iPad iTunes Support a
Apple Push Certificates Portal

Confirmation Q

You have successfully created a new push certificate with the following information:
Service Mobile Device Management

Vendor  Laboratoriya Kasperskogo ZACQ

Expiration Date Dec 4, 2015

TR

shop the Apple Online Store (1-800-MY-APPLE), visit an Apple Retail Store. or find 3 ressller. Applz Infa Site Map Hot News RSS Feeds Contact Us

Copyright © 2014 Apple lac. All rights reserved.  Terms of Use Privacy Policy

6. Close the browser you have to apple.com and copy the .pem file from the last step to the

Security Center Server.

Installing the APNs certificate on the KSC

The .pem file needs to be loaded onto the Kaspersky Security Center (KSC) server, and when
completed, a certificate with a .pfx extension is the result. This is the certificate to be installed on the
iOS MDM server.

NOTE: if the iOS server is a separate platform, make certain that the port and address ranges needed
for APNs are accessible from the KSC Server.

The IP Address range is 17.0.0.0/8 and must be accessible over ports 2195 and 2196.

When installing the iOS server, the communications are checked and if failing, an error is put in the
installation log.
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1. Return to the KSC Admin server, and the Request new APNs certificate dialog box should still

be open:
x
Please go through al the steps to request and remeve a new APNS certificate,
Learn

[Fatep L, creatng & C5H.

To create a request of a certificate, dick the "Create CSR" button, enter the

required data, and save the request file to disk.
Create C5E |

5Step 2, signing the CSR:
Upload the file created at the first steo to portal

hittps: {fcompanyacoount kaspersky. com and perform the actions required to
sign CSR., Mote that CSR. signing functionality becomes availzble only after
you upload to the portal a key thatenables the use of MDM (Mobile Device
Managemsnt) solution.

Step 3, requesting the public key of the APNs certificate:

Upload the file signed at the second step to porial

https: identity. zopie.com/pushcert, then save to disk the certficate ceated
by the portal. Tou will need an Appee 1D tolog in to the portal; you can
retrieve cne on https: (fappieid. apple .com.

[ 5tep 4, completng the C5R:
To complete the recuest, dick the "Complete CSR"button and specify the

certificate retrieved at the third step.

Traskell I Cancel |

2. Click Complete CSR and select the MDM_Laboratoriya Kasperkogo ZAO_Certificate.pem from

3.

the previous steps and click Open

In the next dialog window, click Yes:

Kaspersky Security Center

6‘ APMs certificate has been successfilly created, Do you want to
k-

save a copy to disk?

4. Type the name mycert and click OK

33
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5.

Enter data for certificate il

Friendly rame for certificate:
| ABC Lab APNs certficate

Password:

Confirm password:

| PRRARER R

oK I Cancel |

KASPER§KY?S

In the next window, type a name (in this example, ABC MDM-server certificate, but make it
specific to the install here) and a password and click OK:

6. When the message appears that the certificate has been saved successfully, click OK.

7. Click Install to complete the Request Wizard:

Please go through &l the steps to request and retneve a new APNs certificate.
Learn

[~ Step L, creating & E5H:
Te create arequect of 3 certificate, didk the "Crezte CSR" button, enter the

required data, and save the request file to disk,
Crieate C5R |

Step 2, sianing thie C5R:

Upload the file created at the first step to portal

https: /lcompanyacaLnt keaparsky. com and perform the actions required ta
sign TSR, Mote that CSR. signing functionality becomes availzble only after

wou upload 1o the porfal a key that enables the use of MOM [Mobile Device
Management) solution

- 5tep 3 requesting the pudlic keyof bhe ARNS cerbificebe: —————
Upload the file signed at the gacond step to portal

httpe: flidentity. spple.com fpushcert, then cave to dick the certficate ceated
by the pertal. You will need an Apple 1D talog in ta the pertal; you can
retrieve cne on https:|faopleid. apple.com.

=Stem 4, complebng the G55

To complete the request, dick the "Complete C5R"button and spedify the

certificate retrioved at the third step.
Compleie 56 |

Install I Cancel |

x|

34
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8. Check the Certificates screen, to confirm the certificate has been installed correctly:

[N i05 MDM Mobile device server application scttings 213
Cortses
General
Apple Push Motification certificate:

Configuration profiles

Mame: APSP: 5R0ecr 1a-6040-4027-93a0-4cheNR 51645
Provisioning profiles Manufacturer: Apple Application Integration Certification Authority
Managed applications Spires on: Tuesday, January 05, 2016 10:55:01 AM
Certificates

Request new I Install

Settings
Events iS5 mobie devices server certificate:
Advanced Mame: mdmszerver.abe.lab

Manufacturer: Kzsparsky i0S MDM Server CA N1234

Expirzs on: Trursday, January 02, 2025 10:20:44 AM

Inztall |
i~ Client root certificate:

Mame: sc.abc.lab

Manufacturer: sc.abclab

Expirss on: Saturday, January 04, 2025 10:16:52 AM

Help oK Cancel Apply
2

9. Click OK to exit the i0OS MDM Mobile Devices server properties window.

V. Install Self-Service Portal

The self-service portal is a new part of the Kaspersky tool kit for MDM. It allows authorized users to
connect their mobile devices to the Kaspersky Security Center, and to install software management

components.

Some functionality available on the Self Service portal:

e Lock (Android and iOS)
e Unlock (Android and iOS)
e Locate (Android)

e Set off alarm (Android)

o Take a photo “the MugShot “ (Android)

e Wipe all or just corporate data (Android and iOS)

35
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The Self-Service Portal (or SSP) can be installed on a separate Windows or Linux machine or VM, or
can be installed on the KSC Administration Server.

The following process outlines the installation onto the KSC Administration Server.
Also. please see the appendix for illustrations of ports/connections needed.

1. From the web page http://support.kaspersky.com/ksc10#downloads, click the Green block
and download the kscwc10.0.110.0en.exe file (outlined in red below):

€ = C [ supportkaspersky.com

i Apps (&) GoToMeeting [l Kaspersky Internet 5...

KASPERJKY#

PRODUCTS & SERVICES ~ ONLINE SHOP  INTERNET SECURITY CENTER  TRIALS & UPDATES [ETZLIAl PARTNERS ABOUTUS

by Security Center 10

L TEROEVE  Kaspersky Security Center 10

|¢

Status: Supported Download
: Database Update [
B Support =

Error fix =

For Software Users Free online courses

Buy online Kaspersky Internet Securlty

2. After downloading, expand the file and, click Next:
’® Kaspersky Security Center Web-Console 10.0 Setup E’E‘@

Welcome to the Kaspersky Security
Center Web-Console 10.0 Setup
Wizard

This wizard will unpack the installation files of Kaspersky
Security Center Web-Console 10.0 to your computer.

Click Next to continue.

[ Next = ] [ Cancel ]
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3. Inthe next screen, if needed, change the directory to expand the installer to, then click Install:

4,
@ Kaspersky Security Center Web-Console 10.0 Setup EI =]
Select destination folder :
Select the folder, to which Kaspersky Security Center ‘V
Web-Consale 10.0 files will be unpacked. e

This wizard will unpack Kaspersky Security Center Web-Console 10.0 to the specified folder.
To unpack to another folder, dick Browse and select another folder. Click Install to start
unpacking.

Destination folder

C: ksowe 10.0\en| Browse...

Space reguired: 13.4MB
Space available: 183.4GE

< Badk “ Install I [ Cancel

The expander continues:
i) Kaspersky Security Center Web-Console 10.0 Setup =] @ ]| 2= |

Copying files X
Flease wait, while copying Kaspersky Security Center ‘V
Web-Console 10.0 files. .. = '
Extract: apache.exe... 83%

< Back Close Cancel
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In the resulting folder, right click the setup.exe file and click on Run as Administrator

fm] |

» Computer » LocalDisk (C) » ksomc 100 » en » WebConsole »

en  Bum  Newfolder

apsche
19 Kaspersky Security Center Web Console.
# setipexe

s insallaml

5. On the welcome and license agreement pages, click Next.
6. At the next window, click Use Apache server installed on local computer and click Next:

f; Kaspersky Security Center Web Console =1zl

Connecting to Ka: ky Security Center

Kasperscy Securi cornection scheme,

Spedfy how Kaspersky Seaurity Center Web Cansole should connect to
Kaspersky Security Center.

v lse Apache server installed on local computer

" Use Apache server installed an remate computer

Back Mext Canicel |

7. Onthe Component selection page, just click Next and take the defaults:
=101

Custom Setup

Kaspersky Lab Web Interface

This feature requires 1KB on your hard drive.

Lacation: C\Procram Files [w85)\Kasparsky Lab\Kasparsky ——. |
Serurity Certer Web-Consdle

Back Mext Cancel |
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8. Atthe Installing Apache Server window, click Next as well:

is};l Kaspersky Security Center Web Console )

Instaling Apache Server

KASPER§KY?S

Select Apache server installation.,

W' Install Apache HTTP Server 2.2

In the next window, make sure to select Create New Certificate, and click Next:

Kaspersky Security Center Web Console

Certificate for Working via HTTPS

Sekect a certificate.

|® A certificate signed by an offical certfication center should be used,

¥ Create new certificate

" Choose exsting

Select certificete fles

Select a privatz key:

Brase,
Erowee, .

To start Apache installation, dick the Next button, Restartof computer may be needed during
the installation process. Kaspersky Security Center Web Console installation wil continue after

compieting this operation.
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10. In the next window, type in the domain name, the external IP address of the machine and the
Administrator’s email address, as below, and click Next:

jix Kaspershy Security Center Web Console o I = il

Configuring the installation of Apache server

Spedify instalation settings.

Domain name: Jabz.lab
Server name: m
Administrator's email address: Iad-mn @abc.lab

Back I Mext I Cancel I

11. The next window contains the settings for connecting to the server —fill in the IP address of the
Administration server, and keep the defaults, and click Next:

iir Kaspersky Security Center Web Console o | = il

Selecting Ports

Spedfy the required perts,

Enter the Administration Server 5SS port, Port numbers must be within the range of 1to
55535,

S5L port numbsr: |]319]

Enter a part number tn accept connections from Apache. The value must lie in the rarge
of 1465535,

Port number: IS‘DEID

Select computer where Administration Server isinstzlled,

Server address: IJD.Zﬁ.O.ZD ™ Connection gateway
Back | Mext I Cancel
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12. The next window shows the ports to connect to the Web Console and the Self Service portal,
Click Next to accept the defaults.

iir Kaspersky Security Center Web Console Setup ) ] 9 |

Sdlecting Ports

Spedify the required perts,

Enter a port number for Web Censole. The value must be within the rence 1 through
65535,

Port number: IEDED

Enter a port number for Seff Service Portal, The walue must be within therange 1
through 85535,

Port rumber: IEDE 1

Back MNext Cancel I

13. ON the Account for Self Service Portal page, enter in the domain administrator account, and
click Next, then enter the IP Address of the machine, starting with the http:// prefix, and click
Next:

il Kaspersky Security Center Web Console Setup =10 x|

IUser must have rights to read and connect new devices to Self Service Portal,

User name: |Aacv.dmirisimmr Select... |

Pagzsword: |unn-n-tru

Server name: |ttn:/192.168.2. 100]

Back Mext Caneel
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14. Click Install at the next window, and when complete, click Finish:

ii¥ Kaspersky Security Center Web Console Setup

Ready to install Kaspersky Security Center Web Console

Click Instal to begn the installation. Cick Back ta review or change any of your
nstalaton settnes. Click Cancel to exit the wzard.

Back

[ ]

concel |

15. When this is complete, to test, open a browser on the server and go to http://localhost:8081.

Accept the license agreement, and when presented with the login page, type in the
administrator name, as shown, and password as specified during the installation:

< Favarites |53 8] Wb Sice Galery »

P Kospersky Sef Service Purtal

s x| B
[

-8 -

S
=5

‘o v Page Safetye Took - @

Kaspersky

Self Service Portal

User name:
administrator@abc lab
Password:

Dan=

English -

[T [ R oimsanet [Protiea e off

42
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16. This is the logged in first page of the Self Service Portal.

{* Kaspersky Self Service Portal - Windows Internet Explorer

KASPER§KY?S

10| x|
6:_7 » I i /focahost:3051/ =[] = | 8500 2
¢ Favorites. |w ] Web Slice Gallery =
W Kacpersiy Self Service Partal | | 23 - B - 0 o - Pager Safetyr Todls~ (-
admiristrator@abe Jab wl
Kaspersky Self Service Portal =
Create package to instal
on new device
I
fpore [l L Lot aret | Proiected Modk: OF - [moow -
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Appendix: Connection Diagram with Port information

KASPERSKY ENDPOINT SECURITY FOR MOBILE
(KESM)

Apple

Google ﬂ- Push
Mm‘;’j‘;’i:g \ | Notification
Services
(GCM) * (APNs) )
A A MDM profile

: - Is installed on an i0S device, enables
H MDM for i0OS remote management: locking, installing
é programs

08 Safe

et a e a e aeanan . Browser

. —— . A secure browser
¢ ' with Web protection

r B T P R PP PSPPI AP PP
= Anctoid KES for
Administration .
Server B P Mobile
A protection and
remote management

tool, including anti-
virus

ADMINISTRATION SERVER - CONNECTIONS

Ports on GCIM (ASN 15169):

TCP 443 ﬁ ?

I Connections with MDM server
and Seff-Service Portal: Administration Server must:
TCP 13000 — Be accessible from MDM for iOS
Lf; 11;[[]]3[[]] — Be accessible from Self-Service Portal (SSP)

— Be accessible from mobile devices

' Connactions with mobile devices: — Have access to Google Cloud Messaging
SC (GCM)

Administration TCP 13292
Server TCP 17100

For downloading applications and
MDM profiles from KSC
webserver:

TCP 8060
TCP 8061
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|IOS MDM SERVER - CONNECTIONS

Ports on APNS (17.0.0.0/8):
TCP 2195

TCP2196ﬂ-
\

iOS MDM Server must:

— Have access to the Administration Server
gggg:;_‘ims with mobile — Have access to Apple Push Notification Service
' (APNs)
TCP 443 . . . .
h — Be accessible from mobile iOS devices
Port for Administration
Server cqnnection
requests: Can be installed on KSC Administration Server
UDP 15000

SELF-SERVICE PORTAL - CONNECTIONS

The Self-Service Portal must:

— Have access to the Administration Server
— Be accessible from mobile devices

Can be installed on KSC Administration Server

' P
For accessing web interface,
downleading applications and MDM

profiles:

TCP 8081

Page 45|47
45



KASPER§KY?S

|OS DEVICES - CONNECTIONS

i0OS devices will connect to:
— MDM server
— Administration Server
— APNs
— Self-Service Portal (optional)

ANDROID DEVICES

Android devices will connect to:
— KSC Administration Server
— GCM (TCP 5228—5230)

— Self-Service Portal (optional)
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Appendix: iOS client details

KASPER§KY?S

iOS MDM Management — Component Details

MDM profile @

Safe Browser Q

— Device Locking

— Data wipe

— Settings: Wi-Fi,
accounts, ...

— Installing/uninstalling
applications

— Web protection

— Jailbreak detection

— Locating a lost or stolen
device

— Restricting access to
corporate data

— Wiping corporate data
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