KASPERKY S

QUICKSTART GUIDE

Patch Management & Vulnerability Assessment

Learn how to quickly configure the automation of both Microsoft and third party update patching using
the Kaspersky Security Center.

This is a QuickStart guide of this process.
For more in-depth information, please refer to the official Kaspersky Security Center

documentation



STEP1

Prerequisites

o Install the Kaspersky Security Center

e Activate a Select, Advanced or Total license key for the Kaspersky Security Center

e Install and run the Kaspersky Network Agent and Kaspersky Endpoint Security
software on the targeted client workstations.

If you have any questions on these processes, please refer to the Kaspersky Lab Initial Setup
Quickstart Guide.

STEP 2

Implementation
Detecting Vulnerabilities and availability of Updates in your Environment

Run the QuickStart Wizard by right clicking on Administration Server > All Tasks > Kaspersky Security
Center Quick Start Wizard
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Continue through the wizard until you reach the Update management settings screen.

By selecting Find and install required updates the wizard will build a customizable task to
scan for and install applicable updates to the workstations in your environment.

By selecting Use Administration Server as WSUS server, this causes the wizard to build tasks
for determining what patches are available for your machines, and a task specifically for
installing Windows updates.
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Network Agent tasks "Find vulnerabilities and required updates” and “Install required updates and
fix vulnerabilities®, as well as Administration Server task "Perform Windows Update
synchronization™ will be created.

Continue through the remainder of the wizard.

Customization of settings

With the wizard complete, check to ensure that the Find vulnerabilities and required updates
task has been created in the Managed computers group.

Be sure to click on the Tasks tab to view the list of tasks!
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The Find vulnerabilities and required updates task polls your workstations on a schedule to
determine if new updates are available given the software that has been installed on them.

The Install required updates and fix vulnerabilities task does the actual work of installing
valid updates to your workstations
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You can use tasks to configure regular actions (for example, Virus Scan and updates
application or application activation).
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The default settings work fine, however for best performance, it is recommended that you
open the properties of the task by double clicking on it, and modifying the Settings to meet
your use case.



nstall required updates and fix vulnerabilities

Settings

General
Notification
Schedule
Settings

Test installation
0S restart

Exclusions from task scope

Specify rules for update installation:

Rule name

Approved updates
igFixes for critical vulnerabilities
-clﬁcrosoﬁ updates: aritical updates, security updates and definition updates

&
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I™ startinstallation at computer restart or shutdown
I~ Install required general system components (prerequisites).

™ allow installation of new application versions during updates



Patch Management at Scale

You can view all of the applicable patches and updates at once by expanding the Application
Management node in the left hand navigation pane and clicking on Software Updates
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Here you can right click on a patch and immediately install that patch, view the properties of
the patch, determine impact scale and finally, determine which vulnerabilities this patch will

address)

REPORTING

Designed as a default report built-in alongside the Kaspersky Security Center, the Software
updates report gives an administrator an overview of the vulnerability status of their

environment.

To navigate to this report, first expand the Reports and notifications node in the left hand
navigation pane area. Towards the bottom of the expanded node, click on Software updates

report
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Kaspersky Security Center

Software updates report

Software updates installation statistics report for all groups
Period: from Saturday, October 17, 2015 to Monday, November 16, 2015
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