KASPERKY S

QUICKSTART GUIDE

SYSTEMS IMAGING

Learn how to quickly configure the imaging of your workstations using the Kaspersky Security Center.

This is a QuickStart guide of this process.
For more in-depth information, please refer to the official Kaspersky Security Center

documentation



Kaspersky Security Center 10 — Systems Imaging Guide

Kaspersky Security Center gives administrators the ability to deploy system images to network
computers. This feature is unlocked as part of the Systems Management feature.

This guide assumes that the proper license has already been applied to Kaspersky Security Center. If this
has not been done, please see the Security Center & Endpoint Version 10 Licensing Quick Start Guide for
instructions.

Prerequisites

- A Systems Management license, either included standalone or as part of a Kaspersky Endpoint
Security Advanced or Total license
- Windows Assessment and Deployment Kit (WADK) installed to the server running Kaspersky
Security Center
o Both the Deployment Tools and Windows Preinstallation Environment (Windows PE)
features must be installed
- The DHCP Server feature must be installed to a server that is not also running Kaspersky
Security Center

Notes

There are two methods to create an installation package which contains a system image. The first
method is to capture an operating system image from a reference computer. The second method is to
create an installation package from a WIM file.

For the first method, please continue to page 2.

For the second method, please skip to page 11.

If an installation package containing a system image has been created and is ready for configuration,
please skip to page 16.

If a system image has been configured and is ready for deployment to a bare metal machine, please skip
to page 22.

If a system image has been configured and is ready for deployment to an existing machine, please skip to
page 26.



Capturing an Operating System Image from a Reference Computer

Follow the steps, below, on the server running Kaspersky Security Center.

1.

Expand the Remote installation node. Select Installation packages. Click Create installation

package.
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Installation packages

Installation packages are used for remote deployment.

3 Create installation package

tallation packages for remote installation of Kaspersky Lab products, third-party products, o scripts. You can also
create packages for deploying operating systems from images. You can create packages for deploying operating systems from images by making OS
images from reference computers or from WIM fies.
@ Manage packages of mobile applications
Mobile applications packages are intended for installation on mobile devices not using Kaspersky Security Center. For example, a mobile applications
package can be sent to a user via email or can be uploaded to the Web server for further downloading and installation.
@ View the list of stand-alone packages
Stand-alone installation packages are intended for installation not using Kaspersky Security Center. For example, a stand-alone package can be sent to a
user via email or can be uploaded to the Web server for further downloading and installation. Stand-alone packages are created based on an existing
installation package and inherit its settings.
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2. Select Create package with operating system image.

£l New Package Wizard

P

3. Select Create operating system image based off computer. Click Next.
LR New Package Wizard
=

5elect camputer for creating O image:

os | Processorarchi... | OSlocalizationlanguage |




4. Define a task name. Click Next.

LR 05 Imaging Task Creation Wizard

—

5. Define an installation package name. Click Browse....
W 05 Imaging Task Creation Wizard




6. Select the computer from which an image should be created. Click OK.
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7. Click Browse... to select a shared folder to store the image.

[H 05 Imaging Task Creation Wizard

&

05 Imaging Task Creation Wizard

Settings

Installation package name:

| Windows 7 x64

Computer from which the QS image will be taken:

| 25-W7-S0URCE

| Create backup copy of the computer state

Browse...

Shared folder for storing the image:

Browse...

Account with write rights to shared folder:

User name: I

Password: Iooooooooooo

Confirm password: I [T TYTT L)

Mext

Cancel




8. Select the desired shared folder. In this example, the manually-shared Documents folder is
selected. Click OK.

Browse For Folder j x|

Select shared folder

€l Network A
[+ /M z5-DC
[+ M 75KsC
= 1M 7SKSC-TEST
!
4 Kshare
L' Users
oM 75w 7

Folder: | Documents (\\ZS-KSC-TEST)

Make New Folder | OK Cancel

9. Enter the credentials to an account that has sufficient privileges to write to the selected folder.

Click Next.

(W new task wizard ] |

6 New task wizard

Settings

Installation package name:

| Windaws 7 x64

Computer from which the O3 image will be taken:

| Z5-W7-S0URCE Browse...

[V Create backup copy of the computer state

rShared folder for storing the image:

I WES+KSC-TEST\Documentsh, Browse...

Account with write rights to shared folder:

User name: I administrator

Password: I FERRREREREY

Confirm password: I [TTTTTTYT Y]

Mext Cancel |




10. Select an option to determine what should happen if a reboot of the source computer is
required. In this example, a forced reboot is selected. Click Next.

W 05 Imaging Task Creation Wizard

=

11. Click Add to run the task as a certain account.
[l 0S Imaging Task Creation Wizard

-

Properties




12. Fill in the information for the desired account(s). Click OK, then click Next.

Account

13. Select the desired schedule for the task. In this example, Manually is selected. Click Next.
M 0S Imaging Task Creation Wizard >

-

tely
When new updates are downloaded to the repository
On virus outbreak
On cor ting another task

I~ Ru

I™ | Define task launch delay automatically:
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14. Select Run task after Wizard finishes to run the task immediately if the Immediately option was
not selected in the previous step. Click Finish.

B 0S Imaging Task Creation Wizard )

X
0S Imaging Task Creation Wizard
Finish creating the task
Click the Finish button to create "Create OS Image” and complete the Wizard.
[V Run task after Wizard finishes
I Finish I Cancel l

15. The task should now be running on the desired computer. The amount of time the task takes to

complete depends on several variables, including the size of the image and network speed.
Create 0S Image

Task type: Create installation package based on the 05 image of the reference
computer

Application: Kaspersky Security Center Administration Server
k. o
bf Running:

Image capturing started.

L]

) View results

16. The source computer will boot into WinPE to start a backup. The task status will remain the
same. This creates the folder OSDEPL_BACKUP in the share.
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o X\windows\system32\cmd.exe - startnet.cmd ][]

16.11.2015% B@9:58:55_488 Windows IF Configuration Host Hame . .
. - & minint—Blaarhd Primary Dnz Suwffix . . . . . . . : Hode Type 5
e Er st Hahead IF Routing Enabled. . . -y . |} WINS Pruxy
Enahled. = = =« « « « * HoEthernet adapter Ethernet: Connection—specific DHS
Buffix . = Description . . . - . . - . . - . & Intel{R> PRO-1888 HT Hetuwork
Connection Physical Address. . . . - - . = BB-58-56-— HF—HC—SB
o e P R e, 1 ﬂutucunflguratlun Enabled . . Ye
IPvb Address . . . . . : feBBA::-hc29:30f7: d?26-cﬁd6/3(PPef&PPed)
Mgt .2 192.168.169 . 5(Preferred> Subnet Maszk . .
e 255 255 255 a Lease Obtained. - . . . . . . . . & Monday. Nnuemher
16 2815 2:58:-38 AM Lease Expires . . . . . . . . . = Monday, Novembher 23, 2
815 2:58:-38 AM Default Gateway . . R S e 192 168.16%7.1 DHCP Seruer
e : 192 _168.169.1 DHCPu6 IAID . 583
DHCPuf Client DUID. . . . . . . . : BA—@1-BA—@1-1D-DB—CF-Ch—AA-50— 56 AF—|
DMS Servers . - - - = B.8_.8.8
8.8.4.4 NetBIOS nuer TCDlD. i Enabled
16.11.2015 B2:58:55.534 Attempt to send event OSDE CHPTURIHG _READY_TO_START.
16.11.2015% B@9:-58:55_581 Attempt to send event is OH.
16.11.2015 B9:58:55.581 Thread was created.
16.11.2015 @?:58:55.581 Connect to share: “NZS-KSC-TEST“Documents™
16.11.2015 B9:58:55.753 The connection to share is established.
16.11.2015% @9:58:55_75%3 Try create folder ~~192_168.167.181~Documents~05DEFL_BAC
KUP~9a9894b6—-338c—-479c-8d14-dB6635cBeaban.
16.11.2615 A9:50:55.753 Backup...

17. The source computer will reboot into Windows, and reboot again into WinPE after a short time
to start an image capture. The task status will remain the same. This creates the folder
OSDEPL_WORKING in the share.

= KXAwindows\system32\cmd.exe - startnet.cmd = @

. - : minint—pvgeSfo Primary Dns Suffix . . . . . el Mode Type 4
b i e Hyhrld IF Routing Enabled. . . - [ WINE Pruxy
Enahled. . . . . . . . - HoEthernet adapter Fthernet : Connection—specific DNS
Suffix . = Descrdiption . . . - . . . . . - . = Intel{R> PRO-1888 MT Netuwork
Connection Phyzical Address. . . . . . . = BB-5@-56-AF-AC-8B DHCP Enable
i PSR, ﬂutucunflguratlun Enabhled . . . . - Yes Link-1lo
cal IPvh Hddress = - = -« = feBA::-cBeY:ieldB3:2dfbocal?3(Preferred) IPv4 Adde
: 192.168.16% .5¢(Preferred) Subnet Mask . . . . L
. I 5L 3L 35L @ Lease Obtained. . . . . . - - - = Monday. Nouenber
16 2315 18:42:17 AM Lease Expires . . . . . . . . . = Monday, Novemher 23,
2315 18:42:1? AH Default Gateway . . . . . : 192.168.167.1 DHCP Seru
. = 192 . 168.16%. Put I[HI1D 5
"DHCPvé Client DUID. . . . . . . B6-81—89—91—1D-DB-DB-E3-A8-50— 56 ]
F-AC-88 DNS Servers . g i : B.B.B.8
g§.8.4_4 HetBIOS over Tcpl G Enahled
16.11.2015 1A:42:35.351 Attempt to send event OSDE. CHPTURIHG _READY_TO_START.
16.11.2015 1A:42:35.382 Attempt to send ewvent is OK.
16.11.2015 10:42:35.398 Thread was created.
16.11.2015 18:42:35.398 Connect to share: “N\ES-KEC-TEET“Documents™
16.11.2815 18:42:35_476 The connection to share iz estahliszhed.
16.11.2815 108:42:35%_476 Try create folder ~~172.168_1679.101~Documents~05DEPL_WOR
KING~7a?874b6—-338c—479c—8d14—-dB86635cHeabarcaBdB82B86—1687-4167-8822—c21cfdhd2eVare

XEC™ .
16.11.2815 18:42:35_585 Try capture image...

18. When the image capture has completed, the source computer will start to restore from the
backup taken earlier.



.| X\windows\system32\cmd.exe - startnet.cmd = @

Suffix . : DESCrIPETOr o wos s s e s e s s e s ih
Connection Physical Address. S . - - = BA-58-56-AF-AC- 88
'3 Sy PR Autoco guration Enabled . . Ye
cal IPuG ﬂddress RIS : feBB::cBcV:e3B3:2dfhb: caB7/3(Preferred)

£ 192.168.16% .5(Preferred) Subnet Mask . i i

= 255 255 255 E Leasze Obtained. . . . . . - - = = Monday. Movemher
16 2315 18:42:-19 AM Lease Expires . . . . . . . . . & Monday, Movember 23,
2@15 18:42:19 AM Default Gateway . . . . . 192 .168 .169.1 DHCP Seru
er . . . = 192.168.16%7.1 CPub IAID 5
@352214  DHCPué Client DUID. . . . . . . B8-81 -A8-81 —1D-DB-DB-E3-BG-56— 56 A
F-AC—-88 DHE Servers . Hgt g i : B.B.B.8

g.8.4_4 HetBIOS over Tcplp. i . = Enahled

16.11.20815 1A:42:35.351 Attempt to send event 0SDE_ CHPTURING _READY_TO_START .
16.11.2815 108:42:35_382 Attempt to zend event iz OK.
16.11.2015 18:42:35.398 Thread was created.
i6.11.2015 1A:42:35.398 Connect to share: “NZS-HKEC-TEST-Documents™
16.11.2815 1@:42:35_476 The connection to share iz estahliszhed.
16.11.2815 18:42:35%_476 Try create folder ~~192.168.16%9.181~Documents~05DEPL_WOR
KING~7a?8%74b6-33Bc—479c—8d14—-d86635cHeaba caBd82B86—-1687-14167-8822—cZ1cfdhdZeVa™e
HEec™.
A _11 _2A15 1MA:42:360 LR Twu canturs imaoe
16.11.2015 11:31:26.544 Capturing ok.
16.11.2815 11:31:26_.544 The capturing completed.
16.11.2815 11:31:26.544 Try to restore...
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19. The image can be viewed in the Security Center in the Installation packages sub-node of the

Remote installation node.

Name = I Application | Version number I

il Exchange ActiveSync Mobile Device Server... Managing mobile devices via Exchange server
|| i0S MDM Mobile Device Server (10.2.4349) Management of i05-based maobile devices
= Kaspersky Endpoint Security 10 for Windo... Kaspersky Endpoint Security 10 Service Pack 1 for Windows

i Kaspersky Security Center Network Agent ... Kaspersky Security Center Network Agent

10.2.434

10.2.434

10.2.2.10535

10.2.434

g Windows 7 x64 Microsoft Windows 7 Professional Service Pack 1 (build 7601), 64-bit | 6.1.7601

Before the image is deployed, it can be configured to include any necessary drivers and modify the

sysprep.exe configuration file. For instructions on how to prepare the image, please skip to page 16.

Creating an Installation Package from a WIM File




Follow the steps, below, on the server running Kaspersky Security Center.

1. Expand the Remote installation node. Select Installation packages. Click Create installation

package.

loix]
File Acton View Help

EEEEE =L |

[WX Kaspersky
fa Kaspersky Security Center . N
&) (] Administration Server Z5-KSC-TEST Getting started » Installation packages

1) Managed computers

{5y Administration Server tasks Installation packages
& Tasks for specific computers Instaliation packages are used for remote deployment.
{ User accounts

~ Reports and notifications

3 Create installation package

3
tallation packages for remote installation of Kaspersky Lab products, third-party products, or scripts. You can also
create packages for deploying operating systems from images. You can create packages for deploying operating systems from images by making OS
images from reference computers or from WIM files.

2 @ Manage packages of mobile applications
Mobile applications packages are intended for installation on mobile devices not using Kaspersky Security Center. For example, a mobile applications
package can be sent to a user via email or can be uploaded to the Web server for further downloading and installation.

Unassigned devices

Repositories @ View the list of stand-alone packages

Stand-alone installation packages are intended for installation not using Kaspersky Security Center. For example, a stand-alone package can be sent to a
user via email or can be uploaded to the Web server for further downloading and installation. Stand-alone packages are created based on an existing
installation package and inherit its settings.

@ View current version of Kaspersky Lab applications
View report on versions of installed applications
Add/Remove columns
Refresh

Neme | Appication < Ho selected items >
‘L| Exchange ActiveSync Mobile Device Server... Managing mobile devices via Exchange serve

[ L] 105 MDM Mobile Device Server (10.2.4349)  Management of i0S-based mobile devices

1] Kaspersky Endpoint Security 10 for Windo... ~ Kaspersky Endpoint Security 10 Service Pack

D Kaspersky Security Center Network Agent ... Kaspersky Security Center Network Agent

< 121l | i}
[Installation packages: 4

2. Select Create package with operating system image.

x
O New Package Wizard

Select installation package type

Create installation package for a Kaspersky Lab application

Create installation package for specified executable file

Select an application from Kaspersky Lab database to create an installation
package

Create package with operating system image
The package can be created by taking an image of a reference computer or from a
WIM file.




3. Select Select operating system image from WIM file. Click Select....

M new Package Wizard x|
6 Mew Package Wizard
Operating system image source
 Create operating system image based off computer
|ﬁ' Select operating system image from WIM file
Spedfy .WIM file:
| Select... |
Select computer for creating 05 image:
05 | Processor archi... | 05 localization language I
Mext I Cancel
4. Navigate to the desired WIM file. Click Open.
Xl
®
Organize ¥ 8 > i @
- -~
¢ Favorites Name l Date modified | Type 2
Bl Desktop + Files Currently on the Disc (11)
& Downloads |, dimanifests 8/22/2013 12:28PM  File foldel
S\ Eeceit i | enus 8/22/201312:28PM  File folder
, | etwproviders 8/22/2013 12:28 PM File folder
4 Libraries d g
S Docimeits L inf 8/22/2013 12:28 PM File folde
o Music | migration 8/22/2013 12:28PM  File foldel
[&=| Pictures | replacementmanifests 8/22/2013 12:28PM  File folde:
Videos | sxs 8/22/2013 12:28PM  File folde:
L vista 8/22/2013 12:28 PM File folde!
i ompu
e = ¥ Xp 8/22/2013 12:28 PM File folde
‘\‘ Stk || boot.wim 8/22/2013 12:28 PM WIM File
. install. wim 8/22/2013 12:28 PM WIM File

< |

File name: [install.wim =] fwam fites (~.wim)

Open I

Cancel |

Z
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5. Select the desired OS image. In this example, Windows 8.1 Pro is selected. Click Next.

(8 Hew Package Wizard

6 New Package Wizard

15

Operating system image source

{” Create operating system image based off computer
¥ select operating system image from WIM file

Specfy .WIM file:
D:'\sourcesinstall.wim Select...

Select computer for creating QS image:

05 Processor archi...
Windows 8.1 Pro AMDE4 English (United States)
£ windows 8.1 AMDE4S English (United States)
Mext Cancel

6. Wait for the image files to be extracted to a temporary folder.

Files of the selected operating system image are being extracted to a temporary
folder on the computer. This may take a few minutes.

_ Concel |




7. Define an installation package name. Click Next.
N Mew Package Wizard

-

8. Wait for the package files to be uploaded to the Administration Server. This may take several
minutes.

B New Package Wizard

16
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9. Click Finish when the package has been uploaded.
%

O New Package Wizard

The installation package "Window 8.1 Pro x84 for "Windows 8.1 Pro v. 6.3.9600" has been
successfully created,

10. The image can be viewed in the Security Center in the Installation packages sub-node of the
Remote installation node.

Name = l Application I Version number I
D Exchange ActiveSync Mobile Device Server... Managing mobile devices via Exchange server 10.2.434

D iOS MDM Mobile Device Server (10.2.434) Management of i0S-based mobile devices 10.2.434

D Kaspersky Endpoint Security 10 for Windo... Kaspersky Endpoint Security 10 Service Pack 1 for Windows 10.2.2.10535

D Kaspersky Security Center Network Agent ... Kaspersky Security Center Network Agent 10.2.434

‘: Windows 7 x64 Microsoft Windows 7 Professional Service Pack 1 (build 7601), 64-bit 6.1.7601

. Window 8.1 Pro x64 Windows 8.1 Pro

Before the image is deployed, it can be configured to include any necessary drivers and modify the
sysprep.exe configuration file. For instructions on how to prepare the image, please continue to page 16.
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Preparing an Operating System Image for Deployment to a Target Computer

Follow the steps, below, on the server running Kaspersky Security Center.

1.

Expand the Remote installation node. Select Installation packages. Right-click on the desired

system image and select Properties.

File Acton View Help

=18 x|

e [ 2[mlc (@@ s

rz Kaspersky Security Center
£l () Administration Server ZS-KSC-TEST

= I;I Managed computers
(&5 Administration Server tasks

& Tasks for specific computers
| 4 User accounts
[Z) Reports and notifications
Application management
£l L Remote installation

‘g:‘ Deploy computer images

[ Installation packages
(&% Mobile Device Management
Unassigned devices
[} Repositories

Getting started » Installation packages

Installation packages

Installation packages are used for remote deployment.

ﬂ Create installation package
You have the option of creating installation packages for remote installation of Kaspersky Lab products, third-party products, or scripts. You can also
create packages for deploying operating systems from images. You can create packages for deploying operating systems from images by making OS
images from reference computers or from WIM files.

@ Manage packages of mobile applications
Mobile applications packages are intended for installation on mobile devices not using Kaspersky Security Center. For example, a mobile applications
package can be sent to a user via email or can be uploaded to the Web server for further downloading and installation,

@ View the list of stand-alone packages
Stand-alone installation packages are intended for installation not using Kaspersky Security Center. For example, a stand-alone package can be sent to a
user via email or can be uploaded to the Web server for further downloading and installation. Stand-alone packages are created based on an existing
installation package and inherit its settings.

@ View current version of Kaspersky Lab applications
View report on versions of installed applications
Add/Remove columns

Refresh

Name ~ | Appication Version number |
D Exchange ActiveSync Mobile Device Server... Managing mobile devices via Exchange server 10.2.434

D i0OS MDM Mobile Device Server (10.2.434) Management of iOS-based mobile devices 10.2.434

D Kaspersky Endpoint Security 10 for Windo... Kaspersky Endpoint Security 10 Service Pack 1 for Windows 10.2.2.10535

i Kaspersky Security Center Network Agent ... Kaspersky Security Center Network Agent 10.2.434

T; Window 8.1Pro x64 Vi 6.3.9600
e Group by column  »
Delete
Export list...
Propertes
1| 12
[installation packages: 6

General

sysprep.exe settings

Select Additional drivers. Click Add....
B Properties Windows 7x6a

2l 1ol x|

Remove I

&

OK

ot |

Apply |
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3. Select the desired driver and click OK. If the driver has not been added to the Administration

Server database, click Add....

[N Select driver ,

=10l x|

Select drivers from the OS drivers database of Administration Server. If you cannot find the required driver

in the database, you can add it to the database from a folder on a disk.

al

Driver |

Add... II ' Remove oK

4

4. Define the name that should be displayed for the desired driver. Click Select....

x

Specify a name for the driver under which it will be displayed in Administration
Server storage, and the distribution folder of the driver.

Displayed driver name:
| VMXNET 3 NDIS8|

Select a driver distribution folder:
| seect. |
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5. Browse for the folder containing the desired driver. Click OK, then OK again.

Browse For Folder x|}

Select a driver distribution folder:

. vmusbmouse.inf_amdé4_neutral_2!4 o tfind the r

. vmxnet.inf_amdé4_neutral_4e0e0€

Bl vmxnet3ndis6.inf_amd64_neutral ¢

. volsnap.inf_amdé4_neutral_7499a+ 5'
.. volume.inf_amd64_neutral_df8bea:
.. vsmraid.inf_amd64_neutral_be11b} Hministration

| W wave.inf_aTd64_neutral_7aOa0b 1Y l
4 »

Folder: I vmxnet3ndisé.inf_amd64_neutral_8129037b2d

MakeNewFoider | [ ok | cancel |

%

I C:\Windows\System32\DriverStore\FileRepository \vir Select... |

ok | cancel |

6. The driver now appears in the Select driver list and can be added into the deployment package.
Select the driver and click OK.

_loix]

Select drivers from the OS drivers database of Administration Server. If you cannot find the required driver
in the database, you can add it to the database from a folder on a disk.

| ey

= |

Add... Remove ok | cancel |
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7. Select sysprep.exe settings to select or modify the configuration file for the system image. To
modify, select Specify custom values of main settings. Click Settings.
Note that these settings can also be customized during OS deployment.
2 1]

General
This configuration file is used to complete configuration of the installed OS image.
Additional drivers

sysprep.exe settings
Learn more. ..
™ UUse default configuration file
* Spedify custom values of main settings Settings

" Specify configuration file

el oK I Cancel | Apply |

4

8. Select Installation. This section allows an administrator to select the Installation language (MUI),
Region, and Time zone, specify a Key, set the local administrator password, and define the
computer protection level.

2 (o] x|
Installation
Installation
o Installation language (MUI): |Engish (United States) =
Additional installation scripts Regon: IEng"Sh (United States) 3
Adiitional packages Time zone: [tc-05:00) Eastern Time (Us a.Canada) 7]

Key:
I XXX X000 -XOOX XXX XXX

|V set administrator password

Administrator password: Itoootoo'o'o
Confirm administrator password: quu.....
Computer protection level:
IInstaII critical and recommended updates (recommended) :I

¥ Do not show License Agreement page

tielp oK I Cancel
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Select Network. This section allows an administrator to specify the computer name and type of
network, create a computer user account, and connect the computer to a domain.

[N Settings

EZE Y nevork
Installation
Network Computer name: | TARGET-COMPUTER
Additional installation scripts Type of network for computer connection: |W0rking network Ll
Additional packages
Computer user account: I CompUser
Password: I XYY TYYYY YY)
Confirm password: quuu."

[V Connect computer to domain

Domain: I domain

Domain administrator account: I domain\administrator]|
Password: I esssccsscece
Confirm password: Iﬂnuun.

[V Hide wireless connections page

I~ Force permission for RDP connections to computer

Help

10. Select Additional installation scripts. This section allows an administrator to specify scripts to
execute when deploying the system image to a target machine. The scripts may be launched

asynchronously, synchronously, at the first system logon, or when the operating system
installation is finalized.

[N Settings I

2| -1ofx|
Installation
Additional scripts to be executed when deploying the operating system image on dient computers
Network

Additional installation scripts

Additional packages

Scripts launched asynchronously j

| Reboot is required

X | |=»
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11. Select Additional packages. This section allows an administrator to deploy additional software
when deploying the system image. Clicking Add... lists the applicable packages from the Security
Center storage.

I I=TEY

secions T pmp—

Installation
Additional installation packages to be installed when deploying the operating system image on dient
Metwork computers,

Additional installation scripts

Additional packages

X | |=

The system image is now prepared for deployment to a target computer. For instructions on how to
deploy an image to a target bare metal computer, please continue to page 22.

For instructions on how to deploy an image to an existing computer, please skip to page 26.
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Deploying an Operating System Image to a Bare Metal Computer

Follow the steps, below, on the server running Kaspersky Security Center.

1. Expand the Remote Installation node. Select Deploy computer images. Click Manage the list of

PXE servers in the network.

lsix|
File Acton View Help

& 2[mE o [H

W4 Kaspersky Security Center % = 2 2
a JLi‘ ‘Administration Server ZSKSC-TEST Getting started » Remote installation » Deploy computer images
I;]‘ Managed computers
(g Adninitration Server tasks Deploy computer images
o Tadka for spedic computers Control point for deploying computer images to devices that requested operating system and software installation through PXE server.
User accounts
i Reports and notifications 3 Add MAC address of target computer
J W"f"?";ﬁ":ge'“e"‘ [ Import MAC addresses of target from file
mote installation
=10 2 T l@ Manage the list of PXE servers in the network I
g 0eroy computer images i
L:" Installation pad<ages 0 View the list of 0S images
Mobile Device Management @ Configure driver set for Windows Preinstallation Environment (WinPE)
Unassigned devices Add/Remove columns
Repositories Refresh
Text: ’l
MAC address Detection... ~ |Cmtername |1Pad&ess lStams < No selected items >
< KT} | 1|

[Requests for image installation: 0

2. Click Add....

B propertes: Deploy computermages EII=I
PXE servers
PXE servers
PXE servers in the network:
Address Status | x
Refresh statuses | Add... | Eroperties |
Help oK I Cancel | Apply |
W




3. Select the Kaspersky Security Center server. Click OK three times.

[N Properties: Deploy computer images 0

3 8 [=
PXE servers
FAE seivers =10l x|
b e .
: Dm _Deployment
..[4®] zssc-TesT
m Cancel | roperties |
%
oK l Cancel | Apply |
Ll 4

4. Return to the Deploy computer images node. Click Add MAC address of target computer if the

list of computers is

empty.

If no computers appear, no machines have yet booted into WinPE.

[A Kaspersky Security Center

=181

«=52m|8d
W4 Kaspersky Security Center 2 = = 2 <
& () Administration Server 25-KSC-TEST Setibasiactads gbenioy iages

I;’ Managed computers

@ Administrah’onvServer tasks Deploy com puter images
@ Tasks for specific computers Control point for deploying computer images to devices that requested operating system and software installation through PXE server.
User accounts

=) Reports and notifications [ Add MAC address of target computer I

l@: Application Import MAC addresses of target computers from file

[ CH Remote installation 3 2

T g [oy— eSS 6 Manage the list of PXE servers in the network
eploy computer images
E Installation packages © View the list of 0S images

@ Mobile Device Management @ Configure driver set for Preil llati i (WinPE)

(=@ Unassigned devices | Add/Remove columns

] Repositories

& : | Refresh

Text: Q
MAC address | Detection... ~ | Computer name | 1P address |statis | <moselected items >
K1l (I3 | K | i

IRewesisfor‘lnage'rsHaﬁm:O
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Enter the target computer’s MAC address, with each group of two hexadecimal digits separated
by colons (:). Click OK.

New target computer ﬂﬂ

Enter computer's MAC address:

00:50: 56:af: 75:b3)|

MAC address
-4 00:50:56:af:75:b3

11/17/2015 10:... Q2 153
|As‘gn 0S image installation pad<'age|

Cancel nstallation of O5mage packade

All Tasks »

Delete

Export list...
Properties

Select the installation package containing the desired OS image, the desired disk number for
installation, and the desired configuration file. For this example, Specify custom values of main
settings has been selected. Click OK.

ox

Installation package with OS image:

E Window 8.1Pro x64
—
Windows 7 x64

Hard disk number for installation: IO physical drive LI

" Use default configuration file
(% Specify custom values of main settings Settings
" spedify configuration file




8. The target computer will receive the image.

o | XAwindowsh\system32\cmd.exe - startnet.cmd = | B €=

cal IPvb Address . . . . . = feBB::284b:6elf:-2V67:55f8x3{Preferredd IPv4 Addr
jeis g mna . = 192 168 .16% .6 (Preferred) Subnet: :Magh: pmie wrnats

. i 255 255 955 @ Lease Obtained. . . . . . . . . . & Tuesday. Movembher
17 2315 6:=39:31 PH Lease Expires . . . . . . . . . . = Tuesday. Movemher 24,
2015 6:37:38 PH Default Gateway . . . . . = 192.168.16% .1 DHGP SEPU
er . R e R - - - = 192.168.16%7.1 DHCPu6 [AID . . . 5
B352214 DHCPu6 Client DUID. . . . . . . . : BA-B1-B@-@1—1D-DD-9D—3n-AAE-58— 56 A
F—75—B3 DN SepyeRg: o srermim e s e e SR B g

g.8.4.4 MetBIOS over Tepip. - . . - . . . : Enabled
.11.2815 18:39:36.685% Attempt to register.

My ip and mac: 192_.168.169.6. B@505%6af75h3.
Registration number iz 3.

Attempt to send status PCS_INITIAL.

Received command PCGC_IDLE.

Received command PCC_START _INSTALL.

Connect to share: “NZ3-KSC-TEST-KLSHARE

.11.2815 18: Path to image: OsImages“pxe_osimage_package b.1.7681vexe

Ch0s_image .wim

diskpart /s script.txt

Attempt to send statusz PCS_OSIMAGE_INSTALL_INFROG.

Received command PCC_IDLE.

The image is bheing applied.

imagex.exe sapply " \172.168.16%.181~KLSHARE~Os Images“px
e_psimage_package_ﬁ 1 7oBlvexec~os_image .wim" 1 C:

In the Security Center console, the installation status of the target computer will change to
Deploying OS image.

Installation request send 11/17/2015 10:45:53
time: AM
MAC address: 00:50:56:af:75:b3

[Installation status: Deploying OS imags

Installation status Connected.
description:

Installation package:
IP address:
Computer name:
MAC addresses conflict No

Motherboard:

CPU:

RAM:
Drive:

Network
adapter:

9. When the deployment has succeeded, the target computer will boot into Windows setup and
apply the settings in the configuration file, if applicable.

The image has now been deployed from the Security Center server to a bare metal machine. The target
computer is now ready for use.
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Deploying an Operating System Image to an Existing Computer

Follow the steps, below, on the server running Kaspersky Security Center.

1. Expand the Remote Installation node. Select Installation packages. Right-click on the desired

system image. Click Install application. In this example, Windows 8.1 has been selected.
[ Kaspersky secumtycenmter ————— i8]

File Action View Help
e [ 2[Elc [ BHm[w
WX Kaspersky Security Center
& (3 Administration Server Z5-KSC-TEST
I} Managed computers
(g Adminisration Server tasks Installation packages
¢ Tasks for spedific computers Installation packages are used for remote deployment.
User accounts , i
Reports and notifications 3 Create installation package
Ao it You have the option of creating installation packages for remote installation of Kaspersky Lab products, third-party products, or scripts. You can also
‘g create packages for deploying operating systems from images. You can create packages for deploying operating systems from images by making OS
Remote installation images from reference computers or from WIM files.
J Deploy computer images
lne:‘(ailyahon e 5 @ Manage packages of mobile applications
Backaes Mobile applications packages are intended for installation on mobile devices not using Kaspersky Security Center. For example, a mobile applications
= B Mobie Device Management package can be sent to a user via email or can be uploaded to the Web server for further downloading and instaliation.
[ ‘@ Unassigned devices
[} Repositories

Getting started » Installation packages

@ View the list of stand-alone packages
Stand-alone installation packages are intended for instalation not using Kaspersky Security Center. For example, a stand-alone package can be sent to a
user via email or can be uploaded to the Web server for further d and d-alone packages are created based on an existing
installation package and inherit its settings.

@ View current version of Kaspersky Lab applications
View report on versions of installed applications

Add/Remove columns

Refresh
Name = | Appication Window 8.1 Pro x64
|| Exchange ActiveSync Mobile Device Server... Managing mobile devices via Exchange server | application: Windows 8.1Pro
D iOS MDM Mobile Device Server (10.2.434) Management of iOS-based mobile devices Version: 6.3.9600

=, Size: 3187550 KB
| L] Kaspersky Endpoint Security 10 for Windo... ~ Kaspersky Endpoint Security 10 Service Pack
@ Install application

3 Delete installation package

D Kaspersky Security Center Network Agent ... Kaspersky Security Center Network Agent

O Wrdows 754 v W isional Service Pac
Delete
Export st
e
< I} K E— 2

{lnstaﬂaﬁon packages: 6

2. Click Select computers for deployment.

[l Remote Installation Wizard x|

O Remote Installation Wizard

Selecting computers for installation

Deploy to a group of managed computers

Use this installation mode if you have already induded computers in administration
groups. The application will be installed on all matching computers from the
selected group and its subgroups.

Select computers for deployment

Use this installation mode to install the application on computers that are not
included in administration groups (for example, at the first system deployment).
You should also use this option when you need to install the application on
selected computers.

G Computers where the same or later version of the selected application is already installed will
not be affected.

fdext | Cancel I




3.

4.

Select the desired computer(s) to deploy the system image. Click Next.
[N Remote Installation Wizard

Select the desired methods for downloading the installation package. For this example, Using
Microsoft Windows resources by means of Administration Server has been selected.

[N Remote Installation Wizard X

<
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5. Select the desired restart procedure. For this example, Restart the computer has been selected.
EN Remote Installation Wizard X

i

Madif

6. Click Add.

£l Remote Installation Wizard
P

Froperties.

4] ¥ x




7. Fillin the information for the desired account(s). Click OK, then click Next.

8. Click Next to start deployment.
EN Remote Installation Wizard

P
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9. Adeployment task will be created and will automatically start on the selected computers. Click
Next.

B Remote Installation Wizard

10. The installation files will be copied over to the target machine(s) and will begin to run.

R Sy =

Task type: Install application remotely
Application: Kaspersky Security Center Administration Server

> Running:
Installation service started on
computer, now waiting for results...

Applied to O computers
Ready for exscution on 0 computers

L]
£
. Running on 1 computers
i
i

Completad on 0 computers




11. The target machine(s) will need to be rebooted. If prompted, click Restart.
KRy ecunty Comey o] & =

kipxeut.exe

Restart is required

Would you like to restart your operating system now?

Restart Postpone

In the Security Center console, the task status will change to Restart is required.

| Deploy Window 8.1 Pro x64

Task type: Install application remotely
Application: Kaspersky Security Center Administration Server

> Running:
To continue installation please reboot
the computer Restart is required

\ Applied to O computers
\ Ready for exscution on 0 computers

Running on O computers
Completed on 0 computers

Restart is required on 1 computers

LB ]

Returned error on 0 computers

O View results
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12. The target computer will receive the image and start to apply it. This process will take several
minutes.

N XAwindows\system32\cmd.exe - startnet.cmd o= |- = @

Hoswindowsssystem32 dupeinit
#oswindowsssystem32 start

W iswindowsssystem32 X8 i w05DToo ls \klpxeut .exe
RevertBootConf iguration.
RevertBootConf iguration ok.
Stop trace. Start trace to C:sWindowssTEMP~S$klpxeut.winpe.log.
197.11.2015 12:@7:11.837 Windows IF Configuration Host Mame . . R,

. - = minint—evk3igo Primary Dns Suffix . . - . . . . = Nude Type i

S e e e By hiedd IF Routing Enabled. . . A Sl \ 1] WINS Pruxy
Enabled. . . . . - - = NoEthernet adapter Ethernet- Cnnnectlun—dp331flc DHNS
Buffix . = Deocrlptlun = s = = = = = = = = = = Intel{R> PRO-1888 MT Hetwork
Connection Physical Address. . - -« - - = BA-58-56—-AF-Co—-FB DHCP Enable
T e e i oy gt R Hutncnnflguratlun Enabled . . . . = Yes Link-1lo
cal IPvb Address . - . . . - felBB:-:al73:%el12:efbhf:45a4x3(Preferred) IPvd Addr
s g e . . = 192 _168.169 _8<{Preferred> Subnet Ha“k i

i 255 255 255 a Lease Obtained. . . . . . . . . . & Thursday. Nuuemhe
2@15 12:86:55 PH Lease Expires . . . . . . . . . . = Thursday, Movemher
2815 12:86:55 PM Default Gateway . . t .= 192 168.169.1 DHCP

Server . il . i 192.168.169.1 DHCPuE IAID . . .

: 5@352214 DHCPué Client DUID. . . . . . . . : B0-B1-B@—01—1D-DF-E4-37-B0-560—
L6—AF-C6—F@ DNE=Seruels: S o s g8.8.8.8

B.8.4.4 MetBIOS over Tcpip. - . - . . . . = Enahled

19.11.2015 12:87:11.116 Attempt to send event OSDE_INSTALLING_READY_TO_START.
19.11.2015 12:87:141 225 Attempt to send event iz OK.
19.11.2015 12:87:11_.225 Thread was created.
19.11.2015 12:87:11.225 Connect to share: ““~ZS5-KSC-TEST-~KLSHARE
19.11.2015 12:87:11.303 The connection to share iz established.
197.11.2015 12:87:16.412 The disk is being formed...
19.11.2015 12:87:25_897 The image is being applied...

13. When the deployment has succeeded, the target computer will boot into Windows setup and
apply the settings in the configuration file, if applicable.

The image has now been deployed from the Security Center server to a machine with an existing
operating system. The target computer is now ready for use.
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