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Critical Areas Scan

Last scan date:

warantined ohiscts:
Space used:

Backed up abjects:

8{30/2017 11:09:28 &M
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Opstation mods:
Devices blocked:

Wi-Fi Control;

Opstation mods:

V& Kaspersky Industrial CyberSecurity for Modes 2.0 Cansole ol 2=
File Action View Help
= |H| > =
Vo Kaspersky Industrial CyberSecurity for Mod
> () Real-Time Protection Kaspersky Industrial CyberSecurity for Nodes 2.0.0.111 KASPERSK‘{’E
g E_|| Eompuiter Control The application is managed by Kaspersky Security Center: localhost
> B Network protection
b On-Di d S .
Q. On-Demand Scan Protection Contral
> () Update
> B storages
» [] Logs and notifications Real-Time Fie Protection: Running applications Launch Cortrol: Runring
@ Licensing Detected: 0 Operation mode: Statistics Only
K5 Ueage: Running Applications launches denied: 4
o 0 Average processing time (ms): 1
Device Control: Running

Skatistics Only

o

Running

Only notiFy aboLt connections ko
Wi-Finetworks

Number of module updates installed:

Expiration dats: 11/23/2017

v

1

=

pplic ation properties

ARACE L B Connections blocked: 0
Update MNetwork protection
Database status: Application databass is up to date PLC Project Inteqrity Check: Running
Integrity vikations: i
Database release date: 8/25/2017 3:43:00 AM (UTC)
Anti-Cryptor: Running
Humber of datab ds:
etk Rk Sttt 10606525 Malicious encrypting attempts detected: 01
Status of the [atest completed )
Database Lpdato task: Completed Untrusted Hosts Blacking: Running
Number of mode updates avalable: 0 Hrirusted hests on the st g

Connect ko another computer
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importance level

impertant
important
mportant
[} important
A critica
A crrica
mpartant

impertant

important

impartant

important

mportant

«Detected at

15:02:33.760 030

15:02:32.760 08.03.

15:02:49.360 08.03-2017

15:02:49 360 08

15:02:50.220 08-03-2017

15:03:08.220 08-03-2017

15:03:24.920 08-03-2017

15:03:24.920 03

15:03:29.220 03

15:03:50.210 03-7

15:04:08.720 080

15:04:17 660 08-03-2017

15:04:17 660 08-03-2017

15:04:29.950 08-0

15:04:29.950 08.0

Events history Process parameters Configure seltings
d
Category Title
32017 Hetvrork Integrity Controk: Uniknown network node detected: MAC address: 00.LAGC 35.75 43 IP address: 161.8.223 237, Port: 13000
2017 HNetwork Integrity Control: Unauthorized network interaction detectad via protocal; TCP
3-201 Netwrork Integuity Control; Unicnown network node detected: MAC address 00 LA 6C 35:75 43, IP address; 161.8.223 237, Port. 13000

03-2017

03-2017

03-2017

3-2017

3-2017

Network Integrity Control:

Process Integrity Contral

Frocess imegrity Control

Hetwork Inteqrity Control:

Heterork Integrity Controk:

Process Integrity Control:
Process Integrity Control:

Process Integrity Contrel;

Unautharzed network interaction detectad via protacel: TCP

Process control rule iolation: 202G_Valuz_rule

Fracess control rule violat G_Valus_uie

MAC address: 00:1A 6C 3575

Unknawn hetwark node o

Unauthorized network intaraction detected via protocol: TCP

Process control rule viokatio

Process control rule vickation: Z0Z2G_Value_ule

entrol rule volat G_Valug_uls

43; IP address: 161 B.223 237, Part: 13000

KASPERSKY#

3-201 Hetwork Integrity Control: Unknown network node detected: MAC address: 00 LA BC 35.75 43; (P address; 161 B.228 237, Port; 13000
3-201 Metwork Integrity Contral: Unauthorized network interaction detectsd via pratocol: TCR

3-2017 Network Integrity Control: Unknown network node detscted” MAC address- 00-1A BC-35:75:43; (P address: 161 8 223 237, Port: 13000
3-2017 Matwork Integrity Control: Unzuthanzed netwstk intsraction detectad via pro

mpGrtant

Important

Traffie: 4273 kbps

15:04:33.970 03-03-2017

15:04:45.350 08.03.2017

15:05:03.220 03.03-2017

15:05:13.240 08.03-2017

Netwrork Inte grity Control: Unautharized natwork tion detected via pro

Process Inegrity Control: Frocess Control rule wokation: 202G_Value_fula

Process Integrity Control: Process control rule viokat

2026_Value_ule
Nenwork Intégrity Control: Unknown network node detected. MAC address 00 LA 6C 3575 43, |P admress. 161 .8.223 237, Port. 13000
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