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— MITRE ATT&CK

tactics and techniques

ATT&CK T L—LT—=I DI VvEVTIE RGLIZ2A VT FLRARZADHIS0% TERLE L=,

>0% >5% >10% @ >25%

Initial Access Execution

Windows Remote
Management

Replication Through
Removable Media

Windows Management
Instrumentation

External Remote
Services

Drive-by Compromise Scheduled Task
Command-Line

Exploit Public-Facing
Interface

Application

Graphical

Spearphishing Link User Interface

Spearphishing

Attachment Scripting

Third-party Software

RundlI32

Execution
through API

Trusted
Developer Utilities

Execution through
Module Load

Mshta

Component
Object Model
and Distributed COM

User Execution

Signed Binary
Proxy Execution

@ >50%

Credential Access

Privilege Escalation Defense Evasion

Persistence

Obfuscated Files

or Information Credential Dumping

Accessibility

Features Accessibility Features

DLL Search
Order Hijacking

DLL Search Network Sniffing

Order Hijacking

Masquerading

DLL Search Input Capture
Order Hijacking P P

New Service New Service

Scheduled Task Scheduled Task Software Packing Credentials in Files

Account
Manipulation

Registry Run Keys /
Startup Folder

Process Injection Process Injection

Scripting Brute Force

Windows Management Web Shell Indicator Removal LLMNR/NBT-NS

Instrumentation Host Poi . d Rel
Event Subscription I ess CISenIiny) &t EEY
ABEEES Valid Accounts Password Filter DLL

Account Manipulation Token Manipulation

Web Shell Hooking RundlI32 Hooking

Disabling

Security Tools Kerberoasting

External
Remote Services

Create Account Connection Proxy

Office Application Web Service
Startup
Hidden Files File Deletion

and Directories

Hooking Modify Registry

Code Signing

Trusted
Developer Utilities

Access
Token Manipulation
Deobfuscate /
Decode Files
or Information

Hidden Files
and Directories

Mshta

Process
Doppelganging

DCShadow

Signed Binary
Proxy Execution

Group
Policy Modification
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>0% >5% >10% @ >25% @ >50%

Discovery Lateral Movement Collection Exfiltration Command and Control Impact
Application Windows Data from Network .
Window Discovery  Remote Management Shared Drive Deia Gampissed el QlbisesiEn
. . N Inhibit
Query Registry Third-party Software Input Capture Automated Exfiltration ~ Fallback Channels System Recovery
Custom
S.ySte”." Network Pass the Hash Screen Capture Data Encrypted Cryptographic Storf-) € .
Configuration Discovery Protocol Data Manipulation
Exfiltration Standard ;
Rem_ote REWEIE Email Collection Over Command Cryptographic Runtl'me .
System Discovery Desktop Protocol and Control Channel Protocol Data Manipulation
Exfiltration
Network Sniffing ~ Windows Admin Shares Clipboard Data Over Alternative Commonly Used Port  Resource Hijacking
Protocol
Network Replication Through from Ir?f?)tr?nation Exfiltration Standard Application
Service Scanning Removable Media Repositories Over Physical Medium Layer Protocol
Syste_m Net_w L Pass the Ticket Multilayer Encryption
Connections Discovery
Process Discovery Remote File Copy Connection Proxy
Permission Component Custom Command
. Object Model
Groups Discovery and Distributed COM and Control Protocol
System Information Exploitation Standard
. . Non-Application
Discovery of Remote Services Layer Protocol
File a!'\d Directory Epr0|tat|on. Web Service
Discovery of Remote Services
Account Discovery Remote File Copy
Peripheral

Device Discovery Data Encoding

Network

Domain Fronting
Share Discovery

Remote Access Tools

Domain Generation
Algorithms

PR-1054-202012
©2020 Kaspersky

EMEE - BHETELFET, DARILAFT—, KasperskyldKaspersky LabD ZE ExEIETY
10 | kaspersky





