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CTB-Locker Trojan-Ransom.Win32.0Onion / 25.32
Trojan-Ransom.NSIS.Onion
2 Locky Trojan-Ransom.Win32.Locky / 7.07
Trojan-Dropper.JS.Locky
3 TeslaCrypt Trojan-Ransom.Win32.Bitman 6.54
(20165 5AFTEE)
4 Scatter Trojan-Ransom.Win32.Scatter / 2.85

Trojan-Ransom.BAT.Scatter /
Trojan-Downloader.JS.Scatter /
Trojan-Dropper.JS.Scatter

5 Cryakl Trojan-Ransom.Win32.Cryakl 2.79
6 CryptoWall Trojan-Ransom.Win32.Cryptodef = 2.36
7 Shade Trojan-Ransom.Win32.Shade 1.73
8 (generic verdict) Trojan-Ransom.Win32.Snocry 1.26
9 Crysis Trojan-Ransom.Win32.Crusis 1.15
10 Cryrar/ACCDFISA Trojan-Ransom.Win32.Cryrar 0.90
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https://securelist.com/blog/research/74398/locky-the-encryptor-taking-the-world-by-storm/
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https://threatpost.com/petya-sabotages-rival-ransomware-chimera-leaks-decryption-keys/119543/
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https://business.kaspersky.com/cryptomalware-report-2016/5971/
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Kaspersky Security Bulletin 2016

SY LY)TT DR

12

FH/a0—Z&B%H

Kaspersky LabM @9 2E AR TS Y L7 5 %Y — )L Kaspersky Anti-
Ransomware Tool for Business |I&. D7 F oA ILAYIho 7 LRBFIZFIATE
BIEEDNV)21—30TT, ZOY—ILIE FAADKREEZRHICHRANT 5=
B2 00AVR—RUNEFERALET, 12198 E M Kaspersky Security Network.,
E31D(ET7 TV =23 DEEEE=RI T T E AT LIV FY—TY,

Kaspersky Security Network Tl&, 774 /L. EWebH A FURLDEEHEN ISV REE
CTRRIZFIVIINET . VAT LAY Fr—I&. TATSLDOE}EEFTVILT
WA=, RHMDFASDAREZFRITOAVITEIIENTEET . £z, VAT LA
VAVFY—IE RELET TV r—2av B BKI7AINENYITYTL. TATSLDT
D3V BEEDHHILDEHIBALIIGE . EERNBREA—ILN\VITEHIENTEET,

O5HRL—avIZ&B :No More Ransom F7AY T4k

2016 7H258 (2, A58 2%, a—0O/R—/L. Intel Security, Kaspersky Labh®
No More RansomZRAP Y rERIELEL Iz, COIEEF DEYIEA TIL, EZBIT
BERBIRAARERE VM THEEBIC. SOV LDITDOREKREEANRIZEZ. T—52D
ErxEXIETDHEEBIELET,

No More Ransom |Web*H 4 +Tl&, TR7E. Kaspersky Labh BAFELT-518% &L . &t
SIENEBY—ILIRHEEINTVET . ShoDY—ILIE, 205U LD Y LD
FCHESIEEN=T7/ILIETFAIRETY . MAEETIC. 2500 AT BAHBEED
T—HERYRL. $9100BF LD EREXIWVERWEZERESNTET,

10R 12, EEICBMEDZERTHENTOSIMIMbHYELIZ ((RR=7 -~ L
YIdEF . TIAYT . AAVET ISR NVH )= TAILIUR A3)T7 . FRE
T INTZTZ RILM L ARA Y  ZA R BEHD),

Zo7ao IO AEHE. Eurojust (BRI B ;% H48) LEuropean Commission (BRI E

BER)MoDLXFEINTEY. SHIZELDEEHRECRBERAR IO S LIZS
IHFETY,



https://blog.kaspersky.co.jp/anti-ransomware-tool/12377/
https://blog.kaspersky.co.jp/anti-ransomware-tool/12377/
http://www.kaspersky.com/images/KESB_Whitepaper_KSN_ENG_final.pdf
http://www.kaspersky.com/images/Kaspersky_Lab_Whitepaper_System_Watcher_ENG.pdf
http://www.nomoreransom.org/
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