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SIEM, nctopunsa n cocnaratesibHoe Hak/iIoOHEHUE:

KUMA Ha cTbike OT nlIT

EBreHund JlarytvHa

OKcnepT No cucTemMam
MoHuTopUHra b n SOC-ceparcam

kkaspersky : —



SIEM.

NcTopua v
npeaHa3HayeHue




®yHKkuum SIEM-cucremsl B KopnopatmsHom cermeHTe

XpaHeHue

MoarortoBka



HoBbIK cermeHT U ero
ocobeHHOCTH



B 4eM CNOXHOCTb!

KpUTUYHOCTb BMeLlaTenbCTBa

CneundunUYHOCTb }KYPHanos

CeTteBana nsonauua



YA3BUMOCTEN, aKTyarbHbIX 014
TEXHONOMNMYEeCKOro CErMEHTa, OTHOCHATCS
K CUCTEMaM KOpPropaTMBHOIO CErMeHTa



SIEM + ICS

—————————— KnbepbesonacHoctb

Ha ctbike IT / OT-cuctem

KOpI'IOpaTVIBHaFI 6e3o0nacHoOCTb npOMbILUerHHaﬂ 6e3onacHoCTb

Security Information and Event

Management
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06 aTake

- BlackEnergy — sto Tposanew, ana nposenenua DDod-atak. B 2007
rogy co3gatesib 06bABMA O NpeKpaleHnn paboTtbl Hag,
TPOAHUEM M NPOAANA UCXOAHbIA KOA,

B 2014 ropy BHUMaHWe npuBnekna rpynna Xxakepos, HayasLuas

MCMONb30BaTb
SCADA-mopaynu BlackEnergy n atakosatb npombiwineHHble u

HepreTUYecKkmne CeKTopbl No BCEMy MUPY.

Securelist by Kaspersky (link)



https://securelist.ru/pri-apt-atakax-blackenergy-v-ukraine-primenyalsya-celevoj-fishing-s-ispolzovaniem-word-dokumentov/27903/

06 aTake

[docraBka

HokymeHTbl Excel n Word ¢
Makpocamu

Team Viewer

Java

C60p gaHHbIX O cucTeme

lMocne 3anycka BlackEnergy nossonser
NPOBEPUTb CUCTEMY Ha COOTBETCTBUE
HeobXxoaMMOMY KpUTeputo. JTo
No3BOMSAET onpeaennTb PakTU4ECKYo
BaXXHOCTb 3apa)€HHOW CUCTEMbI

BbinonHeHue Tpebyemoro moayns

YnaneHve dannos

[Mownck cneymanbHbIX MPOLLECCOB,

cneundunyHblx ans ISC,
3aBepLueHne nx paboTbl 1

nepes3arincb nNpon3BoJsibHbIMA

OaHHbIMU



06 aTake

Domain D Name
Enterprise Abuse Elevation Control Mechanism: Bypass User Account Control
Enterprise Application Layer Protocol: Web Protocals
Enterprise Boot or Logon Autostart Execution: Registry Run Keys / Startup Folder
Boot or Logon Autostart Execution: Shortcut Modification
Enterprise Create or Modify System Process: Windows Service
Enterprise Credentials from Password Stores: Credentials from Web Browsers
Enterprise
Enterprise
Enterprise
Enterprise Hijack Execution Flow: Services File Permissions Weakness
Enterprise
Enterprise Input Capture: Keylogging
Enterprise

Enterprise



https://attack.mitre.org/techniques/T1548
https://attack.mitre.org/techniques/T1071
https://attack.mitre.org/techniques/T1547
https://attack.mitre.org/techniques/T1543
https://attack.mitre.org/techniques/T1555
https://attack.mitre.org/techniques/T1485
https://attack.mitre.org/techniques/T1485
https://attack.mitre.org/techniques/T1008
https://attack.mitre.org/techniques/T1008
https://attack.mitre.org/techniques/T1083
https://attack.mitre.org/techniques/T1083
https://attack.mitre.org/techniques/T1574
https://attack.mitre.org/techniques/T1070
https://attack.mitre.org/techniques/T1070
https://attack.mitre.org/techniques/T1070/001
https://attack.mitre.org/techniques/T1056
https://attack.mitre.org/techniques/T1046
https://attack.mitre.org/techniques/T1046
https://attack.mitre.org/techniques/T1120
https://attack.mitre.org/techniques/T1120
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Enterprise 1ISC
Technigues Technigques

B knaccudumraumm MITRE
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06 aTake

Backdoor

BbinonHeHue
No/Ie3HOM Harpy3Kku

CTupaHue AaHHbIX

CnC

Mopayns 101

Mopgyns 104

CeTeBOM CKaHep

N3meHeHuUe
daiinos peectpa

Mopayns 618350

Mogayns OPC DA

Mogaynsb DoS
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Enterprise 1ISC
Technigues Technigques

B knaccudumraumm MITRE



SIEM + ICS

KopnopaTtusHas 6e30MacHoOCTb

—————————— KnbepbesonacHoctb

Ha ctbike IT / OT-cuctem

npOMbILUerHHaﬂ 6e3onacHoCTb

Security Information and Event

Management




Kaspersky Unified Monitoring and Analysis Platform + KICS

KopnopaTtusHas
6e3onacHocCTb

Kaspersky
® Keapersy Unified Monitoring

and Analysis

KnbepbesonacHocTb

Ha ctbike IT / OT-cucrem

MpomblwneHHan
6e3onacHoCTb
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Kaspersky
Industrial
CyberSecurity




Cnacubo!

evaeniia.lagutina@kaspersky.com



mailto:evgeniia.lagutina@kaspersky.com

