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..BlNO «ocnenngeT» cpeacTsa 3alnTbl Y3/10B...

Ypanser ykasaresm Ha callback—@yHkumm S40a:

PsSetCreateProcessNotifyRoutine
PspCreateProcessNotifyRoutine
PspSetCreateProcessNotifyRoutine
PsSetCreate ThreadNotifyRoutine
PspCreate ThreadNotifyRoutine
PspSetCreate ThreadNotifyRoutine
PsSetloadlmageNotifyRoutineEx
PsSetloadlmageNotifyRoutine
PspLoadlmageNotifyRoutine...



BI'NO okasblBaeTCs caenaHHbIM Ha OCHOBE YTUNTbl C OTPbITbIM MCXOOHbIM KOOOM...
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Blame Executable File - 650 lines (503 loc) - 20.4 KB

#pragma warning( disable : 4005 )

#include
#include
#include
#include
#include
#include

<Windows.h>
<stdio.h>
<winddi.h>
<winternl.h>
<psapi.h>
<tlhelp32.h>

// [Shellcode herel

// (Run cmd.exe)

unsigned

"\xfc\x48\x83\xe4\xf0\xe8\xc0\x00\x00\x00\x41\x51\x41\x50\x52\x51" \
"\x56\x48\x31\xd2\x65\x48\x8b\x52\x60\x48\x8b\x52\x18\x48\x8b\x52" \

char payload[] =

% Fork 95 77 Star 443

80c3006 - 2 years ago @ History

Raw (0 &,
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..KOoTopags akcrnnyaTmpyeT ya3srmocTb CVE-2021-40449
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CVE-2021-40449 is a use-after-free in Win32k that allows for local privilege escalation.
The vulnerability was found in the wild by Kaspersky.
The discovered exploit was written to support the following Windows products:

e Microsoft Windows Vista

e Microsoft Windows 7

e Microsoft Windows 8

e Microsoft Windows 8.1

¢ Microsoft Windows Server 2008

¢ Microsoft Windows Server 2008 R2


https://github.com/ly4k/CallbackHell/

Kak >xepTBa Morna noHsTb, YTO HY>XXHO YCTaHOBUTb NaTy?
[MocmoTpeTb CVSS score n BKKTop?

1XCVE-2021-40449 Detail
MODIFIED

This vulnerability has been modified since it was last analyzed by the NVD. It is awaiting reanalysis which may result in further changes to
the information provided.

Current Description

Win32k Elevation of Privilege Vulnerability

+View Analysis Description

Seve rity CVSS Version 3.x CVSS Version 2.0

CVSS 3.x Severity and Metrics:

Y cNA: Microsoft Base Score:- Vector: CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H
Corporation




[MocmoTpeTb advisory BeHgopa? Tam ectb CVSS Temporal score & vector.

=@ Microsoft MSRC| Security Updates & Acknowledgements {} Developer

0) Looking for email notifications? Please create your profile with your preferred email address to sign up for notifications. See our blog post for more information [.

= Go to profile to subscribe X Hide for

CVE-2021-40449 @

Impact: Elevation of Privilege Max Severity: Important

CVSS:3.17.

Metric Value

> Base score metrics (8)

v Temporal score metrics (3)

> Exgloi‘r Code Maturit}f ¥ Functional
Functional exEIoit code is available. The code works in most situations where the vulnerahiliﬁ exists.
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Documentation - Share feedback Description

CVE-2021-40449 is a use-after-free in Win32k that allows for local privilege escalation.

The vulnerability was found in the wild by Kaspersky.
]
The discovered exploit was written to support the following Windows products:

* Microsoft Windows Vista

e Microsoft Windows 7

e Microsoft Windows 8

¢ Microsoft Windows 8.1

e Microsoft Windows Server 2008

e Microsoft Windows Server 2008 R2
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Kak noHaTb, ycTaHaBnuBaTb N1 naty B OT? Yurtaiite Tl-oTuéThl.

uu c
% vulnerabilities 2 by Kaspersky

MysterySnail crawls through Zero- Sctirm «  bdimn < Prodicts o Semom'e  ResomoGarier ~ shoUs < GOPR
day vulnerablllty

= Contentmenu

etected th itation of a previously unknown vulnerability in

MysterySnail attacks with Windows zero-day

X &6 minute read

v 03 Apr2023 Industrial b46a37d9- Updated MATA attacks on defense contractors in Eastern 7 Defense Industrial
ce93-4cf9- Europe
500c- . Military contractors
c In the second half of 2022, Kaspersky experts uncovered a major
?C1354639fe°‘ series of attacks on industrial enterprises in Eastern Europe, Oilandgas | Eastern Europe
ce including military contractors. This campaign remained active until

March 2023, leveraged new generations of the MATA malicious pamoer=) (Cazanshy

framouinrl \Ala haliova that tha attankare’ anal ie tha thaoft nf


https://securelist.com/mysterysnail-attacks-with-windows-zero-day/104509/
https://www.kaspersky.com/blog/mysterysnail-cve-2021-40449/42448/

YT0 ecnu naTty, BCE-Takun, He YCTaHOBUTD, ...NN He 3aWmnTnTbcs oT BYOVD?
UYunTtanTte TI-OTYETHI...

HdononHutenbHbie Mepbl 3allnNTbl.

I'Ipanma ACTeKTnpoBaHUAaA N NTHANKaTOPbDbI
KoMnpomMeTauunn.
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«[1pocTble» TaKTUKN U
TEXHUKU

B atakax APT Ha npomblILWwnNeHHbIE opraHu3aumnm



EE Keep things as simple as
possible, but not simpler

Albert Einstein?
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EE /tcan scarcely be denied that the supreme goal of all
theory is to make the irreducible basic elements as
simple and as few as possible without having to
surrender the adequate representation of a single
datum of experience

Albert Einstein
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«[MpocTO». PULLNHT
PaccnepnosaHume APT B NakncTaHe. CkoMnpoMeTupoBaHbl MHXeHepbl OT.

Malicious URL

User Click————

Phishing: I'r' L \ Waiting for binary shellcode
Spearphishing Download X for synchronous execution

Attachment °
T1566.001

Malicious

MS Word document Cobalt Smkeaﬁ_Open port

backdoor

|—Ser\«rice Intall

@ Shkim\system\controlset001\services\hixnjvod

ey




«[MpocTo» DLL Hijacking / Side Loading

MNpwumepl: APT B MakucTane, OT-uHXeHepb! (CM. NpeabiayLwmia cnamna)

MNpumep2: APT B BOCcTOUHOWM EBpone — npeanpudating BIIK (cm. cnegytowmn cnang,)

MNpumep3: APT B BOCTOUHOWM EBpone, Npon3BoacTBo (Yepes 1 cnana)

O6bACHEHWS U pekoMeHaauunn:
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“MMpocTo” HeQOCTaTKMN N3O CETU
PaccneposaHue APT Ha npeanpuaTtim BIK B BocTouHOM EBpOne

;@A AOMWHUCTPATOPSI

MapLupyTusaTtop

KopnopaTuBHbIA cermMeHT 3onmpoBaHHbIN cermeHT

Cxema noakoYeHv MeXay cerMmeHTamyl cetu arakoBaHHOU opraHusadimn




"TlpoCTO” KpaXka AaHHbIX N3 N30SNPOBaHHbLIX CErMEHTOB Yepe3 PaLLKY
PaccneposaHume APT B MPOMbILLIEHHBIX OPraHn3aLmsx B BOCTOUHOW EBpone

PU3INYECKN N30NUPOBaHHaA CETb

CbeMHbIA HOCUTe b

Qann-npuMaHKka ®ainbl U AaHHbIe
aq:opmaTe .LNK quB" #7 OTkpeiTe Qalinbl  KomnbioTepa "B

McxogHoro hann
A— 20 D
#9 YoaneHue
NPUMaHK1 1 Yepsa
#8 3apaxeHue #10.2 CGop

Qannbl
Ctunep KoMneloTepa "B"

LLnuoHcKoe

( #10 Kpaxa gaHHbIx no

#10.1 3anyck nennoga
npeaHasHaqYeHHoro AnA KoMnekoTepa "B"

KomnbloTep “B"
o= o= o= o= = == == = = O En B O O Em = O =m

YHpOmBHHaﬂCXeMaSGpGXeHMﬂKOMﬂbDTepaBMSOﬂMpOBaHHOMCBFMeHTBCeTMHepeSSGaneHHHMCbeMHHm

HOCUTEIb
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NToro:

icnpaBnanTe yasBumMocTu (U
HEe ncnpaBnanTe).
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NToro:

HacTpanBanTe 6e30MacHO
3aLUMTHbIE PELLEHNS.
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Toro:

3awmianTech OT PULLINHTra
TpeHnpynTe peryngapHo
nepcoHarn.

..untante TI-OTUETHI
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Toro:

4 Inqa sawmtbl oT DLL Hijacking v
BYOVD,

ncnonb3ynTte white-listing
(default deny)

Nnn... untanmTe TI-oTueThl



Toro:

O

PeLunnn nsonnpoBaTtb CETb -
N3ONNPYNTE NO-HACTOSLLIEMY.
A...untamte TI-OTUETHI
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Toro:

26

f IsonmnpoBanu ceTb «Kak Hago» -
38LLI,VILLI,aI/ITer OT PELLEK:

ncnonb3ynte Device Control

BK/tOYaTE OTOBPaKeHMe «CKPbITbIX GanoB» 1
pacLUpPEHNIN dannoB

nposepsanTe dnakm 1O KOHLIA

yunTe NepCoHan oTanyaTb 4OKYMEHTbI 1 BMHapW OT
APIbIKOB



NToro:

Hy wn... HammunTe (Tak NN NHayve)
togen, KOTopble CMOCOBHbI 3TO
BCE OenaTh.
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