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About Elektromreza Srbije

» 1500 employess &

* 11000 km the length of the
transmission line

« 50 Substations
« 17700 MVA installed power
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Who are we? :

* Cybersecurity team
for OT

 Team have four
cybersecurity experts

* Qur responsibility the
SCADA system
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What is our challenge
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Decision

& heinfinite game”

— Cybersecurity is infinity game
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Timeline 7

We started the first
implementation of KICS
solution in 5 regional centers
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external audit 2021 Q=
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Implementation first KICS

« Started 2022.
* O Regional centers

e QOver 15 servers and
20 workstations
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Challenges we faced

Old systems
Old version OS

Limited hardware
resources

Low network
bandwidth
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Still working o

* We working together

* Support and
understand for both
side

* Planning future
projects
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Now and future project

* Next year, we will start a new implementation
of KICS solution in NDC

* Improvement and greater use of KICS
solutions

 \Work on the education
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Conclusion

* Working together ‘\“‘

* Progress and develop ?“‘v‘
together ?
\

* The game never stops

EMS



Neven Nikoli¢

Thank you!

Cybersecurity Engineer for SCADA
Systems Elektromreza Srbije neven.p.nikolic@ems.rs
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