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oTpacneBomn nopxopn, K
HOpMaTMBHON 6a3e Ha ogHOWN
SKCMepTHOM noLwLaaKe

AHppen BoHalOorvH
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Cno)xHocTtw

Cno>XHOCTb TEKCTOB 3aKOHOB

3akoHoAaTeNbHbIE N HOPMATVBHbIE aKTbl YaCTO
HanMcaHbl CIIOXHbBIM IOPUANYECKM A3bIKOM,
YTO 3aTPYOHSET UX MOHMMAaHME N MPUMEHEHNE
LNs 6OMbLUMHCTBA NPOdECCHOHANOB, He
VMEIOLLMX CNELann3npOBaHHOIO
0bpasoBaHVs B 061acT NpaBa

N /

C yem cTankmearoTcs opraHmsaumm
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CnoXXHOCTb HaBurauymn
NO 3aKOHOOATENLCTBY

OpFaHI/ISGLI,I/II/I YacCTO CTallKMBatOTCH

C TPYOHOCTYIMIM B NOHMaHN4A

n nHTEpnpeTaunm Crio>XXHoOro 1 NnOCToAaAHHO
MEeH4FIoLWEerocyd 3akoHoaaTesbCTBa

N
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PasHoobpasune uenen

C yyeTOM pasHOoObpa3ug Lenei

N OB BEKTOB 3aLUMNTDI, KITNEHTbI
CTarnku1BatoTCs C TPYAHOCTbHIO B MOUCKE
peneBaHTHbIX HOPMAaTMBHbBIX LOKYMEHTOB
1 PEKOMEHZALI MO NHPOPMALIMOHHOW
©esonacHocTn

o

~

OTcyTcTBME crneunpukmn
019 oTpacnewn

B 60bLUMHCTBE UCTOYHVKOB MHOPMAaLVA
npeacTaBneHa B 0606LLEHHOM BUAE,

6e3 yyeTa OCOBEHHOCTEN PasNYHbIX
oTpacnen
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HeonpeneneHHOCTb
B MPaKTUYeCKOM NPUMEHEHN

OpraHn3aLmmn 3aTPYAHSOTCS B MOHUMaHNW,
KaKue KOHKpeTHbIE AEVCTBUS UM HY>KHO
npeanpuHATbL A1 COOTBETCTBUS
3aKoHOAATENbHBIM TPeBoBaHNSAM
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PeLwleHus

O630pbl 11 BblAENEHNE
FNaBHOro

Brnaronaps Hawmm 0630pam HOPMaTUBHO
MPaBOBbIX akTOB, 3aKOHOAATENbCTBO
CTaHOBUTCS 6051e€ MOHATHLIM

N [OCTYMHbIM OJ15 LUMPOKOMO KpYyra
crneumanncToB
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Kak mo>xeT nomoub PerynatopHbliin Xab
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IHTepakTrBHada oocka
C B3aMOCBA35MU

[NoHMaHMe B3aMOCBSA3EN MeEX Y
PasINYHbIMY 3aKOHaMU 1 NOA3aKOHHbIMU
aKTamu CTaHOBUTCS NPOLLE bnarogaps
HaLle UHTepPaKTUBHOWN JOCKe
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VIHTYnTrBHas dunbTpaums

Mbl npegnaraem HTYNTUBHbIE GUNBbTPLI,
NO3BOMSOLLME NONb30BaTENMO YETKO

Bnaropaps aTomy, Bbl BbICTPO 1 TOYHO
nonbepeTe HeOOXOAMMbIE AOKYMEHTbI
N MEPBbI 3aLLNTbI, COOTBETCTBYIOLLME
BaLLMM TPeboBaHNSGM

o

onpenennTb CBOIKO Lie/b N OBBEKT 3aLlUMTHI.
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Cneumndukaums no oTpacisam

Ha Hallem caliTe Mbl akLLEHTPYEM BHUMaHME
Ha oTpacnesoi cneunduke. Nonb3oBatenn
MOFYT BblBMpaTb CBOKO OTPAacCslb, YTODbI
NONy4YnNTb HaNBOoee PENEBaHTHYIO

W KOHKPETHYO MHPOPMaLMIO, OTHOCSILLLYKOCS
VIMEHHO K X OEeATENbHOCTU
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KOHKpEeTHble pekoMeHaaLmMm
N pELLEHNS

Mocne Bbibopa Hy>XHbIX GUBTPOB,
nosb3oBaTeny NonyyaT YeTKNiA Habop
TpeboBaHWIN 1 PEKOMEHAALNA, a TaKXe
Y3HaIOT, KaKM1 MPOAYKTaMU N PELLEHSIMN

TpeboBaHuii

\_

MOTyT BOCMNOJ/1b30BaTbCH AJ14 BbIMOJIHEHNA 3TUX

~
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Llenn PerynaropHoro Xab6a

VIHTerpaumns akcnepTnsbl

Cant 6ygeT S9BnaTbCS UCTOUHVKOM aKTyanbHOM
NHPOPMaLMI 11 SKCNEPTHOro aHannaa,
NpPenoCTaBNss YHMKaNbHbIE NHCANTbI U PecypChl

LS NPOdECCMOHAN0B 1 3aNHTEPECOBaHHbLIX CTOPOH

YcuneHve B3anvoaencTBugS
C Nonb3oBaTenem

Mbl CTpemMmnmMmcsa co3naTh MHTEPaKTUBHYIO NnaThopmMy
0191 MOBbILLEHS OCBEOOMIIEHHOCTI I MOHVIMaHN4
perynmpoBaHmng B 061acT MHGOPMaLMOHHOW
B6e3onacHoOCTH

OnTMmM3aums OOCTYNMHOCTU

Hala uenb — coenaTtb caT MakCyMasbHO
OOCTYMHBIM U UHTYUTVBHO MOHSATHBLIM /15 BCEX
MoNb30BaTeNel, He3aBNCIMO OT UX HaBbIKOB
NN 3HAHUIA B IHPOPMALIOHHON 6e30MacHOCTU

[locTOsIHHOE OBHOBNEHNE

[opaep>XmBaTb CalT akTyarnbHbIM, PErYNSPHO
OBHOBNSS MaTepuanbl, BHEAPSS UHCTPYMEHTbI

N PELLEHNS], KOTOPble MO3BONAT aganTUPOBaTb
KOHTEHT caiTa Nnoa UHTepPech! 1 MOTPEeBHOCTY
KOHKPETHOr O NoJ/Ib30BaTENd, Y/yullast TEM CaMbIM
ero B3aMogelCcTBYE C PeCYPCOM



PerynaTopHblin xab 3HaHn B o6nactn Vb

PeryngatopHbin
Xab 3HaHWV
B obnactn Vb

[No3BONNT Y3HATb B HECKO/BKO KJIMKOB BCE
TpeboBaHNSA PErYNATOPOB K B13HECY

1 NONYYNTb PEKOMEHOALMN MO UX
BbINO/THEHWIIO

=

ABTONOAOOP HOPMAaTUBHbBIX JOKYMEHTOB

[oMO>XEM NOHATb, YTO HEOHXOAMMO KOHKPETHOMY
6|/|3Hecy 0149 COOTBETCTBUA 3aKOHOOATE/IbCTBY

IHTepakTBHasa 6a3a 3HaH

[Moka)kemM B3arMOCBS3b MeX Ay AOKYMEHTaMU, NoAbepemM
HEeob6XxoaMMYO MHHOPMALIMIO, YTODbI HE NPULLIOCH
n3y4yaTb OECATKM CTPAHWL, 3aKOHOB, NPUKa30B 1 T. 4.

[MpakTnueckmne lIlb-coBeThl

MNonbepem peleHns ans obecneveHns MHGOPMaLIOHHOW
6e30MacHOCTU C YY4eTOM TpeboBaHW 3aKOHOAAaTENbCTBA



BO3MOXXHOCTI
PerynaropHoro Xaba

OnucaHne n geMoHCTpaumns




NHpycTprnanbHas HanpaBneHHOCTb

YHuKanbHas PyHKUMS BbIOOpa
KOHKPETHOW OTpac/v MO3BONSET
opraHn3aunsiM MrHOBEHHO
YTOUHUTb, KAKNMW TPeOOBaHNSMM
PEryNATOPOB OHU OOJTKHbI
PYKOBOLCTBOBATbLCY, YUNTbIBAS
X cneunpuky OeaTenbHOCTW.

kaspersky e ——

PerynaTopHbiii xab
3HaHwWi1 B obnacTtun

nHpopMaLNOHHON
6e3onacHocTn




NHTepakTnBHag BU3yanusaumng 3akoHoaaTenbCcTBa

- "\  Hawa pocka Ha rnaBHo
HopmaTtueHo-npaBoBas 6a3a B o6nactmn Vb CTp aHVLE HE TOMBbKO
e o ey oemorottt oo sominne o T/
BU3Yyann3npyeT B3aIMOCBA3b
T — . A ___._ —_a HOPMAaT/BHO-TPaBOBbIX aKTOB,
e qemm—— gr— HO N NMO3BOIFAET MoJib30BaTes 1O

Mpukas 21 Mpukas 77 Moncsxere 71911 Mpukas 137 Mpukas 734
Cpasy NorpysnTbCH B 3aKOH
)
Mpuas 31 Mpukas 367 Monesere 6831

- BbIABN4949 BCE€ CBA3aHHbIE C HM
HOPMaTWBHbIE JOKYMEHTHI.

Otpacnestie MuHzHe| pro = MuHTpaHS = MuHzgpae = MuHNp O TOpr = MiHoBpHayku =
perynsitopei




MpnmeHeHne punbTpOB

Halu canT npenocTaBngeT MHCTPYMEHT GUNbTPAaLMX, NO3BONSIOLLMIA OPraHN3auysaM HaxoauTb
N aganTnpoBaTh TPEOOBAHNS PErYNATOPOB, COOTBETCTBYIOLLME X KOHKPETHOM LIENW, a TakXe
obbekTam 3aLLnThbl.

- %

MNepe4veHb AOKYMEHTOB
BbiGop Leneii 1 3alwmThbl CcCOoOoTBEeTCTBUA
2
Kaas ysacuens? HopmaTuBHble HopmatueHble
naHe npasoBble npaBoBble

o GbopmaLoHHOl  aKTel rmc akTl ICTIl

oooooooooooo \

MoaroTosk 1y Mpvikas 17 anme \

MoaroToska k Mpvikas 524 Mpukas 21 .

aTeroprpoBaHIio locynapcTBeHHbI

Mpuikas 378

VHTerpauvis c fTocCOMKA CeKkTop
YTo HeoBX0AMMO 3alNTUTE? HopmaTusHbie [paBOBbIE aKTbl Kin
e nni27
nenox Mpukas 239
K Mpukas 235

Coopmumposatb Habop mep
Cas3aHHble JOKYMEHTbI
[ C6pocutb Bce ]
JokymeHTbI rmc




KomnnekcHoe pyKkoBOACTBO MO BbIMNOSIHEHUIO Tpe6oBaHWNIA

[locne npumMmeHeHns GunbTPOB,
NoSIb30BaTEb MOSTy4YaeT YETKNMN
HaboP MEP, KOTOPLIE OHW AOKHbI
BbIMO/IHNTbL O/19 COOTBETCTBIUS
3aKOHOOAaTENMbCTBY, TakXe
OTBETCTBEHHOCTb 3@
Hecob o geHne, CHAMas Harpy3ky
NO CaMOCTOSATENIbHOMY aHanM3y
CITOXXHOIo 3aKOHOOaTEIbCTBaA.

MNepeyeHb OKYMEHTOB
COOTBETCTBUS

OTBeTCTBEHHOCTb 3a HecobnogeHe TpeboBaHNA
3aKoHopaTenbCcTBa B cpepe 3awmTbl MHPopMaLnn

A,EI,MI/IHVICTpaTVIBHaﬂ OTBETCTBEHHOCTb

13.11.(4.8) HeBbINoNHEHVEe onepaTopoM Mpu cBope NepcoHanbHbIX AaHHbIX, B TOM YMCAE NOCPEACTEOM
VHOPMELIVIOHHO-TENEKOMMYHVIKALVIOHHOW ceTi "VIHTepHeT", MpeaycMOTPEeHHON 3aKOHOAATEbCTBOM
Poceuiickoll Pefepaliii B oBnacT NepcoHanbHbIX AaHHbIX 0B53aHHOCTM Mo obecneysHUio 3anvicu,
CUCTEMATU3ALMIN, HaKOMNEHNS, XPaHEHWS, YTOYHEHNS (OBHOBNEHUS, WU3MEHEHWS) WK U3BNeYeHUs
NepcoHasbHbIX JaHHbIX rpaxaaH Poccuiickolt PefepaLim ¢ Mernosb3oBaHieM 6a3 [aHHbIX, HaXoOALLMXCS
Ha TeppuTOopUK Poccuiickol ©epepaLi.

o 1 o
T ]
MpaxpaHe Opuanyeckoe nuuo [omkHocTHoe NMue

Ltpad ot 30 000 go 50 000 Ltpad ot 6 000 000 oo 18 000 LLitTpad oT100 000 go 200 000
py6nei 000 py6neii py6nei

13.11.(u.9) MNoBTopHOE coBepLUEHVE aOMVHVCTPATVIBHOTO NMPaBoHapPYLLEeHS, MPeLyCMOTPEHHOO YacThbio
8

T i

MpaxpaHe Opuanyeckoe nuuo [omkHocTHoe NMue
Utpad ot 50 000 go 100 000 Ltpad 011000 000 no 6 000 000 LLitpad ot 500 000 oo 800 000
py6neit py6neit py6neit

i0nornsax n o

JOBaHSX K
lyaTaummn

—

10



PekomeHpaumm no npogykKram

Mbl npenocTaBnsgem
KOHKPETHbIE pEKOMEHAALIN
No NpoayKTam 0630pHO

Ha caiTe 1 NogpobHO

npw 3arpy3ske cneumanbHO
CO34aHHbIX AOKYMEHTOB,
KOTOPbIE MOMOrYyT

opraHisalisaM BelNOJIHTE
HEOBXOVMbIE TPEGOBAHIAS, e —————

COrnacHo TPEBOBaHISIM OMMCAHHLIM B MOAMYHKTE «@» MyHKTa 1 Ykasa N 250 B OpraHi13aLmsix Ha KOTOPbIE PACTIPOCTPAHSIOTCS TPEBOBaHIS YKa3a HEOBXOAUMO
0BECIeUNTH PEANM3ALIMIO OPraH3ALIOHHbIX 11 TEXHAUECKMX Mep. LS BLIMONHEHIS AaHHOrO TPeBOBaHYS «/labopaTopuis Kacriepckoro» npeanaraet

obecneumBas nx bbICTpoe

MpoaykT BoinonHsiembiii Ha6op mep

N apPekTnBHOE :
COOTBETCTBVE perynaropam. S i

“¥>_ and Analysis Platform

Yka3 lNpe3vpaenta PO
ot 01.05.2022
N 250

Kaspersky
Anti Targeted
Attack



OnuncaTtenbHada 6a3a o perynsaropax N 3aKkoHoAaTeNbCTBe

OnurcaHne 3aKOHOB, MPUKAa30B, PErYIATOPOB, MPUTOXEHHbBIE OPUTiHaIbI MOTHOLEHHbIX
OOKYMEHTOB

nasHas > basasHarmin > O3 N187

( D3 N187

®epepanbHbin 3akoH o1 26.07.2017 N 187-03
lkaspersky «O 6e30NacHOCTU KPUTNYECKON MHPOPMAaLMIOHHOM NHDPACTPYKTYPbI

- o OEJTEPAJIBHASA CJIY/KBA
Poccuiickoin ®epepauum» 10 TEXHHUECKOMY U KCIIOPTHOMY KOHTPOJIIO
Mmagias > ®CTIK Poceun (®CTIK Poccun)
Koro kacaeTcs
INPUKA3
Focyp,apc‘rBeHHb\e OpraHbl, rocyfapcTBeHHble YYpeXaeHUs, pOCCVIpICKVIe opuanyeckne nnuua n (VU'lVI) vHAnBVOyanbHble NpeanpuHMaTen, KoTopbiM
& COBCTBEHHOCTY, @peHabl WM Ha VHOM 3aKOHHOM OCHOBaHWM MPYHaANSXaT VHPOPMAELWIOHHbIE CHCTEMS], UHGOPMELWVIOHHO-TENEKOMMYHVIKALWIOH 25 nexabps 2017 . Mocksa Ne 239
aBTOMAaTUBVPOBaHHbIE CICTEMb ypaBneHus, Gy HKLUVOHVPYioLLe B chepe:
’f / * 34paBoOOXpaHeHus
7] ’ ° Hayku
4 = * TpaHcropTa 006 yreepixaenun Tpebosanuii
?‘ ‘ o oBsian 1o ofecnedeHuI0 0e30IIACHOCTH 3HAYHMBIX 00bEeKTOB KPHTHYECKOIi
. ? * BHepreTVku uHdopmannoHHoii nHppacTpykTypsl Poccuiickoii ®enepaunn
@ ) * rOCYAaPCTBEHHOV PErUCTPAaLIWM MPaB Ha HEABVIXVIMOE UMYLLECTBO U CASNOK C HUM (B pen. npukazo ®CTIK Poccun ot 9 aBrycra 2018 r. Ne 138,
BaHKOBCKOI cbepe 1 MHbIX Chepax GIHAHCOBOTO pbiHKa ot 26 mapra 2019 . Ne 60, ot 20 dpespans 2020 r. Ne 35)

® TOM/IMBHO-3HEPrETVYECKOro KOMMIIEKCa
* B0BIACTU aTOMHOI SHepPrn

B coorBerctBUM ¢ myHkTOM 4 wactu 3 crathu 6 DenepanbHOrO 3akoHa
or 26 utonst 2017 . Ne 187-d3 «O Ge3omacHOCTH KPUTHYECKOH HHPOPMALMOHHON
nndpacTpykrypsl  Poccmiickoit  ®@enepaumm»  (CoOpaHnme — 3aKOHOIATENLCTBA
Poccuiickoit @enepauun, 2017, Ne 31, ¢1.4736) IPU KA 3 bI B A 10:

Vreepauts mnpunaraemble TpeOoBaHus N0 oOecnedeHHo 0e30nacHOCTH
3HAYMMBIX 00BEKTOB KPUTHYECKOM HH(OpMaLnoHHO uHppacTpykrypsl Poccuiickoit
Deneparn.




MnaH akTnBaunm PerynatopHoro Xaba

-----------------------*

Ihks. 2023 IV kB. 2023

[NpoBeneHvie PaclwwmpeHue
BaI-IYCK 1 eTana 3aI-IYCK 2 STana Be6|/|Hapa KOHTEeHTa:
ONs NapTHEPOB CO3[aHVie HOBbIX
« OrTpacneBag cneundurka * HoBocTHag cTpaHuua U KIVIEHTOB aHaNNTNYECKIIX
*  HTepakTMBHas B3aIMOCBSA3b « Cnosapb TEPMUHONOT NI Pa3bopoB
3aKoHoOaTeNnbCcTBa * PacwmpeHHble cTpaHuLpbl L7151 KIIOUEBbIX
* HanonHeHve cTpaHuL, rocyoapCTBEHHbIX No NpoayKTam 38KOHOB
pPerynsaTopos * HanonHeHwve cTpaHuL,
«  O630pbl OCHOBHbLIX HOPMAaTMBHO MNPaBOBbIX OTpacneBblX PerynaTopos
aKToB » PacwumpeHne 0630poB
* YpobHasa cnctema GpunbTpoB O NnpuKasax

« ABTONOLOOP 3aKOHOLATENLCTBA

» HanonHeHwne cBa3aHHbIX HOPMaTUBHO
NPaBOBbIX aKTOB

» [lpepocTaBneHre Habopa mep

* [lpoayKTbl, KOTOPbIE MOMOratoT BbIMNOMHUTD
TpebOoBaHNS PErynaTopoB



Thank you!

kaspersky
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