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ShadowPad in corporate networks
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Two more malicious Python packages in the PyPI

241 npm and PyPI packages caught dropping Linux
cryptominers

By Ax Sharma August 19, 2022

Python library 'ctx' uploads secrets to a Heroku endpoint

published versions exfiltrating your environment variables to an external server.

ctx' is a minimal Python module that lets developers manipulate their dictionary ('dict') ob

The nackage althonoh nannlar had not heen tonched sinee on14 harite dev

variety of way
NPM supply-chain attack impacts hundreds of websites and apps

04:11 PM

By Sergiu Gatlan

LofyLife: malicious npm packages steal O
tokens and bank card data
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*Ua-parser-js — 10.2021

*Npm (14M downloads) — 112021 \ ol

Product Scope

*Logd4j— 12.2021 O
p—

- a Product
S

*Python &php — 05.2022
*lconbrust npm—07.2022

*Spring4Shell— 04.2022

3 party libs

ectc..etc..etc...
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Opensource. HekoHTponnpyemoe ncnosib3oBaHue.

«Cepbli» opensource

Kazanocb 6bl

—HO!
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Opensource. HekoHTponnpyemoe ncnosib3oBaHue.
«Cepbli» opensource
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opensource KoT Kop, 3TO He
6ecnpun3opHbIn KOT Kopa!

opensource Kop B Ballem
npoekTe — Baw Koa!

HO N PUCKI €ro NCnosib30BaHUNS —
BaLLn PUCKMN

He 3a6yabTe Npo NponpueTapHblie
6nénmnoTtekn (NNLEH3NA+KOHTPAKT)

CTOMT NPUHATDb 3TO
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Supply Chain. Tunosoun naHawadT ceTu
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e ABTO FOTCS B Source control?
CKOJIBKO y Ba « TapbIX IPUIT0KECHUN) HE

 IJloHnMamT Kako¥ KoJ Hajao OpaTh AJs
ucrnonab3yromux TLS?
cOOpKHU (HET JIU TOAME HBI)?

Kakue nmpuinoxeHust He KOHTP OJIUPYIOT

* KTO M 4eM KOHTPOJTUPYET LEJIOCTHOCTH?
IEJIOCTHOCTH?

Pa3rpanuuenue nocryna?

A TOYHO JIM «3aKPBITHIE CETMEHTBI» CETH HE
* A TOYHO JIM UCXOJHHUKHA HE CKAaUYMBAIOTCH

UMEIOT TOCTYII B « IUKHW» HHTEPHET?
U3 «JIUKOTO» UHTECPHET?

* AKkro npoBepsan? TOYHO eCcTh UCKIOYE HUSL.

* AKTO npoBepsn?
* Hy>HBbI I¥ 3 TH UCKITIOYE HUS ?



Supply Chain. Vector 4

4 &4 4414 4 4

Developer > I Source ] > > I Package ] > Consumer

S Em Em Em Em Em o o Em o oEm o Em Em oEm o

----------------

50


https://slsa.dev/

Supply Chain. Vector 4

51
« Kak obecneymBaeTcst KOHTPOSb LIeNTOCTHOCTH

OKpY>KeHUs COOpKU?

A A A * KOHTpOJb IETOCTHOCTH HHCTPYMEHTOB
 COopku (KOMIUISATOPBI, COOPIIUKH)
: : « SAST
> Build >

* DJEKTPOHHOU MOAMNUCH
A _____________ ‘ * ECTb JIM 1OCTYII B UHTEPHET?
* Hcmoyb3yeTcs Ju JOBEPEHHBIU
peno3uTopun’?
* HNmeertcs au noBepue K aprepakram Ha

BbBIXO JIC



Supply Chain. Vector 4

- Q) V4

:'@ P

1 Domain B

\
\ &
Y DMZ1
-~ f Net1 Prlvate net 1
] |
A
oo @ gig |
y \ Net 2 Private Net2
~
= ~ ’
=0 \

Center ~ Net 3 7’

Ob6ecneyeH hardening AD?
* AV?JlorupoBanue? SIEM?

EcTph ceTeBbIe OTpaHUUEC HUS !
 Ectb nu noctyn B uatepuet ¢ DC?
 3auem?
* Pemnmnkauuu foMeHa UIyT 1O
3alUAIIE HHOMY IIPOTOKOJY?
KakoBbI fOBEPUSA C IPYTUMU TOMEHAMU?
KakoBbI 1OoBEpUS C IPYTUMH,

«IPYKE€CTBCHHBIMMU» CETIMU
 HetyBac «apy3eit» © sTo Bawa

OTBCTCTBCHHOCTD
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o MoxHo it LOBEPATL CETU?

* KakoBbl IpoBEpKH MiSiyneu nepen

',,D%"E-’ @l 2 J PANOBEKOHTIYVIOPCHO RS Ka8pPATH?

.’@ ﬁ,& \ - @_ ; * Kaxeomapiwive 186 arbrrmeenyYyMEe HTOB
1 1 , Domain B \ :
\ Net1 I 7 o ? O 6 ‘-)
éga ;s @@ g ne p eynakd B cymma? Otkyna ee 6epem®
I'l::\ DMZL ,, II Net 1 Pria t1 .‘ CDH
R L ! ‘I s @%WHBQ%@P@@ e O GTHRE THa RR QBT O
]
\\ . \ I V)
5 7 @Nm rhsrecs | . Roityae padepaeT? apredakraM Ha
= RN /
Genter oo 7 * BEKdnAX XpaHATCA «CEKPEThD I

10 cTyniaklcxSPoxet nposeputh

OJIb30BATE b



Supply Chain. Vector 6

55

Tunosble BEKTOPbI aTakKn Ha UEeno4Ky NnoctaBoOK

4 &4 4 44 4 14

Developer > Source > Build > Package s Consumer

Dependencies
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A 14

Package

>

Consumer

56
BoamokHa N npoBepka kaHarna nony4YeHus

npoaykra? JloBepeH nu kaHai?

TLS? JlokanbHBIE TPOBEPKU?
 JloBepue k ceptuduxary?

Ncnone3zyem CDN? MoxHO 1 JOBEPATH?
* HyXHBbI JIM TOKaJbHBIE TPOBEPKU?

OpraHu3 oBaHa JIM MOAAEPKKA

NOJIb30BaTEIIA?

Hcnonp3yeTcs JOTOJTHUTE IbHBIM KOHTE HT

(Kap TUHKW, MAPKETHUHT U IIp.) 0€3 3alUThI?

HUcnons3zyem DDOS 3amury?
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DataCenter ~ Net3 P4 | N o
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\ ) Bragenew cepsuca/
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. N

7’ ~~7

* AgmMuHucTpaTopsbl: KTo oHN? CoTpyaHukn? oapsgyumkn?

 Texnmoanepxka BeHgopa? Kak moakmtountca? C kakumu cekpetamu? EcThb

KOHTPOJIb O TKJIKOYE HUS ?

 Kaxkuyacto npoBoautcs Ayaut noctyna (npasa, FW, Bepcuu npommBOK U T.1.)?
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Tunosble BEKTOPbI aTakKn Ha UEeno4Ky NnoctaBoOK

4 4 4 44 4 4

Developer > Source > Build > Package s Consumer

Dependencies
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* [lonb3oBaTenb UMeeT BO3MOXHOCTb
A A MPOBEPHUTH «YTO S MOJYUUI-TO ?»
 Ecau HeT — BCe BbIIIE IPUMEHEHHOE
Package } Consumer HC BAaXXHO

* Y 1oan30BaTe s JOJIKHaA OBITH

BO3MOKHOCTb IIOKaJT0oBaThcs ©

* HNnonyuuts oTBET!



Supply Chain.
Yem noaTeeponThb
MUTUraunio puckoB
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ISO 27001

SOC2 audit

BHYTpeHHUI aypuT

EU Cyber Resilience Act

PerynsapHbin aHanns u
nepecmMoTp pNCKOB
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OWASP Top 10 CI/CD
Security Risks

slsa.dev m|ridle

OWASP DevSecOps [m] ¥k [m
Guideline

Kaspersky for
DevSecOps (OSSFeed)




Cnacubo! B [

SECURITY IS

EVERYONE'S
RESPONSIBILITY

Ovvtpun LLimonnos

kaspersky



