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Kaspersky Threat Analysis B 6opbbe ¢ kKnbepyrpo3amm KpUTNUECKN BaXXHO BBICTPO 1 9DPEKTUBHO
NPEenOCTaBNseTCs B BUOE MPVIHSTb peLLeHne No NPOTVBOAENCTBUIIO M. YKe HEBO3MOXHO
06/1a4HOro CepBIca NPeAoTBPAaTUTh COBPEMEHHbIE LIeNIEBbIE 8TaKM TOMBKO C MOMOLLbIO

TPaanUMOHHOro aHTUBMpPYca. CTaHAaPTHbIE MEXaH3Mbl aHTVBMPYCHOM
3alWUTbl CMOCOBHbI 6/10KMPOBAaTL B OCHOBHOM M3BECTHbIE YTPO3bl

(C MVHMMaNbHLIM NOBEAEHUYECKM aHann3oM), B TO BPEMS Kak
LieneHanpaBneHHO OeCTBYIOLME 3MT0YMbILLIEHHMKN UCMONb3YIOT BCE

C BOCTynom yepes Kaspersky
Threat Intelligence Portal.
Bnaropaps eonHom Touke

[OCTyna, TexHonornm VIMEIOLLMECS B X apCeHarne CPeacTBa C Lienbio N36exaTb aBTOMaTUYECKOro
paboTatoT B3aMMOCBS3aHHO, obHapy>xeHns. KonnyecTtso VB-cobbiTuin, exxeqHEBHO 0bpabaTbiBaeMblx
oboralas 1 ycunmeas opyr SOC, pacTeT B reOMEeTPUYECKO MPOrpeccun. YUnTbiBas Konm4ecTso

apyra. exeHEeBHO NnogBnsoLmMxcs 0bpasLos BIMO, addekTrBHag NproputTesaumng

1 CBOEBPEMEHHas paboTa Mo VHUMOEHTaM 6€3 COBPEMEHHbIX
aBTOMaTU3UPOBAaHHbBIX CPEACTB aHan3a CTaHOBUTCS NPaKTUYECKM
HEBbINOMHUMOW 3a4a4uel.

MOLLIHbIM MHCTPYMEHT AN KOMIMIEKCHOro aHanusa yrpo3 Kaspersky
Threat Analysis npenocTaBUT JaHHbIE AN NPUHATNS OB6OCHOBAHHbIX
peLleHni, 9dPEeKTUBHOIO CAEPXMBaAHUS YrPO3 1 BblBEAET MPOLIECC
paccnenoBaHns UHLMOEHTOB Ha HOBbIV YpoBeHb. [ToMnmo obnayHomn
MeCOYHULLbI, CEPBUC NMPenoCcTaBNgeT AOCTYN K CaMbliM COBPEMEHHbIM
TEXHONOIMSIM aTPUBY LMW KnbepaTak 1 BbiSIBIEHNS CXOXECTN
noao3puTenbHbIX GannoB C APYrMN N3BECTHLIMY BPEAOHOCHbLIMI
obbekTaMu.

C nomoLLbto TexHonorun, Bxoadmx B Kaspersky Threat Analysis,

BaLLW aHaNUTUKN CMOTY T BCECTOPOHHE OLLEHUTb CUTYaLMIO, MONYYNTb
NoniHoe NpeAcTaBneHne o naHgwadTe yrpos v NpuHATb 3PdeKTMBHbIE
I CBOEBPEMEHHbIE MEPbI pearnpoBaHnS.

Kaspersky Threat Analysis

Kaspersky Threat Intelligence Portal

Mopo3puTenbHbii
dainn . .
% * [vHamnueckwii/cTaTnyeckuii aHanua
Q\’ * YARA/IDS-npaBuna CkaHMpOBaHNS ceTun
¢ TTP’s 310yMbILLNEHHVIKA
* Knaccudukaums yrpos aHTUBMPYCOM

Sandbox
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vnm REST API ==
NB- @ « bBasa paHHbIx APT-yrpos JIK
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@ NB-crncTemsl Similarity
&%)  XDR/SOAR/SIEM
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MOLUHBIA UHCTPYMEHT
OVHAMUYECKOro aHanmaa,
MO3BOMSHOLLMN NCCefoBaTb
ncxodHble obpasLbl dannos,
HaxoAUTb UHAVKATOP.I
KOMMpOMeTaLun Ha OCHOBaHWU
noBefeHYeCcKoro aHanmaa

1 0BHapyXVBaTb BPEAOHOCHbIE
06bEeKThI, KOTOPbIE

He BCTpeyanunch paHee.

npoayKTa

ABTOMAaTV3NPOBaHHbIV aHanM3
ob6bekToB B cpefax Windows,
Linux n Android

©

3alumTa OT YKIOHEHNS
BPE€AOHOCHLIX dalinos

OT aHannsa 1 nepenosble
TEXHONOMNN AMY AN
aKTUBHOCTW Nonb3oBaTenei

o
(2

OTnpaeka ¢alnnoB Ha aHanns
BPYUHYIO 1 nocpenctaom API

Sandbox

MecouHunua «JlabopaTopum Kacnepckoro» o6benHsIeT BCE 3HaHWS
O noBefeHu BpegoHocHoro MO, nonyyeHHble 6onee yem 3a 25 net
HenpepbIBHOMO NCCNeaoBaHns Yrpos, YTo NO3BONSET OBHaPYX1BaTb
6onee 420 000 HoBbIX BPeAOHOCHbLIX O6BbEKTOB Ka) bl AEeHb.

coyeTaeT B cebe NoBeaeHUYECKNIN aHann3, HaaeXHble
TEXHMKN NPefoTBPaLLEHNS YKTOHEHWS OT aHanmaa v TEXHONOr
MOZENVPOBaHNS NOBEAEHNS YeNOBeKa.

pewaeTt?

Mopo3putensHble daiinbl, He O6HaPYXEHHbIE aHTUBUPYCHBLIMIA
cpeacTBamMu, MOry T NMPOSIBUTL CBOE BPELOHOCHOE NoBeaeHne
TOMNbKO B NpoLiecce BbinonHeHWs. Sandbox nossongeT
BOCMPOV3BECTW NoBefeHe dalina 1 BbiBUTb NOBYH0
MOTEHLMabHO ONacHYO akTUBHOCTb.

(&

lMoppep>xka aHannsa
6onee 200 Tvnos

$alnnoB ¢ NoAPOLHbLIMA
aHaNUTUYECKMN OTYETaMM

o
all

OnpepeneHve penTuHra
YFpPO3 U YPOBHS OMacHOCTU
aHanm3npyemoro O6'beKTa
Mo MeTpukKamM n gaHHbIM,
MoNy4YeHHbIM B pe3yrbraTe
ncnonHeHws danna

Bonee 1000 npaBwn
Knaccmnorkaumy BpegoHOCHOro
nosegeHus darina no TakTukam
n TexHnkam MITRE ATT&CK

@

BoamoxHoCTb

npoBepsTL CETEBOW

TpaduK, reHepupyeMblin

npw BeiNoNHeHWX dainna,

C MOMOLLLbIO NPefHaCcTPOEHHbIX
Suricata npasun



B ocHoBe Sandbox nexunT 3anaTeHToBaHHas TexHonorung «Jlabopatopum Kacnepckoro» (N nateHTa
US10339301). lNecoyHnLa BOCCO34aeT YCNOBUS A1 3arnycka Bpe4oOHOCHOro koaa, No3BoNgs nccnenoBatensam
aHanM3npoBaTb Nogo3puTeneHbln darn nin URL-agpec.

YT06bI N36EXaTh pa3obnaveHns, BpeAOHOCHbIN $alin B MpoLecce BbiMOTHEHNS MOXET MblTaTbCs ONPeaennTb,
HaxXOAUTCS NN OH B BUPTYasnbHOM Cpeae, Ui OCTaBaTbCs HEaKTUBHBIM B TEUYEHME HEKOTOPOrO BPEMEHN,

noka NecoYHuLLa NPEANONOXNTENBHO HE 3aBEPLUMT NPOLECC aHann3a ero BbiNoHEHWS. 3anaTeHToOBaHHas
TEXHOMNOS YCKOPSIET TEYEHME BPEMEHM Ha BUPTYasIbHOM MaLUVHE, YTO MNO3BONSET MHMLMMPOBATL BbIMOSHEHNE
BPELAOHOCHOrO KOAa, He [OXMAASCh UCTEYEHNS 3anpPOorpamMMIPOBaHHOMO B HEM BPEMEHMW OXNOAHWNS.
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Sandbox

(@) Kaspersiy
X Threat Intelligence Portal

«

23 Home

Q Threat Lookup

&8 Research Graph

[ Reporting

@ Threat Analysis

@ Digital Footprint

Q. WHOIS Tracking

& APT C&C Tracking

N DataFeeds

£ What's New and Upcoming

@ News

Sandbox

I Kaspersky Threat Intelligence Portal v

PaclumpeHHbili aHanma
dalinoB pasnnyHbIX
dopmaToB

Busyanunsaums
VN UHTYUTUBHO MOHATHAas
OTYETHOCTb

Q_search.

Sandbox

Reportfor file

0a421b0857cfe4d0066246ch87d8768c¢.apk.apk

B Malware

Summary ©®

Detects

® Malware 4
Adware and other 1

Uploaded 16 Nov2023 16:17

Analyzed 16 Nov2023 1623 Execution time
Database update 14 Nov 2023 00:34 File extension
File size 201.36 KB (206196B)  HTTPS decryption

File type apk Click links

Suspicious activities

Execution environment ~ Auto (Androidx86)  MD5

Auto (300 sec) SHA-1

apk
Yes

Yes

Kaspersky Security Network
Kaspersky Private Security Network

A

PenyTauus dpaiina/
URL-appeca

CTaHpapTHble
N pacLUMPEHHbIE HAaCTPONKN
011 ONTUMU3aLN
npon3BoaNTENTbHOCTN

MeTonbl o6HapyXeHus
obxofa 3aLmThl
1N MOAENMPOBaHne
noBefeHVs YenoBeka

Extracted files

38 21

Total Total

® High 0
® Medium 1
Low 37

® Malware 1
Adware and other 0O
® Clean 13
Not categorized 7

0a421b0857cfe4d0066246cb87d8768¢

0372ebcf4 01d0

SHA-256 741339cc5e7700f666848e1840d622da9a5ae65bec0374a841543407889¢1179

Q

O dekTrBHOE O6HApPYKEHME
APT, Lenesblx 1 KOMMIEKCHbIX
yrpos

6

PaGounin npovecc,
MO3BONSHOLLMIA NPOBOAUTb
LeICTBEHHOE N BCECTOPOHHEe
paccnenoBaHie MHUMAEHTOB

AN
Q
MacLuTabuposaHue 6e3

HEOBXOAVMOCTY MOKyNaTh
LIOPOroCTOSILLE YCTPOWCTBA

&

BesynpeuHas nHTerpauuns
v aBTOMaTM3aLVs NpoLeccoB
6e3onacHoCT

@ e

©) Exportresults

Network activities

® Dangerous 0
® Not trusted o
Adware and other 0
® Good 4
Not categorized 0



Moapo6Hblie aHaNUTUYecCKmne

Mo 3aBepLUeHN aHann3a Sandbox NpenocTaBNSeT NOAPO6HbIN OTYET O NOBEAEHWN aHann3npyemoro daiina,
MO3BONAOLLMNIA peann3oBaTb NOAXoasLLME Mepbl MPOTUBOAENCTBUS. OTUET COQEPXUT CrneayioLme CBeAeHUS:

KpaTKme cBeneHuns ObLwag nHdpopMaLs O pesynbTaTax BbiNonHeHWs daina nnm nposepkn URL agpeca

OBHapy>eHHble yrposbl

CpaboTaBLue CETEBbLIE NpaBuna

KapTa BeinonHeHus daiina

|_|O,D,03pI/ITeJ'I bHa4a akKTNBHOCTb

CKPVHLWOTHI

3arpy>eHHble PE-o6pa3sbl

daiinoBble onepauunn

Onepaunu ¢ peecTpom

Onepauuu ¢ npoLieccamu

OI'IepaLI,VIVI CUHXPOHM3aunmn

3arpy>keHHble darinbl

CoxpaHeHHble dannebl

HTTPS/HTTP/DNS/IP/TCP/UDP
v ap.

[amn ceTteBoro Tpaduka (PCAP)

MaTpnua MITRE ATT&CK

Cnuncok Yrpo3, BbigBJIeHHbIX B MpoLeCcce BblMONHEHNSA q>a|7|r|a CTaHOapTHbIM
aHTUBNPYCOM 1 TEXHONOTMAMKN NoBEAEeHYEeCKOro aHannsa

Cnuncok ceTeBbIx Suricata-npasus, cpaboTaBLUMX BO BpeMs aHanmaa Tpaduika
OT 3anyLLeHHOro obbekTa

|—p8¢I/IMGCKVI npencrtaB/ieHHble [encTBunsg 06bekTa 1 B3arMOCBA3M Mexnay HAMN

CnrcoK 3aperncTpupoBaHHbIX MOAO3PUTENBHBIX AENCTBIUMN

Habop CKpUHLLOTOB, CAEeNaHHbIX BO BPEMS BbINOHEHWS dalina U npoBepKn
URL-agpeca

Cnincok 3arpy>xeHHbix PE-06pa30B, 06HapYXeHHbIX BO BPEMS BbiNOHEHS dalina
nnn nposepkn URL-agpeca

Crmcok dainoBbix onepauui, KOTopble Bbl 3aperncTPNPOBaHbl BO BPEMS
BbINOHeHWs Garina nnu nposepkun URL-agpeca

Cnncok onepauuii ¢ peectpom OC, 06HapyXeHHbIX BO BPEMS BbINOMHEHWS darina
mnu nposepkn URL-appeca.

Cnrcok B3anmoaeicTeui daiina ¢ pasnmyHbiMy NpoLeccamul, KOTopble Bbin
3apercTprpoBaHbl BO BPEMS BbINOHEHNS dalina.

Cnuncok onepaumiin Co3AaHHbIX 06 beKTOB CUHXPOHN3aLMM (MbIOTEKC, COBbITYE,
ceMadop), KOTopble BbIV 3aPErNCTPUPOBaHbI BO BPEMS BbINONHEHWS daiina
mnu nposepkn URL-appeca

Cnncok ¢alinos, n3BneYeHHbIX N3 CeTEBOro Tpaduka BO BPEMS BbINOMHEHWS darina
mnn nposepkn URL-appeca

Cnncok ¢alnos, KoTopble 6l COXPaHeHbl (CO34aHbl UV N3MEHEHbI) BEIMOTHIEMbIM
dannom

CBefeHNny O CeTeBbIX CeaHcax/3anpocax, 3aperncTpUpPOBaHHbIX BO BPEMS
BbINONHeHus darna nnn nposepkn URL-agpeca.

CeTeBad akTVBHOCTb, KOTOPasd MOXET OblTb 3KCNopTUpoBaHa B dopmaT PCAP

Bcg akTMBHOCTb MPOLLECCOB, 3adbUKCUPOBaHHAsA B XOAE SMYN4LmMn, NpeacTaBneHa
B Buae matpuupsl MITRE ATT&CK
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AHaNUTUYECKNIA UHCTPYMEHT,
NOMOTatoLLiA ONPEenenTbL
BO3MOXHbIX aBTOPOB 1 CTOUHK
BpenoHocHoro 0.

TexHonormns ocHoBaHa

Ha YHVKaslbHOM MeTofe
CPaBHEHWS aHaNM3npyemblx
9K3EeMMISIPOB NOO03PUTENBbHBIX
$alinoB ¢ Lenbto BbiSBEHMS
CTeneHn cxoacTea

C BPEeLOHOCHEIMM 0BpasLiaMm
13 konnekLmn «/labopatopun
Kacnepckoro», obecneunsas
NpPakTUYECKN HYIEBON MPOLIEHT
NOXHOMOMNOXNTENBHbIX
cpabaTbiBaHuin. Cuctema
aTpnbyunn «JlabopaTtopun
Kacnepckoro» nossonget
COMOCTaBUTb HOBbIE
noTeHUnanbHble Yrpo3abl

C N3BECTHBIMU XakepCKMM
rpynnUPOBKaMMU.

Attribution

Kak npaBuno BpegoHOCHbIE MPOorpaMMbl, HanCaHHbIE OOHVM

N TEM XXE aBTOPOM, UMEIOT 0bLme naTTepHbl. Camnbl, OCTaBNEHHbIE
3710y MbILLAEHHNKaMU, TLWATENbHO aHanu3npytoTcs. Ha ocHoBe
YHUKaNbHOro Koaa, 0bHapy>XeHHOro BO BpedoHOCHOM daline
MOXHO HalTV MOXOXWE Ha Hero 06bEKThI. DKcnepThl «JTabopaTopun
Kacnepckoro», o6HapyXuBLUME OECATKM aTakK rnobanbHoro Maclutaba
3a rofpl paboTbl, TOCTOSAHHO N3Y4YatoT HOBbIE YrPO3bl 1 MPOBOASAT
CKpynynesHble nccnenoBanHng APT-atak. ST OBLUMPHBIE 3HAHKS
Nernu B OCHOBY TEXHOMOIA KOTOpag No3BonsieT
aTpPUbyTMPOBATb HOBYIO YrpO3Yy K paHee nccnegoBaHHOMY
BpenoHocHomy MO n APT-rpynnmpoBke.

«J1labopaTopus Kacnepckoro» otcnexmsaeT 6onee 1100 yrpos

1 KamnaHuii 1 BelinyckaeT 200+ OTYETOB 06 Yrpo3ax exxerogHo.
ViccnepnoBaHng aKCnNepToB HEMPEPLIBHO NOMONHAOT Konnekumo APT-
dainos, cogepxxaluyto yxxe 6onee 80 000 06pa3LLoB, YTO B COYETAHUN
C MCMOJIb30BaHNEM aBTOMATU3NPOBAHHbBIX MUHCTPYMEHTOB NMO3BOJSET
LOBUTBCSA UCKITIOUNTENBHOM TOUHOCTU aTpUbyLIMIA.

pewaeTt?

ATpurbyuuns darna K onpeaeneHHoN XxakepCcKom rpynnmpoBke
Haps4y ¢ MHGOoPMaLMen O TOM, Kak MUMEHHO aTaKyloT

3TN KNBEPNPECTYNHNKN, AaET BOSMOXHOCTb OnpenennTb
MECTO 1 Ha3Ha4YeHne faHHOro garina B O6LLEN Lienoyke aTaku.
B cBoto ouepenpb, 370 faeT BOSMOXHOCTb MPEANONOXUTD,

roe Heobxoammo nckatb gpyrue loC/IoA, uTobbl, 3abnoknpoBas
OTAENbHbIN BPEOOHOCHbIN dalin, He NPONYCTUTb OCHOBHYIO
aTaky. Bce aTo no3songeT onepaTnBHO NPOBOANTb aHaNN3

N NPUHUMaTb 3P DEKTUBHBIE MEPbI NO 3aLUMTE OT LieNeBbiX aTak.

Attribution

dann

[eHoTuNbI YACTbIX M APT-dalinos
(o6HoBnsiemas 6a3a)

Kaspersky Threat Intelligence Portal

-
Attribution
~

V13BneuyeHne
«rEHOB»

)
)

DeathStalker

ConocTaBneHue
«reHOB»



npoayKTa
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MrHOBEHHbIN [OCTYN

K XpaHWunuwly, roe cogepxxaTcs
Konnekummn gaHHbIX

O COTHSX APT-koMnaHui

1 MHOXECTBE 9K3EMIMNAPOB
BpenoHocHoro MO

Ca

OYHKLMOHANBHOCTb
pacnakoBKW 3aLLMLLEHHbIX
naposemM apxmBoB

7 Kaspersky

721f06329a580215327f9eedc5da28d4 fatched attribution entities

©

3kenopT YARA-npasun
ANS fanbHewnwero
aBTOMaTU3MPOBAHHOIO
nouncka Noxoxmx dannos

B H)pPaCTPyKType

[©

o
™

3arpyska ak3emMnngapoB Gainnos
yepes BEG-NHTEPDEIC, a TakXKe
no APl (ons nuterpaumn

C aBTOMaTU3NPOBaHHLIMI
npoueccammn)

SkenopT B popmaT STIX 2.1 (Takxe nogaepxmsatroTca popmatbl TXT
1 JSON) onsa panbHenwero aBToMaTn3npoOBaHHOIO aHamM3a XXypHasnoB
©e30nacHOCTU N JNS HTErpaumimn CoO CTOPOHHNUMUN pPeLLEHNSIMMN

1 cpepcTBamMy 6€30NacHOCTU

HoneyMyte (97%) >

File name Size

Bad genotypes (matched/total)

@

Bad strings (matchedjtotal) Attribution entities

(%) Tireat inteligence Portal Qses
« Threat Attribution
&3 Home Reportforfile
Q_ Threat Lookup 721fc63a9a58c215327f9eed4c5da28d4
£ Researc h Graph [ r=
B Reporting summary
@ ThreatAnalysis D5
20.00 KB (20480 B)
@S Digital Footprint e x
0, WHOIS Tracking
8 APTCaC Tracking Sample & Content
M\ Data Feeds Status MDS
E] What's New and Upeoming . v B Malware 721fc 29a58c215327f9eedchd

721 580215327f9eedo5da28d4

@ News
Similar samples

status MD5

size Genotypes matched (total) Strings matched (total)

20.00KB (20480 B) 74(74)

- HoneyMyte (97%) >

Similarity  Attribution entities  Aliases

B Malware  30602dc3783cf6698219529b07d26476

NMonCKa cxoacTtBa

2000KB(20480B)  74(76) 0(2) 97

HaneyMyte >

Mustang Panda, Bronze President, TEMP.Hex, Red Lich

YTO6bI BBISIBUTb CBSI3b MOAO3PUTENBHBIX PalifioB C XakepCKUMM rpynnnpoBkamu, Attribution ncnonesyet

YHUKan bHbI 3aNaTEeHTOBAHHbIA METOL,

BK/IOYaET B CE6S:

AHann3 reHeTnkn
obpasua

nyTem n3BnedveHnda n3 ero koga
crnegyrounx aieMeHTOB:

- [eHOTUNbI — XapakTepHbIe
dparMeHTbl ABONYHOIO Koda

- CTpOKWN — XapaKTepHbIE CTPOKM
CUMBOJIOB

ABTOMaTNYECKNIN NONCK
B aHaNM3npyembIxX
dannax

rEHOTUMOB U CTPOK, CXOXIX

C reHoTUMNamMm 1 cTpokKamu

06pasLOB, BCTPEYaBLUMXCS B paHee
paccnenoBaHHbIx APT-aTakax nnm
CBSI3aHHbIX C KOHKPETHBIMY XaKepCKUMM
rpynnupoBKamm

darnoB. 9TOT MeETOL,

Ha ocHoBe HallaeHHbIX
CXOXXUX AAaHHbIX

dopMUpPYETCS OTUET O pannax,
CB$3aHHbIX C aHaMN3NPYeMbIM
06pasLLOM, 1 ICMOMb3YEMbIX
KOHKPETHbBIMI XaKepCKMM
rpynnMpoBKamm



Similarit
-1 Kaspersky y
Threat Analysis
[ns BbICTparBaHNS HaaeXHOW NHUM OBOPOHbI HE 0693aTENBHO 3HATb
Bpara B NLO. — YOOBHbINA IHCTPYMEHT A9 BbiSBIEHS
$annoB, KoTopble GYHKLNOHMPYHOT CXOXMM 06pasoM, CO30aHHbIN
Ha OCHOBE HOBEWILLEN TEXHONOMW, Pas3paboTaHHOM BEAY LM
% % akcnepTamu «JlabopaTopuen Kacnepckoroy. [1ns onpeaeneHns
9 CXOXecTu ncrnosbayeTcs 6onee 50 yHMKanbHbIX TUMOB CrieLmanbHbIX
X3LUel, a Takxe 6a3a gaHHbIX 0bpasLoB BpeaoHocHoro MO,
L. HakonneHHas «JlabopaTopuel Kacnepckoro» 6onee, yem 3a 25 ner,
Similarity 1 copepKaLlas MUIMOHbI BPEAOHOCHbBIX haifioB, YTO NoO3BONSET
obecrneunTb BbiCoYaliLlyto TOYHOCTb U AOCTOBEPHOCTb PE3Y LTaToB.

VIHCTpYMEHT ANS BbISIBNEHNS
dali1oB CO CXOXEN

OYHKLMOHANBHOCTbIO,

NO3BONSIOLLMM 3aLUNTUTHCS 2

OT HEN3BECTHbIX 1 CKPbITbIX peLIJaeT -

yrpos.
TexHonorng Nnos3eBongeT HaxoAUTb B UHOPACTPYKType
dainnbl, NIOXOXKMEe NO CBOEMY MOBEAEHMIO Ha YXXe N3BECTHOe
«J1labopaTopum Kacnepckoro» BpenoHocHoe MO (B ToM uncne
YKJIOHSIOWEeecd OT CpencTs 3awunThl). Brnarogaps yH1kanbHomy
MeToAY ornpeaeneHns CXOXeCTy MOXHO BbISIBUTL Aaxe
Te BPeAOHOCHbIe dalinbl, KOTOPbIE HE YAanoCh CBA3aTb
C M3BECTHbLIMIU XaKepCKUMU rpynnnpoBkaMn. 9To gaeT
YBEPEHHOCTb B TOM, YTO IOH60E N3MEHEHME 3/10YMbILLTEHHNKOM
BPEeOOHOCHOro dalina ¢ Lesbto YKIOHEHNS OT OBHapY KEeHWNS
OCTaHETCY B MoJie BaLLEro 3peHus.

Similarity
Kaspersky Threat Intelligence Portal
Similarity
Threat Analysis CpaBHeHne
A CoBsnapeHus
) no Xawam @
dann OTtyet
C nepeyHem
N3BneyeHne Konnekums dainnos MOXOXUX

Pazau-xaLuei «JlabopaTopum Kacnepckoro» darnos



Kaxxgpln daiin nveeT onpeneneHHblin dopmaT, CoOAepXUT cneundurnyeckmne CTPoKM, CeKLn, Tabnmubl
MMNoOpPTa, MOXET UCMONb30BaThb OnpeneneHHbI Habop NPOrpamMM-ynakoBLLMKOB. SKcnepTbl «/labopaTopum
Kacnepckoro» cosganu Habop XaLwen Ans onpeaeneHns CXoxecTn mexay dannamMmm no aHHbIM NpU3HaKam.
lNpwn 3arpy3ke nccnenyemoro garina Ha aHanm3a B Similarity, cuctema nsBnekaeT N3 Hero Gas3n-xaLmn

1 CPaBHMBAET NX C aHaNOrNYHbIMN X3LLamMuy BPEeAOHOCHbIX $alinoB, HAKOMEHHbIX 3a 6onee yem 25 net

B BrbnmnoTteke o0bpa3sLoB BpenoHocHoro MO «JlabopaTtopun Kacnepckorox. B cnyyae o6HapyxeHus
coBrnageHn popMMPYeTCs CNNCOK X3LUE Hanbonee NOXOXMX Ha AaHHbIN 0bpa3seL, U3BECTHbIX BPEAOHOCHbIX
$alinoB, OTCOPTUPOBAHHbBIX MO CTEMEHN CXOXECTU. B 0OTUETE COAEPKMTCS AOMNONHUTENBHBIA KOHTEKCT

C MeTafaHHbIMM A5 KaXKAoro noxoxero danna:

+ [1OCTOBEPHOCTb CXOXECTU

- CtaTtyc daiina (BpeooHoCHoe
nnu peknamHoe No)

- HassaHue yrposbl (BepankT
aHTVBMpPYCa)

npoAaykTa

S

[lns cpaBHEHWS NCMONb3yeTCs
OfHa N3 CaMbIX KPYMHENLNX

B OTPaC KOMNEKLMS OaHHbIX
BPEOOHOCHBIX 1 YNCTbIX

dalinoB — MUNIMOHbLI 06Pa3LOB,
COBpPaHHbIX BEAYLLMMUN
akcnepTamu «JlabopaTopun
Kacnepckoro» 6onee 4yem

3a 25 net

(@) Koot Qe
Threat Intelligence Portal

« Similarity

& Home Reportfor file

Q Threat Lookup
Similar files found

£ Researc h Graph

B Reporting summary

@ Threat Analyeis ne 15 Nov2025 2103

@ Digital Footprint Sample & Content

2Q WHOIS Tracking

Info
&8 APT C&C Tracking

MD5 aa9B784243bif704264601bc8a2371a

3 DataFeeds SHA-1

4294682514947 1969a868bf2ac27473787b0asb

- BpemeHHble MeTKu NepBoro
N NnocnegHero obHapy>XeHns

- KonnyecTBo coBnageHmin
(0BHapy>XeHWiA)

o
™

3arpy3ska aK3eMnIspos
dainoB yepes Beb-NHTEPDEIC
I C NCMNOSIb30BaHNEM

API (ang nHTerpauumn

C aBTOMaTU3MPOBaHHbIMM
npoLieccamm)

faa98784e43bff7c4264601bc8a2371a.exe

- Xow danna
- Tvin danna
- Pasmep daina

DYHKLUNOHANbHOCTb aKTUBHO
NCMOb3YeTCs B TOM YMCne

1 akcnepTamm «JlabopaTopum
Kacnepckoro» ong nsy4eHus
HOBBIX YrPO3, C Liefbto
obecrneyeHns MakCrMasnbHOro
YPOBHS 3aLLMTbI B HALLKX
NPOAYKTax, YTO perynspHo
NOATBEPXO4AETCSH BbICOKNMM
oLeHKaMm No pesynsraTam

He3aBNCUMbIX TECTOB
1 0630poB
MogpobHee
@ e
) Export results.

llename  faa08784e43bff704264601bc8a2371a

SHA-256 7b6559b8b4f079 1fdbasbbe 1b485ae8344d81e366a5260f380037ec3c020d6f2

E] What's New and Upeoming

@ News
Similar files | © Download data

Status Detection name

Confidence Firstseen Lastseen

933.00 KB (955392 B)

Hits (=)

Hide all v

MDS Type Size

H Malware

TrojanWin32.Zonidel.dmn

15Jan 2019 1905 12 Nov2023 14:42

1,000

bé44ccd6939bdbosfé 1o9e7 1a128b2613 exex32 3655688
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Kaspersky Threat Analysis

Kaspersky Threat Analysis npegoctaBnseT co60 NONHOLEHHBIN HABOP MHCTPYMEHTOB 419 OBHAPY XKEHUS
Knbepyrpos. [JaHHble NHCTPYMEHTBI MOIY T MPUMEHATHCS B CNEAYIOLLMX CLLEHAPUSX:

s,
PearnpoBaHue
Ha UHUWOEHTDI

OB6Hapy>XeHe Yrpos, YKITOHSIIOLLXCS
OT OBHapPYXeHWs CpefCcTBaMM 3aLLATHI

CTaTnyeckunin/anHamMmmnyeckmnin aHanmn3a
noaoospuTensHbiX Garnos

BhigBreHe CBA3M HOBOMO BPeaoHOCa
C onpeaeneHHon rpynnpoBKo ANs
MOHUMaHNS BOBMOXHbIX AabHENLWX
3TanoB ataku

Threat Hunting
(aKTVBHbBIV NOUCK Yrpo3)

CkaHupoBaHue NHPPaCTPYKTYPbI
Ha Hanmuue 10Cs, coaepXaLumxcs
BOTYETE

Mownck NoTeHUManbHO BPeaOHOCHbIX
MoaMPVIKaLMIA MOMYNSPHBIX YNCTbBIX
dannos

BbisisneHne obwmx loCs mexay
HEen3BEeCTHbLIMU 11 U3BECTHLIMI
BPELOHOCHBIMY dannamm

&

AHanns
BpeaoHocHoro NO

AHanm3 HEN3BECTHLIX YrpPO3

Mounck 1 aHanma CXoXnxX BPeaoHOCHbIX
darnoB Ans onpeneneHns
@YHKUMOHANBHOCTU UCXOAHbIX
06dycUMpPOBaHHbIX Galinos

— 3TO MBKNIA I MOLLHbBIA MHCTPYMEHTaPWM, COCTOSLLNN N3 B3aNMOCBA3aHHbIX
KOMFMOHEHT, MO3BONSOLLMX NPOBOANTL KOMMIEKCHbIV 1 MHOFOYPOBHEBbIV aHann3 Noao3puTENbHbIX daliios
019 BbISIB/IEHNS U Klaccudukauyy CoBpPeMeHHbIX KNbepyrpos. [JaHHbI MHCTPYMEHTapuii noMoraeT
komangam SOC, rccnepgosaTensv 6e30nacHOCTY U aHanuTkam BpeaoHocHoro MO ocTaBaTbCcs B Kypce
CYLLIECTBYIOLLMX V1 BOSHUKAIOLLMX YTPO3, MO3BOJSAS BbICTPO PaCcCTaBNaTh MPUOPUTETHI N GOKYCUPOBATLCS
B MEPBYIO 0vepenb Ha yCTpaHEeHU Hanbonee KpUTnYecknx npobnem 6e3onacHoOCTW.
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