What makes your
growing business
stronger

kaspersky



What's
happening —
and why

It matters to
your business

For SMBs today, running a business means running
on digital systems. Cloud platforms, remote work,
mobile devices, online tools and services and Al-
driven automation make many aspects of day-to-
day operations easier, but they also create more
entry points for attackers.

~

More Al-powered attacks

Al enables low-cost, automated phishing and password attacks
at scale

Y

More tools, more entry points

Every new service adds another potential door into your business

Y

& ® ®

Limited time and staff

Small IT teams can’t monitor everything all the time

Y

e
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Work outside company control

Using personal accounts and devices for work places data outside
corporate protection and increases compliance and financial risk




What puts
your business
atrisk — inside
and out

Most cyber incidents in SMBs don’t
start with dramatic attacks.

They start with everyday decisions,
routine tasks and common business
challenges.

p

External and internal risks

Download dubious files — Operations grind to Open a suspicious email —»  Stolen credentials,
somewhere on the internet a halt with extra discounts for business disruption
employees

Install unknown software —>  Data theft, unstable Using compromised - Disr(f’rion to customers
with hidden malware systems or untrusted third- and a resul’ring loss of
running parfy services trust




Challenges

Skill shortage in incider#=»  Wrong decisions make Posfponing security —>  Higher recovery costs

handh’ng situations worse investments later

All these factors threaten business

conﬁnuh‘y and growHw, Ieading to:

. \
Overloaded IT team - Missed threats Fast IT 9row’rh of - Securify can't keep up

responsible also for and delayed response endpoim‘s and using
cybersecurh‘y services




Understand what
can hold you back
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D <||

.\/A

You're too small

P4 i" fo be a farget’

@ Q& ]

You don't have

‘ resources and

experhse to

/‘ manage it

You'll deal with it

later when you have
more time

Securh‘y regulaﬁons
don't rea”y apply
fo you

But the right
cybersecurity
helps overcome
barriers and
boost business
growth



Current 43%%
S e C U rlty of attacks target SMBs*

landscape $

~ $/70 000
for SMBs

The average cost of anincident *

(dataloss, phishing, ransomware, fraud, reputational damage)

1 week to 6 months @

Potential downtime



What reliable security

means for you

p
Early threat detection

Stop evasive threats before they
become incidents

A
/

Clear visibility

Know which devices, users and apps
have access to your systems

\

Automatic threat protection

Built-in protection against mass threats,
reducing the need for manual response

Expert security — no need
to build your own team

Strong protection without the cost
and hassle of hiring specialists

-

Fast recovery if something
goes wrong

Less downtime = more stability and less
lost revenue

e

Lower workload for [T

Fewer manual tasks and mistakes, more
time for what matters — with streamlined
cloud-based deployment

~

Protection against
social engineering

Awareness training that helps recognize
scams, phishing and manipulation




Turn
cybersecurity
into a growth

Business
growth

Scale with confidence, seize new
opporfuniﬁes and build Iasﬁng

customer and parfner relaﬁonships.

enabler

Uninterrupted
continuity

Prevent disrupﬁon and keep your

business running smoofhlg

Efficient business
operations

Reduce manual effort and become a
less attractive fargef for attackers.

Strong security
foundation

/V\ulﬁ-layered profecﬁon that
defends your people, data and

sysfems



Core offering (& roweredoya |

K a S p e rS ky N e Xt Empoweripg your business with unmatF:hed cybersec:rity

. technologies and Al and human expertise — so you secure
Optimum

smarter and save bigger

Securlty
Awareness

Ema|I Security

)QDR Optimyp,

Workload Security

<R Opt'rnun7 O

(i) Threat
* ) Lookup & Analysis

EDR Foundations



Expand Kaspersky Next Optimum with
security modules as your needs evolve

Workload Security

Email
Security

Threat Lookup &
Analysis

Security Vulnerability
Awareness Management

Additional solutions to enhance protection with special pricing terms are available for new and existing Next Optimum cus tomers



How Kaspersky
addresses threats

and challenges ®
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How Kaspersky addresses threats and challenges

Kaspersky Next Kaspersky Next Kaspersky Next Kaspersky Next
EDR Foundations EDR Optimum XDR Optimum MXDR Optimum
mon threats
Malware  * @ ® ® ® °

Ransomware ° ° ® °
Fileless attacks ° ° o °
Phishing ° o . o
Unknown malware  New & fargeted o o o
Human error L ° °
@)) Uncontrolled third parties o o o
P /\/\anaged
Social engineering ) ° service from
S ersk
Lateral movement ° ° K P +Ej
exper S
Lack of resources . N_
Business continuity o



How security modules cover specific
security challenges

Security Email Workload Vulnerability
Awareness Security Security Management

Threat

13

Lookup & Analysis

=) Phishing and social
engineering

@] Sensitive data exposure

'—j Unknown
N1 or suspicious files

@ Cloud workload
exposure

{g} Vulnerabilities and
misconfigurations

[$¥] External threat visibility



How Kaspersky addresses

Download dubious files > Operaﬁons grind to a halt

somewhere on the internet

\ ©

14
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Stronger defense at every step of the ransomware path

&S —> @) > (n) —> (f) —> B

Attacker starts Ransomware Device starts Attacks Business
ransomware executes on the encrypting spreads disruption
campaign first endpoint

/\ /\ /\ /\ /\

Email I Kaspersky Next Kaspersky Next Kaspersky Next Kaspersky Next
Security EDR Foundations EDR Optimum XDR Optimum MXDR Optimum

Blocks emails containing Blocks known threats Detects suspicious Aggregates signals Experts monitor and
ransomware before they before they can execute activity and contains across your devices and respond 24 /7 to minimize
reach users compromised devices stops lateral movement impact

Each layer adds another opportunity to stop a ransomware attack
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Stronger defense at every step of the ransomware path

=

Don’t let ransomware
interrupt your business

Emall
Securlty

&

Blocks emails containing
ransomware before they
reach users

\_

Kaspersky Next
EDR Foundations

Blocks known threats
before they can execute

Kaspersky Next
EDR Optimum

Detects suspicious
activity and contains

compromised devices

-

Kaspersky Next
XDR Optimum

1C,

Aggregates signals
across your devices and

stops lateral movement

"

Each layer adds another opportunity to stop a ransomware attack

\_

Kaspersky Next
MXDR Optimum

Experts monitor and
respond 24 /7 to minimize
impact




Step-by-step protection against ransomware

What
happens

Initial access

A malicious attachment is
opened, or a download
triggers ransomware

Encryption starts on one
device

Lateral movement
attempt
Ransomware spreads
across other endpoints

How protection works

Prevention

Kaspersky Next
EDR Foundations

Blocks known threats thanks
thanks to multi-layered anti-
malware and exploit prevention

Captures how it started with
root cause analysis

Stops or rollbacks malicious
activity where possible with
behavior detection and
remediation engine

Limits propagation techniques
through host intrusion
prevention (HIPS) and exploit
prevention



Step-by-step protection against ransomware

What
happens

A malicious attachment is
opened, or a download
triggers ransomware

Encryption starts on one
device

Ransomware spreads
across other endpoints

How protection works

Advanced investigation and response

Blocks known threats thanks
thanks to multi-layered anti-
malware and exploit prevention

Captures how it started with
root cause analysis

Stops or rollbacks malicious
activity where possible with
behavior detection and
remediation engine

Limits propagation techniques
through host intrusion
prevention (HIPS) and exploit
prevention

Kaspersky Next
EDR Optimum

Catches and prevents unusual user
activity with Adaptive anomaly
control

Checks if compromise already
exists elsewhere after loC-scanning

Accelerates containment
and cleanup the
consequences with guided
and automate response

Get the fastisolation

and remediation from console
thanks to remote
troubleshooting

18



Step-by-step protection against ransomware

What
happens

A malicious attachment is
opened, or a download
triggers ransomware

Encryption starts on one
device

Ransomware spreads
across other endpoints

How protection works

Extended capabilities

Blocks known threats thanks
thanks to multi-layered anti-
malware and exploit prevention

Captures how it started with
root cause analysis

Stops or rollbacks malicious
activity where possible with
behavior detection and
remediation engine

Limits propagation techniques
through host intrusion
prevention (HIPS) and exploit
prevention

Catches and prevents unusual user

activity with Adaptive anomaly
control

Checks if compromise already

exists elsewhere after loC-scanning

Accelerates containment
and cleanup the
consequences with guided
and automate response

Get the fastisolation

and remediation from console
thanks to remote
troubleshooting

Kaspersky Next
XDR Optimum

Validates suspicious
objects thorough Cloud
Sandbox request

Limits account-based
spread thanks to
response via Active
Directory

Turn distributed signals
across infrastructure to
the meaningful picture of
spreading with alert
aggregation

19



Step-by-step protection against ransomware

What
happens

A malicious attachment is
opened, or a download
triggers ransomware

Encryption starts on one
device

Ransomware spreads
across other endpoints

How protection works

20

Managed protection

Blocks known threats thanks
thanks to multi-layered anti-
malware and exploit prevention

Captures how it started with
root cause analysis

Stops or rollbacks malicious
activity where possible with
behavior detection and
remediation engine

Limits propagation techniques
through host intrusion
prevention (HIPS) and exploit
prevention

Catches and prevents unusual user

activity with Adaptive anomaly
control

Checks if compromise already

exists elsewhere after loC-scanning

Accelerates containment
and cleanup the
consequences with guided
and automate response

Get the fastisolation

and remediation from console
thanks to remote
troubleshooting

Validates suspicious
objects thorough Cloud
Sandbox request

Limits account-based
spread thanks to
response via Active
Directory

Turn distributed signals
across infrastructure to
the meaningful picture of
spreading with alert
aggregation

Kaspersky Next
MXDR Optimum

Kaspersky experts
validate whether it’s
ransomware or false
positive, and set incident
priority

Experts supervise
containment steps and
confirm encryption activity
is fully stopped

Coordinated expert-led
response ensures all
affected hosts

are covered and no
missed endpoints remain



rotection

Extended mail p
before attacks start

Email Secure your business
Security  sommunications and sensitive data

Get visibility into cloud data

Detect email-borne threats, Reduce the risk of business ) A B
N1 malicious attachments and disruption, financial losses due a:} . &
{3 across email and data

unauthorized data sharing to scams, and data leaks

platforms
Multiple deployment scenarios Multi-layered protection Data access and
Protect on-premise, SaaS or hybrid email for Corporate email Sha”ng control
infrastructures with a single solution Get full visibility across your email Control how sensitive data is accessed,
infrastructure with robust mail security shared and transferred across email
technologies
\ A \

* An additional solution based on Kaspersky Security for Mail Server to enhance protection with special pricing terms is available for new and existing Next Optimum customers.



What business
and IT teams
gain

p

Protection against
ransomware

A

/

Business

Keep business operations running with
minimal disruption

Stay focused on growth instead of
recovering from attacks

A
&

N

IT or small cybersecurity teams

Detect and isolate threats before they
spread
.\ Respond quickly with clear remediation
n guidance

22



How Kaspersky addresses

Install unknown software with
hidden malware running

>

h

1

Data theft, unstable sysfems

23
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Continuous protection against malware and fileless attacks

</>

Malicious file, email
attachment or
website is opened

/\

Kaspersky Next I
EDR Foundations

Prevents known threats
and blocks malicious files,
exploits and scripts before
executing

— (&

Malware or
script executes

/\

Kaspersky Next
EDR Optimum

Detects suspicious activity
and fileless attacks using
advanced detection and

investigation tools

A

e A%

(LI’

Suspicious
behavior occurs

/\

Analysis

Deep analysis of unknown
threats and loCs to reveal
intent and related threats

-

Every solution strengthens your protection

Threat Lookup &

Attackers try
to maintain
access

/\

Kaspersky Next
XDR Optimum

Provides extended attack
visibility to accelerate
investigation and

response

\

—> B — ([

Lead to data
theft or privilege
escalation

/\

@ Kaspersky Next

MXDR Optimum

Experts uncover
sophisticated attacks that
tools alone may miss

-
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Continuous protection against malware and fileless attacks

Attack contained.
Data and systems protected.

Kaspersky Next
EDR Foundations

Prevents known threats
and blocks malicious files,
exploits and scripts before
executing

o

I(aspersky Next
EDR Optimum

Detects suspicious activity
and fileless attacks using
advanced detection and

investigation tools

A\

Threat Lookup &
Analysis

Deep analysis of unknown
threats and loCs to reveal
intent and related threats

-

Every solution strengthens your protection

Kaspersky Next
XDR Optimum

Provides extended attack
visibility to accelerate
investigation and

response

\

Kaspersky Next
MXDR Optimum

Experts uncover
sophisticated attacks that
tools alone may miss

\




Step up your defense against malware and fileless attacks

What
happens

Initial infection
User opens infected content
or script

Fileless execution
Malicious scripts rubs
in memory without file on disk

Internal propagation
Threat attempts spread
across endpoints or contact
external servers

Escalation
Attackers try to maintain
access or escalate privileges

How protection works

Core protection

Kaspersky Next
EDR Foundations

Automatically blocks malicious activity or suspicious
process due to file, mail and web protection

Blocks malicious script execution before it runs
with Anti-malware scan interface (AMSI)

Identifies suspicious runtime activity
with behavior detection

Script monitoring tracks execution
chains

Stops suspicious connections through network
protection

Stops harmful actions to the OS with Host Intrusion
Prevention (HIPS)

Limits propagation techniques via Exploit prevention

Root cause analysis shows how an attack
chains develops

Remediation engine rolls back malicious
actions



Step up your defense against malware and fileless attacks

How protection works

What

Kaspersky Next

h 3 p pe ns EDR Optimum

nitial infectior Automatically blocks malicious activity or suspicious Automatically detect dubious
User opens infected content process due to file, mail and web protection process behavior if malware
or script Blocks malicious script execution before it runs bypass signature thanks to
with Anti-malware scan interface (AMSI) Adaptive anomaly control
Fileless execution Identifies suspicious runtime activity Guided response enable rapid
Malicious scripts rubs with behavior detection containment
in memory without file on disk Script monitoring tracks execution et e e
chains unauthorized access due to
remote troubleshooting
nternal propagatior Stops suspicious connections through network Supports fast isolation
Threat attempts spread protection and remediation from
across endpoints or contact Stops harmful actions to the OS with Host Intrusion console with remote
external servers Prevention (HIPS) troubleshooting

Limits propagation techniques via Exploit prevention

Escalatior Root cause analysis shows how an attack Verifies environment for
Attackers try to maintain chains develops related artefacts through
access or escalate privileges Remediation engine rolls back malicious loC scanning

actions



Step up your defense against malware and fileless attacks

What
happens

nitial infectic
User opens infected content
or script

~lleless execution
Malicious scripts rubs
in memory without file on disk

propagatior
Threat attempts spread
across endpoints or contact

external servers

C—SCalatiC
Attackers try to maintain
access or escalate privileges

How protection works

Extended visibility

Automatically blocks malicious activity or suspicious
process due to file, mail and web protection

Blocks malicious script execution before it runs
with Anti-malware scan interface (AMSI)

|dentifies suspicious runtime activity
with behavior detection

Script monitoring tracks execution
chains

Stops suspicious connections through network
protection

Stops harmful actions to the OS with Host Intrusion
Prevention (HIPS)

Limits propagation techniques via Exploit prevention

Root cause analysis shows how an attack
chains develops

Remediation engine rolls back malicious
actions

Automatically detect dubious
process behavior if malware
bypass signature thanks to
Adaptive anomaly control

Guided response enable rapid
containment

Prevents success
unauthorized access due to
remote troubleshooting

Supports fast isolation
and remediation from
console with remote
troubleshooting

Verifies environment for
related artefacts through
loC scanning

Kaspersky Next
XDR Optimum

Detonates suspicious
object and

confirms malicious verdict
through Cloud Sandbox

Provides wide visibility
across the infrastructure
based on alert
aggregation

Disable compromised
attacks in one click thanks
to integration with Active
Directory

Alert aggregation
ensures no recurring
harmful activity

28
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Step up your defense against malware and fileless attacks

What
happens

User opens infected content
or script

Malicious scripts rubs
in memory without file on disk

Threat attempts spread
across endpoints or contact
external servers

Attackers try to maintain
access or escalate privileges

How protection works

Managed protection

Automatically blocks malicious activity or suspicious
process due to file, mail and web protection

Blocks malicious script execution before it runs
with Anti-malware scan interface (AMSI)

|dentifies suspicious runtime activity
with behavior detection

Script monitoring tracks execution
chains

Stops suspicious connections through network
protection

Stops harmful actions to the OS with Host Intrusion
Prevention (HIPS)

Limits propagation techniques via Exploit prevention

Root cause analysis shows how an attack
chains develops

Remediation engine rolls back malicious
actions

Automatically detect dubious
process behavior if malware
bypass signature thanks to
Adaptive anomaly control

Guided response enable rapid
containment

Prevents success
unauthorized access due to
remote troubleshooting

Supports fast isolation
and remediation from
console with remote
troubleshooting

Verifies environment for
related artefacts through
loC scanning

Detonates suspicious
object and

confirms malicious verdict
through Cloud Sandbox

Provides wide visibility
across the infrastructure
based on alert
aggregation

Disable compromised
attacks in one click thanks
to integration with Active
Directory

Alert aggregation
ensures no recurring
harmful activity

Kaspersky Next
MXDR Optimum

Kaspersky experts verify
the scale of more evasive
incident and prioritize real
threats

Ongoing expert-led
monitoring of stealth
behavior

Guided remediation support
ensures full containment

Coordinated expert-led
and rapid response stops
hidden spread

Kaspersky team confirms
full attack elimination
and prevents similar attacks



Threat : : :
Lookup & Enhance threat investigation

Analysis* and analysis

]
:‘ ’: Detect previously unknown threats @ Improve visibility intro threats and Strengthen investigation
ﬂ through deep analysis b indicators of compromise (IoCs) with enriched context

4

Analyze threats Get the full picture Boost your
Detonate suspicious objects in an isolated Enrich investigations with insights from all 'nveStlgatlon flow
cloud environment, identify similar sources, including surface, deep, and dark Improve understanding of threats with
malware and find out specific APTs behind web, as well as open-source data using extended context and unique data
them GenAl

\ A , \

* An additional solution based on the particular functionalities of Kaspersky Threat Lookup and Kaspersky Threat Analysis Requests to enhance protection with special pricing terms are available for new
and existing Next Optimum customers.



What business p
and IT teams
gain

y /k
-

Protection against

Business

@ Fewer disruptions caused by malware

Lower risk of data loss and system
downtime

IT or small cybersecurity teams

Spend less time investigating routine
threats, with automatic detection of
malware, mass and Rl =, 100 2

-ﬂ |e | ess a-t-t a Ck S Faster response without the need for

deep investigation expertise in-house




How Kaspersky addresses

Ve

AN ;.

Open a suspicious email with
extra discounts for employees

b

h

Stolen credentials, business
disrupﬁon

32



33

Unbeatable protection against human-related threats

= = (O

Phishing emails
reaches the user

/\

Email |
Security

Blocks phishing emails and
harmful links before they reach
users

Security
Awareness

Equips employees to recognize
and avoid phishing attacks

\

User clicks the link or
opens attachment

/\

Kaspersky Next

EDR Foundations

Detects suspicious activity
and fileless attacks using
advanced detection

and investigation tools

\

—> &k —>

Suspicious activity

begins

/\

Kaspersky Next
EDR Optimum

Deep analysis of suspicious
activity to understand its
scope and contain threats
faster

-

Each solution is built to expand your protection

Credentials or

device
compromised

/\

Kaspersky Next

XDR Optimum

Disable or restrict
compromised accounts to
prevent further spread

— ([

Sensitive data
exposed, processes
interrupted

/\

Kaspersky Next
MXDR Optimum

Kaspersky experts investigate
across endpoints to confirm the
threat has been fully removed
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Unbeatable protection against human-related threats

No successful phishing attacks.
Business keeps running smoothly.

Email
Security

Blocks phishing emails and
harmful links before they reach
users

Security
Awareness

Equips employees to recognize
and avoid phishing attacks

A

Kaspersky Next
EDR Foundations

Detects suspicious activity
and fileless attacks using
advanced detection

and investigation tools

A

Kaspersky Next
EDR Optimum

Deep analysis of suspicious
activity to understand its
scope and contain threats
faster

-

Kaspersky Next
XDR Optimum

Disable or restrict
compromised accounts to
prevent further spread

Each solution is built to expand your protection

Kaspersky Next
MXDR Optimum

Kaspersky experts investigate
across endpoints to confirm the
threat has been fully removed




When employees make mistakes, security takes over

How protection works

What

happens

B sy
FNISNINg C

User receives a malicious

email or clicks a suspicious

link

DAav/IiA J \ . et o oo
Payload executic
Users opens an
attachment or runs a
downloaded file

Credential compromise

User enters personal
credentials —
compromised account
used by attackers

compromise

Attackers attempt
internal misuse or
privilege escalation

Kaspersky Next
EDR Foundations

Blocks known phishing links and attachments
with file, mail and web protection

Multi-layered anti-malware protection scans
downloaded content for hidden risks

Collects illegitimate activity on the
endpoint level using behavior detection

Exploit prevention stops privilege
escalation attempts

Stops malicious process and rolls back
ilegitimate changes via the remediation
engine

Blocks unauthorized activities with Host
Intrusion Prevention (HIPS)

Network threat protection stops
suspicious outbound connections

Root cause analysis reconstructs the full
execution chain

35



When employees make mistakes, security takes over

What
happens

User receives a malicious

email or clicks a suspicious

link

Users opens an
attachment or runs a
downloaded file

User enters personal
credentials —
compromised account
used by attackers

activity
Attackers attempt
internal misuse or
privilege escalation

How protection works

Investigate and respond

Blocks known phishing links and attachments

with file, mail and web protection

Multi-layered anti-malware protection scans

downloaded content for hidden risks

Collects illegitimate activity on the
endpoint level using behavior detection

Exploit prevention stops privilege
escalation attempts

Stops malicious process and rolls back
ilegitimate changes via the remediation
engine

Blocks unauthorized activities with Host
Intrusion Prevention (HIPS)

Network threat protection stops
suspicious outbound connections

Root cause analysis reconstructs the full
execution chain

Kaspersky Next
EDR Optimum

Security for Microsoft 0365
filters phishing emails at cloud
level before they reach users

Accelerates
containment with
guided response

Verify the scope of compromise
running loC scanning

Enable fast isolation and
remediation from console with
remote troubleshooting

Encryption management
protects sensitive information
from exposure

Discard corporate data from
compromised device through
remote wipe



When employees make mistakes, security takes over

What
happens

User receives a malicious
email or clicks a suspicious
link

Favylioal ‘

Users opens an
attachment or runs a
downloaded file

>dential compromise
User enters personal
credentials —
compromised account
used by attackers

activity
Attackers attempt
internal misuse or
privilege escalation

How protection works

Expand visibility

Blocks known phishing links and attachments
with file, mail and web protection

Multi-layered anti-malware protection scans
downloaded content for hidden risks

Collects illegitimate activity on the
endpoint level using behavior detection

Exploit prevention stops privilege
escalation attempts

Stops malicious process and rolls back
ilegitimate changes via the remediation
engine

Blocks unauthorized activities with Host
Intrusion Prevention (HIPS)

Network threat protection stops
suspicious outbound connections

Root cause analysis reconstructs the full
execution chain

Security for Microsoft 0365
filters phishing emails at cloud
level before they reach users

Accelerates
containment with
guided response

Verify the scope of compromise
running loC scanning

Enable fast isolation and
remediation from console with
remote troubleshooting

Encryption management
protects sensitive information
from exposure

Discard corporate data from
compromised device through
remote wipe

Kaspersky Next
XDR Optimum

Detonates suspicious
objects and confirms
malicious verdicts in a safe
environment (Cloud
Sandbox )

Centralizes visibility across
all affected endpoints with
alert aggregation

Disable or restrict
compromised accounts
with response via Active
Directory

Assigned course via
Security Awareness
Platform to reduce click-
rate and credential
disclosure risk

37
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When employees make mistakes, security takes over

What
happens

User receives a malicious
email or clicks a suspicious
link

Users opens an
attachment or runs a
downloaded file

User enters personal
credentials —
compromised account
used by attackers

Attackers attempt
internal misuse or
privilege escalation

How protection works

Expert support

Blocks known phishing links and attachments

with file, mail and web protection

Multi-layered anti-malware protection scans

downloaded content for hidden risks

Collects illegitimate activity on the
endpoint level using behavior detection

Exploit prevention stops privilege
escalation attempts

Stops malicious process and rolls back
ilegitimate changes via the remediation
engine

Blocks unauthorized activities with Host
Intrusion Prevention (HIPS)

Network threat protection stops
suspicious outbound connections

Root cause analysis reconstructs the full
execution chain

Security for Microsoft 0365
filters phishing emails at cloud
level before they reach users

Accelerates
containment with
guided response

Verify the scope of compromise
running loC scanning

Enable fast isolation and
remediation from console with
remote troubleshooting

Encryption management
protects sensitive information
from exposure

Discard corporate data from
compromised device through
remote wipe

Detonates suspicious
objects and confirms
malicious verdicts in a safe
environment (Cloud
Sandbox )

Centralizes visibility across
all affected endpoints with
alert aggregation

Disable or restrict
compromised accounts
with response via Active
Directory

Assigned course via
Security Awareness
Platform to reduce click-
rate and credential
disclosure risk

Kaspersky Next
MXDR Optimum

Kaspersky experts validate phishing
scope targeting multiple users

Analysts validate malicious intent
and initiate incident workflow

Security analysts investigate
suspicious process chains

Confirm exploit attempt
and validate containment actions

Experts analyze abnormal
behavior patterns and initiate
coordinated response

Kaspersky team conducts cross-
endpoint investigation to confirm
no persistence remains



Security Turn employees into your strongest —
Awareness  defense against cyberattacks

0Qo Reduce awareness management
effort and lighten the load on IT

Accessible, interactive
learning

Help employees recognize and
respond to cyberthreats

\

A\

o@ Engage employees in
() protecting business data

Lasting behavioral

change

Reinforce secure behaviors until they
become routine

A

defense \

st
Your strong¢ + social

aqains

e

@ Help employees recognize
and respond to cyberthreats

4

Engagement across

the board

Role-based training for everyone, from
executives to frontline employees

* An additional solution based on Kaspersky Automated Security Awareness Platform to enhance protection with special pricing terms are available for new and existing Next Optimum customers.



Extended mail pro’rec’rion
before attacks start

Email Secure your business
Security  sommunications and sensitive data

Detect email-borne threats, Reduce the risk of business SECYBISlE IO EeNE CrL:
@ a:} and control data exchange

N1 malicious attachments and disruption, financial losses due .
across email and data

unauthorized data sharing to scams, and data leaks
platforms

Multiple deployment scenarios Multi-layered protection Data access and

Protect on-premise, SaaS or hybrid email of Corporate email Sha”ng control

Infrastructures with a single solution Get full visibility across your email Control how sensitive data is accessed,
infrastructure using robust mail security shared and transferred across email
technologies

\ A \

* An additional solution based on Kaspersky Security for Mail Server to enhance protection with special pricing terms are available for new and existing Next Optimum customers.



What business
and IT teams
gain

p

Protection against
human-driven attacks

A

p

Business

Reduced risk of credential theft
and fraud

Long-term resilience against social
engineering

<
p

N

IT or small cybersecurity teams

Less time spent recovering from phishing
attacks

.\ Fewer alerts = more time for strategic

a work

41



How Kaspersky addresses

Usir:? compromised or untrusted
thir -party services

Disrupﬁon to customers

and a resuHing loss of trust

h

42



Control the risk of third-party access

Each solution expands your protection

Kaspersky Next Know whlch third parties have access
EDR Foundations 1O your environment.

<D

Third party is
onboarded

I . \
Legitimate access is Detect abnormal behavior, policy
dt form Kaspersky Next iolati d risk

used to per EDR Optimum violations and risky accounts

tasks and processes
( o )

Unusual behavior Kaspersky Next Cor_relate activity across your

XDR Optimum  ©€nvironment to understand attack

appears P
9 scope and respond faster
pr——

/| Access is abused < o Next Our expgrts h|nvest|bgaf‘ce anc;l‘| respondd24/7
J_|J_ or moves laterally MXDR Optimum L0 contain threats before they sprea
\
~
Full visibility Early detection
Protects at i L
Know who has access — o Q Catch suspicious activity
every stage and what they’re doing before it becomes a threat
(&
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Protection for hybrid environments

Workload
Security
Discovers hybrid cloud assets and
monitors their security posture

Protects cloud environments from
exploits and other attacks

Detects unauthorized file changes
and suspicious activity

Helps identify risks before they
affect hybrid cloud operations

\

Rapid response

Respond quickly to contain
threats where they matter most

_J




Reliable protection against unauthorized third-party access

Kaspersky Next Kaspersky Next Kaspersky Next Kaspersky Next
EDR Foundations EDR Optimum XDR Optimum MXDR Optimum
>
Prevent compromise* Contain incidents Stop lateral Expert response
movement

Behavior detection detects
suspicious application behavior early

App control prevents trusted
applications from loading
unauthorized modules

Exploit prevention stops malicious
code execution

Host Intrusion Prevention prevents
harmful system changes

Data discovery scans for sensitive
datain cloud storages and its
access rights

Adaptive anomaly control detects
abnormal behavior before it exploits
your system

loC scan checks across your hosts
for evidence of compromise

Response actions rapidly isolate
affected endpoints

Root cause analysis* provides full
context of the incident

Response with Active
Directory blocks
compromised accounts to
prevent further spread

Alert aggregation helps
distinguish real attacks
from operational noise

Cloud Sandbox safely
analyzes suspicious files
before they reach users

Rapid response ensures threats are
contained quickly and correctly.

Submit incident to launch expert-led
investigations to determine the full
scope and impact

Three months of raw telemetry
storage to reconstruct the full attack
timeline

24/7 monitoring by experts analyzes
suspicious activity and confirm real
supply chain incidents

* Root cause analysis and other capabilities are available in Next EDR Foundations. Next EDR Optimum builds on these with broader capabilities and more comprehensive risk coverage.
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Workload Protect your hybrid cloud
SHEUIE environment with ease

Protect your hybrid cloud
4 ) infrastructure from the broadest

range of cyberattacks

360° overview
in multi-cloud
A unified cloud console eliminates blind

spots and saves time and resources on
incident investigations

A\

Comply with regulatory
</>| requirements,evenin highly
regulated industries

File Integrity
Monitoring
Monitor file attributes and scan in real-

time or to schedule to compliance with
industry regulations and standards

A

Multi-layered protection
c with minimal false
positives

4

Cost-efficient

protection

Choose only the options you need and save
resources through automation and ML/Al

* An additional solution based on Kaspersky Hybrid Cloud Security to enhance protection with special pricing terms are available for new and existing Next Optimum customers.
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What business p
and IT teams
gain

Business

Less risk of disruptions caused by third-
parties

@ Trust from customers and business

partners
A

- -

B e IT or small cybersecurity teams

B . Early warning of exposed assets
Visibility into and hidden risks
thlrd—pa rty risks ..\ Fewer blind spots beyond the corporate
n perimeter

\* N
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How Kaspersky addresses

Skill shorfage in incident Overloaded IT team Posfponing security Fast IT growfh of
handh’ng responsible also for investments endpoim‘s and using
cybersecurh‘y services

=
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Security that fits your resources

Built to help your business overcome security challenges as they evolve

— Reduce the number of incidents

Automates protection against common threats, your team has to handle

Kaspersky Next . ]
® EDR Foundations  centralizes security management and reduces
N operational workload with vulnerability assessment
4 Sk Bk

Kaspersky Next  Accelerates investigation and response with guided ) Vulnerability

EDR Optimum workflows while helping IT teams build incident ‘ Management

response skills

K - -
Ve _|- Reduces the number of incidents

Kaspersky Next Reduces.in.vestigation complexity by correlating glgrts your team needs to handle by

XDR Optimum  @nd providing the context needed for faster decisions . 2 -

continuously identifying,

~ prioritizing and helping remediate

. o el Extend your team with 24 /7 security experts who Vumerabl“_tles before attackers

M?ngrgp’{imi’;.. monitor, investigate and respond when internal can exploit them

resources are limited K
4 h
ﬂ? Scale protection Z,O\ Easytomanage o Less manual work .'_‘,-.. Higher efficiency
without scaling '\ /‘ Centralized, easy-to- (o] o O Automateroutine &Ijﬂ Focus your resources
@ . use protection m security tasks where they matter most
complexity




Overcome internal security challenges with the right level of protection K

Common
challenges

Overloaded IT
teams also
responsible for
cybersecurity

Rapid growth in
endpoints and
services

Shortage of skills in
incident handling

Postponed security
investments

Kaspersky Next

EDR Foundations

Multi-layered, automated
protection reduces
manual effort

Centralized visibility of
applications and missing
patches on corporate
devices with vulnerability
assessment

Kaspersky Next
EDR Optimum

Accelerate threat
containment with guided
and automated response

Patch management
and cloud security
support growing
environments

Build incident response
skills with dedicated
cybersecurity training for
IT administrators

Kaspersky Next
XDR Optimum

Stop attacks from spreading
with response options via
Active Directory integration

Centralized visibility beyond
endpoints, supporting
distributed infrastructure

Empower your team with
user-friendly tools that simplify
investigations — alert
aggregation, richer context and
faster containment

Build a stronger security
culture with integrated
awareness training

Kaspersky Next
MXDR Optimum

24 /7 monitoring and response
against evasive attacks

Scale managed services at any time
as your business grows

On-demand incident response
assistance from Kaspersky experts

Gain expert protection while
keeping EDR and XDR capabilities
in-house — in a single, cost-
effective solution
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Vulnerability
Management*

ldentify and remediate vulnerabillities
across your infrastructure

Comprehensive visibility and control
@ of assets and vulnerabilities

Context-aware vulnerability
prioritization

Prioritize vulnerabilities using expert,
real-world threat intelligence

A\

Faster response cycles and reduced
A mean time to remediate

vulnerabilities

Agent-based vulnerability
scanning
Perform in-depth vulnerability analysis

without exposing service account
credentials

A

Reduced risk of

@ compliance gaps

4

Unified vulnerability and patch

management

Manage the entire vulnerability lifecycle -
from detection to remediation — in a single
platform

* An additional solution based on Kaspersky Vulnerability Management to enhance protection with special pricing terms are available for new and existing Next Optimum customers



What business
and IT teams
gain

p

Security that works
with minimal effort

A

p

Business

Maintain stable operations even with
limited internal resources

Lower the cost of incidents
and recovery

<
p

N

IT or small cybersecurity teams

Fewer alerts and less manual work
ﬂ Free up time for core IT work while
experts handle security

ol



Stay in the groove -

grow with confidence

@/ Build trust
@/ with partners,
Expert

/ customers
f @ Smooth day- sLlpipen: and suppliers
@ to-day when_you
/ Less operations need it
@ Clear processes. disruption

Fewer surprises.
Straightforward,

effective, cost-
effective security




Why growing businesses
choose Kaspersky Next Optimum

, N

Prevent more Manage less
Stop more attacks Spend less time managing
before they need to be security and more time
investigated growing your business

A N\
Scale smarter And trust \
Expand your security Proven industry-leading \
without scaling protection recognized by
complexity independent testing

[ -




Transparent & independently acknowledged

Proven.
Transparent.
Independent.

The Kaspersky Global Transparency
Initiative is built on concrete, actionable
measures that allow stakeholders to validate
and verify the trustworthiness of our products,
internal processes and business operations.

15 N

Transparency Regular independent
Centers across assessments
the world . SOC 2 audit

e |SO 27001 certification

()

-

L
BUg bounty earn more &
program

Recognition that matters

Kaspersky products undergo regular independent
assessments by leading research firm, with our
cybersecurity expertise consistently recognized by
top industry analysts worldwide

Most tested. Most awarded.

For over a decade, Kaspersky products have participated
in 1122 independent tests and reviews, earning 861 first
place results and 965 top-three finishes - testament to
our industry-leading protection.

s 100 90 94%

tests &reviews  firstplaces  TOP3 places

Learn more &



https://gti.kaspersky.com/en
https://www.kaspersky.com/top3

Al at the core of our portfolio

Al

Technology

Research

0

Dedicated Al Technology Research Center

Key focus areas:

© &

Integrating Al into Developing techniques to enhance
cybersecurity solutions the security and responsible use of Al
Tracking Al-enabled threats to Conducting GenAl research using
anticipate emerging attack Kaspersky’s large language model
vectors (LLM) infrastructure

{g}:

Establishing guidelines for the safe deployment of Al [ L
earn more \
systems



https://www.kaspersky.com/blog/ai-technology-research/

An active industry
contributor

<<<<p/“‘?%§é%“>>>> MITRE | ATT&CK'

Me12.2018

INTERPOL

We contribute critical cyberthreat
/:\\\ Coalition intelligence to global initiatives,
industrial intemet® ‘ ° : Against including MITRE, to enhance the
SS ORI Stalkerware accuracy of the ATT&CK framework.

We work alongside international organizations such
as INTERPOL, law enforcement agencies, CERTs and
the global IT security community on joint cybercrime
AFRIPOL investigations and operations.

56
As a key and active player in

global threat intelligence, we
work closely with the wider
cybersecurity community to
combat cybercrime worldwide.

&
L7

Kaspersky strengthens security
across the industry by
identifying and helping to fix
zero-day vulnerabilities for
leading brands including Adobe,
Microsoft, Google, Apple and
others.

Google N
NEW 2025 @5_2783




kaspersky

Tailored security for S

Learn more about

grOWing business our solutions for SMBs


https://www.kaspersky.com/small-to-medium-business-security
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