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Meet GReAT

Kaspersky Global

Research & Analysis Team

highly qualified specialists

~5,500
of our employees 
are R&D

50%

members in our group of 
elite world-leading 
security experts

50+
Unique Centers of 
Expertise

5

Our unique team of experts work together across 5 Centers of Expertise, applying specialized knowledge and skills to tackle the most 
sophisticated and dangerous cyberthreats. This approach strengthens our state-of-the-art protection technologies and ensures that the 
quality of our products and solutions is unsurpassed.



unique malicious objects discovered 
by Kaspersky every single day

APT groups and operations

attacks launched from online 
resources around the world 
blocked by us

of ICS computers globally have 
been attacked

Devices protected 
by Kaspersky to date



Threat evolution

1994

1

2006

1

2011

1

2025

500 000



Established in 2008

2008
Monitors over 900 
operations and groups

900

GReAT experts working 
globally in 20+ countries —  
Europe, Russia, Latin America, 
Asia, the Middle East

20+ 
GReAT publishes an average 
of 120+ private reports 
every year, with over 190 
published in 2023

120+

90% of monitored activities 
relate to cyberespionage

90% 
Providing APT intelligence to 
customers and partners for 
10 years

10 years

* Based on the data up to 31.12.2024



•We research the most complex, sophisticated 
threats and attacks

•We discover zero-day vulnerabilities and 
share our findings with vendors so they can 
be fixed

•We track the activities of the threat 
landscape’s most dangerous actors

• We investigate the most complex 
and impactful incidents on a global 
scale

• We collaborate with law 
enforcement agencies around the 
world, helping make the 
cyberspace safer

•

•



• We teach security researchers our unique 
techniques and approaches and help develop 
training programs

• We prepare and publish groundbreaking 
reports about high-level cybercrime 

• We deliver speeches and share our discoveries 
with the global community of ITSec specialists

• We develop unique tools to support 
Kaspersky’s threat research

• We created and now maintain an 
infrastructure to keep track of the 
assets of malicious actors on the 
internet



Advanced landscape in 2025
Kaspersky’s Global Research and Analysis Team (GReAT) is well-known for the discovery and analysis of the most 
advanced cyberthreats. According to their data, in 2025 the top targets for advanced persistent threats (APT) were 
governments, and the most significant threat actor was Lazarus.

Top 12 targeted countries and territories

Lazarus

HoneyMyte

GOFFEE

SideWinder

Mysterious Elephant

GELSEMIUM

Iron Husky

Blue Noroff

BlindEagle

Turla

Top 10 significant actors

Based on the data up to 31.12.2025

Government

Technology

Financial Institutions

Manufacturing

Defense 

Telecom

Education

Transportation

Construction

Energy

Top 10 targeted industries



In-the-wild zero-days caught 
and reported by Kaspersky 

CVE-2025-2783

CVE-2014-4077

CVE-2015-2360

CVE-2016-0034

CVE-2016-0165

CVE-2016-3393

CVE-2018-8174

CVE-2018-8453

CVE-2018-8589

CVE-2018-8611

CVE-2019-0797

CVE-2014-0497

CVE-2014-0515

CVE-2014-0546

CVE-2016-4171

CVE-2017-11292

CVE-2019-13720

CVE-2024-4947

CVE-2023-32434

CVE-2023-32435

CVE-2023-38606

CVE-2023-41990

CVE-2019-0859

CVE-2019-1458

CVE-2020-0986

CVE-2020-1380

CVE-2021-28310

CVE-2021-31955

CVE-2021-31956

CVE-2021-40449

CVE-2023-28252

CVE-2024-30051

New

32 zero-days vulnerabilities

https://www.kaspersky.com/about/press-releases/2019_kaspersky-extends-cooperation-with-interpol-in-joint-fight-against-cybercrime


O Brasil e

seu cenário

de Ameaças!



•

•

•

•

726 milhões



1.106.977



Cliente



O Brasil como Exportador Global de Ameaças

1.700
Pelo Grandoreiro em 2024

45
Em todos os continentes

276
Comprometidas globalmente



Vetor de infecção inicial

Como o BeatBanker se infiltra

https://SecureList.com.br



A Anatomia da Invasão

Do Infostealer ao Acesso Inicial



Engenharia Social com 

Sotaque Brasileiro



Caso GReAT — Desmascarando a Tetrade



Fase 1 - 

Desenvolvimento local

Fase 2 - 

Infraestrutura oculta
Fase 3 - 

Exportação global

Da Fraude Local ao Crime Organizado 

Global

O Modelo de 
Exportação da Fraude



Monitoramento de fóruns fechados, 
marketplaces do underground e 
canais Telegram criminosos.

Parceria com INTERPOL e agências de lei 
enforcement compartilhando TTPs e IoCs — 

resultando em prisões em múltiplos países.

Bastidores da Investigação 

Como o GReAT Opera



MAVERICK
Ataques à cadeia de suprimentos e ao sistema financeiro!

https://SecureList.com.br



https://SecureList.com.br

GoPix
Malware Sofisticado que vive na memória!

dropper usa a instrução syscall e chama a função principal do implante apenas em memória

Trecho do arquivo PAC

Um ataque de man-in-the-middle



CTI – Threat Intel
O Ponto Cego das 

Defesas Tradicionais



CTI – Threat Intel
O Ponto Cego das 

Defesas Tradicionais



CTI em Ação — Do Relatório à Defesa

Ativa



Resiliência Estratégica 

contra Ameaças 

Nacionais

Integre a CTI Kaspersky na sua estratégia de defesa 

hoje!



RELATÓRIOS DE CTI

O time GReAT produz cerca 

de 150 a 200 relatórios/ano!















DIGITAL FOOTPRINT INTELLIGENCE

999

999

999



Prática

HANDS ON!



Recursos da para a Comunidade



Faça o seu relatório de exposição! É gratuito!

THANK YOU
THANK YOU

THANK YOU
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