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Desert Falcons. Victims of advanced targeted attack.

@ Actvist  w Education 8 Financial 2 Gevemment @ Industrial 8 Energy /4 Media W Molitical  f Trade and commerce X Weligious 2 Unknown

High infection rate (1500+)

Palestine ¢ » 8 =/ / w 4 &

Medium Infection rate (500+)

Egypt # f w0 x 22
Israel & 5 20 = <4

Low Infection rate (50+)

Jordan § =20 <4
United Arabic Dmirates /4 84
Sauvdi Arabla 2 &
United States of America @ &
South Korea © 2

Russia Federation 2
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Germany (A A Norway A Albania 4 Uzbekistan & Iran 4 SHosria and Horzegovina
China 4 2 Turey 4 Romania 1 Ukraine & Greece
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Yemen 2 A France A Hungary 4 Sudan A Belgum
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Desert Falcons’ crop

Desert Falcons started developing and building their operation in 2011. Their
main campaign and real infection started in 2013 and the peak of their
activity was registered at the beginning of 2015. During this time they

were able to steal around one million files.

800+ thousand

File Stolen from Local Hard drives:

>
\A\/
Files Stolen from Flash or USB drives: [JR:{\Z3 thousan‘
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Email information Time of delivery
From: giuiisid! ud xSl (Executive Secretary) March 2014
Subject: LJLad) O Liaduald! (The financial benefits)
Attachment: //0 Liadaadl rar//o Liajual! @ gary Jolidl 33301 .SCr
(a detailed report on the benefits)
From: Ly Lis¥e¥ | (The media reporter Rana) March 2014

Subject: g Laia¥ly J3uSid 340 (Ldss jalaaldl wiSe juda).i Lisjs
S siidl g ysadl Lazl sy (Hi thisis the manager of the Lawyer David,
to remind you of the meeting to review the pictures and the report)
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Email information Time of delivery

From: news letar Sept 2014
Subject: n21 7120 noy¥imn (most cruel)
Attachment: *arpT1 1-1m.rar//eeee.scr//04.exe

From: "news letar" <newsletar0S@gmal com> Sept 2014
Subject: n21 7120 novimn]
Attachment: *arv71 1*1m.rar//eeee.scr//04.exe

ail.com>] Sept 2014

From: "ltaly Office” <italy.officce@
Subject: Safe migration - Lis1 >
Attachment: Visa Travel docx.rar//Image visa jpg.scr//H.exe

From: "ynet48" <ynetdS@gmall com>] Sept 2014
Subject: 112w ni1*vI9n1... 6119 K] (iPhone 6 and our privacy)

From:"mako mako" <mako22014@gmail.com>] Sept 2014

Subject:n 1w "Wy TIV 2*RIW*? A1 an (what will happen to Israel in ten years)
Attachment: n3*7Tna 1 ->aurar//ss.scr//02.exe

File samples

File Name Translation

foldoy el Guu sdodaldl OLINadl 3Lil The prospect of a new relationship between Sisi and

4.8 rar” Bashar alAssad

TRUW.rar ISIS (Islamic State in Iraq and Levant)

Ol Ol Uojay saan gigio olayyl Terrorism affecting Egypt - the beginning of the end
Qi3 .scr Is near

&y .. bl 5 Lubahedddl 01 jLaed  Palestinian embassies abroad... the reality of a weak
Jysas plya  Lajyead Syrar role _Maram Mabrouk

o oliolaadl g pdddl Gaa B8 golow Gaza fishermen, facing poverty and harassment until
sl Lad) doex.ser when? .docx.scr

meetings-recordres.pdf

Visa Travel docx.scr

"ou s Swad| pyany 1T pdy ladl ) a0 Financial Decision No. 17 concerning the military

docx.scr” forces

nwnnn WRY NOw?a nYi1'n aTIvNL@ar Sexual harassment in the prime minister's office
ND*3I> N'21 Yara.scr Synagogue attack

e Ol dadead) 3 Je> elaw il Political report on the latest national events .scr

Ll O Lladlser
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Name X Date modified Type Size
B oonwn.rar 11/11/2014 4:45 PM  WInRAR archive 618 KB
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Nafs # | D*OM¥N.doc Properties g
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Target type: Application
Target location: System32
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Your wall posts & comments will now be colorful and fun with our formatting bar,
including colors, highlights and smileys!

Chat is more fun with cool

smileys and emoticons!

Dol aoso
http://facebook-emoticons. bithlogoo.com/cmpid=3694725 |
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P > Y 8
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Desert Falcons campaigns’ operational timeline

Even though malware files were only traced back to 2013, domain related traces
were found that may indicate earlier activities by the Desert Falcons
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Domain First Related Registration Date IP addresses
ahmedfaiez.info 2013-03-29 188.40.75.132
188.40.106.84
fpupdate.info 2013-4-14 188.40.75.132
linkedim.in 2013-05-29 188.40.75.132
pstemedia.com 2013-07-04 188.40.81.136
advtravel.info 2013-11-17 188.40.75.132
188.40.106.84
flushupate.com 2014-02-16 188.40.75.132
fiushupdate.com 2014-02-16 188.40.75.132
mixedwork.com 2014-02-18 188.40.81.136
plmedgroup.com 2014-02-18 188.40.81.136
ineitdriver.com 2014-09-14 188.40.75.132
iwork-sys.com 2014-09-17 188.40.75.132
androcity.com 2014-11-17 188.40.106.84
linksis.info 2014-12-01 188.40.106.84
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* advtravel.info ¢ ineltdriver.com
» ahmedfaiez.info * liptona.net

* pstcmedia.com * mediahitech.info
* mixedwork.com * fpupdate.info

* flushupate.com ¢ plmedgroup.com
¢ flushupdate.com * linksis.info

A8e ) Adpaios ol

= linkedim.in

= iwork-sys.com

= nauss-lab.com

= nice-mobiles.com

= facebook-emoticons.bitblogoo.com
= abuhmaid.net

= blogging-host.info

= androcity.com

= tvgate.rocks
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