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Kaspersky Endpoint Security 11 for Windows

Medium protection level

General

Event configuration

Advanced Threat Protection
Kaspersky Security Network
Behavior Detection
Exploit Prevention
Host Intrusion Prevention
Remediation Engine

Essential Threat Protection

Security Controls

Data Encryption

Endpoint Sensor

Local tasks

General Settings

Policy profiles

Revision history

Important protection c are disabled. Learn more

aspersky Security Network
[1iKaspersky Security Network: [@ ©

Kaspersky Security Metwaork [KSN] is a cloud database that contains information about the
reputation of files, web resources, and software,

— High threat detection rating
— Minimal false positive rate
— Enhanced performance

KSN Statement
|:| Enable extended KSMN mode
KSM Settings

KSM provider: Global KSMN

|:| Enable cloud mode for protection components @

A Cloud mode will be disabled after updating the application databases

Computer status when KSM servers are unavailable

When cloud mode is enabled:

When cloud mode is disabled:

KSM Proxy Settings
E Use KSM Proxy
E Use KSM servers when KSM Proxy is not available




Kaspersky Endpoint Security 10 for Windows

KSN Settings
. ) ~
General Protection Settings KSN Settings

File Anti-Virus Kaspersky Security Network (KSN) is a doud database with constantly and rapidly updated information

Mail Anti-Virus about the reputation of files, web resources, and software.

Web Anti-Virus [@ - KSN Settings
Use of Kaspersky Security Network ensures faster responses to new threats, improves the
IM Anti-Virus performance of protection components, and reduces the likelihood of false positives,

System Watcher

1 accept the KSN Statement and participation terms;  KSN Participation Statement
Firewal KSN provider: Global K5N

Metwork Attack Blocker [@ — KSN Proxy Setti
ngs
BadUSB Attack Prevention [#] Use KSN proxy

Advanced Settings [] Use KSN servers when KSN Proxy is not available
Application Settings [@ - Notifications about the availability of KSN servers

Reports and Storages Computer status when KSM servers are unavailable:

KSM Settings

Interface
KATA Endpoint Sensor
Policy profiles

Revision history

Help

Kaspersky Endpoint Security 10 Service Pack 2 for Mac

KSN

G |
enera Kaspersky Security Metwork settings

Event configuration Kaspersky Security Metwork (KSN) is an infrastructure of
X online services that speeds up response to recent threats
Protection and reduces the risk of false positives.

File Anti-Virus

1 agree to participate in Kaspersky Security Metwork
Web Anti-Virus

Metwork Attack Blocker X
KSM Proxy settings

FileVault Disk Encryption [] Use KSN Proxy

Update [T use kaspersky Lab servers when KSM Proxy is unavailable
KSMN

User Interaction
MNetwork:

Reports

Palicy profiles

Revision history




Kaspersky Security 10.1 for Windows Server

Real-time server protection

G |
snera Real-Time File Protection

Event configuration @ Configure file threat protection settings
Application settings

Supplementary

KSM Usage
Real-time server protection

@ Configure Kaspersky Security Network usage and read KSN Statement

Local activity control

Metwork attached storage protection SR 9.

Metwork activity control Traffic Security

. . - Configure web and mail threat protection settings
System inspection -@- - Configure web control rules

Logs and notifications

Revision history
Exploit Prevention

Configure memory protection settings and set exploit prevention

[-n-r*rr] techniques

Script Monitoring
¢ r Configure actions on probably dangerous scripts

FPlease thoroughly read the conditions of the Kaspersky Security Network Statement. ﬁ

KASPERSKY SECURITY NETWORK (KSN) STATEMENT ~

Kaspersky Security Network Statement (hereinafter "KSN Statement”) relates to the computer program Kaspersky |E|
Security 10.1 for Windows Server (hereinafter "Software”).

KSN Statement along with the End User License Agreement for Software, in particular in the Section “Conditions
regarding Data Processing” specifies the conditions, responsibilities and procedures relating to transmission and
processing of the data, indicated in the KSN Statement. Carefully read the terms of the KSM Statement, as well as

all documents referred to in the KSMN Statement, before accepting it

When the End User activates the using of the KSN, the End User is fully responsible for ensuring that the
processing of personal data of Data Subjects is lawful, particularly, within the meaning of Article 6 {1} {(a) to (1) (f)
of Regulation (EL) 2016673 (General Data Protection Regulation, "GDPR.") if Data Subject is in the European
Union, or applicable laws on confidential information, personal data, data protection, or similar thereto.

Data Protection and Processing

Data received by the Righthalder from the End User during use of the KSN are handled in accordance with the "

[[] Accept the terme of the Kaspersky Security Network Statement
The application transfers data as a part of security services and statistics to achieve the stated objectives.

[]send data about scanned files
This setting indicates that you agree to send the hashsums of scanned files to Kaspersky Lab.

[]5end data about the requested URLs

This setting indicates that you agree to send the information about accessed web resources and processed
e-mails to Kaspersky Lab.

These security requests may contain personal data.




Kaspersky Endpoint Security 10 for Linux

General

Event configuration
Essential Threat Protection

Advanced Threat Protection

KSN settings
Anti-Cryptor settings

File Integrity Monitoring settings
General Settings

Revision history

Kaspersky Security Network settings

- Instant response to new threats
- High performance of protection components
- Decreased false positives rate

Mare info

(®) Do not participate in Kaspersky Security Netw

() Kaspersky Security Network without statistics

Kaspersky Security Network {(KSN) is an infrastructure of doud services providing access to Kaspersky Lab's online
knowledge base with information about the reputation of files, web resources, and software.

To enable Kaspersky Security Network, you must accept the Kaspersky Security Metwork Statement
) Kaspersky Security Network with statistics
To enable Kaspersky Security Network, you must accept the Kaspersky Security Metwork Statement

KSN settings
Kaspersky Security Network

Kaspersky Security Network (K5N) is an infrastructure of doud services providing access to Kaspersky
Lab's online knowledge base with information about the reputation of files, web resources, and
software.

- Instant response to new threats
- High performance of protection components
- Decreased false positives rate

Text of the Kaspersky Security Metwork Statement
Global KSN

‘fou are using Kaspersky Security Network without statistics

©




Kaspersky Security for Virtualization 4.0 | Light Agent

KSN settings

General Kaspersky Security Metwork (KSM) is an infrastructure of doud services providing access to the
Kaspersky Lab online knowledge base with information about the reputation of files, online
Event configuration resources, and software.

. Your participation in KSM will improve the chances of
KSM setti
Setings detecting new and sophisticated threats and their
Update settings sources, as well as targeted attacks.

& [ |Taccept the KSN Statement and participation terms
type: Global Kaspersky Security Network

SVM discovery settings
Revision history
Use KSN to scan and categorize files, Used by components:

« Application Startup Control

« Application Privilege Control

« File Anti-Virus

« 5can tasks

» System Watcher
[[JUse kSN to check web addresses. Used by components:

« Web Anti-Virus

» IM Anti-Virus
« Web Control

Kaspersky Security for Virtualization 4.0 | Agentless

KSN Settings

General KSN settings IE
Event notification

Global KSN settings
Root protection profie
Global KSN is the doud service infrastructure on Kaspersky Lab servers providing access to the Kaspersky Lab
Protection profiles online knowledge base containing information about the reputation of files, online resources, and software.
‘Your participation in Kaspersky Security Network will improve the chances of detecting new and sophisticated
Protected infrastructure threats and their sources as well as targeted attacks.

The Kaspersky Security Metwork participation terms and conditions are set forth in the Kaspersky Security
SMNMP monitoring settings Metwork Statement,

Backup Kaspersky Security Network does not collect or process any personal user data.
KSM Setti
ngs o ["]1 accept the Kaspersky Security Network participation terms and conditions

Metwork Attack Blocker

Web addresses scan Private KSN settings

Other Private KSM is the doud service infrastructure hosted by third-party servers of the service provider, for
example on the Internet service provider's network, that provides access to the Kaspersky Lab online
Revision history knowledge base containing information about the reputation of files, online resources, and software.

[] Use Private kSN if itis configured in Kaspersky Security Center

Type of Kaspersky Security Network employed: not in use




Kaspersky Endpoint Security Cloud

Kaspersky Endpoint Security Cloud e v
@ bas.van.ek@kaspersky.nl pasnei v P
= Information panel General settings of Kaspersky Endpoint Security Cloud
L Users Update the security application for Windows devices
O Devices Configure the settings for updating the security application for Windows devices
S Security profiles
B Event notifications
Quarantine

To receive email messages with event notifications, specify an email address and select the events you need to be notified of.
+ Distribution packages

M Anti-virus database update settings

Configure the anti-virus database update mode and settings.

Virus scan settings

Configure the virus scan mode and settings.

Usage of Kaspersky Security Network

Kaspersky Security Network (KSN allows you to detect malware before they are run, thus saving resources of computers and mobile devices. Use of KSN is only possible
if there is a constant Internet connection.

(I Use of Kaspersky Security Network disabled

Privacy Policy

Legal Notice
Help
Support

©2018 AO Kaspersky Lab. All
Rights Reserve S
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Kaspersky Security 9.0 for SharePoint Server

Wi Kaspersky Security 9.0 for SharePo
4[| Control Center (localhost)

Settings
@ On-access scan
[@ On-demand scan
Ch Content filtering
&) Backup Use of Kaspersky Security Network

& Updates

(=) Notifications.

Reports KSN Parti Agreement
Settings o

[] Licensing

b @ Data Leak Prevention

[[] 1 have read the KSN Statement and accept all of the conditions therein

KSN uses a cloud computing technology that provides up-to-date information about the latest threats and
malware before they are included in the anti-virus databases.

Maximum waiting time when requesting KSN:

]

Proxy server seftings can be defined in the Updates node.

Data Leak Prevention

Enable DLP Module

Allow running search tasks on the following servers:

Csp

Diagnostics

Logs folder: [s6Program Folderztilogs\ Default

Log storage period:

Detail level: Minimum
Only main events in the application operation will be logged.

Log details




Kaspersky Security 9.0 for Microsoft Exchange Servers

Wa Kaspersky Security 8.0 for Microsoft Exchange
~ @ Profiles

v [& KL-TEST
[@ Server protection
4 Updates

(2] Backup
Reports
Settings
[[] Licensing

> [§ Sewvers
> {2» DLP Module settings
> @ Data Leak Prevention
5> B localhost

Server protection

Protection for
the Mailbox role

Brotection for
the Hub Transport rale

Advanced Anti-Virus e

settings

[[] Use Kaspersky Security Netwurkem.mum waiting time when requesting KSN: |5
es

Scan attached containers/archiv

Scan attached containers/archives with nesting level not higher than 32—+

[] Do not scan files matching the masks: [] Do not scan messages for the following recipients:

\ |+ |

Va Kaspersky Security 5.0 for Microsoft Exchangt
~ & Profiles
v [ KL-TEST
[@ Server protection
& Updates

5 2 DLP Module settings
> @ Data Leak Prevention
> [ tocalhost

Settings
Diagnostics
Log storage period: |14 3| day(s)

Log details

Detail level: Mini

Settings.. | Reset | Only main events in the application operation will be logged.

Proxy server settings

Proxy server address:

\ [
Password:

Use a proxy server to access KSN, Enforced Anti-Spam Updates Service, and Kaspersky Lab activation servers

KSN Settings

This operaticn applies to all servers covered by the profile
® Do not use Kaspersky Lab services
() 1 accept KSN Participation Agreement. Use Kaspersky Security Network

() Use Kaspersky Private Security Network (KPSN)
More about KPSN

KPSN: Not configured

KPSN configuration




Kaspersky Small Office Security

¥ Kaspersky Small Office Security6 P

Your protection is live now

« 6 recommendations

== < =
Scan Database Update Safe Money Management
Console
© m )
[} .
. Web Policy
Password Manager Data Encryption Backup and Restore Management
o
@ GOJ License: 30 days remaining

¥ Kaspersky Small Office Security 6 P

< Settings

Protects against interception of data by keyloggers.

General
@ Threats and Exclusions
Protection Threats and Exclusions settings
Performance @ Self-Defense
Self-Defense settings
Scan

Q';I MNetwark

0 Metwork settings.
Additional

MNotifications

Ja

Notification settings

Reports and Quarantine
Reports and Quarantine settings.

Additional protection and management tools
Additional protection tools settings.

Appearance
Kaspersky Small Office Secunity display settings.

B &

il

@} GOJ License: 30 days remaining




Kaspersky Small Office Secunity 6

< Additional protection tools settings

Kaspersky Security Network Statement
MNeeded to enable regular application functioning.

Decline
Statement regarding data processing for marketing purposes
Lets us make more valuable offers for you.

Decline

License: 30 days remaining

Kaspersky Total Security, Kaspersky Internet Security en Kaspersky Anti-Virus

¥« Kaspersky Internet Security KASPERSKY& ? - X

Your computer is protected

1 recommendation

o]
Q

Scan Database Update Safe Money
Privacy Protection Parental Control Protection for all
devices

o

@ Other products My Kaspersky  License: 30 days remaining




¥a Kaspersky Internet Security I(ASPERSI(YS ? - X

<) Settings

N
Secure Data Input
General L .
Protects against interception of data by keyloggers.
emnet Threats and Exclusions
Threats and Exclusions settings.
Performance
Self-Defense
Scan Self-Defense settings.

Network
Network settings.

Additional

Notifications
Naotification settings.

Reports and Quarantine

Reports and Quarantine settings.

0 & i o © &

Additional protection and management tools e

Additional protection tools settings.

Appearance
Kaspersky Intermnet Security display settings.

= {“} Q Other products My Kaspersky  License: 30 days remaining

¥u Kaspersky Internet Security I(ASPERSI(YS ? - X

@I Additional protection tools settings

Kaspersky Security Network

Kaspersky Security Network (KSN) is the cloud-based knowledge base of Kaspersky Lab containing information about the reputation of
applications and websites. The use of data from KSN speeds up the reaction to new threats, enhances the performance of some
protection components, and reduces the risk of false-positive detections. When you participate in KSN, you automatically send
information to Kaspersky Lab about virus infections and other problems, as well as extended statistics on downloaded and started
applications (according to the list specified in the Kaspersky Security Network Statement). Learn more about cloud protection

Kaspersky Security Network does not collect or process users' personal data.

Enable... Disable

&= {“} Q Other products My Kaspersky  License: 30 days remaining




