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OBLUUE YKA3AHUA

Hactosiwmn copmynsp yoocToBepsieT KOMMMEKTHOCTb, rapaHTUMPOBAHHOE W3rOTOBUTENEM KayecCTBO
MPOrpamMMHOro U3Aenusl U COOEPXUT yKasaHUsi Mo ero aKkcnnyaTauuu.

ﬂepe,q 3KcnnyaTaumel7| HeobXxooMMO O03HaKOMMUTBLCS C p,oxymeHTaumeVl K nporpamMmmHOMy wu3genuto,
nepeqmcneHHon B pa3aene «KoMnnekTHOCTbY.

<Dopmynﬂp AOOJKeH HaxoguTbCA B nodpasaersieHnn, OTBETCTBEHHOM 3a J3KChjiyatauukio nporpamMmmHoOro
n3genus.

Bce 3anucu B cbopmynﬂpe npon3BOOAT TOJIBKO YepHuUiamMu, OT4ETIIMBO U aKKypaTHO. MoguncTku, nomMapKkm m
He3aBepeHHbIe ncnpaerieHnAa He JOMYyCKakTCA.

OBLIME CBEOEHUA

CeepeHust 0 NporpaMMHOM U3AENUNA:

Hauverosanue: Kaspersky Endpoint Security 10 0715 Android
Bepcus: 10.7.0.97

Ob6o3HaveHue: 643.46856491.00080-02

[aTta narotoeneHus:

HaumeHoBaHue usrotosutens: AO «JlabopaTtopus Kacnepckoro»
Agpec: 125212, r. Mocksa, JleHnHrpaackoe w., 39A, cTp. 2, Ten. (495) 797-8700.

CepuiiHbIn HoMmep:

Twn HocuTens: NasepHbIn OUCK.

CeeneHus o NPUMEHUMbIX CepTVI(bI/IKaTaX COOTBETCTBUA U NTNLIEH3NAX:

Cpok Hayana CpoK OKOHYaHuA

N . 3Hak cooTBeTCTBMUSA
JencTBus JencTBus

HaumeHoBaHue n Homep cepTudmkata

lMporpammHoe nsgenve sBnseTcs CPefAcTBOM aHTMBUPYCHOW 3alumMThl U npefHasHavyeHo Ans 3awuTtbl OT
BPEOOHOCHbLIX KOMMbIOTEPHbIX NPOrpamMM, B TOM YMChe B cuctemax o6paboTku AaHHbIX U rocygapCTBEHHbIX
NMH(OPMALIMOHHBIX CUCTEMaX OPraHoB rocygapcTBeHHoW Bnactu Poccunckon ®egepaumn.

B cootBetctBUM ¢ TpeboBaHuAMM O 3awmute MHOPMaLUW, HE COCTaBMSAIOLWEN rOCYOAPCTBEHHYIO TanHy,
copepXawenca B rocyaapCTBeHHbIX WMHOPMAUMOHHbIX CUCTEeMax, BBEOEHHbIMW B OEWCTBME MPUKa3oMm
OCTOK Poccun Ne 17 o1 11 cpeBpansa 2013 r., u CoctaBoM 1 cOAepP>KAaHMEM OPraHM3aUMOHHbBIX U TEXHUYECKNX
Mep no obecrnevyeHnto Ge30nacHOCTM MEepPCOHarnbHbIX AaHHbIX NpyY UX 00paboTke B MHAOPMALMOHHBIX
cucTeMax NepcoHanbHbIX AaHHbIX, BBeAeHHbIMU B gencTtene npmkazom PCTIK Poccum Ne 21 ot 18 heBpans
2013 r., u3genve MOXeT UCNoNb30BaTbCA B MHPOPMAaLMOHHbIX cucTeMax 1 1 2 knacca 3allMLeHHOCTN U Ans
obecneyeHns 3aULLIEHHOCTM NEPCOHANbHbIX AaHHbIX 40 1 YPOBHS BKIIOYMUTENBHO.

OCHOBHbIE XAPAKTEPUCTUKA

KOHTpOJ‘IbeIe CyMMblI CbaI7IJ'IOB MHCTaNNAUMOHHOIo KOMMJiekTa nporpamMmMHOro wusgenua npuBeneHbl B
HacTosileM dopmynsape B Tabnuue 1.

KOHTpOmMbHbLIE CYyMMbl WCMOMHAEMbIX (hannoB MNPOrpamMMHOro M3genus nocre yCTaHOBKU MpuBeOeHbl B
MpunoxeHuu 1 K HacTosweMy hopmMmynsapy.
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Tabnuua 1 — KoHmporibHbie CyMMbI ¢halisios UHCMAasisiyUOHHO20 KOMII/IeKma rpoepamMmMHO20 u3denusi

i Aara OnuHa E:;M
n NUmsa cdanna cospaH| "o - ’ ’ KC
anT |cTpo
n unsa
K
Karanor F:\
1 kesandroidl0.7.0.|17.10.1| 216269| alce54e7e57£5922£f8dc8d824db9%cbcl3a5f568c05f164ef8
97.apk 7 11-39 38 c81a9455a05266¢4
5 release notes sp3(17.10.1 21541 alde992b60a8d2ae76fab4f5adfSace25al0ce5c3b36a7lat
.txt 7 18-11 £187de00el22dab5
MTOTO: dAMIOB - 2 216484 0 0110cdcc85d78b8c8e263977e04c6721£££98d03ec7c3£57
: 79 399d4a554170bcbl
Karanor F:\Russian\
3 lklefainst . exe 23'22;439375_ 361f3d88a34d660eadb042ffbecf22a874563b3b9d465c00
g : 33 12 d134a8341£f57e6£f0
nToro: daimos - 1 439375 0 361£3d88a34d660eadb042ffbecf22a874563b3b9d465c00
: 12 d134a8341£f57e6£0
BCETO: daitmos - 3 655859 0 370££044269aed8223967b885e8345898bafb638713a6357
: 91 e8a%e2615e275a4l
Koney

KOHTpOnbHble CyMMbl  paccuMTaHbl C  WCMOMb30BaHWEM CpeacTtBa (OUKCALMUM  MUCXOOHOTO  COCTOSIHWA
nporpammHoro komnnekca «®PUKC» sepcum 2.0.2 (ceptucukar PCTIK Poccumn Ne 1548, pencteuteneH oo
15.01.2020 r., nuueHsma Ne LIC 50 — 7400 J1629640, 3Hak cootBetcTBus Ne J1629640) no anroputmy «OCT-
34.11-94, nporpaMMHoO».

4. ®YHKUUOHAIIbHbLIE BO3MOXXHOCTHU
B nporpamMmHOM n3genuu peannsoBaHbl cneayolme gpyHkumMmn 6esonacHocTn:

4.1. Ayput 6e3onacHocTu:

a) BO3MOXHOCTb FreHepMpoBaTh 3anucu ayauta ang cobbiTuiA, NOTEHLMANbLHO NoABEpraemblx ayauTy;

0) BO3MOXHOCTb accouuauumn Kaxaoro cobbiTusa ayguTa ¢ ugeHTudmnkaTopom cybbekTa, ero
WHULMMPOBABLLETO;

B) BO3MOXHOCTb YNTaTb MHCpOPMaLMIO N3 3anMcen ayanuTa;

r) orpaHuyeHue JOCTyna K YTEHMWIO 3anucen ayanTa;

4) ynopsaoyeHue OaHHbIX ayauTa;

4.2. YnpaBneHune 6€30NacHOCTbIO:

a) BO3MOXHOCTb YMOMHOMOYEHHbIM MOMb30BaTENAM (PONsAM) yNpaBnsATb AaHHbIMWU (aAMUHUCTPATUBHBIMM
AaHHbIMW), ncnonb3yembiMu pyHkuuamn 6esonacHoctn CABS;

6) BO3MOXHOCTb YMOMHOMOYEHHbLIM MOMb30BaTeENAM (PONAM) YNPaBfAsTb PEXWMOM BbINOSHEHUS (YHKLUUNA
6e3onacHocTn CABS;
nopgaepxkka onpegeneHHblx ponen ana CAB3 1 mx accoumauum € KOHKPeTHbIMWM agMuHucTpaTopamu
6e3onacHocTy.

4.3. TlpoBepkn OOBLEKTOB 3apaXKeHUs::

a) BO3MOXHOCTb BbIMOSHATL MPOBEPKU C LieNbo OBHapyeHusl 3apaxeHHbix KB 06BbeKToB;
6) BO3MOXHOCTb BbINOMHEHUSI MPOBEPOK C Lenblo obHapyXeHus 3apaxeHHblx KB 0ObLEKTOB B pexume
peanbHOro BpeMeHu B (hainax, MornyyYeHHbIX No KaHanam nepefayu AaHHbIX.

4.4. MeToabl NpoBepok 06BHLEKTOB 3apaXKeHUs:
a) BO3MOXHOCTb BbIMOSHATbL MPOBEPKU C LeNblo 0OHapyxeHUsl 3apakeHHbiX KB 06beKTOB CUrHaTypHbIMU U

1 dyHkLMM 6e30MacHOCTM COOTBETCTBYIOT CrieAyIoLLIM MEPaMm 3allmnTbl MHCOPMaLMM B MHGOPMALIMOHHbLIX CUCTEMAX, COrnacHo npukasy Ne17
OCTIK Pocecuu, 1 mepbl no obecneveHmto 6e30nacHOCTU NEPCOHarbHbIX AaHHbIX, cornacHo npukady Ne21 dCTIK Poccuun: AB3.1 —
Peanusauus aHTvBMpycHoM 3awwmtbl; AB3.2 — OBHoBNeHWe 6a3bl AaHHbIX NPU3HAKOB BPEAOHOCHBLIX KOMMbIOTEPHBIX NPOrpaMM (BUpYCOB).
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3BPUCTMYECKMMN METOAAMMU;
0©) BO3MOXHOCTb BbINOSMHATL MNPOBEPKM C Lienblo 0bHapyxeHuns 3apaxeHHbiXx KB 06beKkToB no komaHae u B
pexunme gMHaMM4YecKoro obHapyxeHus B NpoLecce BbINOSIHEHMS onepauuii 4OCTyna kK obbekTam;
4.5. O6paboTka 06BHEKTOB, MOABEPTLLMXCS BO3AENACTBUIO:
B) BO3MOXHOCTb yaaneHus (ecrnm TeXHWYeCcKU BO3MOXHO) hainnoB, B KOTOpbIXx OOHapyxeHbl KB, a Takke
dannos, Nogo3puTenbHbIX Ha Hannyme KB, nepemelteHne n nsonmposaHme 06 bEKTOB BO3AENCTBUS;
4.6. O6HoBneHue 6asbl gaHHbIX MKB:

r) BO3MOXHOCTb MOJfly4deHus 1 ycTaHoBkM obHoBneHun B NKB 6e3 npumeHeHns cpeactes aBTomaTnsaumm; B
aBTOMaTU3MPOBAHHOM pEXMME C CETEBOr0 pecypca, aBToMaTU4eCK/ Yepes CeTeBble MOAKITYEHMS.
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5. KOMMINEKTHOCTb
5.1. CsegeHusi N0 KOMMNIEKTHOCTM NpUBEAEHbI B Tabnuvue 2.

Tabnuya 2 — CeedeHusi 1o KOMIMIEKMHOCMU rpo2paMMHO20 u3denus

MopsakoBbIN
HaumeHoBaHue uspenus 06o3HaueHune .
» Kon-Bo YYeTHbIN MpumeyaHue
(cocTaBHOM YacTH, BOKYMEHTA) KOHCTPYKTOPCKOrO AOKYMEHTa HOMEp

1. «Kaspersky Endpoint Security 10 ans 1 Ha nasepHom
Androidy. MHCTannALMOHHbLIN KOMINEKT [ucke
2. «Kaspersky Endpoint Security 10 gns 643.46856491.00080-02 30 01 1 B neyaTHom
Android». ®opmynsap BUae
4. «Kaspersky Endpoint Security 10 ans 643.46856491.00080-02 90 01 1 B anekTpoHHOM
Android». PykoBofcTBO N0 3KkCnnyoTauum BUae
6. YnakoBka 1
[pumeyarue: nocmaeka ocywecmsnsaemcs ¢ 3asepeHHol konuel cepmucbukamos coomsemcmeaus Ha usdenue npu ux
Hanuyuu.

6. YKA3AHUA NO 3KCIMNNYATALIUA

6.1. TporpammHoe n3genve OOMKHO PYHKLUMOHUPOBATL Ha KOMMNbIOTEPAX, MMEIOLLMX CrieayloLme KoHdurypaumm
BbIYMCIINTENBHON CPeabl.

6.1.1. AnnapaTtHble U NporpaMmHble TpeboBaHuUs

e CMapTGOH UNK NNaHLWeT ¢ pa3peLleHnem akpaHa ot 320x480 nukcenen;
¢ 65 Mb cBO60OAHOrO MecTa B OCHOBHOW NaMsiTu YCTPOMCTBA;

¢ onepaumoHHas cuctema Android™ cnefyroLmx BepCun:

e Android 4.1;

e Android 4.2;

e Android 4.3;

e Android 4.4;

¢ Android 5.0;

e Android 5.1;

¢ Android 6.0;

¢ Android 7.0;

e Android 7.1;

¢ Android 8.0.

e apxuTekTypa npoueccopa Intel® Atom x86, ARMS, ARM6 nnn ARM7.
MpunoxeHne ycTaHaBNMBaeTCHA TOMbKO B OCHOBHYIO MaMATb YCTPOMCTBA.

OO0 moxeT B3aumogericteoBate ¢ CAB3 Tuna A Kaspersky Security Center 10 (643.4685649.00069-03).
B3anmopgencteune ocyLlecTBNAETCS B COOTBETCTBMM C PYKOBOACTBOM agMuHUcTpaTtopa (643.46856491.00069-03
90 01)

6.2. YcraHoBKa, NpeaBapuTenbHas HAaCTPOMKa 1 aKkcnyaTaums NPorpaMMHOro U3aenus AOMKHbI OCYLLECTBNATHCS
B COOTBETCTBUM C 3KCMNNyaTaLNOHHOW JOKYMEHTaUMEW, BXOASALLEN B KOMMMEKT NOCTaBKU.

6.3. [ns coxpaHeHusi BMHApHON LIeNOCTHOCTM 3anpeLlaeTcs ycTaHaBnMBaTb OOHOBMEHNST CEPTUPULMPOBAHHOIO
NPOrpaMMHOro M3genusi, He Mpollewmne WHCMNEKUNOHHbIA KOHTpomnb (Tonbko Anst tuna 3). Mopsigok
nony4YeHns oOHOBIEHWIA, MpPOLUEAWNX WMHCNEKLMOHHBLIN KOHTPOMNb, W3NOXeH B pasgerne 15 Hacrtosiwero
opmynspa.

6.4. TpeonpuaTre, oCyLLeCTBRAOLLEe IKCNNyaTaumo NPOrpaMMHOro M3aenus, JOSMKHO Nepuoanyeckn (He pexe
OfHOrO pasa B 6 MecsiLeB) NPOBEPSATb OTCYTCTBME OOHaPYXXEHHbIX YA3BUMOCTEN B U3AENUN, UCMONb3Ys CanT
npegnpuaTtus-nsrotosutens (https://support.kaspersky.ru/vulnerability), 6a3y gaHHbix yassumocten ®CTIK
Poccun (www.bdu.fstec.ru) n nHble obweoCcTynHbIE UICTOYHUKN.

6.5. Tllepeg Havanom akcnfyaTaumm MNPOrpaMMHOrO U3genus HeobXOAMMO YCTaHOBUTb BCE [OOCTYMHble
0o6HoBREeHNst ncnonbdyemblx Bepcui N0 cpedbl PYyHKLNOHMPOBaHNS.

6.6. [pumeHeHne mexaHuama obnayHon 3awmutbl KSN npu ncnonb3oBaHMM NpoOrpaMMHOro n3genus Ans 3awmrbl
nHpopMaumMm  orpaHMdeHHoro goctyna (MHdopMaums, codepxalias CBefeHWs, CcocTaBnsolme
rocygapCTBeHHYI0 TanHy, KoHduaeHumansHasa nHdopmaums) onyckaeTCs TOMbKO Npu YyCIOBUN COBMECTHOMO
NCMNomnb30BaHWA ¢ cepTUdULMPOBaHHBLIM NporpaMmHbIM koMniekcoM «Kaspersky Security Center cosmecTHO
¢ Kaspersky Private Security Network» (643.46856491.00082-02) B coOTBETCTBUM C PYKOBOACTBOM
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agMuHucTpartopa 643.46856491.00082-02 90 02.
B ocTtanbHbIX cnydasx MexaHusm obnadyHown 3awmtbl KSN gomkeH ObiTb rapaHTUMPOBAHO OTKIHOYEH.
OTknoyeHe AdaHHOW  (PYHKUMOHANBHOM BO3MOXHOCTW [OOIMKHO OblTb BbIMNOSTHEHO B COOTBETCTBUMM CO
cnegyowmnM nopsiaKoOM OENCTBUN:

1) B rnaBHOM OkHe npunoxeHus BbidpaTh Bknagky HacTpoika.

2) Mepentn no BeTke [lononHUTenbHble NapamMeTpbl — MapameTpbl KSN.

3) CHatb donar ¢ onuum MpuHumatro ycnoBus MonoxeHus n yyacteyro B KSN.

4) Haxatb Ha kHonky CoxpaHuTb. BaanmopencTtseue ¢ cepencom KSN npekpaluaetcs.

NEPUOANYECKUU KOHTPOJIb OCHOBHbIX XAPAKTEPUCTUK NMPU 3KCNNYATALIUM U XPAHEHUMU

nepMOLLquCKMVI KOHTPOJIb OCHOBHbIX XapaKTepuUCTUK npwn akcniyatTaunn n XxpaHeHnm nporpaMmmMHOro n3gerna
COCTOUT B NpoOBEPKE COXPaHHOCTU UCNOJIHAEMOro Koda, 3annMcaHHOro Ha HoCUTen4dax VIH(bOpMaU,VIVI.

MpoBepka COXPaHHOCTU MPOrPaMMHOIO M3AEeNusi OCYLLECTBISETCH MyTEM MOACYETA KOHTPOSbHBLIX CyMM
(haiinoB NporpaMMHOro U3AENUs Nocrie YCTaHOBKU U CPaBHEHWUS MX C KOHTPOJIbHLIMY CyMMaMM, YKa3aHHbIMM
B Tabnuue KC ucnornHsiemblx Mogynen, npueeaeHHbIMY B MpunoxeHun 1 k HacTosiemMy dhopmMynsipy.

KOHTpOJ’Ib OCHOBHbIX XapaKTepuCcTuk nporpaMmmMHOro nagenna nposoanTca npu nepBUYHOM 3aKpenrieHun 3a
OTBETCTBEHHbLIM INTNULIOM.

Pe3ynbTaThl NEpPUOANHECKOrO KOHTPOMS OCHOBHbLIX XapaKTepPUCTUK NPOrpaMMHOro nsgenust ukcupyoTcs B
Tabnuue 3.

Tabnuua 3 — MNepuodudeckuli KOHMPOITb OCHOBHLIX XapakmepUCMUK MpuU 3KCcrlyamayuu U XpaHeHuu

MpoBepsemas xapakTepucTMka [ata npoBeAeHNs U3MepeHus
20_ . 20_ T 20_ .

xR > xR > [ >
C © 4 C © 4 S © 4

B3 c kK = E kK = E kK
HanmeHoBaHue Benuuna R S88 S = S88 S = s8¢
n3mepeHus I | efE| I | eEE| zZ | 2EE
E ZEg E 5 Q% E S S E o
58 | g2 | §8 | mg2| g8 | ®mSE

e = e = e =
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CBUAOETENbCTBO O NMPUEMKE

MporpammHoe usgenve «Kaspersky Endpoint 643.46856491.00080-02
Security 10 gna Android».

(obo3HaueHve)
(HaMMeHoBaHMe NPOrPaMMHOrO M3AEnwst)

COOTBETCTBYET TEXHNYECKUM YCMNOBUSM TY 643.46856491.00080-02

(CTaHLl,apTy) (HOMep TexHUYeCKnX YCroBWIA N cTaHdapTa)

N NPU3HAHO rOAHLIM 4151 SKChyaTaumm.

[Hata Bbinycka

M.IM. Moanuck nuu, OTBETCTBEHHBIX 3a NPUEMKY

CBUOETENBCTBO OB YINAKOBKE U MAPKUPOBKE

«Kaspersky Endpoint Security 10 dnsi Androidy. (643.46856491.00080-02)
HanveHoBaHue obo3HayeHne
ynakoBaH (0) AO «Jlabopamopusi Kacnepckoz2o0»

HauMeHoBaHue Unun koa npeanpuaTtna (OpFaHM3aLI,I/WI)

cornacHo TpeboBaHusM, NMPeayCMOTPEHHBLIM MHCTPYKLNEN AAMON.460649.003

MapkupoBaHo 3Hakom cooTseTcTBUs Ne CUCTEMbI  cepTUdUKaLMM  CPEACTB  3alUmThbI
nHdbopmaummn no TpeboBaHusam Oe3onacHocTu mHopmauum (ceugetenscteo Ne POCC RU.0001.01BM00).
HakneuBaeTcs B nyHKTe 2 HacTosLero hopMynsipa B COOTBETCTBYIOLLEE MECTO.

KOHTpOJ‘IbHaﬂ cymMmma:

CepuiiHbIn HOMeEp:

HanmeHoBaHme nonb3oBaTtens:
Ne c6opkm (PO):

[ata ynakosku

YnakoBky npou3Ben (nognucsb)

W3genve nocrne ynakoBKW NPUHSAT (noanuck)

M.IM.

Mpumeyvarue. ®opmy 3anonHswom Ha npednpusmuu, Mpou3eodusUWEM yraKoskKy.
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FTAPAHTUMHbIE OBA3ATENBLCTBA

MpeanpuaTne-M3roToBUTENL  rapaHTMpyeT  COOTBETCTBME  MPOrpaMMHOro  u3genuss  TpeboBaHUsM
TY 643.46856491.00080-02 npu cobniogeHun noTpebutenem ycnoBuii W NpaBUN  3KCfyaTauum,
TpaHCNOPTUPOBAHUA N XPAHEHUS, YCTAHOBNEHHbIX B SKCMyaTauMOHHON JOKYMEHTaLuuu.

FapaHTMVleM CpPOK 3Kcnnyataunm nporpaMmMmHOro n3genna paseH 1 rogy co oH4 BBOAa B SKCMJ1yaTauuio.

B rapaHTWiiHbI Nepuoa N3roToBuTenb 6e3B03ME3AHO YCTPaHSeT BCE HEUCTIPABHOCTU U3AEeNWsl, B TOM YMcne
nyTeM 3aMeHbl HEUCNPaBHOrO HOCUTENS NMPOrPaMMHOTO U3AENNA Ha UCTPaBHbIN, NpY yCroBuu cobnoaeHust
noTpebutenemM nNpaeun 1 yCroBUiA XpaHeHWsl, TPAHCMOPTUPOBKU 1 3KCTTyaTauum.

Mpn 3ameHe No rapaHTUN HEMCNPABHOIO HOCUTENS NPOrPaMMHOro N3Aenns Ha CNpPaBHO PYHKLNOHMPYIOLLIEE,
rapaHTUIHbIA CPOK MCHUCASIETCS CO AHSA NOCTaBKM NOTPedUTENto McnpaBHO (OYHKLIMOHUPYIOLLEro n3genus.

[encTtBrne rapaHTUnHbIX 0683aTeNbCTB Ha BbIMOMHEHUE M3OenveM CBOMX (OYHKUMA MpekpallaeTcs, ecnu
notpeburenemMm BHeCEHbl U3MEHeHUst B usgenue 6e3 cornacoBaHWA C ero M3roToBuUTENeM unu msgenuve
nepeaaHo Apyromy npeanpusaTtuio (notpebutento).

FapaHTvu7|Hb|e obs3aTenbCcTBa U3roTOBUTENS He pPacnpoCcTpaHAKTCA Ha Konun n3aennd, N3rotoBsieHHble Nno
nHUynatTmee n0Tpe6|/|Ten;|.

MarotoButenb NpMHUMaEeT Ha cebsi 06s3aTenbCTBa No NoMcky owmnboK peanusauumn u ya3BuMOoCTeN B N34eNnn
Ha nNPOTSHXKEHWM TapaHTUMHOIO Cpoka W cpoka gencteus ceptudpukata coorteetctBua POCC
RU.0001.01BM00, a Takke obsi3aTtenbcTBa MO CBOEBPEMEHHOMY WHAOPMUPOBAHMIO NOTpPedbuTens o
HaleHHbIX OLWMBKax 1 ysa3BMMOCTSAX, MeTofdax 6e30nacHoro MCNonb3oBaHUs U3aenus.

B cnyyae o6HapyXeHuUst ys3BUMOCTEW, W3roTOBUTENMb pacnpocTpaHsieT OOHOBMeHUst ©GesonacHocTH
notpeburenam. [lns 3Toro M3rotoBUTENb:

e [oBoaut 0o noTpedbuTtens MHpopmauuilo O HanmM4yMm yS3BUMOCTU M criocobax ee ycTpaHeHus nyTem
paccbIfiKX MO 3NEKTPOHHOW NOYTE, yKa3aHHOW Mpu 3akase nsgenus, n nyénvkaumm Ha cBoemM Beb-cante
Ha cTpaHuue https://support.kaspersky.ru/vulnerability;

e [lpoBOAuT, B YCTAHOBINEHHOM MOPSAKE, MHCNEKLMOHHbIA KOHTPOSb YkasaHHOro 0GHOBMEHMS B CUCTEME
cepTudmrkaumm;

e Pasmewaet nHdopmaumio o crnocobe nonyvyeHuss obHOBMNEHMS Ha cBoem Beb-canmTe Ha CTpaHuue
https://support.kaspersky.ru/vulnerability;

. Mpn BHeceHun mnameHenus PCTIK Poccum B cepTudmkat CoOOTBETCTBUSA M3rOTOBUTENb AOBOAWUT OO0
notTpebutens Komui W3MEHEHHOro cepTuduMKaTa, a TaKKe W3MEHEeHWss B 3SKCnyaTauMOHHYHO
AOKYMEeHTaLuIo.

e [loTpebutenb, NpU MNONyYEeHUN YykasaHHOW MHopMauuW, NPUHUMAET pelleHne o HeobxoauMocTu
NpYMeHeHNs 0OHOBIEHNA NporpamMmMHoro n3genus. NotpedbuTenes, B cryyae npuMeHeHus obHOBNEHMS,
AenaeT COOTBETCTBYIOLLYIO OTMETKY B HacTosilem chopmynape ¢ ykazaHMem Tuna, Aatbl U BpeMeHU
0BHOBIEHNSA, a Takke C ykasaHueM aMunmun nuua, NPUMeEHMBLLETO Ero.

lapaHTMHOE W nocrerapaHTUiiHoe oOcnyxknBaHue wusgenus ocyulectensetca: AO  «JlabopaTopus
Kacnepckoro» (125212, r. Mocksa, JleHuHrpagckoe wocce, a. 39A, ctp. 2).

Mopsgok npeabsiBNeHns peknamaunin o rapaHTUiHbIM 06s13aTensCcTBaM JormkeH cootsetTcTBoBaTs TOCT PB
15.703-2005.
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CBEOEHWA O PEKITAMALIUAX

Peknamauuun npeabsensiotca B agpec AO «JlabopaTtopua Kacnepckoro» (125212, r. Mocksa, JleHuHrpagckoe
wocce, 39A, cTp. 2) B NUCbMEHHOM BUAE C YKasaHMEM AaTbl O0OHapYy)XeHUs HEMCNPABHOCTMW, COAEPXKaHUS U
YCMNOBWI BO3HUKHOBEHMWS HEUCMPABHOCTH.

Peknamauun nognuceiBatoTCcs pykosBoautTenem noapasaeneHuna, npuHuMmarwero w akcniyaTtupyroLwlero
nporpaMmmMmHoe mn3aenue.

CeneHus o peknamaumsx 3aHocsTcsa B Tabnuuy 4.
Tabnuua 4 — CeedeHusi 0 peknamauusix

Moanuck 0TBETCTBEHHOIO
nvua

lara CopfepxaHue peknamauum Mepbl, NpUHATBLIE MO peKnamaLmm

CBEOEHUA O XPAHEHUU

Kaxabli HocuTenb MHpopMaLum AoMKeH ObiTb BNOXEH B MHANBUAYANbHYIO YNakoBKY (KOHBEPT) U XPaHUTbCH
B TOPU30OHTaNbHOM MOMIOKEHWN Ha CcheuuanbHbiX CTennaxax BAanuM OT oTannuBaeMbiXx MpubopoB u
WUCTOYHMKOB 3NEKTPOMarHMTHOro U3ny4yeHuns B COOTBETCTBUN ¢ UHCTpYKunen AMON.460649.003.

Hocutenn nHdopmaumm B ynakoBke AOMKHbI XPaHUTbLCA B OTanfiMBaeMOM MOMELLEHMM C TemnepaTypoun
Bo3gyxa oT 10 go 40°C) M MakcumanbHOW OTHOCUTENBbHOW BRaxHocTblo He Gonee 80% npu 25°C 6Ges
KOHAEeHCaUMM Bnarn BHYTPWU MOMELLEHUS, MPU OTCYTCTBUM B BO3AYyXE MApPOB KUCHOT, LLENoYen u Opyrux
arpeccuBHbIX NpUMecen.

YcnoBus XpaHeHUst JOSMKHbI UCKMoYaTb pe3kme n3aMeHeHus temnepatypsl (He 6onee 10°C/yac) n BnaxHocTn
oKpyxatoLero Bo3gyxa (He 6onee 10%/4ac).

CBefieHns 0 XpaHeHnn HocuTenen nHpopmaLum ¢ NporpaMMHbIM M3AENUMEM 3aHOCATCSt B Tabnmuy 5.

Tabrnuya 5 — CeedeHusi 0 xpaHeHUU

[Hara HonxHocTb, (hammnua u nognucb
Ycnosus xpaHeHus
YCTaHOBKM Ha XpaHeHMe | CHATMA C XPaHEeHWUs nuua, OTBETCTBEHHOIO 3a XpaHeHUe
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CBEOEHWA O 3AKPEMNEHNU NMPOPAMMHOIO U3AENUA NMPU SKCIMIYATALINU

13.1. CsepeHusi 0 3aKpenneHny NPorpamMmMHOro M3Aenust Npy aKkcnnyaTaumm 3aHocaTcs B Tabnuuy 6.

13.2. anI NepBnMYHOM 3aKpernymeHunn HeobxoaMmo NpoBeCTN KOHTPOJIb KOMMJIEKTHOCTU NPOrpaMMHOro unsgenua

14.

(cm. pasgen 5).

Tabnuuya 6 — CeedeHus 0 3akpersieHuU rnpospamMmMHO20 U3desnus rpu 3Kcriayamayuu

[onxHocTb
OTBETCTBEHHOIO NNLA

®amunusn
OTBETCTBEHHOro nuua

Homep u pata npukasa

0 Ha3Ha4eHuu

00 ocBOOOXAEHUN

Moanuck
OTBETCTBEHHOro nuua

CBEOEHUA OB U3BMEHEHUAX

14.1. CsepneHusi 06 n3MeHeHMsIX 3aHocaTca B Tabnuuy 7.

Tabnuya 7 — CeedeHusi 06 U3MEHEHUSIX

OcHoBaHue (BxoaswWum
HOMep COnpoBOAU-
TeNbHOIO JOKYMEHTa M
para)

ara npo- Mopsgko-
A P CopepxaHue PAA
BeAeHus BbI HOMep
M3MeHeHUs
M3MeHeHUs M3MeHeHUs

LonxHoCTb,
damunus n
noanucb
OTBETCTBEH-
HOro nuua 3a
npoBeaeHus
M3MeHeHus

Moanuck nuua,
OTBETCTBEHHOIO
3a 3KCnyaTauuto
nporpamMMHoro
nagenus
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OBHOBJIEHUE MPOrPAMMHOIO U3OENNA
OnpepneneHsbl Tpy TMNa 06HOBNEHMI NPOrPaMMHOro U3aenus:

1 TN — obHoBNeHne 6a3 AaHHbIX, HE0OXOAMMbBIX ANs1 peanusaunmn yHKUnn 6eszonacHocTn (o6HoBneHne b
MKB);

2 TMn — OGHOBEHWe, HanpaBeHHOE Ha YCTpaHeHWe yA3BUMOCTe (KpuTudeckoe 0GHOBNEHME);

3 TMn — obHoBNEHWe, HanpaBneHHOe Ha fobaBneHne U/MnNu CoBepLUEHCTBOBaHMWE peanu3aumn yHKUMIA
6e30nacHOCTM, Ha paclMpeHve 4ucna noadepXMBaeMblX MPOrpamMMHbIX M annapaTtHbiX nnatgopm
(oGHOBNEHNE BEPCMM NPOTrPAMMHOIO N3aenus).

OTanbl XXM3HEHHOrO LMKna 06HOBNEHUI nporpamMmmMHoOro nsaenua ot BbilyCka 00 NPpUMEHEHNUA:

1Tun 21n 3 Tun
Bbinyck PerynsipHo B COOTBETCTBUN C Mo HeobxoammocTy (npu Mo yCMOTPEHMIO N3rOTOBUTENS
YCTaHOBNEHHOMN U3rOTOBUTENEM | BbISBNEHUN YA3BUMOCTEN)
npoLeaypon, BNoTb A0
OKOHYaHMS CPOKa NOALEPKKM
NporpamMMHoro Usgenus
My6nunkauus HenocpeacTseHHo nocne HenocpencTBeHHo nocne Mo NPOXOXAEHUM MHCMEKLMOHHOIO
BbINycka BbINycka KOHTpOnS
WHenekumoHHbIN | 1 pas B rog (NOMHbIN nakeT lMocne BbInycka — B CPOK, Mocne BbInycka — B CPOK,
KOHTpOINb 0BHOBNEHWI) NpesyCMOTPEHHbIN NpesyCMOTPEHHbI U3rOTOBUTENEM
WN3roToBUTENEM
YBepomnenue PeanusosaHo B nporpaMmHoM | [1o aneKTpoHHO# noyTte Mo 3neKTPoHHOM noyTe
nsgenumn 3aperncTpupoBaHHbIM 3aper1cTpupoBaHHbIM
norb3oBaTensaM*, Ha cante nonb3oBaTensm*, Ha cante
N3roToBMTENS** — B CPOK HE WN3roTOBMTENS* — B CPOK He
noagHee 5 cyTok nocne rno3gHee 5 CyTOK nocne nomyyeHns
nybnukaLmm cepTugmkata
MonyyeHue un B cooTBeTCTBMM C MoTtpebutens gomxkeH 3arpyantb | 1o ycmoTpermio noTpebuTens.
npumeHeHue JKCnyaTaLnoHHON W NPUMEHUTL 0BHOBNEHNE MogpobHoctv cm. B Nn. 15.3 n 15.4
BOKyMeHTaLuen He3amMeanuTeNnsHO nocne
nomny4yeHus yBegoMreHus

* YBegomneHus O BbiMycke OBHOBMEHUW 2 M 3 TUMOB pacchbiNalTcs MO agpecam 3NEKTPOHHOW MOuTH,
yKa3aHHbIM Npu1 3aKase NporpamMmMHOro U3genus, a Takke NognMcynkam pacebinikv (nognmMcaTbCs Ha pacebinky
MO>XHO Mo ccbinike: http://support.kaspersky.ru/subscribe).

** http://support.kaspersky.ru/general/certificates
MoTpebuTens MoXeT NoNy4YMTb OBGHOBMEHWE 3 TUMa cneayrLmnMmn cnocobamu:

1. Tpuobpectn HOBbIN KOMMMEKT MOCTAaBKW MPOrpaMMHOIO M3genus («Megua-nak»), coaepKalinn
OBHOBMEHME 1 3KCMNyaTaLMOHHY JOKYMEHTALUMIO B MEYaTHOM BUAeE, COrMacHO KOMMIEKTY NOCTaBKU
(cm. n. 5.1), obpaTmBwMCch Kk gucTpubbtotopam AO «JlabopaTopusa Kacnepckoro».

2. 3arpy3untb OGHOBMEHWE M KOMMMEKT M3MEHEHHOW 3JKCMMyaTauuoHHOW OOKYMeHTauuu (BKMoyas
aKCnIyaTauMOHHbIN OlonneTeHb) B aneKTpoHHOM Buae ¢ Beb-canta AO «JlabopaTopus Kacnepckoro»
(https://certifiedbuilds.kaspersky.ru).

lNpumeyaHue: lNpumeHeHUe OBHOBIEHUS, MOTYYEHHO20 8 3/IeKMPOHHOM 8ude, G0rycKkaemcsi mosbKo rpu
Hanuyuu y nompebumerss opusuHaibHO20 KOMII/IeKma nocmasku rnpo2pammHo20 usdenus («medua-rnaka)
npedbidywel eepcuu 8 meepdom sude.

Mpn nonyyeHun o6GHOBREHMA 3 TUMA M KOMMSIEKTAa M3MEHEHHOW 3KCMyaTalMOHHOW [OOKyMEeHTauun B
3NEKTPOHHOM BUAE NOTPeduTENb JOSMPKEH OCYLLECTBUTL cnegylowmve JeNCTBUS:

1. Tocne 3arpy3ku hannoB 06HOBNEHUSA 1 KOMMNIIEKTA M3MEHEHHOW 9KCMyaTauuoHHOW OOKYMeHTauum
NpOM3BECTN MPOBEPKY LIENTOCTHOCTU 3arpyKeHHbIX (pannoB MyTeM CBEpPKU KOHTPOISIbHbIX CyMM C
yka3aHHbIMK Ha Beb-caiite AO «Jlabopatopus Kacnepckoro».

2. 3anucatb yCTaHOBO‘-IHbIIZ KOMMIEKT, I'IOJ'IyLIeHHbIﬁ B 3JIEKTPOHHOM BUAeE, Ha (bmsmqecmﬂ HOCUTEIb.

3. TpomapknpoBaTb PM3NYECKMIA HOCUTENb B COOTBETCTBUW C pasdesioM «YNakoBKa W MapKUpOBKa»
nsMeHeHHo Bepcun copmynspa. CooTBeTCTByOWMI pasgen B ¢opMynspe B 4acTu YrNaKoBKU
3anofHUTb CaMOCTOSITENbHO, YKa3aB OTBETCTBEHHOIO 33 YNaKOoBKY.
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BHecTn nameHeHuss B SKCcnnyaTaunOHHYO OOKYMEHTauuo, PYKOBOACTBYACb 3KCNJ1lyaTauMOHHbIM
OtonnerteHem. I'Ipm HeobXoQMMOCTM 3aMEHUTb ncnonb3dyemble 3IKCnnyataunoOHHble OOKYMEHTbI
HOBbIMU pefakumnamn.

I'IpM HeobXxo4MMOCTN BHECTM U3MEHEHUS B nporpaMmMHoe nagenme B COoOTBEeTCTBMN C MHCTPYKUMNAMMN,
N3NOXEeHHbIMK B GronneTeHe.

Mpoun3BoanTb SKCNyaTauuio 0GHOBNEHHOIO NPOrpamMmmMHOro U3aenus B COOTBETCTBUM C OBHOBIEHHOM
SKCNnyaTauMoHHOW OKyMeHTauunen.

3amMeHeHHble BEpCcUM  3KCMSyaTauMOHHbIX [OKYMEHTOB, AWCTpuOYTMBa, KOMU cepTudukata
COOTBETCTBMSA (NpyM HeobXxoAMMOCTM) MPOMapPKMPOBaTb Kak 3aMEHEHHble W XpaHUTb BMECTE C
aKTyanbHbIMU BEPCUSIMU.
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16. OCOBbIE OTMETKU

16.1. lpunoxeHue 1 BbINOMHEHO B BUAE OTAENbHOro AokyMeHTa 643.46856491.00080-02 30 02 B aneKTPOHHOM
BMaE.



