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OBLUUE YKA3AHUA

Hactosiwmn copmynsp yoocToBepsieT KOMMMEKTHOCTb, rapaHTUMPOBAHHOE W3rOTOBUTENEM KayecCTBO
MPOrpamMMHOro U3Aenusl U COOEPXUT yKasaHUsi Mo ero aKkcnnyaTauuu.

ﬂepe,q 3KcnnyaTaumel7| HeobxooMMO O03HaKOMMUTBLCS C D,OKyMeHTal_I,VIeVI K nporpamMmmHOMYy wu3genuio,
nepeqmcneHHon B pa3aene «KoMnnekTHOCTbY.

<Dopmynﬂp AOOJKeH HaxoguTbCA B nodpasaersieHnn, OTBETCTBEHHOM 3a J3KChjiyatauukio nporpamMmmHoOro
n3genus.

Bce 3anucu B cbopmynﬂpe Npon3BOOAT TOJIbBKO YepHuUiamMu, oT4HeTSIMBO U aKKypaTHO. MoguncTku, nomMapkm n
He3aBepeHHbIe ncnpaerieHnAa He JOMYyCKakTCA.

OBLIME CBEOEHUA

CBep,eva O nporpamMmmvHOM nsgennn:
HanmeHoBaHue: «Kaspersky Security Center 10»
Bepcus: 10.5.1781.0

O6o3HayeHue: 643.46856491.00069-05

[aTta narotoeneHus:

HaunmeHoBaHune narotosutens: AO «J1labopatopusi Kacnepckoro»
Agpec: 125212, r. Mocksa, JleHnHrpagckoe w., 39A, cTp. 2, Ten. (495) 797-8700.

CepuiHbIn Homep:

Twun HocuTens: NasepHbIN ONCK.

CeeaeHusi o NMPUMEHUNMBbIX CepTI/I(bVIKaTaX COOTBETCTBUA U JTMLIEH3NAX:

Cpok Hayana Cpok OKOHYaHMA

. . 3Hak cooTBeTCTBUA
aeucTena aeucTeuna

HaumeHoBaHue 1 Homep cepTUdMKaTa

MporpamMmmHOe usgenve ABNSAETCS CPEACTBOM aHTMBMPYCHOW 3alUMTbl M NpedHa3HayeHo AN 3awuTbl OT
BPEOOHOCHbLIX KOMMBIOTEPHbIX NPOrpamMmm, B TOM YMCHE B cucTemax o6paboTkm JaHHBIX U rocygapCTBEHHbIX
WMH(POPMAaLIMOHHBIX CUCTEMAxX OpraHoB rocyaapCcTBeHHon Bnactn Poccunckon ®egepaunn.

B cootBeTcTBUM C TpeboBaHuAMM O 3awmte MHGOPMALMK, HE COCTaBMAIOLWEN roCyAapCTBEHHYIO TanHYy,
copepXawenca B rocyaapCTBeHHbIX WMHOPMAUMOHHbBIX CUCTEeMax, BBEOEHHbIMW B OEWCTBME MPUKa3oMm
®CTOK Poccun Ne 17 ot 11 dpespans 2013 r., n CoctaBoM 1 cogepraHnem opraHn3aLMoHHbIX U TEXHUYECKNX
mMep no obecneveHuto Ge3onacHOCTM MepCoHarnbHbIX AaHHbIX NpU ux 06paboTke B WHEPOPMALMOHHBLIX
cMcTemMax NepcoHanbHbIX aHHbIX, BBEAEHHbIMU B genctaue npukasom PCTIK Poccum Ne 21 ot 18 peBpans
2013 r., u3genue MOXeT NCNOoJSb30BaThCA B MHOPMALMOHHBIX cucteMax 1 u 2 knacca 3alimeHHoCTU u ons
obecneyeHns 3aWULLLEHHOCTM NEePCOHanbHbIX AaHHbIX 40 1 YPOBHS BKIHOYUTENBHO.

OCHOBHbIE XAPAKTEPUCTUKA

KOHTpOmbHblEe CyMMbl (balfioB WMHCTaNNALUMOHHOIO KOMMMEKTa NpPOrpaMMHOro Wsgenus npuBedeHbl B
HacTosileM chopmynsipe B Tabnuue 1.

KOHTpO/bHbIE CYyMMbl UCMOMHSAEMbIX (hainoB NPOrpamMMHOro M3genust nocrie YCTaHOBKU MNpuBedeHbl B
MpunoxeHun 1 k HacTosiLeMy chopMynsipy.
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Tabnuua 1 — KoHmporibHbie CyMMbl ¢halisiog UHCMasnisiyUOHHO20 KOMII/IeKma rpoepamMmMHO20 U30enusi

Ne W dhaiina [ara l.'lnurla, OnuHa, KC
nn co3aaHusa GaMT CTPOK
Katanor D:\Console\
1 [Kaspersky Security | 22.03.18 | poq0090q | aaed875¢c883458039e091 cAdaffd95bd352eadd4d634fcag3 14e8adab3b5db3
Center Console.msi 18-52
2 llicense.txt 2%333118 64296 246 56780dfe36b68cOCE6e64a6178db8CedT1d3c06f54852e4d386¢065256ad2b7
3 lsetup.exe 1?332718 2865088 1 cBef7505b2e32becc2450411a58f7eTeec3fefcd0df9621 3ae 1367e84eb23d78
WTOrO: (hanoB - 3 65017672 246 3c7affa70c6818007d43dibAa07ab2bcsdebeccb141103940560891710e3b27c
Karanor D:\Console\Plugins\MDM4Exchange\
4 [icfginst msi 2%335218 10891264 1 3a383c36370d29187bch838388ecchB70b8d855144767daB066i727da52f6
WTOro: annos - 1 10891264 0] 32383¢3e370d29187bch838388ecchb70b8d855144767da6066cf4727da52f6
Karanor D:\Console\Plugins\MDM4I10S\
5 [icfginst msi 2%235218 10956800 1 9292b9c68326a592186ab1439575d5dc2d62af403626649c010adc1170cco14e
utoro: cpainos - 1 10956800 0] 9292h9c68326a592186ab1439575d5dc2d62af403e2e649c010adc1f70cc914e
Katanor D:\Console\Plugins\MDM¢t\
6 [icfginst msi 22121318 22265856 1 ccB7f9ef9ac551c1 2abbadc2160306dab8704b7b35721db090chf (5526025845
7 blugin.kpi 231’;)31118 49 9a868a1eb93dbi3b4520deed4cd5aecds148690262b6h8574e65¢9289a5a8060
WTOrO: (hannos - 2 22265005 0| 56e173123f8eefabiob732b5ad64817d938a27957cAabeTde2e367d3c584835
Karanor D:\NapShvui\
g [Kaspersky Security | 22.03.18 | gy 176 1 cfe7ec0d5303ch530a305606187852682ab8b8e8b9460bc80854b167c02d 712
Center SHV.msi 18-52
9 lsetup.exe 1?832718 2945472 1 1b0aa925918367938dcI8e57641284221£34166680688e5a496c1 96429366212
WTOrO: (hannos - 2 8499648] 0| ddedd528ceb3db26bd6aBb37059501049d9f9d680bfceee6c96952fad53ch500
Kartanor D:\Server\
1o[Kaspersky Security | 22.03.18 | 4450140 1 9a591076269dc100035104505a6b23db27f7 13aedbAc186{03aa2f57dbc250
Center.msi 18-52
11]license.tt 2%32118 79961 282 307bdc0abed771ef07293d5643b65¢50502dd7bc6858ba833d4 ecad4dsdfic
12ls¢10.kud 2%32218 4729 1 e9deb3628af96cha23bfa08b0712{06dad206705edb5d5262206 1037138t
13}setup.exe 2%32118 7008680 1 4457¢f738164b108a876ebbcd22757bfob9a1d2ef63585920ce52d81 1ac64
14}ss_install.xml 2%3%38 5969 | 256d4459345da55d414a93b08d72bc0165a8d54ed16286862850215130887962
WToro: (hainos - 5 120763339 282 22c07545304e6ed9ef583282255e5c4477190819d4a298¢b0d 1 1dabb51a23755
Karanor D:\Server\Packages\MDM4Exchange\
15license.t zﬁg‘éf 642968 246 56780dfe36b68c6c86e64a6178db8cedT1d3c06f5485264d386¢065256ad2b7
16|mdmdexch kud zﬁg‘zf 3079 1 1486a94c9609063849bd1 c565bfe576d53ee26eb8c3dBfI02533b7 1ec4 feads
17]setup.exe 191’395718 3799488 1 746470a52de8db3004b26de5cf99b5d6d5a50deadc48b{87978b8205895069
utoro: cpainos - 3 3866863 246| de97d4178d5751641be93bd2echcbe56f79832ee94f01e5a8ad43349beeleefc
Katanor D:\Server\Packages\MDM4Exchange\exec\
18|icfginst msi zﬁg‘zf 10891264 1 3a383c36370d29187bch838388ecchB70b8d855144767daB066HT727da52f6
19|mdmdexch kud zﬁg?gzm 3079 1 1486a94c9609063849bd1 c565bfe576d53ee26eb8c3d8fI02533b7 1ec4 feads
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Ne Wwms dpaiina [ara l.'lnurla, OnuHa, KC

nn co3aaHusa GaMT CTPOK

20MDM4Exchange.msi 2%335218 5529600 | e5158edadcf6c52a035488637d80500d57b3b0d2585e 1171063400 1d7d5b27d

21lsetup.exe 1?832718 2945472 1 577b2073fa26e2134d9e080331b8ef3b8729254aeb2d7080393a5785334c 1

22lss. install xml 2213333 8 679 9199298329a3cf096bbdce55af62e0e8bddfe65de771881a310112c51b167984
uToro: dainos - 5 19370094 0 3449258a677¢71d6e46396332ebac1471403a6589e8d6af872481557cd2b225

Karanor D:\Server\Packages\MDM4I0S\

23icense.txt 2%333118 64296 246 56780dfe36b68c6cE6e64a6178db8CedT1d3c06f54852e4d386¢065256ad2b7

24|mdmdios kud 2%335218 3011 1 af13d94cadaf56179763e7d49f72c26022c94e47¢1891170ca76a6d3838b548c

25 setup.exe 12832718 3799488 | 746470a52de8db30d4b26de5cf99b5d6d5a50deadcA8bi87978b8205895069
WToro: haiinos - 3 3866795 246 850fa417b6(1014bc537c0502830fbdb86bi5a42d944800a65912284197450a5

Katanor D:\Server\Packages\MDM4I0S\exec\

26 Klcfginst msi 2%335218 10956800 1 9292b9c68326a592186ab1439575d5dc2d62af403626649c010adc1170cco14e

27|mdmdios kud 2001 a0t | af3d94cadaf561797637049172c2602269447c1891170caT6a6A3838b548¢

28|MDM410S msi 221335218 9654272 0cfa262¢11b65d3b0fbe 16059932c44e450978f7685269b4bcd4882adea72abf

29}setup.exe 1382;8 2945472 123429626a623efc07f0bc6C6263291 aef3890313635d07508939477bdef7d38

30lss_install xml 22153;38 654 1 bea7dfad5e21a3c6e61eabo67ceebB3aal77dd3370161923c64adee69e218cd
WToro: hainos - 5 23560200 0|77e8b0690b7c33846159503880384c520a3dd9fcd1d6550eb97 16877928288

Katanor D:\Server\Packages\NetAgent_10.5.1781\

31icense it 29518 64206 2u6| 5e7800Me3606BCACBGR64a6175dbBcedT 103c0e5485204d38600652156a02b7

32|hagentt0.kud 221g35218 5821 45b764340071593edab12340df71262470a9820bd52dccff3M 5225114866

33}setup.exe 1?32;8 3799488 | 746470852de8db30d4b26de5Ci99b5d6A5a5AdeadcABhIBTI7882056/95069€
WToro: haiinos - 3 3869605 246 6fab19fF1b2f0e62886235b0bab5chd9e37c8c25a5974d0550d89b0d5fe04cct

Karanor D:\Server\Packages\NetAgent_10.5.1781\exec\
34jnstaller exe 199998 | 2856896 - 7aeddbcs401c7508005230348e10Md0e7960ba76eb5BAI64DBAIC233753609cT
ag[faspersky Network | 22.03.18 1 q5535, 008af1506065833a2129d528c2acda5d8dd9eead3ch5diddabb072cf0927f16
Agent.msi 18-52

36 icense. it 29518 64206 2u8| 5e7800Me3606BCACBGR64a6175dbBcedT 103c0e5485204d38600652156a02b7

37hagent10.kud 22152218 5621 45b764a40071593edabb12340071262470a9820bd52dccii3H 5a251 4866
uToro: dainos - 4 31955365 246612843ch96be23b0c02bb0493999598ch7697253914a76 1bababdc1755d13¢80

Karanor D:\Server\Plugins\MDM4Exchange\

38|KIciginst.msi 221;;)35218 10891264 1 3a383c36370d29187bch838388ecchB70b8d855144767daB086i727da52f6

WToro: (ainos - 1 10891264 0 32383¢3¢370d29187bcb838388ecchbi70b8d855144767da6066¢4727da52f6
Karanor D:\Server\Plugins\MDM4I10S\

39|KIcfginst.msi 221;;)35218 10956800 1 9292b9c68326a592186ab1439575d5dc2d62af403626649c010adc1f70cc914e

wToro: dainos - 1 10956800 0| 9a92b9¢c68326a592186ab1439575d5dc2d62af40326649c010adc 1170cco14e

Katanor D:\Server\Plugins\MDMt\
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Ne Wwms dpaiina [ara l.'lnurla, OnuHa, KC
nn co3aaHusa oanT CTPOK
40 cfginst.msi 2%31318 20065856 cob79ef9acs51c12abbadc2160306dab8704b7b35721db090ch55a6025805
#1plugin kpi 22331118 49 0a868a1eb93dbi3b4520deed4cd5aecds148690262b6h8574e65¢9289a5a8060
WTOro; halinos - 2 22265005 0| 560173F123Beefabiob732b5ad64817d938a27957 cdabeTde2¢367d3c580835
BCEFO: chainos - 41 369897528 1512 0b60cTcleladc49bb6797121dF1393167a772ch9eale53e6eb7e6043bce7ch92
Koney
KOHTpOJ‘IbeIe CyMMb| paccynTaHbl C WUCNonb3oBaHMEM cCpeacTBa d)I/IKcaLI,I/IVI NCXOOHOIo0 COCTOAHUA
nporpammHoro kommnnekca «PUKC» Bepcumn 2.0.2 (ceptudmkatr ®CTIK Poccum Ne 1548, pencteuteneH go
15.01.2020 r., nuueHsma Ne LIC 50 — 7400 J1629640, 3Hak cootBetcTBus Ne J1629640) no anroputmy «OCT-
34.11-94, nporpamMmMHO».
®YHKLMOHAMNBHBLIE BO3MOXHOCTH
4.1. B nNporpaMMHOM M3AeNnnu peanusoBaHbl creayloLme dyHKLMM 6esonacHocTu!:

BO3MOXHOCTb OTOOpaeHMs curHana TpeBOrM Ha aBToMaTtuanpoBaHHoe pabodvee wmecto (APM)
agmuHucTpaTopa 6e3onacHOCTH, ykasblBaloLWEro Ha 0bHapyxeHe Bpe4OHOCHbIX KOMMNbIOTEPHbIX NMporpamm
(BMpycoB) Ha MOMb30BaTENbCKUX aBTOMaTU3MPOBaHHbIX pabounx mectax. CurHan TpeBOrM [OOKEH
naeHTMdMumMpoBaTb aBTOMaTM3MpOBaHHble pabouve MecTa, nopoxgawowee cobbiTue ayauTa,
BPEOOHOCHbIE KOMMbIOTEPHbIE NpPOrpaMMbl  (BUPYCbl), KOTOpble Obinv OOHapyxeHbl, W OeWcTBue,
npeanpuHATOe CpeacTBOM aHTUBUPYCHOW 3aLUmThl;

BO3MOXHOCTb NPOAOSIKaTb OTOOpaxeHue curHana TpeBOrM Ha aBTOMAaTM3MpPOBaHHOM paboyem mecTe
agMuHMCTpaTopa BesonacHocTw, Noka He ByaeT NMomyyYyeHo noaTBepXAeHWe ero MonydYeHus Unm noka He
OyaeT 3aBepLUeH ceaHC agMunHUCTpaTopa 6esonacHocTy;

BO3MOXHOCTb MONy4YeHus 1 yctaHoBku obHoBneHun B NKB 6e3 npymeHeHns cpeacTs asTomaTusauum v B
aBTOMaTU3MPOBAHHOM peXMMe C CETEBOro pecypca;

BO3MOXHOCTb LIeHTpan“3oBaHHOW ycTaHoBKMN komnoHeHToB CAB3;

BO3MOXHOCTb agMUHUCTpaTopamM 6e30MacHOCTU YNpaBnaTh PEXNMOM BbINOMHEHNS (YHKLUA 6e30nacHOCTM
CAB3 (obpaboTka 3apakeHHbIx ob6bekToB Ha APM U1 cepBepax BblMUCIUTENbLHOW CETU; BbINOMHEHWE
aBToMaTM3mposaHHoro 3anycka CAB3 Ha APM v cepsepax BbIYMCAUTENBHOWN CETU C 3a4aHHBIMW YCITOBUSIMU
noucka KB n pexumamy pearmpoBaHusi N0 pacnucaHuio; BbIMONHEHWE yOaneHHOro aaMUHUCTPUPOBaHNSA
npoueccoB 06HapyxeHus KB, o6HoBnenust B[ MNMKB 1 komnoHeHToB CAB3);

BO3MOXHOCTb YMOSIHOMOYEHHbIM MOfb30BaTeNsaM (PoNnsaM) ynpasnAaTb AaHHbIMU (@OMWHUCTPATUBHBLIMU
AaHHbIMW), ncnonb3yembiMu pyHkuuamu 6esonacHoctn CABS;

BO3MOXHOCTb FreHepMpoBaTh 3annucu ayamrta ang cobbiTuiA, NOTEHUManLHO nogsepraemMbix ayauTy;
BO3MOXHOCTb YMTaTb MHPOPMaLMIO N3 3anMcen ayauTa;

BO3MOXHOCTb ~ accoumauum Kaxgoro cobbiTus  ayauta C  uaeHTMdukatopom cybbekta, ero
WNHULMMPOBABLLETO;

orpaHM4eHne oCTyna K YTEeHUo 3anuncen ayauTa; NoUCK, COPTMPOBKa AaHHbIX ayauTa,

MOUCK U3BECTHbIX YA3BMMOCTEN Ha yrpasnsaembix APM.

BO3MOXHOCTb CO3aHuUs YYEeTHbIX 3anvcen 1 ayTeHTudmrKaLmm nonb3osarenen.

1 dyHKUMM 6e30MacHOCTM COOTBETCTBYIOT CIeAYIOLLMM MepaMm 3alLuTbl MHOPMaLMN B MHGOPMALIMOHHbIX CUCTEMaX, CornacHo npukasy Ne17
OCTIK Poccuu, 1 mepbl no obecneveHmto 6e30nacHOCTM NEPCOHanbHbIX AaHHbIX, cornacHo npukasy Ne21 ®CTIK Poccuu: AB3.1 —
Peanusauus aHTUBMpYCHo 3awmTbl; AB3.2 — OBHoBReHWe 6a3bl AaHHbIX NPU3HAKOB BPEAOHOCHBLIX KOMMbIOTEPHBIX NPOrpamMmm (BUMPYCoB)
3CB..9 B 4acT «KOHTPOIb (OYHKLMOHUPOBAHUS CPEACTB aHTUBUPYCHOW 3alLuThl B BUPTYanbHOW UHDPACTPYKTYpey;.
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5. KOMMINEKTHOCTb
5.1. CseaeHus No KOMMNIIEKTHOCTU NpmnBeAeHbl B Tabnuue Tabnuua 5.1.

Ta6nuua 5.1 CBegeHNss 0 KOMMNEKTHOCTU

MopsakoBbIN
HaumeHoBaHue uspenus 06o3HaueHune .
» Kon-Bo YYeTHbIN MpumeyaHue
(cocTaBHOM YacTh, AOKYMEHTa) KOHCTPYKTOPCKOrO AOKYMeHTa HOMED

1. Kaspersky Security Center 10. 1 Ha nasepHom
MHCTanNSUMOHHBIN KOMNAEKT amcke
2. Kaspersky Security Center 10. 643.46856491.00069-05 30 01 1 B neyaTHoMm
®opmynsap BUae
3. Kaspersky Security Center 10. 643.46856491.00069-05 30 02 1 B anekTpoHHOM
[MpunoxeHue 1 k opmynspy BUaE
4. Kaspersky Security Center 10. 643.46856491.00069-05 90 01 1 B anekTpoHHOM
PYKOBOACTBO MO 3KCMTyaTaLmuu BUOE
Kaspersky Security Center 10. 643.46856491.00069-05 91 01 1 B anekTpoHHOM
[oaroToBMTENbHbIE NPOLEAYPbI. BUOE
5. Ynakoska 1
[pumeyarue: nocmaeka ocywecmsnsemcs ¢ 3asepeHHol Konuel cepmucbukamos coomsemcmeaus Ha usdenue npu ux
Hanuyuu.

6. YKA3AHUA NO 3KCMNYATALUA

6.1. [lporpaMmMHOe nU3aenue OOMKHO (DYHKLMOHMPOBATb Ha KOMMbOTEPAX, UMEILNX crieaytolme KoHdurypaumm
cpenpbl PYHKLUMOHMPOBAHMS.

Ta6nuua 6.1 Cpena pyHKLLMOHMpPOBaHUsA U3genus

AnemMeHT cpeabl

PyHKLMOHMpPOBaHUA T

CepBep AOMUHUCTPUPOBAHUA

ocC Microsoft® Windows 10 Home 32-pa3psgHas / 64-paspsgHas;

Microsoft Windows 10 Pro 32-pa3psigHas / 64-pa3psagHas;

Microsoft Windows 10 Enterprise 32-pa3psigHas / 64-paspsagHas;

Microsoft Windows 10 Education 32-pa3psaHas / 64-pa3psigHas;

Microsoft Windows 8.1 Pro 32-pa3psigHas / 64-pa3psgHas;

Microsoft Windows 8.1 Enterprise 32-pa3psigHas / 64-pa3psgHas;
Microsoft Windows 8 Pro 32-paspsagHas / 64-pa3psigHasi;

Microsoft Windows 8 Enterprise 32-pa3psgHasn/64-pa3psagHasi;

Microsoft Windows 7 Professional SP1 32-pa3psgHas / 64-pa3psagHasi;
Microsoft Windows 7 Enterprise SP1 32-paspsgHas / 64-pa3psgHas;
Microsoft Windows 7 Ultimate SP1 32-pa3spsgHas / 64-pa3psgHas;
Microsoft Windows 7 Professional 32-paspsagHas / 64-pa3psigHas;
Microsoft Windows 7 Enterprise 32-pa3psiaHas / 64-pa3psigHas;

Microsoft Windows 7 Ultimate 32-pa3psgHas / 64-pa3psagHas;

Microsoft Small Business Server 2008 Standard 64-pa3psigHas;

Microsoft Small Business Server 2008 Premium 64-pa3psagHas;

Microsoft Small Business Server 2011 Essentials 64-pa3psagHas;

Microsoft Small Business Server 2011 Premium Add-on 64-pa3psgHas;
Microsoft Small Business Server 2011 Standard 64-pa3psigHas;

Microsoft Windows Server® 2008 Datacenter SP1 32-paspsigHasa / 64-
paspsigHasi;

Microsoft Windows Server 2008 Enterprise SP1 32-paspsgHasa / 64-
paspsigHasi;

Microsoft Windows Server 2008 Foundation SP2 32-paspsgHas / 64-
paspsigHasi;

Microsoft Windows Server 2008 SP1 Server Core 32-paspsigHasa / 64-
paspsigHasi;

Microsoft Windows Server 2008 Standard SP1 32-paspsgHas / 64-
paspsigHasi;
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Microsoft Windows Server 2008 Standard 32-pa3psigHas / 64-pa3psigHas;
Microsoft Windows Server 2008 Enterprise 32-pa3psagHas / 64-pa3psagHas;
Microsoft Windows Server 2008 Datacenter 32-pa3psigHas / 64-paspsgHasi;
Microsoft Windows Server 2008 R2 Server Core 64-pa3psigHas;
Microsoft Windows Server 2008 R2 Datacenter 64-pa3psgHas;

Microsoft Windows Server 2008 R2 Datacenter SP1 64-pa3psagHas;
Microsoft Windows Server 2008 R2 Enterprise 64-pa3psagHasi;

Microsoft Windows Server 2008 R2 Enterprise SP1 64-pa3spsigHasi;
Microsoft Windows Server 2008 R2 Foundation 64-pa3psgHasi;

Microsoft Windows Server 2008 R2 Foundation SP1 64-pa3psigHasi;
Microsoft Windows Server 2008 R2 SP1 Core Mode 64-pa3psigHas;
Microsoft Windows Server 2008 R2 Standard 64-pa3psigHas;

Microsoft Windows Server 2008 R2 Standard SP1 64-pa3psigHasi;
Microsoft Windows Server 2012 Server Core 64-paspsigHas;

Microsoft Windows Server 2012 Datacenter 64-pa3psgHasi;

Microsoft Windows Server 2012 Essentials 64-pa3psgHas;

Microsoft Windows Server 2012 Foundation 64-pa3psagHas;

Microsoft Windows Server 2012 Standard 64-pa3psgHas;

Microsoft Windows Server 2012 R2 Server Core 64-pa3spsagHasi;
Microsoft Windows Server 2012 R2 Datacenter 64-pa3psigHas;

Microsoft Windows Server 2012 R2 Essentials 64-pa3psagHas;

Microsoft Windows Server 2012 R2 Foundation 64-pa3spsaHas;

Microsoft Windows Server 2012 R2 Standard 64-pa3psgHas

Microsoft Windows Server 2016 Datacenter Edition 64-pa3psigHas;
Microsoft Windows Server 2016 Standard Edition 64-pa3psigHas;
Microsoft Windows Server 2016 Server Core 64-pa3psagHas.

CepBep 6a3 [aHHbIX

(moxeT ObITb
yCTaHOBIeHa Ha ApYrom
KoMnbloTEPE)

Microsoft SQL Server® 2008 Express 32-paspsgHas;

Microsoft SQL 2008 R2 Express 64-pa3psagHasi;

Microsoft SQL 2012 Express 64-pa3psgHasi;

Microsoft SQL 2014 Express 64-pa3psgHas;

Microsoft SQL Server 2008 (Bce pefakuun) 32-pa3spsgHas / 64-paspagHas;
Microsoft SQL Server 2008 R2 (Bce pegakunn) 64-paspsgHas;

Microsoft SQL Server 2008 R2 Service Pack 2 64-pa3psagHas;

Microsoft SQL Server 2012 (Bce pegakuuun) 64-paspsgHas;

Microsoft SQL Server 2014 (Bce pegakuuun) 64-paspsgHas;

Microsoft SQL Server 2016 (Bce pegakuun) 64-paspsigHas;

Microsoft Azure SQL Database;

MySQL 5.5 32-paspsagHas / 64-paspagHasa (He noggepXuBarTcs Bepcum
MySQL 5.5.1, 5.5.2, 5.5.3, 5.5.4, 5.5.5);

MySQL Enterprise 5.5 32-pa3psigHas / 64-pa3psagHas;

MySQL 5.6 32-paspsagHas / 64-pa3psgHas;

MySQL Enterprise 5.6 32-pa3psigHas / 64-pa3psagHas;

MySQL 5.7 32-paspsgHas / 64-pa3psgHas;

MySQL Enterprise 5.7 32-pa3psgHas / 64-pa3psagHasi.

MporpammHbie

Microsoft Data Access Components (MDAC) Bepcuu 2.8

TpeboBaHusi Windows DAC 6.0.
Microsoft Windows® Installer 4.5
AnnapaTtHble Mpoueccop: ¢ yactoTon He MmeHblle 1 Ty, Mpu paboTe ¢ 64-paspsigHon OC
TpeboBaHusi MWHMManbHas yactota 1,4 Iy,
OnepaTtnBHas namatb: 4 0.
O6bem cBobogHoro Mmecta Ha gaucke: 10 'b. [Mpu wucnonb3oBaHuK
dpyHKUMOHana CucTteMHoro AAMWHUCTPUPOBaHMS 06beM CBOOOAHOrO
MecTa Ha gucke AomkeH ObiTb He MeHbLue 100 B.
KoHconb agMUHUCTpUpoBaHuA
oC Microsoft Windows (Bepcusi nogaepxvBaemMon onepaumoHHON CUCTEMbI
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onpepensetcs TpeboBaHussMy CepBepa aaMUHUCTPUPOBAHUS)

MporpammHbie

Microsoft Management Console 2.0;

TpeboBaHua Microsoft Windows Installer 4.5;
Microsoft Internet Explorer 9.0 n Bbiwe npu pabote ¢ Microsoft Microsoft
Windows 7, Microsoft Windows Server 2008, Microsoft Windows Server
2008 R2;
Microsoft Internet Explorer 10.0 npu pabote ¢ Microsoft Windows 8 un 10;
Microsoft Edge npu pabote ¢ Microsoft Windows 10
AnnapaTtHble Mpoueccop: ¢ yactoTton He meHee 1 ITuU. Mpu paboTe ¢ 64-paspsaHon OC
TpeboBaHusi MWHMManbHas yactota 1,4 My,
OnepaTtunBHas namatb: 512 MB.
O6bem cBoboaHoro mecta Ha aucke: 1 I'b.
AreHT agMMHNUCTPUPOBaHUA
ocC

Windows Embedded POSReady 7 32-pa3psigHasd / 64-pa3psigHas;
Windows Embedded Standard 7 SP1 32-pa3psagHas / 64-pa3psagHas;
Windows Embedded 8 Standard 32-paspsaHas / 64-pa3psigHas;
Windows Embedded 8 Industry Pro 32-pa3psagHas / 64-paspsagHas;
Windows Embedded 8 Industry Enterprise 32-pa3psaHas / 64-pa3psgHas;
Windows Embedded 8.1 Industry Pro 32-pa3psgHas / 64-pa3psigHas;

Windows Embedded 8.1 Industry Enterprise 32-pa3psgHas / 64-
paspsigHas;

Windows Embedded 8.1 Industry Update 32-pa3spsgHasg / 64-paspsgHas;
Windows 10 Home 32-paspsgHas / 64-pa3psgHas;

Windows 10 Pro 32-pa3psigHas / 64-pa3psagHas;

Windows 10 Enterprise 32-pa3psagHas / 64-pa3psagHasi;
Windows 10 Education 32-pa3psagHas / 64-paspsagHas;
Windows 8.1 Pro 32-pa3psigHas / 64-pa3psigHas;

Windows 8.1 Enterprise 32-pa3psaaHas / 64-pa3psgHas;
Windows 8 Pro 32-paspsigHas / 64-pa3psgHas;

Windows 8 Enterprise 32-paspsgHas / 64-pa3psgHas;
Windows 7 Professional SP1 32-pa3psgHas / 64-pa3psagHas;
Windows 7 Enterprise SP1 32-pa3psgHasq / 64-paspsgHas;
Windows 7 Ultimate SP1 32-pa3psigHas / 64-pa3psagHas;
Windows 7 Professional 32-pa3psagHas / 64-pa3psigHas;
Windows 7 Enterprise 32-pa3psgHas / 64-pa3psgHas;
Windows 7 Ultimate 32-pa3psigHas / 64-pa3psagHas;
Windows 7 Home Basic 32-pa3spsaaHas / 64-pa3psgHas;
Windows 7 Premium 32-paspsigHas / 64-pa3spsagHasi;
Essential Business Server 2008 64-pa3psagHas;

Small Business Server 2008 Standard 64-pa3psgHas;

Small Business Server 2008 Premium 64-pa3psigHas;

Small Business Server 2011 Essentials 64-pa3psagHas;
Small Business Server 2011 Premium Add-on 64-pa3psagHas;

Small Business Server 2011 Standard 64-pa3psgHasi;
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Windows Home Server 2011 64-pa3psigHas;

Windows MultiPoint™ Server 2011 64-pa3psagHas;

Windows Server 2008 Datacenter SP1 32-pa3psigHas / 64-pa3psagHas;
Windows Server 2008 Enterprise SP1 32-pa3psagHas / 64-paspsigHas;
Windows Server 2008 Foundation SP2 32-pa3psgHas / 64-pa3psgHas;
Windows Server 2008 SP1 Server Core 32-pa3psgHas / 64-pa3psagHas;
Windows Server 2008 Standard SP1 32-pa3psigHas / 64-pa3psgHas;
Windows Server 2008 32-pa3psigHas / 64-paspsgHasi;

Windows Server 2008 R2 Server Core 64-pa3psigHas;

Windows Server 2008 R2 Datacenter 64-pa3psgHas;

Windows Server 2008 R2 Datacenter SP1 64-pa3psaaHasi;

Windows Server 2008 R2 Enterprise 64-pa3psagHasi;

Windows Server 2008 R2 Enterprise SP1 64-pa3psgHas;

Windows Server 2008 R2 Foundation 64-pa3psigHas;

Windows Server 2008 R2 Foundation SP1 64-pa3psigHas;

Windows Server 2008 R2 SP1 Core Mode 64-pa3psgHasi;

Windows Server 2008 R2 Standard 64-paspsagHas;

Windows Server 2008 R2 Standard SP1 64-pa3psgHas;

Windows Server 2012 Server Core 64-pa3psigHas;

Windows Server 2012 Datacenter 64-pa3psagHas;

Windows Server 2012 Essentials 64-pa3psagHas;

Windows Server 2012 Foundation 64-pa3psagHas;

Windows Server 2012 Standard 64-pa3psgHas;

Windows Server 2012 R2 Server Core 64-pa3psgHas;

Windows Server 2012 R2 Datacenter 64-pa3psgHas;

Windows Server 2012 R2 Essentials 64-pa3psigHas;

Windows Server 2012 R2 Foundation 64-pa3psgHas;

Windows Server 2012 R2 Standard 64-paspsagHas;

Windows Server 2016 Datacenter Edition;

Windows Server 2016 Standard Edition;

AnnapaTtHble
TpeboBaHusi

Mpoueccop: ¢ yactoTon He MmeHbLle 1 Ty, Mpu paboTe ¢ 64-paspsigHon OC
MWHMManbHasa yactota 1,4 Ty,

OnepatuBHas namatb: 1 I'b.

O6beM cBoboagHOro mecta Ha aucke: 4 0.

CepBep mobu

nbHbIX ycTporcTB iOS Mobile Device Management (iOS MDM)

ocC Microsoft Windows (Bepcus noggepkvBaemon OnepauvoHHOW CUCTEeMb
onpegensietcs TpeboBaHuamu CepBepa agMUHUCTPUPOBAHMS)

AnnapaTHble Mpoueccop: ¢ yactoton 1 My nnu Beiwe. Mpu paboTe ¢ 64-paspsgHoi

TpeboBaHua onepaumoHHON CUCTEMON MUHMMAarbHas YacToTa npoueccopa — 1.4 'y,

OnepatumBHas namatb: 2 I'b.
O6beM cBoboagHoro mecta Ha aucke: 2 I'b.

CepBep Mo6unbHbIX ycTponcTB Exchange ActiveSync

lMporpammHbie
TpeboBaHusi

MporpammMHble 1 annapaTHble TpeboBaHua ans CepBepa MOOUINBbHbIX
ycTponcTtB Exchange ActiveSync nonHocTbIo BKINOYeHbI B TpeboBaHMs
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ana cepsepa Microsoft Exchange Server.
MopaepxmBaeTca pabota ¢ Microsoft Exchange Server 2007, Microsoft
Exchange Server 2010 n Microsoft Exchange Server 2013

6.2.

6.3.

6.4.

6.5.

6.6.

6.7.

7.2.

7.3.

7.4.

YcTaHoBKa, NpeaBapuTenbHas HacTPoWKa 1 3KCchyaTauusi TporpaMMHONO U3AENWS OOIMKHbI OCYLLECTBASTHCS
B COOTBETCTBMM C IKCMyaTaUMOHHOM JOKYMEHTALUNEN, BXOOSILLEN B KOMMIEKT NOCTaBKM.

Mpn akTMBauuun msgennss Heob6xo4MMO OCYLLECTBRATL aKTMBALMIO NpM NoMoLLM danna knioda, a He Koga
akTuBaLun.

[na coxpaHeHns GrHapHOW LIeNoCTHOCTM 3anpeLlaeTcs ycTaHaBnuBaTb 06HOBNEHNA cepTudnumpoBaHHOrO
MPOrpamMMHOro W3Aenus, He npoLeAlne WHCNEKUMOHHBI KOHTpOMb (Tonbko Ana tuna 3). lNopsagok
nony4yeHns oOGHOBMEHWN, MPOLIEeALIMX WHCMEKUMOHHbIN KOHTPOIMb, M3NoxeH B pasgene 15 HacTtoswero
dopmynsapa.

MpeanpuaTre, ocylecTBsAOLLEee SKCNnyaTaumio NPOrpaMmMHOro U3genns, AOMKHO Nepuoanydeckn (He pexe
0HOro pasa B 6 MecsiLeB) NPOBEPSATb OTCYTCTBME OOHAPYKEHHbIX YA3BMMOCTEN B U3AENUW, UCMONb3ys CanTt
npegnpuaTtus-nsrotosutens (https://support.kaspersky.ru/vulnerability), 6a3y gaHHbix yassumocten PCTIK
Poccum (www.bdu.fstec.ru) n nHble obwenoCTynHbIEe MCTOYHUKM.

Mepeg Hayanom akcnnyatauMm nNPOrpamMHOrO M3genus Heobxooumo YCTaHOBUTb BCe AOCTYMHbIe
06HoBReHns ucnonbdyemblx Bepcuin N0 cpedbl PYHKLMOHMPOBAHNS.

MprnmeHeHne mexaHmama obnayHon 3awmTtel KSN npu ncnonb3oBaHUn NporpaMMHOro U3genvst 4ns 3awmThbl
nHdopmMaumMm  OorpaHMYeHHoro goctyna (MHdopmaums, cogepxalwias CBedeHus, CocTaBnsiome
rocyapCTBEHHYIO TalHy, KoHuUaeHLManbHas nHdopmaums) 4onyCcKaeTCs TOMbKO NPpW YCNOBUM COBMECTHOMO
NCMNonb30BaHus ¢ cepTUcmLMpoBaHHbIM NporpaMMHbIM komnnekcoM «Kaspersky Security Center coBmecTHO
c Kaspersky Private Security Network» (643.46856491.00082-02) B COOTBETCTBMM C pPYKOBOACTBOM
agMuHucTpartopa 643.46856491.00082-02 90 02.

B ocTanbHbIX criyqasx MmexaHuam obnayHon 3awmTtel KSN gomkeH 6biTb rapaHTMpPOBaHO OTKMHOYEH.

NEPUOAUYECKUU KOHTPOJIb OCHOBHbIX XAPAKTEPUCTUK MPU 3KCNIYATALIUU U XPAHEHUU

Meproanyeckuin KOHTPOSb OCHOBHbIX XapaKTePUCTUK MPU SKCNyaTaumm 1 XpaHeHU NporpaMMHOro U3genus
COCTOMT B MPOBEPKE COXPAHHOCTM UCMOJSHAEMOrO KoAa, 3anmcaHHOro Ha HOCUTENSAX MHopMaLnK.

[MpoBepka coxpaHHOCTW MPOrpamMMHOro M3Aernvs OCYLLEeCTBRSeTCA nyTeM nogcyeTra KOHTPOSbHbLIX CYyMM
hannos NporpammMHOro n3genusa nocrne yCTaHoBKU U CPaBHEHUSA UX C KOHTPOSbHbLIMU CyMMaMU, YKa3aHHbIMU
B Tabnuue KC ncnonHaembix mogynen, npmeseaeHHbIM1 B [NpunoxeHun 1 kK HacToswemy hopmMynspy.

KOHTpOJ'Ib OCHOBHbIX XapaKTepuUCTukK nporpaMmmMmHOro n3genna npoBoaAnTCA npu nepBnMYHOM 3aKpenneHnn 3a
OTBETCTBEHHbLIM JTMLLOM.

PesynbTaTbl NEPUOANYECKOrO KOHTPOSS OCHOBHbIX XapakTepUCTMK NPOrpaMMHOro nsgenus uKcMpyoTcst B
Tabnuue 3.

Tabnuua 3 — Nepuoduyeckull KOHMPOSIb OCHOBHbIX Xapakmepucmuk rpu 3KCrsiyamayuu U XxpaHeHuu
MpoBepsieMas xapaKkTepucTuka [ata npoBeaeHns n3MepeHus
20_r. 20_r. 20_r.

HaunmeHoBaHue
n3MepeHun

BenunumnHa

dakTnyeckas
BenuYuHa
3amepun
(momxHOCTb,
noanuco)
dakTnyeckas
BenuYuHa
3amepun
(BomKHOCTb,
noanuch)
dakTnyeckas
BeNnuYuHa
3amepun
(momxHoCTb,
nognucb)
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CBUAOETENbCTBO O NMPUEMKE

MporpammHoe um3genve «Kaspersky Security 643.46856491.00069-05

Center 10» (obo3HaueHve)

(HaVIMeHOBaHlde nporpamMmHoOro VI3,E|eJ'IVIF|)

COOTBETCTBYET TEXHNYECKUM YCMNOBUSM TY 643.46856491.00069-05

(CTaHLl,apTy) (HOMep TexHUYeCKuX YCroBWA N cTaHdapTa)
W NPU3HAHO rogHbIM NS SKCnnyatauun.
[Hata Bbinycka
M.IM. Moanuck nuu, OTBETCTBEHHBIX 3a NPUEMKY
CBUOETENBbCTBO OB YINMAKOBKE N MAPKUPOBKE
Kaspersky Security Center 10 (643.46856491.00069-05)

HanveHoBaHue obo3HayeHne

ynakoBaH (0) AO «Jlabopamopusi Kacnepckoz2o0»

HauMeHoBaHue Unun koa npeanpuaTtna (OpFaHM3aLI,I/WI)

cornacHo TpeboBaHusM, NMPeayCMOTPEHHBLIM MHCTPYKLNEN AAMON.460649.003

MapkupoBaHo 3Hakom cooTseTcTBUs  Ne CUCTEMbI  cepTUdMKaLMU  CPEeACTB  3alLmThbl
nHdbopmaummn no TpeboBaHmamM Be3onacHocTy MHpopmauum (ceuagetenscteo Ne POCC RU.0001.01BM00).
HakneuBaeTcs B nyHKTe 2 HacTosLero hopMynsipa B COOTBETCTBYIOLLEE MECTO.

KoHTponbHas cymma: 0b60c7cfe1a9c49bb6797121df1393167a772cb9eale53e6eb7e6043bce7c692

CepuiiHbIn HoMep:

HanmeHoBaHme nonb3oBaTtens:
Ne c6opkm (PO):

[ata ynakosku

YnakoBky npou3Ben (nognucsb)

W3genuve nocre ynakoBKy NPUHSAN (noanuck)

M.IM.

Mpumeyvarue. ®opmy 3anonHswom Ha npednpusmuu, Mpou3eodusUWEM yraKoskKy.
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10. TAPAHTUMHbIE OBA3ATENBLCTBA

10.1.

10.2.

10.3.

10.4.

10.5.

10.6.

10.7.

11.
11.1.

11.2.

11.3.

MpeonpuaATME-U3roToBUTENb FapaHTUPYeT COOTBETCTBME KOMMMEKTa MOCTaBKM MpPorpaMMHOrO M3aenus
TpeboBaHuAM pasaena 3 n 5 HacTosiero dopmynsipa B 4acTv paboTocnocobHOCTU HocUTeNen HdopMaLmm
M KOMMJeKTa AOKYMEHTOB Mpv cOGModeHMM NoTpeGuternem YCroBWI M MpaBuil TPaHCMNOPTMPOBaHUS U
XpaHEeHUs!, yCTaHOBIEHHbIX B PopMyrisipe.

apaHTUIAHBIN CPOK XpaHEHUs] KOMMIEKTa NOCTaBKku paBeH 1 rogy co AHs NpuobpeTeHus.

B rapaHTWiHbIA Nepuog W3roToBuUTENb 06E3BO3ME34HO MNPOBOAMT 3aMeHbl HEeWUCMNpaBHOIO HOCUTENS
MPOrpaMMHOr0 M3OEenus Ha WUCMpPaBHbIA, NMPU YCIOBUMKU COGMOAEHNS NOTpPebuTernem npaBuil U YCIOBUIA
XpaHeHUs!, TPaHCMOPTUPOBKM U SKCMNyaTaLmnu.

[encteme rapaHTUrHbLIX 0053aTENbCTB Ha KOMMIIEKT MOCTaBKM MNpeKkpalaeTcs, ecnu musgenue nepenaHo
apyromy npeanpuatuio (notpeburento).

FapaHTw?lele obs3aTtenbcTBa N3roTOBUTENS He pPacnpoCcTpaHATCA Ha KON nsaenuna, N3arotoBlieHHbIe Mo
MHUUnaTmBee n0Tpe6|/|Ten;|.

[apaHTMNHOE W nocnerapaHTUiHoe obcnyxunBaHue wusgenusa ocywectengetca: AO  «JlabopaTopus
Kacnepckoro» (125212, r. MockBa, JleHuHrpagckoe wocce, a. 39A, ctp. 2).

Ona wn3pgenun, noctaensiembix B MO PO, nopsgok npeabsiBNEHUs peknamauuin no  rapaHTUAHbLIM
obszaTenbcTBam gormkeH cootBeTcTBoBaTh [OCT PB 15.703-2005.

CBEJEHWA O PEKITAMALIUAX

Peknamauun npegbssnsotcsa B agpec AO «JlabopaTopusa Kacnepckoro» (125212, r. Mocksa, JleHnHrpagckoe
wocce, 39A, cTp. 2) B NMCbMEHHOM BUAe C ykazaHWEM OaTbl 0GHaAPYXEHUsI HEUCNPaABHOCTW, COAEPXAHUS U
YCNOBWUIA BOBHUKHOBEHMWSI HEUCTPABHOCTMU.

Peknamauun nognuceiBatoTcs pykoBoautenem noapasgeneHunda, npuHnmMmarwiero w akcniyaTtunpyroLlero
nporpaMmmMmHoe mn3agenue.

CBepeHus 0 pekrnamauusix 3aHocaTcs B Tabnuuy 4.

Tabnuua 4 — CeedeHus 0 peknamayusix

Moanucb 0TBETCTBEHHOTO

Dara CopepxaHue peknamauuu Mepbl, NPUHATLIE MO peKknamauu -
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TEXHUYECKAA NMOOAEPXKA

PaspaboTuuk npuHnmaeT Ha cebs obszaTenbCTBa MO TEXHUYECKOW noaaep)KKe NporpaMmmMHOro M3genvsi B
obbeme, ykazaHHOM Ha cTpaHuLue https://support.kaspersky.ru/support/rules Be6-canta paspaboTumka.

B nepuvop okasaHUsi TEXHUYECKON MoAdepXKM pa3paboTyMK rapaHTUpyeT OCYLLECTBREHME MPOrpaMMHbIM
nsgenmemM pyHKLMOHaNbHbIX BO3MOXHOCTEN, U3NOXeHHbIX B Popmyrsipe, Npu cobrtofeHnn nosibaoBaTenem
TpeboBaHWI MO SKCMyaTaumm, U3MOXKEHHbIX B 3KCMyaTauWMOHHOW AOKYMEHTaLMM.

Cpok OKasaHWsi TEeXHWYECKOW MOAAEPXKKM Ans  MPOrpaMMHOrO  WM3ZeNnWst ykasaH Ha CcTpaHuue
https://support.kaspersky.ru/support/lifecycle Beb-canTa pa3paboTuuka. MoTpebuTensb 06sa3aH
CaMOCTOATENTIbHO KOHTPONMMPOBATb CTAaTyC NOAAEPXKKM MPOrpaMmMHOro nsaenua.

Mcnonb3oBaHue nporpaMMHOro n3aenna nocrne npexkpawleHuda TEXHNYECKOMN noanep>Xkn He AonyckaeTcs.

PaspaboTunk npuHumaeT Ha cebs obazaTenscTBa No NOUCKY OWMBOK peanusaummn 1 yasBMMOCTEN B U3genuu
Ha NMPOTSXKEHMU CpOKa AENCTBUS TEXHUYECKOMW MOAAEPXKM, a Takke obsa3aTtenbCcTBa MO CBOEBPEMEHHOMY
WMHOPMMNPOBaHUIO NOTPEBUTENS O HANAEHHbIX OLINMBKAX U YA3BMMOCTSIX NYTEM PACCHINIOK C MOYTOBOrO SALLMKA
Certification_news@kaspersky.com.

B cnyyae oGHapyXeHusl Ysi3BUMOCTEW, W3rOoTOBUTENb pacnpocTpaHsieT OOHOBMeHust 6e3onacHocTu
notpebutensm. [Ins aToro U3roToBUTENb:

e [oBoaut oo noTpebuTtens MHMOPMaLMIO O HanmM4yum yA3BUMOCTU K criocobax ee yCcTpaHeHus nytem
paccbIfnKM MO 3MEeKTPOHHOW NoyTe, yKasaHHOW Npu 3akase msgenus, n nybnvkauum Ha csoem Beb-canite
Ha cTpaHuue https://support.kaspersky.ru/vulnerability;

e [lpoBoaAWT, B YCTAHOBEHHOM nopsigke, cepTudrKaLnoHHbIe UCnbiTaHMA obHoBNeHNs 6e3onacHOCTH B
cucTeme cepTtudukaunm;

e Pa3smvewaer o06HOBReHne 6e30NMacHOCTW, W3MEHEHHYI  3KCMNyaTauMOHHYK  OOKyMEHTaumio,
OGHOBMEHHbIN  cepTudukar COOTBETCTBMA (B cnydae nepeodopmrneHns) Ha  cTpaHuue
https://certifiedbuilds.kaspersky.ru/;

e [loTpebutenb, Npu NonyYyeHUN ykasaHHOW MHOpMauuW, npeanpuHmMmaeT HeobxoaMMbl 4eNCTBUA Ans
0BHOBMEHNA MPOrpamMMHOro M34enus, onucaHHble B pasgene 16.


https://support.kaspersky.ru/support/rules
https://support.kaspersky.ru/support/lifecycle
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13. TPAHCINOPTUPOBAHUE U XPAHEHUE

13.1.

13.2.

13.3.

13.4.

13.5.

14.
14.1.
14.2.

MporpammHoe u3genve AOSMKHO AOoMycKaTb MEPEechIKy 3akasuuky (MoTpebutento) B TapHOW yrnakoBKe Ha
no6oe paccTosiHue.

Hocutenn nHdopmaumm B ynakoBKe AOMMKHbI XPaHWTbCS B OTanjiMBaeMoM MOMELLEeHWM C TeMnepaTypown
Bo3gyxa oT 10 go 40°C) m makcumanbHOW OTHOCUTENbHOW BnaXHocTbio He Gonee 80% npu 25°C 6Ges
KOHOEeHcaumMu Briar BHYTPU MOMELLEHWs, NPU OTCYTCTBMU B BO34YXE MAPOB KUCIOT, LUENOYen U Opyrux
arpeccuBHbIX NpUMeceNn.

YcnoBusa XpaHeHUst JOMKHbI UCKMoYaTb pe3kme n3aMeHeHus Temnepatypsl (He 6onee 10°C/yac) n BnaxHoCTH
oKkpyxatoLero Bosgyxa (He 6onee 10%/4ac).

Ecnu nporpaMMHoOe nsgernne rnpu TpaHcnopTnpoBaHnn UM XpaHeHnn noaBepranocb Pe3KUM U3MEHEHUAM
KNMMMaTN4eCKnx yCJ'IOBI/IIZ, ero Heobxoanmo BblgepXaTb HEe MeHee 2 4acoB B HOpMarsbHbIX KNMMMaTU4€CKnNX
ycnoBuax nepen npyumeHeHmneM.

CeeaeHusi o XpaHeHun HocuTenen VIHd)OpMaU,VIVI C nporpamMmmMHbIM n3gennemMm 3aHOCATCA B Ta6J'IVILI,y 5.

Tabrnuya 5 — CeedeHusi 0 xpaHeHuU

Darta JonxHocTb, (hamunus n NoANUCHL
YcnoBus xpaHeHus
YCTaHOBKM Ha XpaHeHMe | CHATMSA C XPaHEeHWUs nuua, OTBETCTBEHHOIO 3a XpaHeHue

CBEOEHUA O 3AKPEMJIEHUX MPOTPAMMHOIO U3AOENUA NMPU SKCMNYATAUNNU
CsefieHus 0 3aKpenneHuy NporpaMMHOro U3enusa Npu aKkcnnyaTauum saaHocatcs B Tabnuuy 6.

Mpn nepBuYHOM 3akpenneHun HeobxoauMO MPOBECTU KOHTPOSb KOMMMEKTHOCTU MPOrpaMMHOro m3genus
(cm. pasgen 5).

Tabnuua 6 — CeedeHusi 0 3aKpersieHUU rnpo2pamMMHO20 U30esnus rpu 3Kcriyamayuu

[onxHocTb damunus Homep 1 gata npukasa Moanuck
OTBETCTBEHHOIO ML | OTBETCTBEHHOTO NuLa 0 Ha3HaYyeHuu 06 0CBOOOX/JEHUM | OTBETCTBEHHOro nuua
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15.

CBEOEHUA OB U3MEHEHUAX

15.1. CsepeHusi 06 n3ameHeHnsx 3aHocATCA B Tabnuuy 7.

Tabnuuya 7 — CeedeHusi 06 U3MEHEeHUsIX
[onmxHoCTb,
" aMUnmna u Moanucb nuua
OcHoBaHue (Bxoaswun ® A Ha,
Jara npo- Mopsako- noanuch OTBETCTBEHHOIO
HOoMep conpoBoau- CognepxaHnue b
BedeHus BbI HOMEpP | OTBETCTBEH- 3a 3KcnnyaTauu
TeNbHOIo JOKYMEHTa M M3MeHeHus
nara) M3MeHeHus M3MEHeHMst | HOro nuua 3a nporpamMMHOro
npoBeAeHNs nagenus
M3MEHeHus




16.
16.1.

16.2.

16.3.

16.4.
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OBHOBJIEHUE MPOrPAMMHOIO U3OENNA
OnpepneneHsbl Tpy TMNa 06HOBNEHMI NPOrPaMMHOro U3aenus:

1 TN — obHoBNeHne 6a3 AaHHbIX, HE0OXOAMMbBIX ANs1 peanusaunmn yHKUnn 6eszonacHocTn (o6HoBneHne b
MKB);

2 TMN — OGHOBEHWe, HarnpaBeHHOE Ha YCTpaHeHWe YA3BUMOCTEN (KpUTUYeckoe 0GHOBIEHUE);

3 TMn — obHoBNEHWe, HanpaBneHHOe Ha fobaBneHne U/MnNu CoBepLUEHCTBOBaHMWE peanu3aumn yHKUMIA
6e30nacHOCTM, Ha paclMpeHve 4ucna noadepXMBaeMblX MPOrpamMMHbIX M annapaTtHbiX nnatgopm
(oGHOBNEHNE BEPCMM NPOTrPAMMHOIO N3aenus).

OTanbl XXM3HEHHOrOo LMKna obHOBNEHWI nporpamMmMHOro n3genna ot BblilMyCcka A0 NPpUMEHEHUA:

1Tun 21n 3 Tun
Bbinyck PerynsipHo B COOTBETCTBUN C Mo HeobxoammocTy (npu Mo yCMOTPEHMIO N3rOTOBUTENS
YCTaHOBNEHHOMN U3rOTOBUTENEM | BbISBMEHUN YA3BUMOCTEN)
npoLeaypon, BNoTb A0
OKOHYaHMS CPOKa NOALEPKKM
NporpamMMHoro Usgenus
My6nunkauus HenocpeacTseHHo nocne HenocpencTBeHHo nocne Mo NPOXOXAEHUM MHCMEKLMOHHOIO
BbINycka BbINycka KOHTpOnS
WHenekumoHHbIN | 1 pas B rog (NOMHbIN nakeT lMocne BbInycka — B CPOK, Mocne Bbinycka — B CPOK,
KOHTpOINb 0BHOBNEHWI) NpesyCMOTPEHHbIN NpesyCMOTPEHHbI U3rOTOBUTENEM
WN3roToBUTENEM
YBepomnenue PeanusosaHo B nporpaMmHoM | [1o aneKTpoHHO# noyTte Mo 3neKTPoHHOM noyTe
nsgenumn 3aperncTpupoBaHHbIM 3aPEer1cTpMpoBaHHbIM
norb3oBaTensaM*, Ha cante nonb3oBaTensm*, Ha cante
N3roToBMTENS** — B CPOK HE WN3roTOBMTENS* — B CPOK He
noagHee 5 cyTok nocne rno3gHee 5 CyTOK nocne nomyyeHns
nybnukaLmm cepTugmkata
MonyyeHue un B cooTBeTCTBMM C MoTtpebutens gomxkeH 3arpyantb | 1o ycmoTpermio noTpebuTens.
npumeHeHue JKCnyaTaLnoHHON W NPUMEHUTL 0BHOBNEHME MogpobHoctn cM. B nn. 16.3 n 16.4
BOKyMeHTaLuen He3amMeanuTeNnsHO nocne
nomny4yeHus yBegoMmeHus

* YBegomneHus O BbiMycke OBHOBMEHUW 2 M 3 TUMOB pacchbiNalTcs MO agpecam 3NEKTPOHHOW MOuTH,
yKa3aHHbIM Npu1 3aKase NporpamMmMHOro U3genus, a Takke NognMcynkam pacebinikv (nognmMcaTbCs Ha pacebinky
MOXHO no ccblinke: https://certifiedbuilds.kaspersky.ru).

** http://support.kaspersky.ru/general/certificates
MoTpebuTens MoXeT NoNy4YMTb OBGHOBMEHWE 3 TUMa cneayrLmnMmn cnocobamu:

1. Tpuobpectn HOBbLIN KOMMMEKT MOCTaBKW MPOrpaMMHOIO M3genus («Megua-nak»), coaepKalinn
OBHOBMEHME 1 3KCMNyaTaLMOHHY JOKYMEHTALUMIO B MEYaTHOM BUAeE, COrMacHO KOMMIEKTY NOCTaBKU
(cm. n. 5.1), obpaTmBwMCch Kk gucTpubbtotopam AO «JlabopaTopusa Kacnepckoro».

2. 3arpy3untb OGHOBMEHWE M KOMMMEKT M3MEHEHHOW 3JKCMMyaTauuoHHOW OOKYMeHTauuu (BKMoyas
aKCnIyaTauMOHHbIN OlonneTeHb) B aneKTpoHHOM Buae ¢ Beb-canta AO «JlabopaTopus Kacnepckoro»
(https://certifiedbuilds.kaspersky.ru).

lNpumeyaHue: lNpumeHeHUe OBHOBIEHUS, MOTYYEHHO20 8 3/IeKMPOHHOM 8ude, G0rycKkaemcsi mosbKo rpu
Hanuyuu y nompebumers opucuHaibHO20 KOMII/IeKma nocmasku rnpo2pamMmHo20 usdenus («medua-rnaka)
npedbidywel eepcuu 8 meepdom sude.

Mpn nonyyeHun o6GHOBREHMA 3 TUMA M KOMMSIEKTAa M3MEHEHHOW 3KCMyaTalMOHHOW [OOKyMEeHTauun B
3NEKTPOHHOM BUAE NOTPedMTENb JOIMPKEH OCYLLECTBUTL Creaylowme eNCTBus:

1. Tocne 3arpy3ku hannoB 06HOBNEHUSA 1 KOMMNIIEKTA M3MEHEHHOW 9KCMyaTauuoHHOW OOKYMeHTauum
NpOM3BECTN MPOBEPKY LIENTOCTHOCTU 3arpyKeHHbIX (pannoB MyTeM CBEpPKU KOHTPOISIbHbIX CyMM C
yka3aHHbIMK Ha Beb-caiite AO «Jlabopatopus Kacnepckoro».

2. 3anucatb yCTaHOBO‘-IHbIIZ KOMMIEKT, I'IOJ'IyLIeHHbIﬁ B 3JIEKTPOHHOM BUAeE, Ha (bmsmqecmﬂ HOCUTEIb.

3. TpomapknpoBaTb PM3NYECKMIA HOCUTENb B COOTBETCTBUW C pasdesioM «YNakoBKa W MapKUpOBKa»
nsMeHeHHo Bepcun copmynspa. CooTBeTCTByOWMI pasgen B ¢opMynspe B 4acTu YrNaKoBKU
3anofHUTb CaMOCTOSITENbHO, YKa3aB OTBETCTBEHHOIO 3a YMaKOBKY.


https://certifiedbuilds.kaspersky.ru/
http://support.kaspersky.ru/general/certificates

19
643.46856491.00069-05 30 01

BHecTn nameHeHuss B SKCcnnyaTaunOHHYO OOKYMEHTauuo, PYKOBOACTBYACb 3KCNJ1lyaTauMOHHbIM
OtonnerteHem. I'Ipm HeobXoQMMOCTM 3aMEHUTb ncnonb3dyemble 3IKCnnyataunoOHHble OOKYMEHTbI
HOBbIMU pefakumnamn.

I'IpM HeobXxo4MMOCTN BHECTM U3MEHEHUS B nporpaMmMHoe nagenme B COoOTBEeTCTBMN C MHCTPYKUMNAMMN,
N3NOXEeHHbIMK B GronneTeHe.

Mpoun3BoanTb SKCNyaTauuio 0GHOBNEHHOIO NPOrpamMmmMHOro U3aenus B COOTBETCTBUM C OBHOBIEHHOM
SKCNnyaTauMoHHOW OKyMeHTauunen.

3amMeHeHHble BEepCcUM  3KCMSyaTauMOHHbIX [OKYMEHTOB, AMCTpubyTMBa, Konuo cepTudmkata
COOTBETCTBMSA (NpyM HeobXxoAMMOCTM) MPOMapPKMPOBaTb Kak 3aMEHEHHble W XpaHUTb BMECTE C
aKTyanbHbIMU BEPCUSIMU.
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17. OCOBbIE OTMETKU

17.1. TpwunoxeHne 1 BbINOMHEHO B BUAE OTAENbHOro AokyMeHTa 643.46856491.00069-05 30 02 B 9aneKTPOHHOM
BMaE.



