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OO0 3TOM AOKYMEHTe

OTOT [OKYMEHT COOEPXMT OnncaHue MNoAroTOBMTENbHbLIX Mpouedyp WM PYKOBOACTBO MO  3Kchfyatauuu
nporpammHoro n3genus «Kaspersky Security 10.1 gna Windows Server» (ganee takke «Kaspersky Security ons
Windows Servery, «nporpamman).

MoparotoBuTeneHble npouenypbl U3NOXeHbl B pasgene «YCTaHOBKA WM yaaneHwe nporpaMmmbly. OTOT pasgen
COAEPXKUT UHCTPYKUMM no 6Ge3onacHOM yCTaHOBKE M MNepBOHayanbHOW HaCTpOWKe MNporpaMmmbl, KOTOpble
HeobOxoouMbl Anis nonyyvyeHust 6esonacHon (cepTudpmumpoBaHHON) KoHdurypauun. B pasgene «TpeboBaHusa»
npvBeAEHbl MMHUMAIBHO HEOOX0OMMbIE CUCTEMHBIE TpeboBaHMsa onsa 6e30nMacHON yCTaHOBKM NPOrpamMmei.

OcranbHble pasgeribl 3ToOro AOKyMeHTa npeactaBlidioT cobon PYKOBOACTBO NO 3KCnJiyaTauun. PyKOBOD,CTBO no
aKcnnyaTaunn cogepXxmt ceeaeHna O TOM, KaK OCYLLeCTBNATb ©e3onacHoe agMUHUCTpUpoBaHne nporpamMmmbl, a
TaKkkKe MHCTPYKUMN N YyKa3aHUA Nno 6e30naCHomy MCNOoJ1b30BaHUIO NporpamMmmebl.

B pokymeHTe Takke cogepXkaTtca pasgensl ¢ 4ONOMHUTENBHOM MHAOpMaLMEN O NporpaMmme.

[okyMeHT agpecoBaH TEexXHWYECKMM creumanuctaMm, B 00A3aHHOCTM KOTOPbIX BXOAMT YCTaHOBKa MU
aamuHucTpupoBaHmne Kaspersky Security 10.1 gna Windows Server, nogaepXka opraHusauui, UCronb3yoLwmnx
Kaspersky Security 10.1 gna Windows Server, a Takke cneumanucram, KOTopble MMEeKT OnbIT paboTbl C CUCTEMOM
yAaneHHOro LeHTpanuM3oBaHHOro ynpasneHus nporpammamu «Jlabopatopun Kacnepckoro» Kaspersky Security
Center.

06 amom dokymeHme
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UCcTOYHUKN nHpopmauumn
o Kaspersky Security 10.1 gns
Windows Server

MpvBeAeHHbIE HXKE UCTOYHUKN HE SIBMISIOTCS SKBUBANIEHTOM HACTOSILLErO JOKYMEHTA Y MOTYT OT/MYaThCs.
[na koppeKTHOIN paboTbl C NPOrpaMMoNn peKoMeHAYeTCs UCNOoMb30BaTh HACTOsILLLEE PYKOBOACTBO.

Ctpanuua Kaspersky Security 10.1 gna Windows Server Ha Beb-canTte "llabopaTtopun Kacnepckoro"

Ha cTpaHuue Kaspersky Security 10.1 ans Windows Server
(https://www.kaspersky.ru/small-to-medium-business-security/windows-server-security) Bbl  MOXeTe€  MOMy4YnUTb
obLyto nHdopmauuio o NporpaMmme, ee BO3MOXHOCTSAX U 0COOEHHOCTAX paboTbl.

Ctpanuua Kaspersky Security 10.1 gna Windows Server cogepXuT CCbINIKY Ha MHTEpHeT-marasvH. B Hem Bbl
MoXeTe npuobpecTy NporpaMmMy MU NPOANUTL NPaBO MOSIb30BaHUS NPOrPaMMONA.

CtpaHuua Kaspersky Security 10.1 gnsa Windows Server B base 3HaHui
basa 3HaHun — 370 pasgen Beb-canta CnyxObl TEXHNYECKOW NOSOEPKKN.
Ha ctpanuue Kaspersky Security 10.1 gns Windows Server B base 3HaHui (https://support.kaspersky.ru/ksws10/)

Bbl HangeTe cTaTbyu C NOMe3Hon uHdopmaumen, pekomeHaauMm 1 OTBETbl Ha YacTo 3afaBaeMble BOMPOChl O TOM,
KaK KynuTb, yCTaHOBUTb M UCMOMNb30BaTb NPOrpaMmy.

Cratbu Bbasbl 3HaHWMI MOryT oTBeYaTb Ha BOMPOCHI, KOTOPblIe OTHOCATCS He Tonbko k Kaspersky Security 10.1 gns
Windows Server, HO 1 k gpyrum nporpammam "Jlabopatopumn Kacnepckoro". Ctatbu basbl 3HaHUi Takke MOryT
copepxatb HOBOCTM Cnyxbbl TEXHNYECKOW NOAOEPXKKMN.

O6cyxaeHune nporpamm "flabopatopum Kacnepckoro" Ha hopyme

Ecnn Baw Bonpoc He TpebyeT CPOYHOro OoTBeTa, Bbl MOXeTe 06CyauTb ero co crneuuanuctamu "llabopartopuu
Kacnepckoro" n ¢ gpyrumu nons3oBaTtensMu Ha Hawem dopyme (http://forum.kaspersky.com).

Ha dopyme Bbl MoXeTe npocmatpuBaTb OMNyGnMKOBaHHble TeMbl, [00aBnATb CBOM KOMMEHTapuu, CO3AaBaTb
HOBblE TEMbI NS 06CyXaeHUs.

DokymeHTaums Kaspersky Security 10.1 gna Windows Server

PykoBoactBo agmuHuctpaTtopa Kaspersky Security 10.1 gna Windows Server cogepXuT uHdoOpmauuio
00 ycTaHoBKe, yoaneHumn, HacTpoWKe napameTpoB M UCMOMb30BaHMM NPOrpaMmbl.

UcmoyHuku uHgpopmayuu o Kaspersky Security 10.1 dna Windows Server
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O nporpamme

MporpammHoe nsgenve «Kaspersky Security 10.1 gna Windows Server», npeacrtaensitowiee cobon cpeactso
aHTMBUPYCHOW 3alumTbl TUNa «by» BTOpOro knacca 3alwmThl, NpeaHa3HayeHHoe Ans NpYMEHEHNs Ha cepBepax
WH(POPMALIMOHHBIX CUCTEM.

OCHOBHbIMK yrpo3amu, Ans NPOTUBOCTOSHUS KOTOpbIM ucnonb3yetcsa Kaspersky Security 10.1 ans Windows
Server, 9BNSIOTCA Yrpo3bl, CBA3aHHbIE C BHEAPEHNEM B MHAPOPMALMOHHbIE CUCTEMBI U3
NHAOPMALIMOHHO-TENEKOMMYHUKALMOHHBIX CEeTeW, B TOM YMCie CeTel MeXAyHapoaHOro MHPOPMaLNOHHOro
obmeHa (ceTen cBA3M obLyero Nonb3oBaHUA) N(MNM) CbeMHbIX MaLLMHHBIX HOCUTENen nHdopMaLnmn, BPeAOHOCHbIX
KOMMNbIOTEPHBIX Nporpamm (Bupycos) (KB).

B nporpamme peanunsoBaHbl cnegytowime pyHKUMmM 6e3onacHoOCTu:

e  pasrpaHuyeHue OOCTyna K ynpaBreHuo NporpamMmmoi;
e ynpaBneHue paboTol nporpammsi;
e ynpaBrieHve napameTpamu NporpaMmbi;

e yNpaBfieH/e YCTaAHOBKOW OOHOBMNEeHWli (akTyanusauuu) 6asbl [aHHbIX MNPU3HAKOB  BPEOOHOCHbLIX

KOMNbOTepHbIX Nporpamm (Bupycos) (B MKB);
e ayauTt 6e3onacHOCTU NporpamMmel;
e  BbINOMHEHNE NPOBEPOK OOBEKTOB BO3AENCTBUS;
e 00paboTka 0OBLEKTOB BO3AENCTBMS,
e  CUrHanusaums nporpammel;
®  KOHTPOIb 3anycka NPUMOXeHWH;
e  BbINOSTHEHNE NPOBEPOK COOBLLEHWI SNEKTPOHHOM NOYTHI (AHTUPULLIMHS);
e  KOHTPO&b BbINOMHEHUS (hanoBbIX onepawumi;
e  3aliuUTa OT IKCMNIIONTOB,;

e  KOHTpOIb 3arpysku Beb-cTpaHuL,.

O npozpamme
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TpeboBaHusA

o707 pasgen coaepXut annapaTtHblie U nporpaMmMHble TpeGOBaHWFI ana yCtaHOBKU U pa6OTbI nporpamMmmbl, a Takxke
YKa3aHua no aKkcnnyatauum n Tp66OBaHM9| K cpene.

B aTtom pasgene

TpeboBaHusa Kk cepBepy, Ha KoTopbin ycTaHaBnueaeTcsa Kaspersky Security 10.1 gns Windows Server ............. 12
TpeboBaHMA K 3aLLMLLAEMOMY CETEBOMY XPAHUIIULLLY ....vvvrrreeessisunrseereeeeesssassnsesesesesssassssssssseessesanssssssseessssnnsssseees 14
TpeboBaHMsA K KOMMbIOTEPY, Ha KOTOPbIV ycTaHaBnmBaeTca KoHconb Kaspersky Security 10.1 ..o, 15

AnnapaTtHble U NporpaMmMHbie TpeboBaHUsA

B aTom pasgene cogepxaTcs annapaTHble 1 NporpamMmMHble TpeboBaHMS K cepBepy, Ha KOTOpPLIN yCTaHaBNMBAETCS
Kaspersky Security 10.1 ana Windows Server, TpeboBaHus k 3ali1LLIaeMOMy CETEBOMY XPaHUIULLLY, a Takke
TpeboBaHMsa K KOMMbIOTEPY, Ha KOTOpbIN ycTaHaBnmBaeTca KoHconb Kaspersky Security 10.1 ana Windows Server
(nanee Takke «KoHconb Kaspersky Security 10.1).

TpeboBaHUA K cepBepy, Ha KOTOpbIM ycTaHaBnuBaeTcs Kaspersky
Security 10.1 ana Windows Server

Mepen yctaHoBkon Kaspersky Security 10.1 gna Windows Server TpebyeTtcs yganuTb C cepBepa gpyrue
aHTUBUPYCHbIE NPOorpaMmmbil.

Bbl moxeTe yctaHaBnumBatb Kaspersky Security 10.1 gna Windows Server, He ygansisi yCTaHOBMEHHbIN
AntmBnpyc Kacnepckoro 8.0 pgnsa Windows Server Enterprise Edition wnu Kaspersky Security 10
ansa Windows Server.

AnnapaTHble TpeboBaHWs Kk cepBepy
O6wwme TpeboBaHus:
e X86-64-coBMECTMMble CUCTEMbI B OQHOMPOLLECCOPHON 1 MHOrOMPOLIECCOPHOM KOHMUrypaumu,;
e 00bem AMCKOBOro NpoCTpaHCTBa:
e [ONS YCTaHOBKW BCEX NPOrpaMMHbIX KOMNOHEHTOB: 70 MB;
e [nA 3arpy3ky U XpaHeHUst aHTUBMPYCHbIX 6a3 nporpammel: 2 6 (pekomeHayeTcs);

e [ONd XxpaHeHus 06 bEKTOB Ha KapaHTMHe U B pe3epBHOM xpaHunuuie: 400 Mb (pekomeHayeTcs);

TpeboeaHus
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e ONnd xpaHeHus xypHanos: 1 ['6 (pekomeHgyeTcs).

MporpaMmmMHble TpeGoBaHNsA K cepBepy

Bol moxeTe yctaHoBuTb Kaspersky Security 10.1 gns Windows Server Ha cepBepe noA ynpaBneHUem
32-paspsgHon unn 64-paspsagHon onepaumoHHon cuctembl Microsoft Windows.

[na yctaHoBku n pabotbl Kaspersky Security 10.1 gns Windows Server TpebyeTtcs Hanmuune Ha cepsepe Microsoft
Windows Installer 3.1.

Bol moxeTe yctaHoButb Kaspersky Security 10.1 ana Windows Server Ha cepBep nog ynpasneHuem OAHOW
n3 cnepyowmx 32-paspsiaHbiX onepaunoHHbIx cuctem Microsoft Windows:

e Windows Server® 2003 Standard / Enterprise / Datacenter ¢c naketom obHoBneHun SP2;

e Windows Server 2003 R2 Standard / Enterprise / Datacenter ¢c naketom obHoBneHun SP2;

e Windows Server 2008 Standard / Enterprise / Datacenter ¢ nakeTom obHoBneHuin SP1;

e Windows Server 2008 Core Standard / Enterprise / Datacenter ¢ naketom o6HoBneHuin SP1.

Bbl moxeTe yctaHoBuTb Kaspersky Security 10.1 gna Windows Server Ha cepBep nopg yrnpaBneHMEM OOHOWN
n3 cnepyowmx 64-paspsiaHbix onepaunoHHbIx cuctem Microsoft Windows:

e Windows Server® 2003 Standard / Enterprise / Datacenter ¢c naketom obHoBneHus SP2;

e Windows Server® 2003 R2 Standard / Enterprise / Datacenter c naketom 06HOBneHusa SP2;

e Windows Server 2008 Standard / Enterprise / Datacenter c naketom obHoBneHun SP1;

e Windows Server 2008 Core Standard / Enterprise / Datacenter ¢ naketom o6HoBneHuin SP1;

e Microsoft Small Business Server 2008 Standard / Premium;

e Windows Server 2008 R2 Foundation / Standard / Enterprise / Datacenter ¢ naketom o6HoBneHun SP1;
e Windows Server 2008 R2 Core Standard / Enterprise / Datacenter ¢ naketom o6HoBneHun SP1;
e Windows Hyper-V® Server 2008 R2 ¢ nakeTtom obHoBneHun SP1;

e Microsoft Small Business Server 2011 Essentials / Standard;

e Microsoft Windows MultiPoint™ Server 2011;

e Windows Server 2012 Foundation / Essentials / Standard / Datacenter / Multipoint;

e Windows Server 2012 Core Standard / Datacenter;

e Windows Storage Server 2012;

e Windows Hyper-V Server 2012;

e Windows Server 2012 R2 Foundation / Essentials / Standard / Datacenter;

e Windows Server 2012 R2 Core Standard / Datacenter;

e Windows Storage Server 2012 R2;

e Windows Hyper-V Server 2012 R2.

e Windows Server 2016 Essentials / Standard / Datacenter / MultiPoint Premium Server;

e Windows Server 2016 Core Standard / Datacenter;

e Windows Storage Server 2016;

TpeboeaHus
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e Windows Hyper-V Server 2016;
e Microsoft Remote Desktop Services Ha 6a3e Windows 2008 Server;
¢ Microsoft Remote Desktop Services Ha 6a3e Windows 2008 R2 Server;
e Microsoft Remote Desktop Services Ha 6a3e Windows 2012 Server;
¢ Microsoft Remote Desktop Services Ha 6a3e Windows 2012 Server R2;
e Microsoft Remote Desktop Services Ha 6a3e Windows 2016 Server.
Bbl MoxeTe yctaHoBUTbL KoHconb Kaspersky Security 10.1 Ha cneaytowme Tunbl TEPMUHANBbHBIX CEPBEPOB:
e Citrix XenApp 6.0, 6.5, 7.0, 7.5-7.9, 7.15;
e Citrix XenDesktop 7.0, 7.1, 7.5-7.9, 7.15.

Tpe6oBaHuA K 3alUULLAEMOMY CETEBOMY XPaHUNULLY

Kaspersky Security 10.1 gna Windows Server MOXeT UCNonb30BaTbCA ANSA 3alUMTbl  CreAyoLnX
CeTEeBbIX XPaHUMNNLL;

e NetApp c ogHoW 13 criegyroLwmx onepaLmoHHbIX CUCTEM:
e Data ONTAP 7.x n Data ONTAP 8.x B pexume 7-mode;
e Data ONTAP 8.2.1 nnu Bblwe B pexume cluster-mode.
e Dell™ EMC™ Celerra™ / VNX™ co crneaytroLwmm nporpaMmHbiM obecneveHnem:
e onepaunoHHas cuctema EMC DART 6.0.36;
e AHnTuBMpYcHbIV areHT Celerra (CAVA) 4.5.2.3.
e Dell EMC Isilon™ c onepaunoHHon cuctemon OneFS™ 7.0.
e Hitachi NAS Ha ogHon 13 cnegytoLmx nnatgopm:
e HNAS 4100
e HNAS 4080
e HNAS 4060
e HNAS 4040
e HNAS 3090
e HNAS 3080
e IBM NAS cepun IBM System Storage® N series.
e Oracle® NAS Systems cemenctsa Oracle ZFS Storage Appliance.

e Dell NAS Ha nnatdopme Dell Compellent™ FS8600.

TpeboeaHus
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TpeGoBaHMA K KOMNbIOTEPY, HA KOTOPbLIM YcTaHaBnMBaeTcAa KoHconb
Kaspersky Security 10.1

AnnapaTHble TpeGoBaHMSA K KOMMNbIOTEPY

PekomeHayembin 06bem onepaTuBHorn namatn — 128 Mb mnu 6onee.

CeoboaHoe auckoBoe npoctpaHcTeo: 30 MB.

MporpaMMHble TpeboBaHUsSi K KOMMbIOTEPY

Bbl moxeTte yctaHoBuTb KoHconb Kaspersky Security 10.1 Ha cepBepe nopa ynpaeneHvem 32-paspsgHon unu
64-paspsgHon onepaumoHHon cuctemMbl Microsoft Windows.

Ona yctaHoBkn U paboTbl KoHconu Kaspersky Security 10.1 TpebyeTcss Hanuume Ha komnbioTepe Microsoft
Windows Installer 3.1.

Bbl moxeTe yctaHoBuTb KoHconb Kaspersky Security 10.1 Ha cepBepe nop ynpasneHVeM OAHON M3 CriegyroLmx
32-paspsagHblx onepaumoHHbIx cucteM Microsoft Windows:

e Windows Server 2003 Standard / Enterprise / Datacenter ¢ naketom obHoBneHun SP2;

e Windows Server 2003 R2 Standard / Enterprise / Datacenter c naketom o6HoBneHun SP2;
e Windows Server 2008 Standard / Enterprise / Datacenter ¢ naketom o6HoBneHun SP1;

e Microsoft Windows XP Professional c naketom o6HoBneHuin SP2;

e Microsoft Windows Vista®;

e Microsoft Windows 7,

e Microsoft Windows 8;

e Microsoft Windows 8.1,

e Microsoft Windows 10.

Bbl MmoxeTe yctaHoBuTb KoHconb Kaspersky Security 10.1 Ha cepBepe nof ynpaBneHMeM OOHOW U3 CreaytoLmnx
64-pa3psagHblx onepaumoHHbIx cucteM Microsoft Windows:

e Windows Server 2003 Standard / Enterprise / Datacenter ¢ naketom o6HoBneHus SP2;

e Windows Server 2003 R2 Standard / Enterprise / Datacenter ¢ naketom o6HoBneHnss SP2;
e Windows Server 2008 Standard / Enterprise / Datacenter ¢ naketom o6HoBneHuin SP1;

e Microsoft Small Business Server 2008 Standard / Premium;

e Windows Server 2008 R2 Standard / Enterprise / Datacenter ¢ naketom o6HoBneHun SP1;
e Windows Hyper-V Server 2008 R2 ¢ naketoM ob6HoBneHuin SP1;

e Microsoft Small Business Server 2011 Essentials / Standard;

e Microsoft Windows MultiPoint™ Server 2011;

e Windows Server 2012 Foundation / Essentials / Standard / Datacenter / MultiPoint;

e Windows Storage Server 2012;

e Windows Server 2012 R2 Foundation / Essentials / Standard / Datacenter;

e Windows Storage Server 2012 R2;

TpeboeaHus
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e Windows Server 2016 Essentials / Standard / Datacenter / MultiPoint Premium Server;
e Windows Storage Server 2016;

e Microsoft Windows XP Professional Edition ¢ nakeTom obHoBneHun SP2;

e Microsoft Windows Vista;

e Microsoft Windows 7;

e Microsoft Windows 8;

e Microsoft Windows 8.1;

e Microsoft Windows 10.

YKa3zaHuA no aKkcnnyaTtaumu u TpeboBaHusa no
aKcnnyarauum

Ons pabotbl Kaspersky Security 10.1 gna Windows Server gomkHbl ObiTb BbINOMHEHbI CREAYOLINE YCNOBUSA:

1. YcraHoBKa, KOH(pUrypMpoBaHue 1 ynpasBreHne nporpaMmmont JOJMKHbI OCYLLECTBNSATLCA B COOTBETCTBUM C

aKCnIyaTauMOHHOW AOKYMEHTaUuen.

2. TlporpamMmma [ormkHa 3KCMyaTUMPOBaTbCA Ha KOMMbIOTEPAX, OTBEYALWMUX MUHMMAarbHbIM TpeboBaHUsAM,

npvBeAEHHbIM B pasgerne «AnnapartHble U NporpamMmmMHble TPeGoBaHUS».

3. lMepen ycTtaHOBKOW M HavanoMm 3kchnyaTauuu nporpammbl HEOOXOAMMO YCTAHOBWUTH BCE [AOCTYrMHbIE

06HOBMEHNst ucnonb3dyemblx Bepcuin MO cpenbl yHKLMOHMPOBaHUS.

4. [omkeH GblTb obBecrneyeH OOCTyn MNporpaMMbl KO BCeM 06bekTam UHGOPMAaLMOHHOW CUCTEeMbI, KOTopble
HeobxoAuMbl NporpaMmMe AJfisi peanusauuy cBomx (pyHKLMOHAMNbHBIX BO3MOXHOCTEW (K KOHTPONMPYEeMbIM

ob6bekTam MHAOPMAaLMOHHON CUCTEMBI).

5. HDomkHa OblTb obGecrnevyeHa COBMECTUMOCTb MpOrpamMmbl  C  KOHTPONUPYEMbIMU  pecypcamu

MH(POPMaLIMOHHON CUCTEMBI.

6. [omkHa BblITb obecneyeHa BO3MOXHOCTb KOPPEKTHOW COBMECTHOW paboTbl Nporpammbl CO CpeacTBammu
aHTMBMPYCHOW 3allMTbl OpYyrux npousBoauTener B Crnyv4ae WX COBMECTHOIO WCMNONb30BaHUSA B

WHOPMAaLIMOHHON CUCTEME.

7. [omxHa ObITb 0GecrnedeHa d)VI3I/I‘-IeCKaF| 3alinta 3r1eMeHTOoB VIH(*)OpMaLI,I/IOHHOVI CUCTEMbI, Ha KOTOpPbIX

yCTaHOBJ1IE€Ha nporpamMmma.

8. [omxHa ObITb ObecneyeHa CUHXPOHM3aUmMa no BpeMeHun mMexnay KOMMNOHeHTaMW nporpamMmbl, a TakKkKe

Mexay nporpaMmmont u cpeon ee YHKLMOHNPOBaHUS.

TpeboeaHus
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9. I'IepCOHan, OTBETCTBEHHbIN 3a beHKLI,VIOHVIpOBaHI/Ie nporpamMmmbl, OOJDKEH obecneunBaTb Hagnexaliee

(pYHKLMOHMPOBaHME Nporpammbl, PYKOBOACTBYSACH 3KCNIlyaTaluNOHHOW JOKYMEHTaLUEN.

10. JomkHa ObITb obecneveHa OoBepeHHas CBA3b MEXAY NPorpammMon M YNOMHOMOYEHHbIMU CyObeKkTamm

WHPOPMAaLIMOHHON cUCTEMbI (aaMUHUCTpaTopamu 6esonacHocTH).

11. ®yHKUMOHMPOBAHME  MpOrpaMMbl  OOJPKHO — OCYLLEecTBNATbCA B cpede  QYHKLMOHMPOBaHUS,
NpefoCTaBnsOWEN MEXaHU3Mbl ayTeEHTUMKALMN U UOEHTUMKaUuM agMUHUCTpaTopoB Ge3onacHocTu

nporpaMmei.
12. JomxkeH 6biTb 0becneyeH OBEPEHHbIN kaHan nonyyeHnss ooHosnennn B MNMKB.
13. JomkHa ObITb 0becneveHa 3almieHHas obnactb AN BbINOMHEHUA YHKUMIA 6e30MacHOCTM Nporpammbl.

14. YnpaBneHune aTpmbytamm 6e30nacHOCTU, CBA3AHHLIMW C AOCTYNOM K (DYHKLUSIM U OaHHBIM MporpaMmbl,
OOIDKHO MpefoCTaBnATbCA  TOMbKO  YMOMHOMOYEHHbIM ponsM  (aAMUHWCTpPATopaM MporpamMmbl U

NHOPMALMOHHOW CUCTEMDI).

15. JomxHa BbiTb 06ecneyeHa BO3MOXHOCTb NEPUOAMNYECKOro KOHTpons uenoctHoctn MO nporpammel n B
MKB.

16. A,EI,MVIHVICTpaTOp OOJIKEeH yCTaHOBUTb B cCpeae T mMakcnmanbHOE 4YMCNo MOMbITOK HeyCneLwHbIX NonbITOK
a)/TeHTI/I(*)VIKaLI,VIVI C MOMEHTa nocnegHemn YCI'IeLIJH0l7I NonbITKN ayTeHTVICbVIKaLI,I/II/I nonb3oBaTtena cC

I'IOCJ'IG,EI,YIOLU,GVI 6J'IOKVIpOBKOIZ NOonbITOK ayTeHTVI(*)VIKaLI,VIVI npu npesbilleHnn yCTaHOBJIEHHOIO 3HAa4YeHUA.

17. AOMUHMUCTpaTOp [OOMKEeH 3ajaTb METPWKY KayecTBa Maporei, BKMvalLyl TpeboBaHus K AnuHe
naponen, TpeboBaHMsa NO 3anpeLLeHn0 NCNOoSb30BaHUst onpeaerneHHbIX KOMOUHaLUA CMMBOIIOB, @ Takke

Tpe6OBaHl/IF| K KaTeropum ncnosb3yemMbliX CUMBOJIOB.

MoaroTtoBKa K yCTaHOBKE NporpaMmmbi

Mepen ycTaHOBKOW NporpaMmbl yoegmTechk, YTO NporpaMMHbIe U annapaTHble Pecypchbl KOMMbOTEPA, Ha KOTOPbIN
OynoeT npousBeaeHa yCTaHOBKA, yAOBNETBOPSAOT TpeboBaHMsIM, NpMBEAEHHBIM B pa3gene "AnnapartHble u
nporpaMmmHble TpeboBaHus".

Takke Hy)XHO y6eauTbcsi, YTO Ansi onepaunoHHON CUCTEMBI U MPOrpaMMHbIX CPeACTB, HEOOXOAMMbIX Ans
YCTaHOBKM (ECNM TaKkoBble UMEIDTCS), YCTaHOBMNEHbI Camble nocreaHue nakeTbl 0GHOBNEHWI, BbiNyckaemble
npousBoanTensiMM onepaLnoHHON CUCTEMbI 1 MPOrPaMMHOro oGecnedyeHus.

OnpegenvTe, kakue CpeAcTBa agMUHUCTPUMpOBaHMA Bbl OygeTe MCNONb3oBaTb AN1A HACTPOWKM NapameTpoB
Kaspersky Security 10.1 ana Windows Server u ynpaeneHus uM. B kavectBe cpeactB agMUMHUCTPUPOBAHUSA
Kaspersky Security 10.1 ana Windows Server Bbl mMoxeTe ucnonb3oBatb KoHconb Kaspersky Security 10.1,
YTUNUTY KOMaHAHOW CTpoku n KoHconb aamuHucTpupoaHus Kaspersky Security Center.

TpeboeaHus
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KoHconb Kaspersky Security 10.1

KoHconb Kaspersky Security 10.1 npegctasnser cobov M30NUMPOBaHHYK OCHAcCTKy, KoTopas aobaBnsieTcs
B Microsoft Management Console. Bbl moxeTe ynpaenate Kaspersky Security 10.1 gns Windows Server yepes
KoHconb Kaspersky Security 10.1, yCTaHOBMEHHYK Ha 3aljvlIaeMOM CepBepe WM Ha APYroM KOoMMbloTepe
B CETU OpraHusaummn.

B ogHy Microsoft Management Console, OTKpbITYl0O B aBTOPCKOM peXMME, Bbl MOXeTe A06aBUTb HECKONbKO
ocHactok Kaspersky Security 10.1 gna Windows Server, 4tobbl ynpaBnaTb W3 HEE 3alUUTOW HECKOMNbKUX
KOMMbIOTEPOB, Ha KOoTopbix ycTaHoBrneH Kaspersky Security 10.1 ana Windows Server.

KoHconb Kaspersky Security 10.1 BxoguT B Habop koMnoHeHToB "CpeacTsa agMUHUCTPUPOBaHNS".

YTunnta KomaHgHOW CTPOKK

Bbl moxete ynpaenatb Kaspersky Security 10.1 ana  Windows Server 13 KOMaHOHOW  CTPOKM
3almLaeMoro KoMnbloTepa.

YTunuta kKoMaHOHOWM CTPOKU BXOAWT B HAbop nporpaMmMHbIx komnoHeHToB Kaspersky Security 10.1 gna Windows Server.

Kaspersky Security Center

Ecnn Bbl ucnonb3dyete nporpammy Kaspersky Security Center pgns ueHTpanvM3oBaHHOMO ynpasreHus
aHTUBMPYCHON 3aLLMTON KOMMbLIOTEPOB B BalLel opraHu3aLmu, Bbl MoXeTe ynpaenaTb Kaspersky Security 10.1 gns
Windows Server yepes KoHconb agmuHuctpupoBanusa Kaspersky Security Center.

Bam notpebyeTcsa ycTaHOBUTL CrneayoLmMe KOMMOHEHTHI:

e Moaynb uHTerpaumm c AreHToMm agmuHucTpupoBaHusa Kaspersky Security Center. 3ToT KOMNOHEHT
BXOAMWT B Habop nporpamMmmHbix komnoHeHToB Kaspersky Security 10.1 ans Windows Server. OH o6ecneunsaet
cBasb Kaspersky Security 10.1 gna Windows Server ¢ AreHToM agMUHUCTpUpoOBaHus. YctaHoBuTe Mogynb
WHTEerpaumm ¢ AreHtoM agMmuHucTpmpoBaHusa Kaspersky Security Center Ha 3awuiiaemMmom cepsepe.

o AreHT agmuHuctpupoBaHusi Kaspersky Security Center. YcTaHoBUTE ero Ha Kaxaom 3aluliaemMom
cepBepe. OTOT KOMMOHEHT OygeT obecneumBaTb B3aumopencTBue mexpay Kaspersky Security 10.1 ans
Windows Server, ycTaHOBNeHHbIM Ha KomnbtoTepe, U KoHconblo agmuHucTpupoBaHus Kaspersky Security
Center. ®ann yctaHoBKM AreHTa agMUHUCTPUPOBAHUSA BXOAMT B KOMMNEKT nocTtaBku Kaspersky
Security Center.

e MnarnH Kaspersky Security 10.1 ana Windows Server. JOnonHMTENbHO Ha KOMMbLIOTEP, Ha KOTOPOM
yctaHoBneHa KoHconb agmuHucTtpupoBaHus Kaspersky Security Center, yctaHoBMTE nnarvH ynpasreHus
Kaspersky Security 10.1 ana Windows Server uyepe3 Cepsep agMuHucTpupoBaHus. OH obecneumBaet
WHTepdenc ynpaeneHus nporpammon 4yepes Kaspersky Security Center. ®ann ycTaHOBKM nnaruHa,
\Server\kicfginst.exe, BxoguT B koMmnnekT noctasku Kaspersky Security 10.1 ans Windows Server.

TpeboeaHus
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YcTaHOBKa U yganeHue nporpamMmmbl

OTOT pasgen coaepkuT rnollaroBble MHCTPYKLUM MO YCTaHOBKe 1 yaaneHuto Kaspersky Security
ana Windows Server.

B aTtom pasgene

YcTaHoBKa 1 yaaneHne nNporpamMmmbl C MOMOLLBIO MACTEPE .......cc.uieueereereeireeareeaseeereasseesseesseessessssesssesssesssesssesssnes 19

YcTaHoBKa 1 yaaneHue nporpammbl Yepe3d Kaspersky Security Center .........cvvveiviiiiiiiieeie e 34

YcTaHOBKa 1 yaaneHue nporpaMmmbl C NOMOLbLIO MacTepa

OTOT pasgen coaepXut onucaHue npouenypbl yctaHoBku v yaaneHuss Kaspersky Security 10.1 gns Windows
Server 1 KoHconn nporpammbl Ha 3allMLaeMOM KOMMbIOTEPE C MOMOLLBbID MacTepa YCTaHOBKW, a Takke

nHopmaumo o gononHutensHon Hactporke Kaspersky Security 10.1 ana Windows Server u gerctBusix nocne
YCTaHOBKW NpOrpamMmei.

B aTtom pasgene
YcTaHoBKa ¢ NMOMOLLIbIO MACTEPA YCTAHOBKM ....uieiiiiii i s e s a s s n e r e naeas 19

M3meHeHne cocTaBa KOMNOHEHTOB U BoccTaHoBneHne Kaspersky Security 10.1 ans Windows Server .............. 30

YpaneHve ¢ NoMoLLbio MacTepa yCTaHOBKU

YcTaHOBKa C NOMOLLbIO MacTepa YCTaHOBKM

B crnepyowmx pasgenax cogepxmTca uHdopmaums o Tom, kak yctaHoBuTb Kaspersky Security 10.1 gna Windows
Server n KoHconb Kaspersky Security 10.1.

» 4Umobbl ycmaHo8UMb U npucmynumb K ucrosnb3oeaHuro Kaspersky Security 10.1 dns Windows
Server, gbinonHume credyrujue delicmeus:
1. YcraHoBute Kaspersky Security 10.1 ana Windows Server Ha 3awuuiaemMom cepeepe.

2. Ha xomnbloTepax, ¢ KOTOpbIX Bbl NnaHupyeTe ynpaenatb Kaspersky Security 10.1 gna Windows Server,
yctaHoBuTe KoHconb Kaspersky Security 10.1.

3. Ecnn Bbl yctaHoBunu KoHconb Kaspersky Security 10.1 He Ha 3awwimiaeMoM cepBepe, a Ha Apyrom
KOMMbIOTEPE CETU, BbIMOMHUTE AOMOMHUTENBHYK HAacTPOMKY, YTOObI Nonb3oBaTenu KoHconu mornu vyepes
Hee yganeHHo ynpaensaTtb Kaspersky Security 10.1 gna Windows Server.

4. BbinonHute aencteus nocrne ycraHoBkn Kaspersky Security 10.1 ana Windows Server.

YcmaHoska u ydaneHue npocpamMmbi
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B aTtom pasgene

YctaHoBka Kaspersky Security 10.1 Ans WINAOWS SEIVET ......cciuiiiiiiiee e it ee e e s e seiatee e e e e e s e snnntnneeeeae e s s s snnnnneees 20
UHTepdenc KoHcomnm Kaspersky SeCUrity 10.1 ..o e e et e e e e e e nneeeeeeas 23
HononHutensHasa HacTporka nocne yctaHoBku KoHconu Kaspersky Security 10.1Ha gpyrom komnbiloTepe........ 24
Hencteust nocne yctaHoBkn Kaspersky Security 10.1 Ans WiNndOWS SEIVET .........ccooviiiiiiieiee et ee e 27

YctaHoBka Kaspersky Security 10.1 ana Windows Server

Mepen yctaHoBkon Kaspersky Security 10.1 ana Windows Server BbinonHuTe crneayoLwime AencTBus:

e Ybegutecb, 4YTO Ha CepBepe He yCTaHOBMNEHbl ApYrue aHTMBUPYCHble nporpamMmbl. Bbl  mMoxeTe
yctaHaBnuBaTtb Kaspersky Security 10.1 gna Windows Server, He ygansas ycTaHOBMNEHHbI AHTUBMPYC
Kacnepckoro 8.0 gns Windows Server Enterprise Edition nnn Kaspersky Security 10 ana Windows Server.

e YGeautecb, 4YTO Yy4yeTHasl 3anucb, CMpaBaMu KOTOPOW Bbl 3anyckaeTe MacTep YCTaHOBKW,
3aperucTpupoBaHa B rpynne agMUHUCTPATOPOB Ha 3alLMLLaeEMOM CEepBepe.

lMocne BbINOMHEHUSA OMUCAHHLIX BbIle AENCTBUW, Nepenaute K npoueaype ycTaHoBKW. Cnenys WHCTPYKUWUSIM
mMacTepa yCTaHOBKW, 3agante napameTpbl yctaHoBku Kaspersky Security 10.1 ans Windows Server. Bbl moxeTe
npepBaTb yctaHoBky Kaspersky Security 10.1 gna Windows Server Ha nobom Liare mactepa yCTaHOBKW.
[ns aToro B okHe MacTepa yCTaHOBKWN HakmuTe Ha KHonky OTMeHa.

Bbl MoxeTe npountaTh nogpobHee O napamMeTpax YCTaHOBKM (ydanenwsi) (cm. pasgen "lMapameTpbl yCTaHOBKM
1 yaaneHus n ux knoum ansa cnyxosl Windows Installer” Ha cTp. 19).

» 4Ymobsl ycmaHosumb Kaspersky Security 10.1 dns Windows Server ¢ nomowbto macmepa
ycmaHO8KU, 8bInosIHUme criedyroujue 0elicmgus:
1. Ha cepsepa 3anyctute dhann nporpammbl-npuUBETCTBMA Setup.exe.

2. B oTkpbiBLIEMCS OKHE B Onoke YcTaHoBKa nepengnte no ccbinke YetaHoBUTb Kaspersky Security 10.1
ana Windows Server.

3. B oTkpbiBLIEMCHA OKHE npuBeTCTBUA MacTepa yctaHoBku Kaspersky Security 10.1 gna Windows Server
HaXXmuTe Ha KHonky Oanee.

OTtkpoeTcs okHO JInueH3noHHoe cornaweHune u NMonutuka KoHMAEHUNaNbLHOCTH.
4. O3HaKkoMbTECH C YCnoBuAMU JTMLEH3NOHHOro cornawleHns n MNMonnMTnkn KoHPUAEHUNansHOCTU.

5. Ecnu BbI npounu JlnueHsnoHHoe cornawieHme u MNonuTnky KoHUAeHUMansHoCTH, YCTaHOBUTE DIIaxKu,
CBMAETENbCTBYIOWNE, YTO Bbl MPUHMMaeTe MOMNOXEeHUs W ycrnoBusa HacTtosiwero JIMueH3MOHHOro
cornaweHus u Monutuky KoHdMAEHUMANbLHOCTU, KOTopas onucbiBaeT 06paboTKy AaHHbIX
AN NPOAOIKEHUS YCTaHOBKM.

6. Haxmwute Ha kHonky [lanee.

Ecnun Ha cepBepe ecTb COBMECTMMasa BepCUs YCTAaHOBMEHHOW NporpaMmbl, OTKpoeTcst okHo OBHapyxeHa
npeAablayLwas Bepcus NporpaMmmbil.

Ecnu npegplaywime Bepcun nporpaMmMbl He OOHapyXeHbl, NeperanTe K Wwary 8 aTon MHCTPYKUUK.

YcmaHoska u ydaneHue npocpamMmbi
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7. Ytobbl O6HOBUTL NporpamMMy NpeabiayLien BepCun, HaXKMUTE Ha KHomMKy YcTtaHOBUTL. MacTep ycTaHOBKM
obHoBuT nporpammy Ao Kaspersky Security 10.1 gna Windows Server u coxpaHUT COBMECTUMMbIE
HacTpOMKM B HOBOW Bepcun. [1o OKOHYaHUM OBHOBMNEHMS MNporpamMbl OTKPOETCS OKHO 3aBeplueHune
YCTaHOBKM (Nepengute K wary 15 aTon MHCTPYKLUN).

OTkpoeTcsi okHo BbicTpas npoBepka nepea Ha4anoM YCTaHOBKM.

8. B okHe BbicTpasi npoBepka nepea Havyarom yCTaHOBKM yCTaHoBUTE dhnaxok NMpoBepuTtb koMnbOTEP
Ha BMPYCbI, 4YTOObI MPOBEPUTbL Ha HanMuuMe yrpo3 3arpy30yHble CEKTOPbl MOKamnbHbIX AUCKOB cepBepa
W CUCTEMHYIO NamATb. 3aTeM Haxmute Ha KHomnky [anee. 1o OKOHYaHWM MPOBEPKN OTKPOETCS OKHO
C pesynbTaTamu MPOBEPKMU.

Bbel MoxeTe npocmoTpeTb MHOpMauuilo O NPoBepeHHbIX oObObekTax Server: oblee KonnyecTBo
NPOBEpPEHHbIX OOBLEKTOB, KOMMYECTBO OOHapYXEHHbIX TUMNOB Yrpo3, KOMMYecTBO OBHapyXeHHbIX
3apaKeHHbIX U BO3MOXHO 3apaXX€HHbIX OOBEKTOB, KONMMYECTBO ONACHbIX I NOAO3PUTENBHBLIX MPOLECCOB,
koTopble Kaspersky Security 10.1 gna Windows Server yaanun 3 namsTi, 1 KONIMYECTBO OMACHbLIX UIK
nogo3puUTENbHbIX MPOLIECCOB, KOTOPbLIE NPOrpaMmMe He yaanoch yaanuTb.

Ytobbl MOCMOTPETb, KakMe WMEHHO OObekTbl OblMM NPOBEpPEHbl, HaXMUTe Ha KHOnNKy Cnucok
06paboTaHHbIX OGBHLEKTOB.

9. B okHe BbicTpas npoBepka nepea Ha4arioM yCTaHOBKM HaXXMUTe Ha kHonky Oanee.
OTkpoeTcs okHO BbIGopoyHas ycTtaHOBKa.

10. Bblibepute KOMNOHEHTBI, KOTOPbIE Bbl XOTUTE YCTAHOBUTb.

3awmta ceTeBbiXx XxpaHunuw, obecnedmBaetcsa KomnoHeHTamu 3awmTta RPC-noakntovyaembix
ceTteBbix XxpaHunuuw, 3awmTta ICAP-nogknioyaemMbix ceTeBbIX XpaHunuw, 1 3awmTta
oT wndpoBaHna ana NetApp. YcTaHOBUTE UMM CHUMUTE GONaXKm HaNpOTMB AaHHbIX KOMMNOHEHTOB
npy yCTaHOBKE CEPTUMULMPOBAHHON KOHUrypaumm nporpamMMbl COOTBETCTBYHOLLEN TWUMy Ballewn
NULEH3NW.

Mo ymMomnyaHuio B CMUCOK yCTaHaBNMBaeMblX OOBEKTOB BKIHOYEHbI BCE KOMMOHEHThI Kaspersky Security
10.1 pna Windows Server, 3a UCKMKYEHUEM KOMMOHEHTOB YnNpaBneHue CeTeBbiIM 3KPaHOM
n MNMpoBepka CKpMNTOB.

Ons ycTaHOBKM nporpamMmbl B CEPTUPUUMPOBAHHOW KOHUIrypauunm CHUMUTE raxkm AOns
KOMMNOHeHTOB KOHTPOMb YyCTPOUCTB U YrpaBreHne ceTeBbiM 3KPaHOM.

KomnoHeHT T[logpepxka SNMP-npotokona Kaspersky Security 10.1 gna Windows Server
oTobOpaxaeTcs B CNUCKE YCTaHaBIIMBaAeMbIX KOMMOHEHTOB TOSIbKO B Crlydae, €cnv Ha KoMMbloTepe
yctaHoBneHa Cnyx6a SNMP Microsoft Windows.

11. Ytobbl OTMEHWUTbL BCE WM3MEHEHWS B OkHe BbIGOpOYHas ycTaHOBKa, HaXmuTe Ha KHomnky COpocuTb.
Haxmute Ha kHomnky [danee.

12. B oTkpbIBLIEMCS OKHE BbIOOP Manku HasHa4YeHUs BbINOMHUTE criegyowme JENCTBUSA:

e Ecnun TpebyeTcs, ykaxuTe narnky, B KOTOpon GyayT coxpaHeHbl dannbl Kaspersky Security 10.1 gns
Windows Server.

(] Ecnn Tpe6yETCﬂ, npocMoTpuTe I/IH(*)OpMaLl,I/IPO O OOCTYNMHOM NPOCTPaHCTBE Ha JIOKallbHbIX XECTKUX

YcmaHoska u ydaneHue npocpamMmbi
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KASPER§KY3

A1cKax rno kHormke Juck.
HaxxmuTe Ha kHonky [danee.

B oTkpbiBwemcs okHe [lononHUTenbHble NapaMeTpbl YCTAaHOBKU HAcTpoWTe criegylowme
napameTpbl YCTaHOBKW:

e BknouMTb NOCTOSAAHHYIO 3aWMTY NOCcne yCTaHOBKU NPorpamMmbl.

e [lo6aBuUTb K UCKIHOYEHUAM hannbl, peKoMmeHAoBaHHbIe Microsoft.

e [o6aBuTb K UCKITHOUYEeHUAM hannbl, peKoMeHAoBaHHble "JlabopaTopuen Kacnepckoro”.
HaxxmuTe Ha kHonky [danee.

B oTtkpbiBwemcsa okHe WmnopTt napameTpoB U3 KOHUrypauumoHHoro awnna BbINOMHUTE
cnegyrouine oencTBus:

a. Ecnu Bbl xoTute wumnopTtupoBaTb napameTpbl Kaspersky Security 10.1 gns Windows Server
N3 CYLLECTBYIOLLEro KOH(UrypaumMoHHoro danna, co3gaHHoro B nobor npeablaylien COBMECTUMOW
BEPCUU NMPOrpaMmbl, YKaXxute KOHUrypaunoHHbIv dann.

b. 3arem HaxmuTe Ha kHomnky danee.
B oTkpbiBLLIEMCS OKHE AKTMBaLUA NPOrpamMmMbl BbIMOMHUTE OOHO U3 CriefyoLmMX AeNCTBUN:

e Ecnu Bbl xoTuTe akTMBMpOBaTbL Mporpammy, ykaxuTe cpann knoya Kaspersky Security 10.1 gns
Windows Server gnsi aktueaumm nporpammbi.

(] Ecnun Bbl xoTute aAKTBMpPOBATbL NporpamMmmy no3xe, HaXXMnUTe Ha KHOMKY Danee.

e Ecnu Bbl npegBaputensHO coxpaHunu chann knoya B nanke \server KOMMNmekTa nocTaBku, UMsI 3TOrO
(panna otobpasuntcsa B none Knrou.

e Ecnu Bbl x0TuTe A06aBMTbL KMKOY C NOMOLLBK halna Krya, KOTOPbIA XpaHUTCA B APYrov narke,
yKaxuTe dann knoya.

Bbl He MOXeTe akTMBMpPOBaTb NMPOrpamMMy C MOMOLLBIO KoJa akTMBauuMuM U3 MacTepa yCTaHOBKMU.
Ecnu Bbl XOTTE akTMBMpOBaTb MPOrpaMMy C MOMOLLbIO KOAa akTMBauumu, Bbl CMOXeTe A0baBuTb
KoL, aKTMBaLMKN NOCIEe YCTaHOBKWU MPOrpaMmbl.

Mocne nobaeneHus caiina knoya B okHe 0TobpasnTcst MHdopmauus o nuueHaun. Kaspersky Security
10.1 ansa Windows Server oToGpaxaeT pacyeTHy aTy OKOHYaHUsA cpoka OencTBus nuueHsmmn. Cpok
OENCTBMA NULIEH3UN OTCYUTbIBAETCA C MOMeHTa fobaBneHus Krouva, HO WCTEKaeT He nosgHee
UcTevYeHnsa cpoka rogHocTn dhanna Krioya.

HaxmuTe Ha kHonky [lanee, 4TOObl NPUMEHUTDL KIOY B NMporpamMme.

B oTkpbiBweMcs okHe FOTOBHOCTb K yCTaHOBKE HaXMWTE Ha KHOMKY YcTaHoBUTbL. MacTep nmpucTtynut
K ycTaHoBke komnoHeHToB Kaspersky Security 10.1 ana Windows Server.

Mo 3aBepLUEHNM YCTaHOBKW OTKPOETCH OKHO YCTaHOBKa 3aBepLueHa.

YcraHoBute dnaxok MNMpouutatb Release Notes, 4ToObl NpocMOTpETb MHOPMALMIO O BbIMyCke Mocne
3aBepLueHns paboTbl MacTepa YCTaHOBKN.

Haxxmute Ha kHonky OK.

OkHO mMacTepa ycTaHoBKM OyaeT 3akpbiTo. Mo 3aBeplueHun yctaHoBku Kaspersky Security 10.1 ans Windows
Server 6yget rotoB k paboTte, ecnu Bbl 406aBUNM K04 ANS aKTMBaLMKU NPOrpaMmel..

YcmaHoska u ydaneHue npocpamMmbi
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YctaHoBka KoHconu Kaspersky Security 10.1

Cnenys MHCTPYKUMAM MacTepa yCTaHOBKK, 3aganTe napameTpbl ycTaHoBku KoHconu Kaspersky Security 10.1. Bbl
MOXeTe npepBaTb YCTAHOBKY Ha NoboM Lware macTtepa. [1na aToro B OkHe mMacTepa HaXkmuTe Ha KHOnKy OTMmeHa.

» 4Ymobkl ycmaHosumb KoHcornb Kaspersky Security 10.1, ebinonHume cnedyrouwue delcmeusi:
1. Y6egwutech, YTO y4eTHas 3anucb, C NpaBamMmn KOTOPOK Bbl 3anyckaeTe MacTep yCTaHOBKW, BXOAWUT B rpynny
agMMHUCTPaTOPOB Ha KOMMbIOTEPE.
2. 3anyctuTe dann npuBeTCcTBUA Setup.exe Ha KoMMNbloTepe.
OTKpoeTCs OKHO NPOrpaMMbl-NpPUBETCTBUS.
3. Haxmute Ha ccbinky YctaHoBUTb KoHconb Kaspersky Security 10.1.
OTKpoeTCcs OKHO NPMBETCTBUSA MacTepa yctaHoBku. Haxxmute Ha kHonky danee.

4. B oTkpbiBwemcs okHe JlMueH3noHHoe cornaweHue O3HaKOMbTEeCb C ycrnoBusiMu JIMLEH3MOHHOMO
cornaweHns u yctaHosute dnaxok A npuHumaro ycnoBusi JIMLEH3UMOHHOroO cornaweHwus, 4ToObl
NPOAOIMKNTE YCTaHOBKY. Haxkmute Ha kHoMnKy [danee.

5. B oTkpbiBEMCS OkHe [lonofIHUTeNbHbIe NapaMeTpbl YCTaHOBKM BhINOSHUTE Cleayowme OeNCTBUS:

e Ecnu Bbl nnaHupyeTe ¢ nomowbio KoHconu Kaspersky Security 10.1 ynpaBnate Kaspersky Security
10.1 gna Windows Server, yCTaHOBMNEHHbIM Ha yOaneHHOM KOMMbIOTEpPE, YCTaHOBUTE dnaXkok
PaspewuTb yaganeHHbI focTyn.

e YT1o6bl OTKpbITb OKHO [onb3oBaTenbCkas YCTaHOBKA U BbiOpaTb KOMMOHEHTbI, BbIMOMNHUTE
crieayrowme oencTeus:

a. Haxmute Ha kHomnky [lononHUTeNbLHO.
OTkpoeTcsl okHo BbiGopoyHas ycTaHOBKa.

b. BblbepuTe KOMMNOHEHTLI Habopa CPeACcTB aAMUHUCTPUPOBAHNUSA U3 CrMCKa.
Mo ymMonyaHuio ycTaHaBNUBAOTCSA BCE KOMMOHEHTbI.

c. Haxmute Ha kHonky [anee.

Bbl MOXeTe npountatbh nogpobHee O NporpamMMmHbIX KoMnoHeHTax Kaspersky Security 10.1 gns
Windows Server (cm. pasgen "lNMporpammHble komnoHeHTbl Kaspersky Security 10.1 ana Windows
Server v ux kogbl Ansa cnyx6sl Windows Installer” Ha cTp. 19).

6. B oTkpbiBLLEMCS OKHE BbLIGOP Mankyn Ha3Ha4YeHUA BbINONHUTE Crieayowme AeNCTBIS:
a. Ecnu TpebyeTcs, ykaxxuTe Apyryto narky, B KOTOpol 6yayT coxpaHeHbl ycTaHaBnmMBaeMble doansbl.
b. HaxmuTe Ha kHonky [anee.

b. B oTkpbiBLuEMCS OKHE FTOTOBHOCTb K YCTAaHOBKE HaXXMWUTE Ha KHOMKY YCTaHOBUTD.
MacTep npucTynuT K yCTaHOBKE BblGpaHHbIX KOMMOHEHTOB.

c. Haxmute Ha kHonky OK.

OkHO mMacTepa ycTaHoBku OypeT 3akpbiTo. KoHconb Kaspersky Security 10.1 6ygeT ycTaHoBneHa
Ha 3alwuLLaeMOM cepBepe.

YcmaHoska u ydaneHue npocpamMmbi
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Ecnu Bbl ycTtaHoBunu Habop "CpeacrtBa agMMHUCTPUPOBAHUA" He Ha 3aliuliaeMoOM CepBepe, a Ha Apyrom
KOMMNbIOTEPE CETW, BLIMONHUTE AOMOMHUTENBbHYKO HACTPOWKy (CM. pasgen "[ononHuTenbHasi HAcCTPOMKa nocne
ycTaHoBku KoHconun Kaspersky Security 10.1 Ha gpyrom komnbtoTepe" Ha cTp. 24).

HononHutenbHas HacTpourka nocrne yctaHoBkun KoHconu Kaspersky Security 10.1
Ha Apyrom KomnbloTepe

Ecnu Bbl yctaHoBunu KoHconb Kaspersky Security 10.1 He Ha 3awuwiaemom cepBepe, a Ha ApYromMm KOMMbTepe
CETUW, BbIMOMIHUTE OMMUCaHHbIE HWXe AEeWCTBMS AONs Toro, 4Tobbl NONb3oBaTENU MOMMW YAAaneHHO YNpaensaTb
Kaspersky Security 10.1 ana Windows Server:

e Ha 3awuwaemoM koMnbioTepe AobaBbTe nonb3oBatenen Kaspersky Security 10.1 gna Windows Server
B rpynny KAVWSEE Administrators.

e Pa3spewunte ceteBble coeanHeHuss ans cnyxbel Kaspersky Security Management Service (kavfsgt.exe),
€CInun Ha 3alMaemMom cepeepa ucnonbadyetcsa 6paHgmayap Windows nnm CTOPOHHUIN CETEBOW 3KPaH.

e Ecnn npu yctaHoBke KoHconu Kaspersky Security 10.1 Ha komnbioTepe nof ynpaeneHnem Microsoft
Windows Bbl He ycTaHoBUNM dnaxok PaspewnTb ceteBble coeaunHeHua anAa KoHconun Kaspersky
Security 10.1 ana Windows Server, pa3pelunTte ceTeBble coeanHeHus ans KoHconu Kaspersky Security
10.1 Bpy4Hyto Yepe3 BpaHaMayap Ha 3TOM KOMMblOTEpe.

B aTtom pasgene

O npaBax goctyna k cnyxbe Kaspersky Security Management SErvViCe ..........ccoovviiiiiiiieii i 24
Pa3spelleHne ceteBbix coeamHeHun ans KoHconm Kaspersky Security 10.1 .....oooooiiiiiiiiiieece e 25
PaspelueHne ceTeBbix coeanHeHn ans cnyxbbl Kaspersky Security Management Service..........coccceveviiieeens 26

O npaBax goctyna k cnyx6e Kaspersky Security Management

Bbl MoxeTe npocmoTpeTb cnncok cnyx6 Kaspersky Security 10.1 gns Windows Server.

Mpu yctaHoBke Kaspersky Security 10.1 ans Windows Server peructpupyeT cnyx0y ynpasrieHusi nporpammon
Kaspersky Security 10.1 gna Windows Server (KAVFSGT). [Ons ynpaBneHus nporpammon 4yepe3 KoHconb
Kaspersky Security 10.1, ycTaHOBMNEHHYIO Ha ApYroM KoMmnbioTepe TpebyeTtcs, 4Tobbl y4eTHast 3anmch, € npaBamu
koTopoun npowucxogut nogkntodeHne Kk Kaspersky Security 10.1 gna Windows Server mmena nomHbIn JOCTynN
k Kaspersky Security Management Service Ha 3almiaemMomM cepBepe.

Mo ymonyaHuio JocTyn K ynpaerneHunto cnyxbon Kaspersky Security Management Service nmetoT nons3oBaTenmu,
Bxogdwme B rpynny "AgMuHuUCTpaTopbl" Ha 3aluuiaemMom cepsepe, U nonb3oBatenu rpynnbl KAVWSEE
Administrators, cosgaHHOn Ha 3awmwaeMom cepBepe npwu yctaHoBke Kaspersky Security 10.1 gna Windows
Server.

Bbl moxeTe ynpaenaTte cnyx6on Kaspersky Security Management Service Tonbko 4vepe3 ocHacTky CnyxObl
Microsoft Windows.

Bbl He MOXxeTe paspeliaTb unu 3anpellatb nornb3oBatensaM foctyn Kk Kaspersky Security Management
Service, HacTpaunBas napameTpbl Kaspersky Security 10.1 gns Windows Server.

YcmaHoska u ydaneHue npocpamMmbi
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Bbl moxxeTe coeanHuTtbhes ¢ Kaspersky Security 10.1 ana Windows Server nog nokaneHON y4eTHOW 3anucolo,
€CNn  Ha 3alUMaeMOM CepBepe 3aperncTtpMpoBaHa y4yeTHas 3anncb C TakuM Xe MMEHEM U C Takum
Xe napornem.

PaspelueHune ceteBbix nogkntoveHni k KoHconn Kaspersky Security 10.1

HaseaHus napameTpoB MOryT OTNMYaTLCS B pasHbIX onepaunoHHbIx cuctemax Windows.

KoHconb Kaspersky Security 10.1 Ha yganeHHOM komnbtoTepe ucnonb3dyeT npoTtokonn DCOM, ytobbl nony4yatb
nHdopmaumto o cobbiTusax Kaspersky Security 10.1 gna Windows Server (Hanpumep, NpoBEpPEHHbIX 00beKTax nnm
3aBeplleHun 3agad) ot cnyxbbl ynpaeneHus Kaspersky Security 10.1 gna Windows Server Ha 3awuuiaemom
cepBepe. Bam HyXHO paspewmnTb ceTeBble coeaunHeHusi B GpaHgmayape Windows pans KoHconu Kaspersky
Security 10.1, 4TOoObl ycTaHaBnMBaTb coeduvHeHuss Mexay KoHcomnbio nporpamMmbl K CryX00n ynpaBneHus
Kaspersky Security 10.1 ana Windows Server.

BbinonHuTe cneayowime AenCTBIS:

e ybeauTtecb, YTO paspelleH aHOHWMHLIN yAaneHHbld gocTyn K nporpammam COM (HO He yaaneHHbINn
3anycTutb 1 aktnBauusi nporpamm COM);

e B 6bpaHamayaspe Windows oTkponTe nopt TCP 135 u paspelwumnTe ceTeBble COEANHEHMS ANS UCMOSHAEMOro
anna npouecca yganeHHoro ynpasneHust Kaspersky Security 10.1 gna Windows Server kavfsrcn.exe.

Yepes nopt TCP 135 knueHTCKMA KoMMblOTEP, Ha KoTopoM ycTtaHoBrieHa KoHconb Kaspersky Security
10.1, obmeHmBaeTCA NHOPMaLMen C 3alnLLaEMbIM CEPBEPOM.

Ecnn KoHconb Kaspersky Security 10.1 oTKpbliTa BO BpeMsi HaCTPOWKM MapamMeTpOB COEOUHEHUS MeXay
3almaeMblM CEPBEPOM UM CEPBEPOM, Ha kOoTopoM ycTaHoBrieHa KoHconb Kaspersky Security 10.1, Bam
HY>XHO 3akpblTb KOHCOMb mnporpammbl, A0XOaTbCs 3aBepLUeHMst Mnpouecca YOaneHHOro yrnpasleHus
Kaspersky Security Server kavfsrcn.exe ucHoBa 3anyctutb KoHconb Kaspersky Security 10.1. HoBble
napameTpbl coeanHeHns 6yayT NPUMEHEHDI.

» Umobnki paspewiums aHOHUMHBIU ydaneHHbIlU docmyn K ripoepammam COM, ebinonHume
cnedyrowjue deticmeus:

1. Ha cepBepe, HakoTopom ycrtaHoBrneHa KoHconb Kaspersky Security 10.1, oTKponTe KOHCOSMb
Cnyx0bl KOMMNOHEHTOB.

Beibepute Myck — BbINONHUTL.

Beeaute komaHgy dcomcnfg.

Haxxmute Ha kHonky OK.

B koHconu Cnyx6bl KOMNOHEHTOB cepBepa pa3BepHUTe y3en KomnbloTtepsbl.

OTKpOWTE KOHTEKCTHOE MEHIO Ha y3re Mon KoMmnbioTep.

N o o M w0 D

Beibepute nyHkT CBOMCTBA.

YcmaHoska u ydaneHue npocpamMmbi
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8. B okHe CBomctBa Ha 3aknagke BesonacHoctb COM HaxmuTe Ha kHOMKy WM3MeHMTb orpaHuyeHus
B rpynne napametpos MpaBa gocTyna.

9. B okHe PaspeweHue Ha gpoctyn ybeantech, 4to ans nonb3oaTtens ANONYMOUS LOGON ycTtaHoBneH
dnaxok PaspewmTb yaaneHHbIN AOCTYN.

10. HaxxmuTe Ha kHonky OK.

» Umobbl omkpbimb 8 6paHdmayape Windows TCP-riopm 135 u pa3pewiums cemeeabie coOeQUHEHUS
0n1a ucriofiHaemoz2o ¢hadinia rpouyecca ydaneHHo=20 yrnpasneHus Kaspersky Security 10.1 dns
Windows Server, gbinonHume credyrouue delicmausi:

1. Ha ypaneHHom komnbtoTepe 3akponte KoHconb Kaspersky Security 10.1.
2. BbInonHuTe 0gHO U3 criegyoLwWwmMX AENCTBUN:
e B Microsoft Windows XP nnn Microsoft Windows Vista:

a. B Microsoft Windows XP  cnaketom  OGHOBReHwr 2  wnuM  Bble  BblbepuTe
Myck — Bpangmayap Windows.

B Microsoft Windows Vista Beibepute MNMyck — MaHenb ynpaBneHua — Bpanamayap Windows
1 B okHe BpaHamayap Windows BbibepuTe NyHKT M3MeHUTb napameTpbl.

b. B okHe BbpaHgmayap Windows (MapameTtpbl 6paHamayapa Windows) Ha 3aknagke UcknroveHus
HaXXMuTe Ha kHonKy [lo6aBuUTb NopT.

c. B none Uma ykaxute nma nopta RPC(TCP/135) unu 3apante gpyroe mnms, Hanpumep, DCOM
Kaspersky Security 10.1 ana Windows Server, B nonie Homep nopta ykaxuTte Homep nopta: 135.

d. Bbibepute npotokon TCP.

e. Haxmute Ha kHonky OK.

f. Ha 3aknagke UcknroveHus Haxmnte Ha kHornky [lo6aBUTbL nporpamMmy.
e B Microsoft Windows 7 u Bbliwwe:

a. Bblbepute nyHkT Myck — MaHenb ynpaBneHus — Bpangmayap Windows. B okHe Bpangmayap
Windows BbiGepuTe nyHKT Pa3spewnTb 3anyck nporpamMmmbl WM KOMMOHEHTa u4epes3
6paHamayap Windows.

b. B okHe PaspewmTb cBA3b nporpamm 4epe3 OpaHamayap Windows HaXmuTte Ha KHOMKY
PaspewnTb Apyryro nporpamMmmy.

3. B okHe [lo6baBneHue nporpammbl ykaxuTte cann kavfsrcn.exe. OH XpaHUTCA B narnke, KOTOPYK Bbl
yKasanuv B KayecTBe nanku HasHadeHus npu yctaHoBke KoHconu Kaspersky Security 10.1.

4. Haxwmute Ha kHonky OK.

5. HaxmuTte Ha kHonky OK B okHe BpaHamayap Windows (MapameTpbl 6paHamayapa Windows).

PaspelueHune ceteBbIx coegmHeHnn ans cnyxbol Kaspersky Security Management Service

HasBaHus napamMmeTpoB MOTyT OTIIMYaTbCA B Pa3HbIX ONnepaunoOHHbIX CUCTEMaX Windows.

YcmaHoska u ydaneHue npocpamMmbi
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YUTtobbl ycTaHOBUTL coeauHeHve mexay KoHconbto Kaspersky Security 10.1 ucnyxbon Kaspersky Security
Management Service, BaM HyXHO pa3pelnTb CeTeBble COoedWHEHUs [Ans cnyxbbl 4epe3d OGpaHaMayap
Ha 3alMLLaemMoM cepBepe.

Bam cnenyert npon3BecTn HaCTpPOWKy ceTeBbIX COoeIHEHUN, ecnun Kaspersky Security
paboTaeT nog ynpaesneHneM onepaumnoHHbix cuctem Microsoft Windows Server 2003 / 2008 / 2012 / 2012 R2.

» Umobnbi paspewums cemesbie coeOuHeHUs 05 criyxbbi Kaspersky Security Management Service,
8binosiHUmMe criedyrouwjue delicmeus:

1. Ha sawwuwaemom cepsepa nopg ynpasneHnem Windows Bbibepute lNyck — lNaHenb ynpaBneHusa —
Be3sonacHocTb — BpaHgmayap Windows.
2. B okHe MapameTpbl 6paHamayapa Windows BbiGepute komaHgy U3MeHUTL napameTpbil.

3. Ha 3aknagke MWcknwouveHuss B CNMCke NpeayCTAHOBMNEHHbLIX WCKMIYEHUA YCTaHOBUTE  DIaxKu:
COM + CeTteBom goctyn, Windows Management Instrumentation (WMI) 1 Remote Administration.

4. HaxmuTe Ha KHonky [lo6aBUTb Nporpammy.

5. B pawanorosom okHe [o6aBneHue nporpammbl ykaxute dann kavfsgt.exe. OH xpaHuTCca B narnke,
KOTOPYIO Bbl YKa3anu B ka4ecTBe nanku HasHadeHus npu yctaHoBke Kaspersky Security 10.1 ana Windows
Server.

6. Haxmute Ha kHonky OK.
7. Haxmute Ha kHonky OK B gmnanorosom okHe MapameTpbl 6paHgmayapa Windows.

CeTteBble coeanHeHus ansa cnyxobl Kaspersky Security Management Service 6ygyT paspeLueHsi.

HenctBusa nocne ycrtaHoBku Kaspersky Security 10.1 ana Windows Server

Kaspersky Security 10.1 gna Windows Server 3anyckaeT 3agadn 3aliuTbl U NPOBEPKN Cpasy MOcne yCTaHOBKM,
ecnu Bbl akTuBupoBanu nporpammy. Ecnu, yctaHaBnuas Kaspersky Security, Bbl BbiOpanu nyHKT Bknrountb
NOCTOSAHHYIO 3aWMTy nocne yctaHoBKU nporpammsbl, Kaspersky Security 10.1 ana Windows Server nposepsieT
00beKTbl (halnoBoW CUCTEMbI CepBepa Npu AOCTyMNe K HUM, a Takke NpoBepseT NporpaMMHbIN KO 3amnycKkaeMblX
CKPMNTOB, €CfN Bbl YCTAHOBUNN KOMMOHEHT npoBepku ckpuntoB. Kaxayto natHuuy B 20:00 Kaspersky Security
10.1 gna Windows Server BeinonHseT 3agadvy NpoBepka BaxHbIX obnacten.

Mocne ycraHoBkun Kaspersky Security 10.1 gna  Windows Server pekoMeHAoyeTCA  BbIMOMHWTL
cnepywline OencTBuS:

e 3anyctuTb 3agady obHoBneHus 6a3 Kaspersky Security 10.1 gna Windows Server. lNocne ycTaHOBKU
Kaspersky Security 10.1 ans Windows Server npoBepsieT 00beKTbl C MCMOMb30oBaHMEM ©0a3, KoTopble
BXOAWIM B COCTaB NMPOrpaMmbl Npy NOCTaBKe.

PekomeHayeTcs cpasy ke obHoBuTb 6a3bl Kaspersky Security 10.1 ana Windows Server, Tak kak
©a3bl MOrnu yctapeTb.

Hanee nporpamMmma 6yp,eT 00HOBNATL 06asbl KaxdbldA 4ac CornacHo pacnncaHno, YyCTaHOBJIEHHOMY
B 3aga4e no ymosrn4yaHuio.

YcmaHoska u ydaneHue npocpamMmbi
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e BbInonHuTb NpoBepKy BaxHbIX obnacten KomnbloTepa, ecnu nepen ycraHoBkon Kaspersky Security 10.1
ans Windows Server Ha 3awuwaemom Server He Obina ycTaHOBEHa aHTMBUpPYCHas nporpamma
C BKITHOYEHHON PYHKLIMEN MOCTOSAHHOW 3aLunThl (harinos.

e HactpouTb yBegomneHus agmuHucTpaTopa o cobbiTuax Kaspersky Security 10.1 gna Windows Server.

B aTtom pasgene
Hactpovika n 3anyck 3aga4m obHoeneHus 6a3 Kaspersky Security 10.1 ans Windows Server ..........cccccovvveeeenee 28

[TPOBEPKA BAKHBIX OBJTACTEM ....cceiiiviiieiieeeesietitteeieeaessssstateeeeeeeassnstaseeeeeeesaassbaaeeeaeeesaassntaneeeaeessanssnseneeeaeessanrennnees 29

HacTtpownka u 3anyck 3agadn obHoneHna 6as Kaspersky Security 10.1 ans Windows Server
» 4Ymobbi 06Ho8UMb 6a3bl rpoepaMmMbl rocse yemaHo8KU, 8birnosiHume credyruwue delicmeus:
1. B cBowictBax 3agayn O6HoBneHve 6a3 nporpaMMbl HACTPOUTb COEANHEHNE C UCTOYHWKOM OBHOBREHWI —

HTTP- unu FTP-cepsepamn obHoBnenun "flabopatopun Kacnepckoro".

2. 3anyctutb 3agavy O6HoBneHMe 6a3 NnporpaMmel.

» UYmobsl Hacmpoums coeduHeHuUe ¢ cepasepamu obHoesrneHul "[labopamopuu Kacrniepckozo" e 3adaue
OO6HosrneHue bas npoepaMmbl, 8birnoHUMe credyroujue delcmeus:

1. 3anyctute KoHconb Kaspersky Security 10.1 ogHum 13 cnegyrowimx cnocobos:

e OrtkponTte KoHconb Kaspersky Security 10.1 Ha 3awwimwaemom cepepe. [ns atoro Bbibepute Myck —
Mporpammbl —  Kaspersky Security 101 ana Windows Server — CpeactBa
aaMmuHucTpupoBaHua — KoHconb Kaspersky Security 10.1.

e Ecnu Bbl 3anyctunu KoHconb Kaspersky Security 10.1 He Ha 3awuuiaemMomM cepBepe, NoaKNivnTeCh
K 3aLLMLaeMoMy cepBepy:

a. OrtkponTe KoHTeKkCTHoe MeHw Yy3na Kaspersky Security 101 agna Windows Server
B Aepese KoHconu.

b. Bbibepute nyHKT MoAKNOUYMTLCA K APYrOMYy KOMNbLIOTEPY.

c. B pgnanoroeom okHe BbiGop komnbioTepa BbibepuTe BapuaHT [pyroi KoMnbioTep U B nosne
BBOZa YKaXuTe CeTEBOE MMSA 3aLLMLLAEeMOro cepeepa.

Ecnu yyeTHaga 3anuck, KOTOpyto Bbl Mcnonb3oBanu Ans sxoga B Microsoft Windows, He obnapaet
npaBamu goctyna k cnyxbe Kaspersky Security Management Service (cm. pasgen "O npaBax
pocTtyna k cnyxbe Kaspersky Security Management Service" Ha cTp. 24), yKaXuTe Y4YeTHYH
3anunck, kKoTopasa obnagaet aTUMM nNpaBamu.

OTtkpoeTca okHo KoHconu Kaspersky Security 10.1.
B nepese KoHconu Kaspersky Security 10.1 passepHuTe y3en O6HoBRneHue.
Bbibepute BnoxeHHbIN y3ert O6GHOBRNeHMe 6a3 nporpamMmmbil.

B naHenu pesynbTaToB Nnepenaute no ccolnke CBoMcTBA.

o > o N

B oTkpbiBwemcs okHe MapamMeTpbl 3aaaum oTkponTe 3aknaaky NapameTpbl coeanHeHUA.

YcmaHoska u ydaneHue npocpamMmbi
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6. BbinonHuTe cnegytoLme oenNcTBUS:

a. Ecnn BBawen cetn He HacTpoeH npotokon Web Proxy Auto-Discovery Protocol (WPAD)
Ons aBTOMAaTUYECKOro pacno3HaBaHusl MapaMeTpoB MPOKCU-CepBepa B FOKanbHOW CeTW, YKaxuTe
napameTpbl Mpokcu-cepepa: B OGnoke [MapameTpbl NpoOKCcU-cepBepa YCTAHOBUTE  (ONaXKoK
Mcnonb3oBaTb NapameTpbl yKasaHHOro NpoKcu-cepBepa, B none Agpec BBeaute agpec, a B rnone
MopT — HOMep nopTa NpoKcu-cepaepa.

b. Ecnn B Bawen cetn TpebyeTcsa npoBepka NOOJSIMHHOCTU MpuU AOCTYMNe K NPOKCU-CepBepY, Bblbepute
HY)XHbI  METOA4 MNPOBEPKM MOAJIMHHOCTM B packpbiBatowlemcsi cnucke 6noka [MapameTpbl
ayTeHTUdMKaLMm Ha NPoKCcU-cepBepe:

e WUcnonb3oBatb NTLM-ayTeHTUpMKaLUIO, ecnv NPOKCU-CEPBEP MNoaOepXKUBAET BCTPOEHHYHO
nposepky nognuHHoctn Microsoft Windows (NTLM authentication). Kaspersky Security 10.1 ans
Windows Server OygeT wcnonb3oBaTb ANiS JOCTyNa K MPOKCU-CEPBEPY YYETHYHO  3anuchb,
yKa3aHHyl0 B napameTpax 3agadyv (Mo yMOMYaHuio 3ajaya BbINOSHWMTCA MNo4 YyY4ETHOW 3anvchbio
JNlokanbHasa cuctema (SYSTEM)).

e MWUcnonb3oBatb NTLM-ayteHTUcpMkaumo € MMeHeM W naposieM, ecnv NpoKCu-cepeep
nogaepXxuBaeT BCTPOEHHY npoBepky nognmHHocTn Microsoft Windows. Kaspersky Security 10.1
ana Windows Server ©ygeT mucnonb3oBaTh AMs AOCTyNa K MPOKCU-CEPBEPY YYETHYH 3anwuchb,
yKkasaHHyto Bamu. BBeguTe nmsa n naponb nonb3oBaTenst unu BeIbepuTe Nonb3oBaTens B CUCKE.

e Wcnonb3oBaTtb uMA W naponb nonb3oBatens, 4Tobbl BbIOpPaTb OObLIMHYIO MPOBEPKY
noanvHHocTn (Basic authentication). Beegute vMa v naponb nonb3oBatens wunu Bblibepute
nonb3oBaTens B CMCKe.

7. B okHe MapameTpbl 3agavmn HaxmmTte Ha kHornky OK.
MapameTpbl cCOoeAMHEHMSI  C UCTOYHWMKOM  obHoBneHun B 3agade OO6HoBnewve 6a3  nporpammbl
ByayT coxpaHeHbl.

» Umobnki 3annycmums 3adadvy ObHosneHue 6a3 npozpamMmel, 8binoHUmMe credyrouwjue 0elicmeus:

1. B pepee KoHconu Kaspersky Security 10.1 pa3sepHute y3en ObHoBneHue.
2. B KOHTEKCTHOM MeHIO BNOXEHHOro y3ria O6HoBMeHne 6a3 nporpaMmbl BbiGepuTe NYHKT 3anycTUTb.

Mocne TOro Kak 3agaya YCNeWHO 3aBepLUMTCs, Bbl CMOXETe MNOCMOTpeTb AaTy BbiNycka MnocrnegHuX
YyCTaHOBIEHHbIX 06HOBNEHU 6a3 B naHenu pe3ynbTtatoB y3na Kaspersky Security 10.1 ana Windows Server.

MpoBepka BaXkHbIX obnacTen

Mocne Toro kak Bbl obHOBMNM 6a3bl Kaspersky Security 10.1 gna Windows Server, npoBepbTe KOMMbHOTEP
Ha Hanuune BPEOOHOCHbIX MPOrpaMM C MOMOLLBbIO 3adaun [NpoBepka BaxkHbIX obnacTen.

» 4Ymobnki 3anycmume 3adady Nposepka saxkHbix obriacmed, 8birnosiHUmMe criedyrouue 0elicmausi:

1. B pepeBe KoHconu Kaspersky Security 10.1 pa3ssepHuTe y3en lNpoBepka no Tpe6oBaHuto.
2. B KOHTEKCTHOM MeH0 BIOXXeHHOro y3na NpoBepka BaxkHbIX o6nactewn BbibepuTe komaHay 3anycTUTb.

3apava Gyget 3anyuweHa; B pabo4vert obnactm otobpasuTcsa ctaTyc 3agayun BoinonHseTcs.

» UYmobki npocMmompeme XypHar 8bInofIHeHUs 3adadqu,

B NMaHenun pes3ynbTatoB Yya3na I'IpOBepKa BaXHbIX obGnacTten nepeﬁp,vlTe Nno CCblJike OTKprTb
XypHan BbiMNOJIHEHUA.

YcmaHoska u ydaneHue npocpamMmbi
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N3meHeHUe cocTaBa KOMNOHEHTOB U BoccTaHOBMNeHue Kaspersky
Security 10.1 gna Windows Server

Bbl MoxeTe gobaBnsatb unv yaansaTb KOMnoHeHTbl Kaspersky Security 10.1 ana Windows Server. Bam HyxHO
npeaBapuTenbHO OCTaHOBUTL 3agady [locTosHHas 3awmTta awnoB, €Cnu Bbl XOTUTE YAANUTb KOMMOHEHT
MocTosHHas 3awmTa annoB. B ocTanbHbIX Criyyasx ocTaHaBnvBaTb 3agadvy MOCTOSHHOM 3aliMTbl UM CRyxOy
Kaspersky Security Service He TpebyeTcs.

Ecnu poctyn Kk ynpasrneHuto nporpammMon 3awumieH naponem, Kaspersky Security 10.1 ana Windows Server
3anpaluvBaeT BBOA Mapons npu NonbiTke yaaneHns UM u3MeHeHus coctaBa NporpamMmMHbIX KOMMOHEHTOB
Ha gononHuTernbHoM ware MacTepa.

» 4Ymobki usmeHumb cocmae komrnoHeHmos Kaspersky Security 10.1 dns Windows Server,
8binosTHUMe criedyroujue delicmaus:

1. B wmeHwo Tyck Bbibepute nyHkT Bce nporpammbl — Kaspersky Security 10.1 ana Windows
Server — U3meHeHune nnu yaaneHwue.
OTKpoeTcs OKHO MacTepa yCTaHOBKM nporpaMmmbl UI3MeHeHUe, BoccTaHOBIIEHUE UNu yaaneHue.

2. BbibepuTe nyHKT U3mMeHeHne cocTaBa KOMMOHEHTOB NporpaMmmbl. HaxmuTe Ha kHonky Oanee.
OTkpoeTca okHO BbIGOpoOYHas ycTaHOBKA.

3. B okHe BbIbopoYHas ycTaHOBKa B CMMCKE KOMMOHEHTOB, AOCTYMHbIX A1 UCNONb30BaHus, BblbepuTte
KOMMOHEHTHI, KOTopble Bbl XoTuTe fobasButb B Kaspersky Security 10.1 ans Windows Server nnu yganute.
[nsi 3TOro BbINONHWUTE Criefylolne AeNCTBUS:

e YT1OOblI M3MEHUTb COCTaB KOMMOHEHTOB, HaXMWUTE Ha KHOMKY pAaAgoM C HasBaHUEM Bbl6paHHOI'O
KOMMNOHEHTa N B KOHTEKCTHOM MEHIO Bbl6epI/ITeZ

e nyHKT KOMNOHeHT OyAeT ycTaHOBINEH Ha NOKanbHbIN XXECTKMW AUCK, €Cru XOTUTE YCTaHOBUTb
OOMWH KOMMOHEHT;

®  MYHKT KOMMOHEeHT 1 ero noAKOMMNOHEHTbI 6yp,yT YyCTaHOBJI€Hbl Ha FNOKanbHbIN XXeCTKUN QUCK,
€CITn XOTUTE YCTaHOBUTbL rpynny KOMMNOHEHTOB.

e YTto6bl yganuMTb paHee YCTAHOBMEHHbIE KOMMOHEHTbl, HAaXMWUTE Ha KHOMKYPSAAOM C Ha3BaHUEM
BbIOPAHHOrO KOMMOHEHTA 1 B KOHTEKCTHOM MeEHH0 BblbepuTe NyHKT KOMMNOHEHT 6yaeT HeJoCTymneH.

Haxmunte Ha KHOMKy YCTaHOBUTb.

4. B okHe T[oTOBHOCTb K yCTaHOBKe noarsepgute onepauvio U3MEeHEeHUA COCTaBa KOMMNOHEHTOB
nporpamMmmbl, HaxaB Ha KHOMKY YCTaHOBUTb.

5. B OKkHe, OTKPbIBLLEMCS! MO 3aBEPLUEHNUN YCTAHOBKM, HaXxMUTe Ha kHornky OK.

CoctaB komnoHeHTOB Kaspersky Security 10.1 gns Windows Server OygeT W3MeHeH B COOTBETCTBMM
C 3aflaHHbIMUK NapamMeTpamMu.

Ecnu B pabote Kaspersky Security 10.1 gnsa Windows Server Bo3Huknu npobnemsl (Kaspersky Security 10.1 ans
Windows Server 3aBepllaeTcd aBapurHO; 3a[ayu 3aBepLlaloTCs aBapuMHO WNKU He 3anyckaloTcs), Bbl MOXeTe
nonpoboBatb BoccTaHoBUTL Kaspersky Security 10.1 gna Windows Server. Bbl MOXeTe BbINOSHUTD
BOCCTaHOBIIEHME, COXPAHMB TeKylue 3HaveHus napameTpoB Kaspersky Security 10.1 gns Windows Server unu
BbIOpaTb pexuMm, Npu koTopoM Bce napameTpbl Kaspersky Security 10.1 gna Windows Server npumyT 3HayeHus
Mo YMONYaHUIO0.

Ycmaroska u yOaneHue npozpaMmMbl
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Ymobsi soccmaHosums Kaspersky Security 10.1 dns Windows Server nocne agapuliHo2o
3asepuwieHuUs1 pabombl rpozpamMmbi uiu 3adad, ebinosHUme credyrowue 0elicmaeusi:

1. B wmeHwo TMyck BbibepuTe nyHKT Bce nporpammbl — Kaspersky Security 10.1 gna Windows
Server — U3meHeHune unu yaaneHue.
OTKpoeTcs OKHO MacTepa yCTaHOBKM nporpaMmmbl UI3MeHeHue, BocCTaHOBIIEHUE UNu yaaneHue.

2. BbibepuTe nyHkT BoccTaHOBNEHWe ycTaHOBNEHHbIX KOMMOHEHTOB. HaxmuTe Ha kHonky Oanee.
OTkpoeTca okHo BoccTaHOBNEeHUe ycTaHOBMNEHHbIX KOMMNOHEHTOB.

3. B okHe BocctaHOBNEeHMe YCTaHOBJMEHHbIX KOMMOHEHTOB YyCTaHoBUTe naxok BocctaHOBUTH
pekoMeHAyeMble napamMeTpbl paboTbl NporpamMmmbl, €Cin XOoTUTe COPOCUTb HAaCTPOEHHbIE MapameTpbl
nporpaMmmbl 1 BocctaHoBUTL Kaspersky Security 10.1 ana Windows Server c npegycTaHOBMEHHbIMU
napameTpamu no ymonyaHuo. HaxxmumTe Ha KHOMNKy YCTaHOBUTD.

4. B okHe NOTOBHOCTb K BOCCTaHOBJIEHUIO noaresepauTe onepauuio BOCCTAHOBIIEHNA NporpamMmmbl, HaXXaB
Ha KHOMKY YcTtaHOBUTD.

5. B okHe, OTKpbIBLUEMCS NO 3aBepLUEHUN BOCCTAHOBIEHNS, HaXXMUTE Ha kHonky OK.

Kaspersky  Security 10.1 ans Windows Server oypet BOCCTaHOBJIEH B COOTBETCTBUU
C 3aflaHHbIMUK NapameTpamMu.

YcmaHoska u ydaneHue npocpamMmbi
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YpaneHue ¢ NoMoOLbIO MacTepa YCTaHOBKU

OTOT pasgen cogepXxut MHCTpykumn ans yoaneHuss Kaspersky Security 10.1 ans Windows Server n KoHconu
Kaspersky Security 10.1 ¢ 3awmiaemMoro cepeepa € NOMOLLbI0 MacTepa YCTaHOBKM.

B aTtom pasgene

YaaneHune Kaspersky Security 10.1 A58 WINGOWS SEIVET ......cciiiuiiiieiieeee s iiitieeete e e e s sstaaeeeee e e s s snnntasaeeeeeessasnnnnneees 32

YaaneHne KoHCOoMM Kaspersky SECUNILY 10.1 ..o e s st e e e e e s s st e e e e e e s e s nnntare e e e e e e s e annrenneees 33

YpaneHue Kaspersky Security 10.1 ana Windows Server

HasBaHus napamMmeTpoB MOTyT OTIIMYaTbCA B Pa3HbIX ONnepaunOHHbIX CUCTEMaX Windows.

Bol moxeTe yganutb Kaspersky Security 10.1 gna Windows Server ¢ 3awumwaemMoro KOMnboTepa C MOMOLLbIO
mMacTepa yCTaHOBKV / yaaneHus.

Mocne ypanenns Kaspersky Security 10.1 gns Windows Server c 3awuaemMoro KomnbioTepa MOXeT
notpeboBaTbCsa Nepesarpy3ka KoMmnboTepa. Bbl MoXXeTe OTNOXMTL Nepesarpysky.

YpaneHve, BoccTaHOBMeHUe 1 gobaBneHne nporpaMmmbl Yepes naHenb yrnpasneHus Windows HEBO3MOXHbI,
ecnv ornepauuoHHas cuctema wucnonb3dyeT QyHKLMIOKOHTpoNb Yy4eTHbIX 3anucelt nonb3oBatens (User
Account Control), nnun goctyn K ynpasneHuno NporpaMmoin 3aLluLLeH naposiem.

Ecnu goctyn K ynpaeneHuto nporpammMon 3aiwumieH naponem, Kaspersky Security 10.1 ana Windows Server
3anpalumBaeT BBOA Mapons Mpu NomnbiTKe yOaneHUs Unn U3MeHeHust cocTaBa MpOorpamMmMHbIX KOMMOHEHTOB
Ha gononHuTenbHoM ware MacTepa.

» UYmobki ydanums Kaspersky Security 10.1 dns Windows Server, ebinonHume
cnedyrouwjue deticmeusi:

1. B meHw Myck Bbibepute nyHKT Bce nporpammbl — Kaspersky Security 10.1 gna Windows
Server — U3meHeHne unu ynaneHue.
OTKpoeTCcs OKHO MacTepa yCTaHOBKM nporpaMmmbl UI3MeHeHUe, BoccTaHOBIIEHUE UNK yaaneHue.

2. BblbepuTe NyHKT YaaneHne KOMNOHEHTOB NporpaMmmbl. HaxmuTte Ha kHonky [anee.

OTkpoeTcs okHO [lononHUTeNbHbIE NapaMeTpPbl yAaaneHUsi NporpaMmbi.

YcmaHoska u ydaneHue npocpamMmbi
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3. Ecnn TpebGyeTtcs, BokHe [ononHuTenbHble MapamMeTpbl YyAaneHWst NPOrpaMmbl  BbIMOSHUTE
criegyoLime oeNcTBus:

a. YcraHoBuTe (prnaxok AKcnopTMpoBaTb 06BLEKTbI Ha KapaHTUHe, 4ToOLI Kaspersky Security 10.1 ans
Windows Server akcnopTupoBarn 06beKTbI, MOMELLEHHbIE Ha KapaHTUH. [10 yMon4yaHuio pnaxok CHAT.

b. YcraHoBuTe naxok IKcNopTUpoBaTb OOBLEKTbI pPe3epBHOro XpaHunuiuia, 4tobbl Kaspersky
Security 10.1 gna Windows Server akcnoptvpoBan OObEKTbl U3 PE3EPBHOIO  XpaHWUuLLa.
Mo ymonyaHuio doriaxkok CHAT.

c. Haxwmute HakHonky CoXpaHUTb B W yKaXuTe narnky, B KOTOPYD Bbl XOTUTE 3KCMOPTMPOBATb
BOCCTAHOBMEHHbIE  06bekTbl. 1o yMOnYaHulo  3KCMopT OOBLEKTOB  OCYLLECTBMSIETCA B Marnky
%ProgramData%\Kaspersky Lab\Kaspersky Security 10.1 gns Windows ServernUninstall.

HaxmuTte Ha kHonky [anee.
4. B okHe ['OTOBHOCTb K yaaneHuio NoATBEPANTE onepauuio yaaneHns, Haxkas Ha KHOMKY YaanuThb.
5. B okHe, OTKpbIBLLEMCS NO 3aBepLUEHMUN yaaneHus, HaxmuTe Ha kHonky OK.

Kaspersky Security 10.1 ana Windows Server 6ygeT yganeH ¢ 3awmwiaemMoro cepeepa.

YnaneHune KoHconu Kaspersky Security 10.1

HasBaHusi napameTpoB MOryT OTNMYaTbCH B pasHblX onepaunoHHbix cuctemax Windows.

Bbl moxeTe yaanutb KoHconb Kaspersky Security 10.1 ¢ cepBepa ¢ TOMOLLbIO MacTepa YCTaHOBKY / yaaneHus.
Mocne ynaneHusa KoHconu Kaspersky Security 10.1 nepesarpyska cepsepa He TpebyeTcs.
» Umobnki ydanums KoHcornb Kaspersky Security 10.1, ebinonHume credyroujue delicmeusi:
1. B meHio Myck BoiGepute nyHkT Bece nporpammel — Kaspersky Security 10.1 ana Windows Server —
CpepncTBa agMuHUCTpUpoBaHusa — U3ameHeHue unu yganeHue.
2. OtkpoeTcHa okHO MacTepa U3meHeHue, BOCCTaHOBNEHUE UMK yaaneHue.
Bbibepute nyHKT YaaneHne KOMNOHEHTOB NporpaMmmMbl U HXMWUTE Ha KHOMKy danee.
3. OTkpoeTcs okHO FOTOBHOCTb K yAaneHu. Haxmure Ha KHOMKy YaanuTb.
OTKpoeTcs OKHO YaaneHue 3aBepLleHo.
4. Haxmute Ha kHonky OK.

Onepau,Mﬂ yoaneHuna 6yp,eT 3aBeplleHa; OKHO MacTepa 6yp,eT 3aKpbITO.

Ycmaroska u yOaneHue npozpaMmMbl
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YcTtaHOBKa U yaaneHue nporpammbl Yyepe3 Kaspersky
Security Center

OTOT pasgen cogoepxuT paboTbl MHpopMaumio o HacTponke obimx napameTtpoB Kaspersky Security 10.1 gns
Windows Server B Kaspersky Security Center, onucaHne npoueaypbl YCTaHOBKU U yAaneHUs nporpammbl Yepes
Kaspersky Security Center, a Takke onucaHne gercTBui nocrne yctaHoBku Kaspersky Security 10.1 gns Windows
Server.

B aTtom pasgene

O6wume cBegeHust o6 yctaHoBke Yepe3d Kaspersky Security Center.........cvvviveiiiiiiiiiiiic e 34
MpaBa onsa yctaHoBkm unn yaaneHunsa Kaspersky Security 10.1 ang Windows Server..........cccvveeiiieeiiiiiiieeens 34
Mpouenypa yctaHoBku Kaspersky Security 10.1 ana Windows Server yepes Kaspersky Security Center .......... 35
Hencteus nocne yctaHoBku Kaspersky Security 10.1 Ans WiNdOWS SEIVET..........cooviiiiiiieieeee e 37
YctaHoBka KoHconn Kaspersky Security 10.1 yepes Kaspersky Security CEeNnter ...........uuvvviveeeeeeeeeeeeeeieienenennnennnns 37
Ypanenue Kaspersky Security 10.1 gna Windows Server yepes Kaspersky Security Center ..........ccccovcveeeennnne. 38

O6wme cBepneHusi 06 yctaHoBke yepe3 Kaspersky Security Center

Bbl moxeTe yctaHoBuTb Kaspersky Security 10.1 gns Windows Server 4depe3 Kaspersky Security Center
C MOMOLLBIO 3a4a4M yoaneHHON YCTaHOBKMW.

lMocne BbINONHEHWs 3agayn yaaneHHow yctaHoBku Kaspersky Security 10.1 gns Windows Server 6yget
YCTaHOBMEH C OQUHaKOBbLIMW NapamMeTpamMu Ha HECKOMbKMX KOMMbOTEPaX.

Bbl moxeTe Server B ogHy rpynny agMWHUCTPUPOBAHMSA U CO34aTb IPYNMoBylo 3agadvy Ang ycraHoBku Kaspersky
Security 10.1 gnsa Windows Server Ha Server aTon rpynmbi.

Bbl MmoxeTe co3gaTtb 3agadvy yaaneHHoun yctaHoBku Kaspersky Security 10.1 gna Windows Server gns Habopa
KOMMNbIOTEPOB, He 0ObEAMHEHHbLIX B OAHY [pynny aaMUHUCTpPUpoBaHusA. [lpMee co3gaHuM BaM  HYXHO
chopMmpoBaTh CMMCOK OTAENbHbIX Server, Ha koTopble Tpebyetcsa yctaHoBuTb Kaspersky Security 10.1 gns
Windows Server.

MogpobHaa wHdOpMauMa o 3ajave yOaneHHOW YCTaHOBKM coaepxutcsa B PykosoOcmee admuHucmpamopa
Kaspersky Security Center.

NpaBa ana yctaHoBku unu yaaneHusa Kaspersky Security 10.1 ansa
Windows Server

YyeTHasa 3anucb, KOTOPYIO Bbl yKaxeTe B 3afaye yOaneHHOW YCTAaHOBKW (yAaneHws), JOIhkHa BXOOWTb B rpynmny
aZMUHUCTPaTOPOB Ha KaX[OM U3 3aL/LLaeMblX CEPBEPOB BO BCEX CMy4vasiX, KPOMe CreayoLMX CUTYaLWIA:

e Ha KomnbloTepax, Ha KOTOpbIX Bbl XoTUTE ycTaHoBUTL Kaspersky Security 10.1 ana Windows Server, yxe
ycTaHoBneH AreHT agmuHuctpupoBaHus Kaspersky Security Center (He3aBMCMMO OT TOro, B KakoM
AOMEHe HaxoOATCsA KOMMbIOTEPbI M NPUHAANEXaT NN OHW K KaKOMY-TMBO JOMEHY).

YcmaHoska u ydaneHue npocpamMmbi
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Ecnun AreHT agMVHUCTPUPOBAHUS eLLe He YCTAHOBIEH Ha KOMMbIOTEPaX, Bbl MOXETE YCTAHOBUTbL €ro
BmecTe ¢ Kaspersky Security 10.1 gnsa Windows Server ¢ noMoLbo 3aga4n yaaneHHOW YyCTaHOBKM.
lMepen ycTaHoBKOW AreHTa agMUHUCTPUPOBaHMS ybeauTecb, YTO ydeTHasl 3anucb, KOTOPYH Bbl
YKaXXeTe B 3afave, BXoAUT B rpynny aAMUHUCTPATOPOB Ha KaXXAOM 13 CEPBEPOB.

e Bce komnbloTepbl, Ha kOTopble Bbl XoTUTe ycTaHoBUTb Kaspersky Security 10.1 gna Windows Server,
HaxogsaTca B ogHOM aomeHe ¢ CepBepom agMuHUCTpupoBaHus © CepBep  aaMUHUCTPUPOBaHUS
3aperucTpupoBaH Nofd y4eTHOM 3anucbio AgMuHucTpaTop goMeHa (Domain Admin) (ecnn aTa ydyeTHas
3anvcb obnagaeT npaBaMy agMUHUCTPaToOpa Ha KOMMNbOTEPax AOMEHa).

Mo ymonuaHuio 3agava yganeHHom ycTaHoBKM MeToaoM PopcupoBaHHas yCTaHOBKA BbINOMHAETCS MOA y4eTHON
3anvcbio, ¢ npaBamu Kotopow pabotaeT CepBep agMUHUCTPUPOBAHNS.

B rpynnoBbix 3agayax, a Takke B Tex 3ajadvax Aans Habopa KOMMbIOTEPOB, B KOTOPbIX Obin BblIOpaH meToa
OpPCUPOBAHHOW YCTAHOBKM (yAaneHus), yyeTHas 3anucb [OrbkHa obnagatb crnegylowumu  npasBamu
Ha KIMEHTCKOM KOMMbIOTEpE:

e paBOM Ha yaaneHHbI 3amnyck Nporpamm;
e MpaBamu Ha pecypc Admin$;

e npasom Bxop B kKauecTBe CNyXObl.

NMpouenypa yctaHoBku Kaspersky Security 10.1 ansa Windows Server
yepe3 Kaspersky Security Center

MoppoGHast uHdopMauus 0 POPMUPOBAHUM WMHCTaNSLMOHHOIO NakeTa W CO3haHuM 3afjauvn  yaoarneHHow
yCTaHOBKU copepxuTcst B PykoBoacTtee no BHeapeHuto Kaspersky Security Center.

Ecnu Bbl nnaHvpyeTe B gancHenwem ynpaensaTte Kaspersky Security 10.1 gna Windows Server uepes Kaspersky
Security Center, ydegnTtecb, 4TO BbINOMHAIOTCS CriedytoLne ycrnoBums:

e Ha Server cyctaHoBneHHbiM CepBepoMm agmuHUCTpupoBaHua Kaspersky Security Center ycraHoBneH
nnarvH ynpaenenus Kaspersky Security 10.1 ana Windows Server (dainn \Server\kicfginst.exe komnnekra
noctaskn Kaspersky Security 10.1 gna Windows Server).

e Ha 3awmuwaembix cepBepax yctaHoBreH AreHT agMuHucTpupoBaHus Kaspersky Security Center. Ecnn
Ha 3alLMLaeMbIX KOMMbOTEPAX He yCTaHoBMeH AreHT agMuHucTpupoBaHus Kaspersky Security Center,
Bbl MOXeTe YyCTaHoBUTb ero BmecTe c Kaspersky Security 10.1 gns Windows Server B 3agave
yOaneHHoW yCTaHOBKM.

Bbl Takke MoXxeTe NpeaBapuTeEnbHO 06beanHUTL CepBEpPDLI B rpynny agMUHUCTPUPOBaHUS, YTOObI B AaribHenLWwem
ynpaBnsaTb NapaMeTpaMu 3alMTbl C TOMOLLLIO NONMTUK U rpynnoBbIix 3aaad Kaspersky Security Center.

» 4Ymobsl ycmaHosumb Kaspersky Security 10.1 s Windows Server ¢ nomouwbro 3adaqu yoaneHHou
yCmaHo8KU, 8binosiHUme credyroujue delicmeus:

1. 3anyctutb yTunuty KoHconb agMnHucTpupoBaHus Kaspersky Security Center.

2. B Kaspersky Security Center passepHuTe y3en YpaneHHas YCTaHOBKa W BO BIIOXXEHHOM y3arne
MHcTannsunoHHble naketbl BbibepuTe BapuaHT Co3gaTb HOBbLIW  MHCTaNNSALUMOHHbLIN  NakeT
Ans nporpammbl JllabopaTtopumn Kacnepckoro.

YcmaHoska u ydaneHue npocpamMmbi
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3. Beegute MMsa MHCTANNALNOHHOIO NakeTa.

4. Bbibepute dann ksd4ws.kud u3 komnnekta noctaBku Kaspersky Security 10.1 gna Windows Server
B kayecTBe havina MHCTannsLMOHHOro nakeTa.

OTKpoeTCFI OKHO JlnueH3noHHoe cornaweHune u NMonuntuka KOH(*)VID,eHLWIaHbHOCTVI.

5. Ecnwu Bbl npounu JlnueHsnoHHoe cornaweHne u MNonutnky KoHuAeHUMansHOCTH, YCTaHOBUTE (DraXxku,
cBuAeTenbCTByOWME, 4YTO Bbl NpuHumaeTe [lonoxeHusa wm ycnoBusi Hactosiwero JIMLEH3MOHHOro
cornaweHusa ulMonutuky KoHUAEHLMANLHOCTU, KOTOpas onucbiBaeT 0O6OpPaboOTKy AaHHbIX
ONSA NPOAOMKEHNS YCTaHOBKMW.

Bam HyXHO npuHATL ycnoBusi JIMLeH3MOHHOro cornaweHns u MNonutukn KoHpuaeHUManbsHOCTH
0N NPOAOIHKEHNST YCTAHOBKN.

6. YTOObI M3MEHUTL Habop ycTaHaBnMBaeMbix koMnoHeHToB Kaspersky Security 10.1 ana Windows Server
(cm.pasgen "MismeHeHne cocTaBa KOMMOHEHTOB M BoccTaHoBneHue Kaspersky Security 10.1 gna Windows
Server" HacTtp.30) W HACTPOMKM YCTAHOBKM NO ymon4yaHuioo (cMm.pasgen “lMapameTpbl  yCTaHOBKM
W yganeHus u ux knoum ans cnyx6ol Windows Installer” Ha cTp. 19) B MHCTaANsILMOHHOM NakeTe:

B Kaspersky Security Center passepHuTe y3en YpaneHHasi yCTaHOBKa W BO BIIOXEHHOM y3ne
MHcTannsiuMoHHble nakeTbl B paboyen 0OMacTM OTKPOWTE KOHTEKCTHOE MEHI0  CO3[4aHHOro
WMHcTannsuuoHHoro naketa Kaspersky Security 10.1 ans Windows Server u BbiOepuTe KomaHay
CeoncrtBa. B okHe CBoncTBa: <Ha3BaHMe MHCTANUIAALMOHHOrO nakeTa> B pa3gene HacTpouka
BbINOSIHMTE cneayowme OeiCTBUS:

a. B rpynne napameTpoB YcTaHaBNnuBaeMble KOMNOHEHTbI YCTAHOBUTE (OraXkn psiAoM C Ha3BaHUSIMM
komnoHeHToB Kaspersky Security 10.1 ans Windows Server, KOTOpble Bbl XOTUTE YCTAaHOBUTb.

3alwmTa ceTeBbIX XpaHunuLy obecnednBaetcsa komnoHeHTammn 3awmta RPC-nogknioyYaemMbix ceTeBbIX
xpaHunuuw, 3awmuTta ICAP-nogknovaemblX CeTeBbIX XpaHunuw, u  3awmta  oT WwudpoBaHus
ansa NetApp. YcTaHoBUTE MnM CHUMUTE OI@XKU HanpoTUB LaHHbIX KOMMOHEHTOB MpU YCTaHOBKE
cepTMdULMPOBAHHON KOHUPYraLum NnporpaMmMbl COOTBETCTBYOLLEN TUMY BaLLEn NMLEH3UN.

Ons  ycTaHOBKM mMporpaMMbl B CEPTUULMPOBAHHOW KOHMUrypauum cHUMUTE donaxkku ans
KOMMOHeHTOB KOHTpOrb YCTPOWCTB U YNpaBreHne CeTeBbIM 3KpaHOM.

b. Ytobbl yKasaTtb narnky Ha3Ha4dYeHusd, OTITMYHYIO OT narku, yCTaHOBﬂeHHOVI Nno YMOJTYaHUI0, YKaXXute nmd
nankn n nNyTb K Hel B none MNanka HasHa4YeHUA.

nyTb K nanke Ha3HadYeHnda MOXXeT cofepXaTb CUCTEMHble NepeMeHHble OKPYXXeHUA. Ecnun yKa3aHHOIZ
nankn He CyuleCTByeT Ha cepBepe, OHa 6y,u,eT co3faHa.

c. B rpynne napamMmeTpos [dononHuTtenbHble napameTpsbl YyCTaHOBKMU HacTponuTe
criefyloLne napameTpsil:

e BbINOMHMTL aHTMBUPYCHYO MPOBEPKY CEPBEpA Nepes Ha4yaroM yCTaHOBKMU.
e  BKnOYMTb NOCTOAHHYIO 3aLLMTY NOCIE YCTaHOBKM NPOrpamMmei.
e [lo6aBuTb K NCKMNOYEHUAM dhawnnbl, pekomeHgoBaHHble Microsoft.

e YyecTb UCKNIOYEHUS, pekoMeHaoBaHHbIe "[TabopaTopuelt Kacnepckoro”.

Ycmaroska u yOaneHue npozpaMmMbl
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d. Ecnu Bbl XOTUTE MMMNOPTMPOBATb KOHUIypaLMOHHBLIN paln, COo3daHHbIN B Npedblayllien Bepcum
Kaspersky Security 10.1 ana Windows Server, ykaxuTe Tpebyemblin panin.

e. B oTkpbiBlwemcsa okHe CBOMCTBA: <Ha3BaHWE UHCTANISILMOHHOIO NakeTa> HaxxMmuTe Ha kHonky OK.

7. B y3ne UHcTannAuMoOHHbIe MakeTbl CO3danTe 3agadvy yganeHHon ycTaHoBkuM Kaspersky Security 10.1
ana  Windows Server Ha BblbpaHHble KOMMbIOTEPbl (rpynny agMWHUCTpUpoOBaHus). HactpoviTte
napameTpbl 3agayu.

MoapobHas uWHdOpPMaUUs O CO34aHUM W HACTpPOWKe 3afdadv yAaneHHOW YCTAHOBKM COOEPXUTCA
B Pykogodcmee admuHucmpamopa Kaspersky Security Center.

8. 3anyctute cosgaHHyo 3agavy yaaneHHow yctaHoBku Kaspersky Security 10.1 gns Windows Server.

Kaspersky Security 10.1 ans Windows Server 6ygeTt ycTaHOBMEH Ha yKka3aHHbIE B 3a4a4Ye KOMMbITEPbI.

HewnctBusa nocne yctaHoBku Kaspersky Security 10.1 ana Windows
Server

Mocne yctaHoBku Kaspersky Security 10.1 gns Windows Server pekomeHayeTcsi obHoBUTL 6asbl Kaspersky
Security 10.1 ans Windows Server Ha koMnbloTepax, a Takke BbINONHUTL MNPOBEPKY BaXHbIX obnacTten
KOMMblOTEpPOB, ecnu Ao yctaHoBkm Kaspersky Security 10.1 gna Windows Server Ha komnbioTepax He Obinu
YyCTaHOBMEHbI aHTUBUPYCHbIE NPOrpaMmbl C BKITFOYEHHON PyHKLUMEN NOCTOSAHHOM 3aLLMWThl.

Ecnun Server, Ha koTopbIx Bbl yctaHoBunu Kaspersky Security 10.1 gna Windows Server, o6beguHeHblI B O4HOM
rpynne agmuHuctpupoBanunsi Kaspersky Security Center, Bbl MOXeTe BbINOMHWUTbL 3TU  3agayu
cnegyrowmnmmn cnocobamu:

1. Cospgatb 3agady obHOBNeHWs 6a3 nporpammbl AN rpynnbl Server, Ha KOTOpbIX Bbl yCTaHOBUNU Kaspersky
Security 10.1 gna Windows Server. YctaHOBUTb B KayecTBe WCTOYHMKA o6HOoBneHun Cepsep
aaMmunHucTpupoBaHusa Kaspersky Security Center.

2. Cospatb rpynnoByto 3aady npoBepku no TpeboBaHMIo co cTaTycom 3agada NpoBEpKU BaxKHbIX obnacTei.
Mporpamma Kaspersky Security Center OygeT oueHuBaTb COCTOsiHME 6€30MacHOCTM KaXaoro KoMnbTepa
rpynnbl No pesynbTatam BbINOMHEHUST 3TOM 3a4ayn, a He Mo pesynbTaTtam CUCTEMHON 3agdaun lNpoBepka
BaXXHbIX obracTein.

3. Cospgatb HOBYKW MONUTWMKY ANdA rpynnbl cepBepoB. B cBoncTBax co3gaHHOW NOMMTUKM Ha 3aknagke
CucTeMHble 3agayum OTKMIOYMTb 3amycK MO PacnUCaHUK0 CUCTEMHbIX 3adadv npoBepku Mo TpeboBaHuio
1 3agay obHoBNeHus 6a3 NnporpaMmbl Ha cepBep rpynnbl aQMUHUCTPUPOBAHUS.

Bbl MOXeTe Takke HacTpouTb yBeAOMIEHUS agMUHUCTpaTopa o cobbiTuax Kaspersky Security 10.1 gna Windows
Server.

YctaHoBka KoHconu Kaspersky Security 10.1 yepe3 Kaspersky
Security Center

MogpobHas uWHpopMauUs O CO34aHUM  MHCTaNmMSLMOHHOINO MnakeTa W 3ajadv  yOaneHHOW  yCTaHOBKU
cogepxutca B Pykosodcmee o sHedpeHuto Kaspersky Security Center.

YcmaHoska u ydaneHue npocpamMmbi
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» 4Ymobki ycmaHosumb KoHcornb Kaspersky Security 10.1 ¢ nomowbto 3adayu ydaneHHOU ycmaHO8KU,
8binosiTHUMe criedyroujue delicmaus:

1. B KoHconu agmunnctpmpoBaHusa Kaspersky Security Center pa3BepHuTe y3en YpaneHHas ycTaHOBKa
1 BO BIIOXXEHHOM y3ne MHcTannsAuMOHHbIe NakeTbl CO34anTe HOBbIN MHCTANMSLNOHHBIN NakeT Ha OCHOBE
danna client\setup.exe. CosgaBasi HOBbIN MHCTANNSALMOHHBINA NAKET:

e B okHe Bblbop AucTpubyTMBa nporpamMmmbl AN YCTAaHOBKM Ykaxute dann client\setup.exe
13 nanku komnnekra nocraekn Kaspersky Security 10.1 gns Windows Server 1 yctaHoBUTE hnayxok
KonupoBaTb BClo nanky B MHCTaNNALMOHHbIA NakerT.

e Ecnu tpebyetcs, B none MapameTpbl 3anycka ucnonHsemoro ¢anna (Heo6a3aTenbHO) U3MeHUTE
COCTaB YyCTaHaBfMBaeMbIX KOMMOHEHTOB Habopa c nomowpto knovya ADDLOCAL un nsmeHuTe
narnky HasHa4yeHus.

Hanpumep, 4tobbl ycTtaHoBuTb B nanke C:\KasperskyConsole Tonbko KoHconb Kaspersky Security
10.1, He ycTaHaBnvBas aina cnpaBkv U JOKYMEHTaLUWW, BbINOMHUTE CReayloLLylo KOMaHay:

/s /p "ADDLOCAL=MmcSnapin INSTALLDIR=C:\KasperskyConsole EULA=1
PRIVACYPOLICY=1"

2. B yane VIHcTannauuoHHble nakeTbl co3gante 3agady yaaneHHom yctaHoBku KoHconum Kaspersky Security
10.1 Ha BbIBpaHHbIE KOMMbIOTEPDI (FPYNNY aAMUHUCTPUPOBaHNS). HacTpolrTe napameTpbl 3agayn.

MogpobHasa wHpopmMaLMs O Co34aHUM U HACTPOKMKe 3adadn yaaneHHOW YCTaHOBKM COAEPXKMTCS
B Pykosodcmee admuHucmpamopa Kaspersky Security Center.

3. 3anyctuTe co3gaHHyto 3aaady yaarneHHoW YCTaHOBKMU.

KoHconb Kaspersky Security 10.1 6ygeT ycTaHOBNEHa Ha yka3aHHbIX B 3agayve KOMMNblTepax.

YpaneHune Kaspersky Security 10.1 ana Windows Server yepe3s
Kaspersky Security Center

Ecnu goctyn k ynpasneHuto Kaspersky Security 10.1 ansa Windows Server Ha koMnbioTepax ceTu 3aliuLleH
naponem, BBeaWTe Naposib Mpu Co3gaHum 3afadv rpynnoBoro yaaneHus nporpamm. Ecnuv 3awmta naponem
He ynpaensieTca nonutukon Kaspersky Security Center ueHTpanusoBaHHo, Kaspersky Security 10.1 gnsa
Windows Server 6ygeT ycneluHo yganeH Ha KoMmnbloTepax, rae AOCTYn K ynpaBreHuio NporpamMmMon 3aluuLLeH
naponem, coBnaBLUUM C BBeJeHHbIM 3HadeHmeM. Kaspersky Security 10.1 ang Windows Server Ha gpyrux
KoMnbloTepax yaarneH He byaeT.

» UYmobnsi yoanums Kaspersky Security 10.1 0na Windows Server 8 KoHconu adMuHucmpupogaHusi
Kaspersky Security Center, abinonHume cnedyrouwue delicmgus:

1. B KoHconn agmuHuctpupoBaHus Kaspersky Security Center cosgante u3anyctute  3agadvy
yAaneHus nporpamMm.

2. B 3apgaye BbibepuTe MeToq yaaneHusi (aHanormyHo BelGopy MeToda YCTaHOBKW; CM. NPeablayLwuniA pasaen)
W yKaXnTe YYeTHyl 3anucb, CnpaBamu koTopow CepBep agmuvHucTpupoBaHusi GyaeT obpawartbes
K kKomnbloTepam. Bbl moxeTte ypanute Kaspersky Security 10.1 gna Windows Server Tonbko
C MapamMeTpamMu yganeHusi no yMmon4yaHuio (CM. pasgen "ycTaHOBKa W yganeHue M UX KITuu Ans Cnyxobl
Windows Installer" Ha cTp. 19).

Ycmaroska u yOaneHue npozpaMmMbl
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XypHan yctaHOBKMU U yaaneHusa Kaspersky Security 10.1
ansa Windows Server

Ecnu Bbl BbINonHseTe yctaHoBky unu yaaneHue Kaspersky Security 10.1 ans Windows Server ¢ nomoLubio
MacTepa YycTaHOBKM (yaaneHus), cniykba Windows Installer cosgaeT xypHan ycTaHoBku (yganenust). dann
XypHana ¢ nmeHem ks4ws_install_<uid>.log (rae <uid> — yHMKanbHbIA BOCbMU3HAYHBIN MAEHTUAUKATOP XypHana)
coxpaHsieTcs B nanke %temp% nonb3osaTtens, ¢ npaBamMmn KOTOPOro Bbin 3anyLleH MacTep YCTaHOBKM.

Ecnu Bbl BbINOMHSeTe ycTaHOBKY unu yaaneHne Kaspersky Security 10.1 gna Windows Server ns komaHgHow
CTPOKM, MO YMOSYaAHMIO XypPHan yCTaHOBKU HE CO3[aeTCs.

» Umobsl ycmaHosumeb Kaspersky Security 10.1 dns Windows Server ¢ co3ddaHuem chatina XypHara
ks4ws Ha Oucke C:\, abirnoniHume 00Hy u3 criedyouux KoMaHo:

e msiexec /i ksdws x86.msi /1*v C:\log.txt /gn EULA=1

e msiexec /i ksdws x64.msi /1*v C:\log.txt /qn EULA=1

Ycmaroska u yOaneHue npozpaMmMbl
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IluueHsnpoBaHue nporpamMmmbli

o707 pasnen coaepXKuTt VIHCbOpMaLI,I/IIO 00 OCHOBHbIX NMOHATUAX, CBA3AHHLIX C JTMUeH3npoBaHneM nporpamMmmebil.

B aTtom pasgene

O TUNAX FIALEHSBMM ..., 45
AKTMBALNSA NPOTPAMMbBI C MOMOLLIBEO KITHOU@ «..tteeeteaeesiiteteeetaaesssantntaeeaaaesssanntsseeeeaeesssanntsseeeeaesssaannssseeesaesssssnnsssseees 45
MPOCMOTP MHPOPMALIUM O OENCTBYIOLLEN JTULLEHBUM .....eeveveeeeeeeeeeeeeeeeeeeeeesesesesesesassssssssssssssssssssssssnssnsssnsssnnsssnnnnnnnes 46
DYHKLMOHaNbHbIE OrPaAHNYEHNS AaTbl OKOHYAHWNST CPOKA OENCTBUSA JNINLIEHIMM ...eeveiieieeeeeeeeiiieeeeeeee e s eneeieeeeaeee s 48
[MPOANEHNE CPOKA OENCTBUS FIALLEHBUM .eeeeeiiieiieeieeeeeessteteeeaeeesssssteseeeaeeesassssbaeeeeaeeesannssbaeeeeaesesanssnseeeeeeeessannssnneees 49
Y IATTEHUE KITHOU@ ..uvuiiiutieieei e e eiti e e e et s e e e et e e s et e e e eaba s ee s e s e e s e ba e s e e e ba e s s aaaee s e ba e e e s aba s e s s aaaee s e baeeseaba e ssaansesebassesnnnnsaes 49

O TMnax nuueH3umn

Kaspersky Security 10.1 gng Windows Server sBndeTtcs 4acTbio pasnuyHbIX peLleHuMn Ans KopropaTUBHOW
3awuTbl. JoctynHas dyHKumoHanbHocTb Kaspersky Security 10.1 ans Windows Server 3aBMcUT OT BbIGpaHHOro
peweHus. B Tabnuue Hwke Bbl MOXeTe MNPOCMOTpeTb TWMbl MpeafnaraemMbiX pelleHMn U PyHKLUOHANbHOCTb
nporpaMmbl, JOCTYMHYIO AN KaXA0ro N3 peLleHni.

Kaspersky Endpoint Security BaszoBbin

HocTynHo no noanucke

KOMMOHEHTbI dannosbIi aHTUBUPYC

3awuTa oT 3KCMIONTOB

3awwTa oT wudposaHus (4NA nanok ¢ obLmMmM 4OCTYNOM)
YnpaBneHue ceTeBbiM 3KpaHOM

Kaspersky Endpoint Security CtaHgapTHbIn

,D,OCTyFIHO no nognucke

KoMNoHeHTHI dannosbIi aHTUBUPYC

3almTa oT 3KCNIonuToB

3awwTa o1 wudpoBaHus (4NA nanok ¢ obLwmMmM 4OCTYNOM)
YnpaBneHue ceTeBbiM 3KPaHOM

JluyeHsuposaHue npo2paMmbi
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Kaspersky Endpoint Security PaclumpeHHbIn

,D,OCTyI'IHO no noanuncke

KoMNOHEHTHI dannosbIi aHTUBUPYC

3awmTa oT 9KCNIonTOoB

3awmTa oT WndpoBaHmMa (AN nanok ¢ obLmMm JoCcTynom)
YnpaBneHve ceTeBbIM 3KpaHOM

KoHTponb 3anycka nporpamm

KoHTponb ycTponcTs

3awumTa Tpadmka

Kaspersky Security ans ¢annoBbix cepBepoB

KOMMOHEHTbI darnoBbI aHTUBUPYC

3aLumTa OT IKCMNIIONTOB

3awwTa oT wudposBaHus (4NA nanok ¢ obLwmMmM 4OCTYNOM)
YnpaBneHue ceTeBbIM 3KpaHOM

KoHTponb 3anycka nporpamm

KoHTponb ycTponcTB

MOHUTOPUHT GharnoBLIX onepaunit

AHanus xypHanos

3awwTa Tpaduka (Pexxmm BHeLWwHWIA npokcu-cepBep HeQoCTYMNeH)

Kaspersky Endpoint Security Total

KOMMOHEHTbI dannosbIi aHTUBUPYC

3almTa oT 3KCNIonNToB

3awmTa oT wudpoBaHus (4NA nNanok ¢ obLmMM OCTYNoMm)
YnpaBneHue ceTeBbiM 3KPaHOM

KoHTponb 3anycka nporpamm

KoHTponb ycTponcTs

3awmTta Tpaduka

JluyeHsuposaHue npo2paMmbi
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Kaspersky Security ansa cucrtem xpaHeHUsi AaHHbIX

KoMNOHEHTHI dannosbIi aHTUBUPYC

3awmTa oT 9KCNIonToB

3awwTa oT wudposBaHus (4NA nanok ¢ obLmMmM 4OCTYNOM)
YnpaBneHue ceTeBbIM 3KpaHOM

KoHTponb 3anycka nporpamm

KoHTponb ycTponcTs

MoHUTOpPUHT harinoBbIX onepawuim

AHanm3 XypHanos

3awmTa Tpaduka

3alWwmta CceTeBbIX XpaHunuw, K 3awmTta OoT WundpoBaHus
ana CXA

Kaspersky Security ans rubpmaHbix obnakos

,D,OCTyFIHO no nognuncke

KOMMOHEHTbI dannoBbI aHTUBUPYC

3awmTta oT 3KCMIONTOB

3awwTa oT wudposaHus (4NA nanok ¢ obLmMmM 4OCTYNOM)
YnpaBneHue ceTeBbIM 3KpaHOM

KoHTponb ycTponcTs

3awmTta Tpaduka

Kaspersky Security Enterprise ans ru6puaHbix 0651akoB

,D,OCTyFIHO no nognucke

KoMNOHeHTHI dannoBbI aHTUBUPYC

3aluTa oT 3KCMNIonToB

BawwuTa oT wudpoBaHus (4N nanok ¢ obLMM 4OCTYNOM)
YnpaeneHve ceTeBbIM 3KPaHOM

MoOHUTOPUHT channoBbIX onepauui

AHanus xxypHanos

KoHTponk 3anycka nporpamm

KoHTpornb ycTpoucTs

3awmTa Tpadumka

JluyeHsuposaHue npo2paMmbi
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Kaspersky Security gnsa BupTyanbHbIX cpen

HocTynHo no nognucke

KOMMOHEHTHI

darnoBbI aHTUBUPYC

3awmTa oT 9KCNIonTOoB

3awwTa oT wudposBaHus (4NA nanok ¢ obLmmM 4OCTYNOM)
YnpaBneHue ceTeBbIM 3KpaHOM

KoHTponb ycTponcTs

3awumTa Tpaduka

Kaspersky Security gns xSP

HoctynHo no nognucke

KoMMOHEeHTHI

dannosbli aHTUBUPYC

3awmTa oT 3KCNIONTOB
YnpaBneHue ceTeBbIM 3KPaHOM
3awumTa Tpaduka

Mopnuncka Amazon Web Services™

KoMMnoOHEeHTbI

dannosbli aHTUBUPYC

3almnTa OT 3KCNIIoNTOB

3awwmTa oT wudpoBaHus (4N9 nanok ¢ obLmMM OCTYNoMm)
YnpaBneHue ceTeBbiM 3KPaHOM

MoHUTOPUHI harnoBbIX onepauni

AHanus xypHanos

KoHTponb 3anycka nporpamm

3awmTta Tpaduka

KoHTponb ycTponcTs

Kaspersky Security Internet Gateway

KoMmnoHeHTbI

dannosbli aHTUBUPYC

3awmTta oT SKCnronToB
YnpaBneHue ceTeBbIM 3KpaHOM
3awmTta Tpaduka
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O npepocTaBfieHUU AaHHbLIX

JlnueHsnoHHoe cornawenue ana Kaspersky Security 10.1 gna Windows Server, B 4aCTHOCTU B pasfene «Ycnosusi
06paboTKn AaHHbIX», ONpeaenseT ycrnoBus, OTBETCTBEHHOCTb U MOPSAOK Nepedayn n o6paboTku AaHHbIX,
yKa3aHHbIX B HacTosweM PykoBoactee. BHMMaTenbHO 03HAKOMbTECH C YCITOBUAMM JIMLLEH3MOHHOTO CornalleHus,
a Takke CO BCEMU JOKYMEHTaMU, CChIfKN Ha KOTOpble coaepXuT JInueH3noHHoe cornalleHune, nepes Tem, Kak
NPUHATL €ro.

[aHHble, koTopble «JlabopaTopusa Kacnepckoro» nonyyaeT OT Bac Npu UCNOMb30BaHUN NpOrpamMmbl, 3aLUmLLaTCs
n obpabartkiBatoTCA B COOTBETCTBMM C [MONMTUKON KOHUAEHUMANBHOCTW, ONYGMKOBAaHHOM NO agpecy:
https://www.kaspersky.ru/Products-and-Services-Privacy-Policy.

MpuHMMas ycnoeus JNIMLEH3NOHHOTO COornalleHust, Bbl COrnallaeTech OTNpaBsaTh B aBTOMaTUYECKOM pexume
cnepywowme gaHHble B «JlabopaToputo Kacnepckoro»:

o [Ins obecneyeHus mexaHu3Ma nony4yeHnss O6HOBNEHNN - nHopMaumio o6 yCcTaHOBNEHHOW nporpaMmme K
aKTuBauuM nNporpamMMmbl: MAeHTUMKaTOp ycTaHaBNMBaemMow NporpaMMbl U ee NOSHYI BEPCUIo, BKITHOYas
Homep cOoOpkM, Tvn W uMAeHTUUKATOP NUUEH3WUW, WAEHTUMMKATOP YCTAHOBKW, YHMKarbHbIN
naeHTudmkaTop 3agayn obHoBNEHUS.

e [Ins ucnonb3oBaHusa OYHKLMOHANBHOCTW NepeHanpaBneHns Ha ctaTbl basbl 3HaHUM NpY BO3HUKHOBEHUN
ownbok B paborte nporpammbl (cnykba Redirector): ums, nokanu3auui M MOMHbIN HOMEP BEpPCUU
nporpaMmbl, BKMNOYass HoMep CcOOpKW, TUM MepeHanpaBrsioWen CCbIKW, a Takke uaeHTudmkaTop
BO3HUKLLEN OLLNOKM.

e [InA KOHTpOMS MonyyeHuss corfnacuii Ha obpaboTKy AaHHbIX — WMHGOpMauusi O cTaTyce corfacusi ¢
YCMOBUAMW NULIEH3NOHHBIX COrMalleHnin U OpYrux AOKYMEHTOB, PernamMeHTUPYOLWMX OTMNPaBKy AaHHbIX:
naeHTUUKaTOpP U BEepcusl NULEH3NOHHOMO COrMalleHuss UM OpYyroro AOKYMEHTa, B paMKkax KOTOporo
BbIMOJTHSIETCA cornacue ¢ ycroBusiMM obpaboTku AaHHbIX UMK OT3bIB COrnacusi; Npu3Hak, yKasblBatoLLWii
Ha OencTeue nonb3osaTtens (MOATBEPXOEHNe COrnacus ¢ YyCroBUSIMM UMK OT3bIB cornacus); gata v Bpems
N3MeHeHUs cTaTyca corfacusi ¢ YCroBUsiMn ob6paboTkun AaHHbIX.

JlokanbHas obpaboTka gaHHbIX

B npouecce BbINONTHEHNSA OCHOBHbIX OYHKLIMIA NporpamMmmbl, ONMCaHHbIX B HacTodweM PykosoacTee, Kaspersky
Security 10.1 ans Windows Server nokanbHo obpabaTtbiBaeT 1 XpaHUT psg AaHHbIX HA 3aluLaeMOM CeEpPBEpPE:

e VHcopMaumMio O npoBepsieMbix dhainax M obHapyXeHHbIX 0ObekTax, Hanpumep, MMeHa U aTpubyThl
06paboTaHHbIX (PaioB M NOSMHbIE NYTU K HUM Ha NPOBEPSIEMOM HOCUTENe, AEeWCTBUS Hag NpoBepsieMbiMi
dhaiinamu, yyeTHble AaHHbIE MONb30BaTeNel, BbINOMHAILWMX Kakue-Nnnbo AeicTBUS B 3alUMLLAEMOi CeTu
WM Ha 3alUMLLIaeMOM cepBepe, MMeHa W aTpubyTbl MpOBepsieMblX YCTPOWCTB, WHOpMaLMio O
3anyLleHHbIX B CUCTEME MpoLeccax;

e VHdopMaumio 00 aKTMBHOCTUM W nNapaMeTpax B OMepaunoHHOW CcucTeMe, Hanpumep, napameTpbl
BpaHamayapa Windows, 3anvcm XKypHana cobbituii Windows, nmeHa ydeTHbIX 3anucen nonb3oBaTenen,
3anycKn UCMOJTHAEMBIX (painoB, X KOHTPOSbHbIE CYMMbI U aTPUBYThI;

e uHdopMauma o Beb-akTMBHOCTM, Hanpumep, obpaboTaHHble BebG-agpeca, NPUCBOEHHbIE KaTeropuw,
AaHHble O 3arpyxaembix obbektax, aTpubyTbl o0b6paboTaHHbIX LMEPPOBLIX CepTUdMKaToB, LaHHbIE
06paboTaHHbIX 3MEKTPOHHbBIX MMCEM, B TOM YMChe OTrnpaBuTerNb, Nonyyartenb, TeMa, Teno nMcbma u ero
BMOXEHUS;

e VHdOpMaUMsi O CeTeBOM aKTUBHOCTM, B TOM uucne IP-agpeca 3abnoKMpOBaHHbLIX —KIWMEHTCKMX
KOMMbHOTEPOB.

JluyeHsuposaHue npo2paMmbi
44


https://www.kaspersky.ru/Products-and-Services-Privacy-Policy

KASPER§KY3

Kaspersky Security 10.1 ana Windows Server obpabaTbiBaeT 1 XpaHUT AaHHbIE B paMKaxX OCHOBHOW
(PYHKLUMOHaNbHOCTM NporpamMmMbl, B TOM Yucrie ANns perncrpauumn cobbituin no paboTe nporpaMMbl U MOSTy4eHns
ONarHoCTUYECKMX AaHHbIX. 3almTta fokanbHOo obpabaTbiBaeMbiX AaHHbBIX BbINOMHSATCA B COOTBETCTBUN C
HACTPOEHHbIMU 1 NPUMEHSAOLLMMUCA NapaMeTpamMm NporpaMmmsbl.

Kaspersky Security 10.1 ana Windows Server no3BonsieT HaCTPOUTb YPOBEHb 3alLNThbl aHHbIX, obpabaTbiBaeMbIx
NOKanbHO: Bbl MOXETE U3MEHATL NpaBa nonb3oBaTenen Ha A0CTyn K 06pabaTbiBaeMblM AaHHbIM, U3MEHATbL CPOKM
XpaHEeHUs Taknux OaHHbIX, YACTUYHO UM NMOMHOCTBLI0 OTKMYaTh (PYHKLMOHANBHOCTb, B paMKax KOTOPOM
BbIMOMHSAETCS peErMcTpaunst 4aHHbIX, a Takke U3MEHSITb MyTb K Nanke Ha HocuTene, B KOTOPYIO BbIMOSTHAETCS
3anucb AaHHbIX, U ee aTpubyThl.

[eTtanbHasa nHdopmMaLma No HacTporike PYHKLUMOHANbHOCTU NPOrpaMmebl, B paMKax KOTOPOW BbIMOMHAETCA
obpaboTka AaHHbIX, COAEPXKNTCHA B COOTBETCTBYIOLLMX pasaenax HacToswero PykoBoacTea.

AKTMBaLUMs NnporpamMmbl C MOMOLLbIO KNK4a

Bbl MoxeTe aktuBmnpoBatb Kaspersky Security 10.1 ana Windows Server, npyMeHunB KItou.

Ecnu B Kaspersky Security 10.1 ana Windows Server yxe gobaBneH akTUBHbIV KIioY, U Bbl JobaBuTe Apyron Koy
B Ka4eCTBe aKTUBHOIO, TO HOBbIN KMHOY 3aMEHUT paHee JobaBneHHbIN koY, PaHee fo6aBneHHbIN akTUBHBIN KoY
OyneT yoaneH.

Ecnn B Kaspersky Security 10.1 ana Windows Server yxxe gobaBneH AOMOMHUTENbHLIA KItod, 1 Bbl gobaBute
OPYron Krod B KayecTBe [LOMOSIHUTENBHOIO, TO HOBbLIA KMIOY 3aMEeHUT paHee p[obaBrneHHbli kntod. PaHee
nobaBneHHbIN JONONHUTENBHBIN KoY 6yaeT yaaneH.

Ecnu B Kaspersky Security 10.1 gna Windows Server yxe gobasneHbl akTUBHbIV KoY M AONOMHUTENbHbBIN KoY,
1 Bbl JOOaBMTE HOBbLIN KMOY B KAYECTBE aKTUBHOrO, HOBbIV KIOY 3aMeHUT paHee A00aBNEeHHbIN akTUBHbBIN KITHoY,
AONOMHUTENbHBIN KoY He ByaeT yaaneH.

» UYmobki akmusuposameb Kaspersky Security 10.1 dns Windows Server ¢ moMowbio Kioya,
8binosiIHUMe criedyroujue delicmaus:
1. B pepee KoHconu Kaspersky Security 10.1 pa3sepHuTe y3en JluueHsnpoBaHue.
2. Ha naHenwu pesynbTtaToB y3na JluueHanpoBaHue nepengute no ceolnke [lo6aBUTb Knkou.

3. B OTKpbIBLUEMCH OKHE HaXMUTe Ha kHoMnKy O630p U BbiGepute thann knoda ¢ paclumpeHmem key.

Bbl Takke moxeTe gobaBuTb KoY B Ka4ecTBe AOMOMHUTENbHOro. [na aToro yctaHoBuTE hnakok
Ucnonb3oBaTb B Ka4yecTBe AOMOJIHUTENILHOrO KIlkoua.

4. Haxwmute Ha kHonky OK.

BblbpaHHbIiA  knoy  GyaeT npumMeHeH. WMHdopMauua o goGaBneHHOM Khode oTobpasvTcs B NaHemnu
pe3ynbTaToB y3na JluyeHsnpoBaHue.
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NMpocmoTp nHdopmMmaumm o AaenCcTBYOLWEN NTULEH3NN

MpocMOoTp nHopmaLmm 0 NnLEH3NN
WHdopmaumnsa o gencreyollen nuueH3Mm otobpaxaeTcsa Ha naHenu pesynbTatoB y3na Kaspersky Security
KoHconu Kaspersky Security 10.1. CtaTyc kntoya MOXeT NpUHUMAaTh Creaylolme 3HaYeHus:

e BbinonHseTcs npoBepka cratyca nuueHaumn — Kaspersky Security 10.1 ana Windows Server nposepsieT
pobaBneHHbIn  hain  Krnw4Ya UM NPUMEHEHHbIV KOL akTuBauuMvM W oXuaaetr oTBeTa O TeKylleMm
cTaTyce Knova.

e [MencrBylowasa nMueH3usa: A0 <gaTa U BpeMs OKOHYaHUA AeNCTBUA nuueH3un> — Kaspersky Security
10.1 ans Windows Server akTmBMpoBaH A0 ykadaHHOW AdaTbl. CTaTyc knio4ya BblOeneH XenTbiM LBETOM
B CneaylLwmnx crnyyasx:

e /10 UCTEYEeHUs CpoKa AeicTBUA NuUeH3un ocTaeTca 14 aHeid, u He gobaBneH OONOMHUTENbHLIN KoY
UNW Koo, akTUBaLUu;

e noGaBneHHbIN KoY NOMeLLEH B YepHbI CIMCOK U ckopo GyaeT 3a6oKMpOBaH.

e [porpamma He akTuBMpoBaHa — Kaspersky Security 10.1 gna Windows Server He akTUBMPOBaH, Tak Kak
He gobaBneH KNy unu ko aktmeauun. CtaTyc BblAENEH KPACHbIM LIBETOM.

e Cpok penctBus nuueHamm ucrtek — Kaspersky Security 10.1 gna Windows Server He akTMBMpoBaH, Tak
KaK MCTEeK CPOK AeNcTBuMA nuueH3nn. CtaTyc BblAeneH KpacHbIM LIBETOM.

e HapyweHo JluueH3noHHoe cornaweHne — Kaspersky Security 10.1 pgna Windows Server
He aKTMBMPOBaH, TaK Kak HapyLleHbl ycnoBus JIMueH3noHHoro cornawenus (cm. pasgen "O JIMueH3anoHHOM
cornawenunn” Ha cTp. 45). CtaTyc BblAeNeH KpacHbIM LIBETOM.

e Knrou nomelleH B 4epHbIN CNUCOK — AobaBneHHbI dann knoya 3abnokMpoBaH U MOMELLEH B YEPHbIN
cnucok cneuunanuctamu  "flabopatopun Kacnepckoro", Hanpumep, ecnu ko4 6bin MCNonb3oBaH
CTOPOHHUMU NULAMY ANS HE3aKOHHOW akTuBauuu nporpammbl. CTaTyc BblAeneH KpacHbIM LIBETOM.

e [oanucka npuocTaHOBIIEHA — MOAMUCKA BPEMEHHO npuocTaHoBneHa. CTaTyCc BblAENEH KpacHbIM
LBeToM. Bbl MOXeTe BocCTaHOBUTb AeNCTBUE NOAMNUCKU B JIOOON MOMEHT.

[MpocMOoTp MHbopMaLmm O 4eNCTBYIOLLEN JTULIEH3UN
» Umobki npocmMompems uHghopmMayuro o delicmeayrowiel TUUeH3UU,

B nepese Konconu Kaspersky Security 10.1 passepHuTe y3en JiuueH3unpoBaHue.

B naHenu pesynbtatoB y3na JinueHaMpoBaHue oTobpasntca obliasi nHdopmMaums o AEUCTBYHOLLEN NULEH3UN
(cm. Tabnmuy Huxe).
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Tabnuua 1. Obuwas uHpopmauus o nuyeH3uu 8 yane JluueH3uposaHue

Mone

OnucaHue

Koa aktuBauum

Homep Koga aktuBauuu. [lone 3anonHseTcs, ecnu Bbl akTmempyeTe nporpamMmmy
C nomMoulbto Koga aktusauun.

Cratyc MHdopmauus o cTtaTyce aktmBauum nporpammbl. WHdopmaumna B rpade Cratyc
aKTMBauum akTMBauuMM B MaHenu ynpaeneHus y3na JluueH3aupoBaHMe MOXET nNpuHMMaTb
cnegyowmne 3HavYeHus:
o [pumMeHeHO — ecnn Bbl aKTMBMPOBanNM MpOrpaMMmy C MOMOLLLIO KOAa akTuBauuu
Unun Knio4a.
e AKTMBaUMsi — €Cnu Bbl MPUMEHWNM KOA aKkTMBauuMv [fis akTMBauuu MporpaMmmbl
W npouecc akTMBauuu ele He 3akoHyeH. CtaTyc npuvHuMMaeT 3HadeHue [lpumeHeHo
Mo 3aBepLUEHUN aKkTMBaUMM Mporpammbl M nocre OOHOBMEHUSA COAEPXKUMOrO NaHenu
pe3ynbTaToB y3na.
e OwmbKa akTMBaUMM — €CnM He yaanocb akTMBUMPOBaTb nporpammy. Bbl MoxeTe
NMOCMOTPETb MPUYUHY HEyOauyHOro 3aBepLUEeHUs akTUBALMK B XXypHane BbIMOMHEHUS
3agad.
Kntoy Homep krtoya, ¢ NOMOLLbI0 KOTOPOTrO Bbl aKTMBUPOBAasu Nporpammy.

Twvn nuueH3umn

Twvn nuueH3nn: komMmepyeckas unm npobHas.

DOarta " Bpemsi [laTa okoHYaHWs cpoKa OeNCTBUS NULIEH3UN NO aKTUBHOMY KIouy.
OKOHYaHUS CpokKa

aencTeun

Crartyc Kopa CraTyc Kofa akTMBaLMM UNK KroYa: akKTUBHbIA UMW OOMNOMHUTENbHbINA.

aKTnBauumum uwnu
Knr4ya

» Umobki npocmompems nodpobHyH UHGOPMaUU O TUUEH3UU,

B MaHesnun pe3ynbTtaTtoB y3na nVILI,EH:WIpOBaHVIe B KOHTEKCTHOM MEHK CTPOKU C MH(bOpMaLlVIeVI O NMUeH3nn,

KOTOPYIO Bbl XOTUTE

NpocMoTpeTb, BbiGepuTe NyHKT CBOMCTBA.

B oTkpbiBlwemMca okHe CBoucTBa: <CTaTyc KoAa akTMBaUUM UNU KNo4va> Ha 3aknagke O6wme otobpaxaeTcs
noapobHasi nHdopmMaLmsa 0 AEUCTBYOLEN NMLEH3MKW, Ha 3aknagke [lononHUTenbLHO oTobpaxaeTca nHdopmauus
0 3aKa34yuKe U KOHTakTHas uHdopmaums "lNMabopaTopum Kacnepckoro” unu napTHepa, y KOTOporo Bbl Npuobpenu

Kaspersky Security 10.1

ans Windows Server (cm. Tabnuuy Huxe).

Tabnuua 2. lNodpobHas uHghopmauus o nuyeH3uu 8 okHe CeoncTtea <Homep krnoya>

Mone

OnucaHue

3aknagka Oowue

Kntou Homep kntoya, ¢ MOMOLLbIO KOTOPOro Bbl aKTMBMPOBany nporpammy.
DaTta pobaBneHus | [ata gobaBneHus knova B Nporpammy.
Krnroya

Twvn nuueHsumn

Twvin nuueH3uu: KOMMep4eckaa nnun npo6Ha;|.

UcTtekaeT yepes (cyT)

Yucno CYTOK, OCTaBLUMXCA [0 OaTbl OKOHYaHUA CpOKa OEeNCTBMS  NULEH3NN
NO akKTUBHOMY KITHO4Y.

JluyeHsuposaHue npo2paMmbi
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Mone OnucaHue

[aTta okoH4YaHusa cpoka | [daTta OKOHYaHus cpoka AEWCTBUS JIMLEH3UU MO aKTMBHOMY Krtovy. Ecnn Bbi
AencTBuUA aKkTMBMpyeTe MporpaMmy Mo HEOrPaHMYEHHOW MOAMNWUCKe, B MOSie yKasblBaeTcs
3HadeHne He ozpaHuueHa. Ecnu Kaspersky Security 10.1 ans Windows Server
He yoaeTca onpefenuTb AaTy OKOHYaHWs OEeNCTBUA IMLEH3UM, yKa3blBaeTcH
3HayeHve HeussecmHa.

Mporpamma HasBaHue nporpamMmbl, 419 KOTOPOW JoOaBMEH KIOY UMK KOA, akTUBaLMn.
OrpaHu4eHue MpeoycMOTpeHHOEe orpaHuYeHme Ha UCNONb30BaHUE Kroya (ecnu nveeTtcs).

Ha ucnonb3oBaHue

Knrova

OcyuwecTBneHue MHdopmaumsa o ToM, okasbiBaeT nn "JlabopaTopus Kacnepckoro" unm ee naptHep
TeXHU4YecKomn TEXHUYECKYIO NOAOEPXKKY 3aKa3unKy MO YCrOBUSAM NPEeAOCTaBNeHUs NIMLEH3NN.
noaAaepKKu

3aknaaka [lononHuTtesnibHO

NHdopmauus Homep v TN gencTByoLWEN NNULEH3NN.
O NULEeH3Nn

WHdopmaums KoHTakTHasa uHdopmaums "lNMabopatopum Kacnepckoro" wnm naptHepa, KOTOpbIn

0 nopgepkKe OCyLLeCTBMNAET TEeXHUYecCKkylo nogaepxkky. [lone moxeT ObiTb NycTbiM, ecnu
TEeXHWYecKas nogaepka He OCyLLecTBMseTCs.

Nucopmanms WHdopmaums o 3aka3umke nMUEH3NW: MM 3aKa3uuka M Ha3BaHue opraHv3auumu,

o Bnapgenbue ANs KOTOpoW npuobpeTeHa NUUEH3NS.

PyHKUMOHaNbHbIEe OrpaHUYeHUs AaTbl OKOHYaHUA CpoKa
OEeNCTBUA NUUEH3NuU

Korga 3akaHumBaeTcs CpOK nencTems TeKyLLI,eVI IMUEeH3nn, BO3HUKaKT crneaywwne orpaHnvyeHus Bpa60Te
CbYHKLI,MOHaJ'IbeIX KOMMNOHEHTOB.

e Bce 3agaus ocTaHaBnvBaloTcs, 3a UcknoudeHnem 3apad [lMocTosiHHas 3awwmTta  doarinos, [NpoBepka
no TpeGosaHuio 1 MpoBepka LLenoCTHOCTU NPOorpaMmbl.

e 3anyck nwobon 3agayn, Kpome 3agady [locTosiHHas 3awmTta dannos, [MpoBepka no TpeboBaHMIO
nMpoBepka LEMNOCTHOCTU  MporpamMMbl, OTKMOHSETCA. JTW  3agaduM  npogomkat  paboratb
C NCMNOSb30BaHMEM CTapbiX aHTUBUPYCHbIX 6a3.

e OyHKUMM 330a4M 3aLLMTA OT SKCNIONTOB OrpaHUYeHbI:
e [lpouecchl 3alMLaoTes 40 UX nepesanycka.
e HoBble npouecchl Henb3s 4o06aBUTb B 061acTb 3aLUMThI.

Opyrve dyHKUMM (XpaHUnuLLa, >XypHarbl, AUarHoCTUYeCKMe AaHHble) No-NpexHeMy OyayT AOCTYMHbI.
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NMpoaneHue cpoka oencTBmuA NULEH3UN

Mo ymonyaHuio nporpaMmma yBegoMnsieT Bac O CKOPOM OKOHYaHMM CpoKa AeCTBUSA NnuLeH3un 3a 14 aHen go aathl
OKOHYaHUSA cpoka gencteusa nuueHsmu. [pu aTom ctaTyc [encTByrowas NUUEH3UA: A0 <gaTta OKOHYaHus
AencTBUA NUUeH3nn> B naHenu pesynbTtatos y3na Kaspersky Security 10.1 ana Windows Server Boigensercs
XENTbIM LIBETOM.

Bbl MoOXeTe npoanuTb CPOK AEWCTBUS NULIEH3UM, HEe AOXMAOASCb €ro OKOH4YaHMS, C MOoMOLLbI AobasneHus
OOMONHUTENbHOMO Koda akTMBaUWWM UMK Kroda. 3To MO3BOMsieT He npepbiBaTh 3aluTy KOMMbIOTEpPa Ha nepuog
rocrie OKOHYaHUsl cpoka AeNCTBUS UCMOMb3yeMON NMLUEH3MM U 00 aKTUBaLUM NPorpaMMbl MO HOBOW NULLEH3UN.

» 4Umobki npodnume cpokK Oelicmeusi NUUEeH3UU, 8binoIHUMe credyruue delicmeusi:

1. TllprobpeTnTe HOBbLIN KOA akTMBaUMM Nporpammbl v dann Knova.
2. B pepese KoHconu Kaspersky Security 10.1 oTkpownTe y3en JlnueH3anpoBaHue.
3. B naHenu pesynbTtaTtoB y3na JiuueHanpoBaHue BbINONHUTE OOHO M3 CneayrLmnx AeNCTBUNR:
e Ecnu Bbl XoTWTE NPOANUTE CPOK AENCTBUSA NULIEH3NM C MOMOLLBLIO AOMOSTHUTENBHOTO KoYa:
a. [lepenguTte no ccoinke Jlo6aBUTb Kikou.

b. B oOTKkpbiBWEMCA OKHe HaxmuTe Ha kHonky OO630op uBbIGepute HOBBIM Gann  krya
C paclumpeHuem key.

c. YcrtaHoBuTe dnaxok Mcnonb3oBaTb B KauyecTBe [OMOJIHATENBLHOrO Knroua.
e Ecnu Bbl XOTUTE NPOANUTL CPOK AENCTBUS NTULIEH3UN C MOMOLLBIO KOAa akTUBaLMK:

a. [lepenaunTe no ccoinke Jo6aBUTb KOA4 aKTUBaLIMK.

b. B oTkpbiBLLEMCS OKHE BBEAUTE NPUOOPETEHHbIN KO akTUBaL MK,

c. YcraHoBute dnaxok Ucnonb3oBaTb B Ka4yecTBe AOMOSIHUTENLHOrO Knoya.

,D,J'Iﬂ NnpUMEeHeHnA Koga aktnBauunmn HeO6XO/J,VIMO NOOKITHOYEeHUEe K UHTEPHETY.

4. Haxwmute Ha kHonky OK.

JononHuTenbHbIM  KNIOY  UNU - ko4 akTusauum OydeT pgobaBneH W aBTOMaTUYECKM CTaHET aKTUBHbIM
Mo UCTEYEHUN CpoKa AEeWCTBUS MCMOMb3yeMoro krniva unu koga aktmeBaumm Kaspersky Security 10.1 ans
Windows Server.

YaaneHue Krnro4va

Bbl MOXeTe yoanntb AobaBneHHbIN KoY 13 nporpamMmmbl.

Ecnu B Kaspersky Security 10.1 gns Windows Server go6aeneH JOMNONMHUTENbLHBIN KINOY, U Bbl yAanuTe akTUBHbIN
KN4, AONOMHUTENBHbIN KMoY aBTOMaTUYECKN CTAHET aKTUBHbIM.

Ecnu Bbl yoanute [o6aBneHHbIN KoY, Bbl MOXXETE ero BOCCTaHOBUTD, NMOBTOPHO NMpUMeHunB C*)aVIJ'I Krto4a.

JluyeHsuposaHue npo2paMmbi
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» 4mobki ydanumb dobasrneHHbIl KoY, ebirnoriHume credyroujue delicmeus:

1. B pepee KoHconun Kaspersky Security 10.1 BoiOoepuTe y3en JiudeHanpoBaHue.

2. B naHenu pesynbTtatoB y3ana JluueHsupoBaHue B Tabnuue ¢ vHdopmaumen o AobaBneHHbIX Kioyax
BblbepuTe KoY, KOTOPbLIN Bbl XOTUTE yaAanuTh.

3. B KOHTEKCTHOM MEHI0 CTPOKM C MHGOpMaLen o BbIGpaHHOM Krltove BbiGepute NyHKT YAanuTb.
4. B oKHe noATBEPXOEHUS HAXMUTE Ha KHoMKy [a, 4ToGbl NoATBEPANUTL YAaneHue Kroya.

BbibpaHHbIN kntoy OyaeT yganeH.

JluyeHsuposaHue npo2paMmbi
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3anyckK n octaHoBKa Kaspersky
Security 10.1 gna Windows Server

OTOT pasgen cogepXuT MHdopMauuio o 3anycke nnarnHa ynpaeneHust Kaspersky Security 10.1 ana Windows
Server, a Takke 3anycke n octaHoBke cnyx0obl Kaspersky Security Service.

B aTtom pasgene

3anyck nnarvHa ynpaneHnst Kaspersky SECUTLY CENLET..........uuuiiiieiiiiiiieie e e e e e e e e e e st e e e e e e s ssnnrrneeaaee s 51

3anyck n octaHoBKa CNyX0Obl Kaspersky SeCUTity SErVICE..........uiiiiiiiiiiiiii e 51

3anyckK nnarnHa ynpasneHusa Kaspersky Security Center

3anyck nnarnHa Kaspersky Security Center, B koTopom ocyuectensietca pabota ¢ Kaspersky Security 10.1 gns
Windows Server, He TpebyeT [OONONHUTENbHbLIX AencTBUMA. [locne yCcTaHOBKM nnarMHa Ha KOMMblTep
agMVHUCTpaTopa, 3anyck npoucxoauT opgHoBpeMeHHo c Kaspersky Security Center. MNMogpobHas unHdpopmaums
o 3anycke Kaspersky Security Center cogepxutcsa B Pykosodcmee admuHucmpamopa Kaspersky Security Center.

3anycK n octaHoBKa cnyxobl Kaspersky Security

Mo ymonuaHmio cnyxba Kaspersky Security Service 3anyckaetcsa aBTOMaTMyecKku Mnpu cTapTe onepauroHHON
cuctembl. Cnyxba Kaspersky Security Service ynpasndet pabouMmu npoLeccamu, B KOTOPbIX BbIMOMHAKTCA
3agaun lMocTosHHOWM 3awmTbl, KOHTPOMsS akTMBHOCTM Ha KOMMbIOTEpax, 3aliuTbl CETEBbIX XpaHunuw, NpoBepku
no TpeboBaHNO 1 OOHOBMNEHUS.

Mo ymonuyaHuto npwu 3anycke cnyxbbl Kaspersky Security Serviceans Windows Server 3anyckatoTcs 3agaudu
MocTodHHas 3awmTa dhannos, poBepka CKPMNTOB (€CnM 3TOT KOMMOHEHT ycTaHoBreH), [1poBepka npwu ctapTe
onepauuoHHON cuctemsl, NpoBepka LEenoCTHOCTU MporpaMMbl, a Takke Apyrue 3agadun, B pacnncaHun KOTOPbIX
yka3daHa JacTtoTa 3anycka lNpu 3anycke nporpaMmmbil.

Ecnu Bbl octaHoBuTe cnyxby Kaspersky Security Service, Bce BbinonHsiiowmecs 3agadm OyoyT OCTaAHOBIIEHbI.
Mocne ToOro kak Bbl nepesanyctute cnyxby Kaspersky Security Service, nporpamma aBTOMaTuM4ecku 3anycTut
TONbKO 3aauyn, B pacnucaHum KOTOpbIX yka3aHa vacToTa 3anycka [pu 3anycke nporpamMmbl, ocTanbHble 3agayuu
TpebyeTcs 3anyCTUTb BPYUHYHO.

Bbl MOXeTe 3anyckaTtb M ocTaHaBnuBaTb cnyxby Kaspersky Security Service ¢ nomMoLLblo KOHTEKCTHOIO MEHH0 y3na
Kaspersky Security 10.1 ana Windows Server nnu ¢ nomoLubto ocHacTkn Cnyx6bl Microsoft Windows.

Bbl MoxeTe 3anyckatb 1 octaHaBnueatb Kaspersky Security 10.1 ana Windows Server, ecnu Bbl BXxoguTe
B rpynny "AgMuUHUCTpaTOpbI" Ha 3aluLlaeMoM cepBepe.

Banyck u ocmaHoeka Kaspersky Security 10.1 ons Windows Server
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» 4Ymobbl ocmaHo8uUMb uu 3arnycmumes rpozpamMmy ¢ MoMouwibio KOHConu ynpaeneHusi, 8bIrnoHuUme
cnedyrowue delicmaus:

1. B pepeBe KoHconu Kaspersky Security 10.1 oTKponTe KOHTEKCTHOE MeHIo yana Kaspersky Security 10
ana Windows Server.
2. BblbepuTte ogHy 13 cnefyloLwmnx KOMaHa;

e OctaHoBuTb Kaspersky Security 10.1 gnsa Windows Server, 4utobbl octaHoBUTbL cryby Kaspersky
Security Service;

e 3anyctutb Kaspersky Security 10.1 gna Windows Server, 4to0bl 3anyctutb cnyx6y Kaspersky
Security Service.

Cnyxb6a Kaspersky Security Service 6yaeT 3anylieHa Ui ocTaHOBIeHa.

Banyck u ocmaHoeka Kaspersky Security 10.1 ons Windows Server
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[lpouenypa npuemMku

Mepea BBOOOM MporpamMmbl B 3KCMilyaTauuilo NpPoOBOAWTCS MNpoueaypa MNpUeMKW, BKYalolwasi npoBepKy
npaBWbHON YCTaHOBKM, paboTOCNOCOBHOCTM 1 COOTBETCTBUSA BGe3onacHoi (CepTUdULMPOBAHHON) KOHGUIypaLUmn.

B aTtom pasgene

E3OMACHOE COCTOSTHUE .....evvviveeeeeeeeeeeeeeeeesseesssesssssssssssssessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssesssssssssssssssssnsnsnnes 53

MpoBepka paboTOCNOCOBHOCTU. EICAR ... iiiieiie ettt e e e s e e e e e e e e s e e e e e e e e sastatereeaeeesssnnenneees 61

Be3onacHoe cocTosiHUe

Mporpamma Haxoantcs B 6€30MacHOM COCTOSAHMU (CepTUMOMLUPOBAHHON KOHUrypaumum), eCnu BbINOMHAOTCH
criegytoLmne ycrioBus:

e [lapameTpbl NporpaMmMbl HAXOASATCS B paMKax AOMYyCTUMbIX 3HA4YEHWI, NPUBEAEHHbBIX B NMPUINOXEHNUM K
3TOMY JOKYMEHTY.

Bbl MOxeTe NpousBOAMTbL HACTPOMKY MapamMeTpoB [Afs BCEX 3allMLLaeMblX KOMMbIOTEPOB C MOMOLLbHO
nonutukn B Kaspersky Security Center nnum Ons ogHOro KOMMbOTEPa C MOMOLLbK NokanbHon KoHconu
agMuHUCTpaTopa, YCTaHOBIIEHHOW HA 3TOM KOMIMbIOTEPE.

Hactpouka npaB goctyna

Mo ymonyaHuto goctyn ko Bcem dyHkUmsAM Kaspersky Security 10.1 gna Windows Server, ynpasneHuto cnyxtamm
Kaspersky Security Service (KAVFS) wn Kaspersky Security Management Service (KAVFSGT) wumetloT
nonb3oBaTenu, BXoAswme B rpynny «AAMUHUCTPATOPbI» Ha 3allMLiaeMOM KOMMbIOTEpE, NMOMb3oBaTenu rpynmbl
«KSWS Administrators», cosgaHHOW Ha 3aliMuiaemMoM KonMmbioTepe npu yctaHoeke Kaspersky Security 10.1 ons
Windows Server, a Takke cuctemHasa rpynna «SYSTEM».

Monb3oBaTenn-agMMHUCTPATOPbI, OCYLLECTBASIOLME KOHTPONb 3a 6e30MacHOCTbi0 AOMKHbI ObiTb Ao6aBneHbl B
rpynny «KSWS Administrators» ¢ npaBamu NONHOro 4ocTyna K ynpaerneHuio cnyxxéamm n yHKUMAMN NporpaMmei.

» 4Ymobkl 0obasumb nonb308amers, ebinonHuUme credyruwjue 0elicmeusi:

1. B pepee KoHconu Kaspersky Security 10.1 oTkpoiTe KOHTEKCTHOE MeHto y3na Kaspersky Security.

2. BblbepuTe NyHKT M3MeHUTb NpaBa Nnonb3oBaTtesiel Ha ynpaBrieHne NporpaMmmon.

OTkpoeTca okHo PaspeweHus ana rpynnbl «Kaspersky Security 10.1 gana Windows Server».

3. B oTkpbIBLEMCS OKHe B cnvicke Mpynnbl unu nonb3oBartenu BeibepuTe rpynny «KSWS Administrators» u

HaxxmuTe kHonky [lo6aBUTh.

lpouedypa npuemku
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4. B OTKpbIBLUEMCS OKHE BBEAMTE Ha3BaHWE y4ETHOWM 3anucu, KOTopyt Heobxoanmo 4obaBuTb.

5. B 6noke PaspeweHunsa ana rpynnbl «kKSWS Administrators» ybéeamrtech, 4TO YCTaHOBMEHb! (hnaxku

Pa3peLLIVITb AnAa cneayrowmnx NyHKTOB!:

e [MonHbIM KOHTPONb: NMOSHLIN HAabop npae Ha ynpaeneHue Kaspersky Security 10.1 ana Windows

Server nunu cnyxbon Kaspersky Security Service.
e YreHue:

e creaywolme npaea Ha ynpaeneHune Kaspersky Security 10.1 ans Windows Server: YteHue

cTaTUCTUKKU, YTeHne napameTpoB, YTeHune xypHanoB 1 YteHue npas;

e creaywollMe npaea Ha ynpaneHune cryxbon Kaspersky Security Service: YteHne napameTpoB
cnyx6bl, 3anpoc ctatyca cnyx6bl y [iucnetyepa ynpasneHus cnyx6amm, 3anpoc cratycay

cnyx6bl, MepeuncneHue 3aBUCUMbIX CrnyXx6, YTeHne npa..
e W3meHeHume:

e Bce npaBa Ha ynpasneHue Kaspersky Security 10.1 ana Windows Server, kpome U3ameHeHue

npas;

e creaywollme npaea Ha ynpasneHune cnyxbon Kaspersky Security Service: U3ameHeHue

napameTpoB crnyx6bl, YTeHune npas.

e WcnonHeHue: cnefyroLimne npaea Ha ynpaeneHue cnyxbon Kaspersky Security Service: 3anyck
cnyx6bl, OctaHoBKa cnyx6bl, MpnocraHoBka / Bo3o6HoBneHue cnyx6bl, YTeHue npas,

Monb3oBaTenbckue 3anpochbl K cny)|(6e.

6. B okHe PaspelweHus gnsa rpynnbl «Kaspersky Security 10.1 gna Windows Server» HaxmuTe Ha

KHOMKy NMpUMeHnTD.

HacTtpoeHHble npaBa Ha ynpaeneHune Kaspersky Security 10.1 gns Windows Server nnu cnyx6on Kaspersky
Security Service 6yayT coxpaHeHbl.

Ons HacTponkn goctyna k cnyxbam Kaspersky Security 10.1 gna Windows Server, B KOHTEKCTHOM MEHIO y3na
Kaspersky Security 10.1 ans Windows Server BbiGepute nyHKT U3MeHUTb npaBa nonb3oBaTernieM Ha
ynpaBneHue Kaspersky Security Service u BeinonHute warun 3-6.

[Ons Bcex nonb3oBatenen u rpynn, kKpome «KSWS Administratorsy n «SYSTEM», yctaHoBuUTe hnaxku
3anpeTuTtb Ansi BCeX MyHKTOB.

CurHanbl TpeBoOorum

» Ymobbl Hacmpoumps yeedoMIIeHUs 0 cObbImuUsIX rpu obHapyXeHUU mpegoau, 8bINOSIHUME

lpouedypa npuemku
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crniedyrouwjue deticmeusi:

1.

B nepeBe KoHconu Kaspersky Security 10.1 oTKpoWTe KOHTEKCTHOE MeHI0 yarna XXypHanbl u

yBegoMIeHusa n Boibepute nyHKT CBoMCTBA.

OTkpoeTcst okHo MapameTpbl XypHanoB.

Ha 3aknagke YBegomneHus B Ornoke YBegomneHue agMUHUCTPATOPOB ycTaHoBuTe dnaxok Mytem

3anycka ucnonHsiemoro ¢anna 4ns criegyroLmx TUNoB cobbITUi:
e OOGHapyxeH 00BbEKT.

e  OO6beKT He BbIfneyeH.

e Ob6bekT He yganeH.

e OO6beKT He MOMELLEH Ha KapaHTWH.

e OO6beKT He MOMELLEH B pe3epBHOE XpaHunuLe.

e 3anyck nporpaMmbl 3anpeLueH.

e 3anyck nporpaMmbl 3anpeLLeH no npeLeneHTy.

HaxmuTe Ha kHonky HacTpouka.

OTkpoeTcs okHO [lononHUTeNbHbIE NapaMeTpbl.

BbiGepuTe 3aknagky UcnonHsiembin cpaitn v BeiNoNHMTE criegytoline AencTBus:

a. B none KomaHpgHas cTpoka ykaxxuTe NCMONMHAEMbIN dalin, KoTopbIi nporpamma 6yaeT 3anyckaTb npu
o6HapyXeHun cobblTUn HapyLLEeHNst 6e30NacHOCTK.
3anyckaemas nporpaMma [JofkHa obecneumBaTb HeMNpepbiBHYIO Bblgady CurHana HapylleHus

6esonacHocTy.
b. B 6noke 3anyck c npaBamMu ykaxute JaHHble y4eTHOM 3anucu AQMUHUCTpaTopa.
c. Haxmute Ha kHonky OK.
Ha 3aknagke YBeAOMMNEHUs HAXXMUTE Ha KHOMKY TeKCT cooOLLeHuUA.

B oTKpbIBLLEMCHA OKHE YKaxuTe uHdopmauuio, kotopyto Kaspersky Security 10.1 ana Windows Server

6yp,eT nepegasatb B COCTaBe CUrHana TpeBoru.

lpouedypa npuemku
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Y6eautecb, 4TO B TEKCTE COOBOLLEHMS NMPUCYTCTBYIOT criedylolime nepemeHHble: Tun obHapyeHHOro
obbekTa (%VIRUS_TYPE%), O6HapyxeHo (%VIRUS_NAME%) n Cobbitne (%EVENT_TYPE%).
Ecnn paHHble nepeMeHHble OTCYTCTBYIOT, Oo6aBbTe MUX C MOMOLLbIO PaCKpbIBAOLLErocs crnucka no
kHomke Makpoc. YaaneHue nepeyvnCrneHHbliX MepeMeHHbIX MPUBOAUT K BbIXOAY Nporpammbl 13
cepTdULNPYEMOro COCTOSHUS.

Haxmute Ha kHornky OK.

HacTtporiku yBegomMneHun agMMHMCTPaToOpOB ByAyT COXpaHEHbI.

CoobLeHne curHana TpeBorn He COAepPXMT AaHHbIX O AercTBuaX nNo obpaboTke. Kaspersky Security 10.1 ans
Windows Server coobwiaeTt o HeygayHoMm pesynbTate 06paboTkM NOCPeaAcTBOM OTAENBHOrO curHana TpeBoru.
OTcyTCcTBME CUrHana TpeBOrM O HeyaayHon obGpaboTke coObITUS O3HaYaeT, YTO OObeKT Obi1 0OpaboTaH B
COOTBETCTBMM C HACTPOEHHBLIMU NapameTpamMm 3anTbl U NPOBEPKMN.

Mpu HeypayHoMm pesynbTaTe obpaboTkn Kaspersky Security 10.1 ana Windows Server otobpaxaeT ogHO 13
cnegyrowmnx cobbiTuin:

e Cpok gencTBums NULEH3NN UCTEK.

e basbl nporpammbl cunebHO yctapenu.
e BHyTpeHHsasa owwnbka.

e BHyTpeHHAs owwnbka nporpaMmbl.

e basbl nporpamMmbl yctapenmu.

(] CpOK DEencTBMS NNUEH3NN CKOpPO ncrte4er.

BnokupoBaHue cepBepa ¢ yctaHoBneHHbIM Kaspersky Security 10.1 ana Windows
Server npu o6HapyXeHUU 3apaXeHHbIX 00 bLEKTOB

Kaspersky Security 10.1 ana Windows Server nogaep>xmBaeT 3anyck CTOPOHHUX NPOrpaMm, KOTopble MO3BONSAT
OTKIMOYNUTb CKOMMPOMETMPOBAHHbIN CEPBEP, HA KOTOPOM OBOHAPYXXEH 3apaXKeHHbIN OOBEKT, OT NTIOKanbHOW CETH.
BrnokupoBaHue cepBepa OCyLLECTBNSAETCA C MOMOLLbIO HACTPONKM YBEAOMIEHUIN O COBbITUAX, KOTOpble ByayT
ABMNSATLCS TPUIrepamm Ans 3anycka CTOPOHHEN Nporpammbl.

YUT0ObI HACTpOUTL 3anyck NporpamMmbl 4ns 6JIOKMPOBKM CKOMNPOMETUPOBAHHOIO CEPBEPA, BLINOMHUTE cneayoLme
JencTBus:

1.

2
3
4.
5

B nepese KoHconu Kaspersky Security 10.1 BoiGepuTe y3en XypHanbl u yBeAOMJIIeHUS.
OTKponTe KOHTEKCTHOE MEHIO 1 BbibepuTe NyHKT CBOMCTBA.

OTtkpoeTcs okHO MapameTpbl XKypHanoB U yBeAOMITEHUN.

BbibepuTe 3aknagky YBegoOMIeHUs.

B cnvcke TvnoB cobbITui BeiGepuTe cobbitTne OBHapykeH 06 beKT.

lpouedypa npuemku
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6. B 6noke YBegomIeHUsi agMUHUCTPATOPOB HaCTpoMTe NapamMeTpbl 3anycka CTOPOHHeW NPorpaMmbi:

a. YcraHosuTe dnaxok MyTem 3anycka ncnonHaemoro cpanna.
b. HaxmuTe Ha kHonky HacTpowka.

OTkpoeTcs okHO [lononHUTenbHbIE NapaMeTpbl.
c. [epengute Ha 3aknagky UcnonHsembin camn.

d. B none KomaHgHas cTpoka BBeaAuTE MMsi UCMOMHAEMOro damna unm HaxmuTte kHornky O63op ans

BblOOpa danna vepes nposogHuk Windows.
e. B okHe [lononHuTenbHbIe NapameTpbl HaXXMuTe Ha kHorky OK.

7. B okHe MapameTpbl XXypHanoB u yBegoMneHuMn Haxmnte Ha kHonky OK.

CobbITnA ayauta

Kaspersky Security 10.1 gna Windows Server Beget cucTeMHbIVi ayauT cobbiTUiA, CBA3AHHbLIX C yrpaBneHnem
Kaspersky Security 10.1 ana Windows Server. [Inst @yHKUNOHNPOBaHUSA B CEPTUDULNPOBAHOOM COCTOSIHUM
nporpaMmma AomkHa pmKcupoBaTth BCce cobbITMSA ANA KOMNOHEHTOB [locTosiHHas 3awmTa, [NpoBepka no
TpeboBaHuto, KoHTponb 3anycka nporpamm.

»  Umobbi Hacmpoumb cobbimus ayduma 051 0aHHbIX KOMIIOHEHMOB 8bINofIHUMe criedyrouwjue 0elicmeus:

1. B gepeBe KoHconu Kaspersky Security 10.1 oTKpoiTe KOHTEKCTHOE MeHI0 y3na XKypHanbl 1

yBegoMIeHus U BbiGepuTte nyHkT CBOWCTBA.

OTkpoeTcs okHo MapameTpbi XKypHanos.

2. Ha saknagke O6wme, yctaHoBuTe hriaxxok Bce cobbITUS ans criegyowmnx KOMMOHEHTOB:

e [locTodaHHas 3awmTa annos;
e [lpoBepka no TpeboBaHuIo;
e KoHTponb 3anycka nporpamm.

3. Haxmute Ha kHonky OK.

NMocTosiHHasA 3awmTa channoB
[ns npyBegeHus nporpaMmMbl B cepTUMLMpyeMoe COCTOsIHME, TpebyeTcs NPon3BeCT! AOHACTPONKY NapameTpoB

3apaum. Mo ymonyaHuio 3aaada MocTosiHHasA 3almTa ainos He BbINOMHSAET NPoBepKy apX1BOB.

lpouedypa npuemku
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»  Umobbi dobasumb apxuebl K nposepseMbiM ob6bekmam, 8binonHume crnedyrujue delicmeus:
1. B pepee KoHconu Kaspersky Security 10.1 passepHuTe y3en NocTtofHHas 3awura.
2. BbibepuTe BnoxeHHbI y3en MocTosiHHas 3awuTa ¢annos.

3. B naHenu pesynbTaTtoB y3na MocTosiHHaA 3awmTa charnoB nepeiignte no ccobirike Hactpoutb obnacTtb

3aWnThbl.

OTkpoeTcs okHOo HacTpoWka obnacTtu 3awmThl.

4. B nesol YyacTu okHa Bbl6epVITe y3en, napamMeTpbl 6GesonacHocTn KOTOPOIo Bbl XOTUTE HACTPOUTb.

5. Ha saknagke O6wme B Groke 3awmTa cocTaBHbIX 06 BLEKTOB ycTaHOBUTE donaxok Bee / TonbKo HOBble

apXuBbl.

MapameTp TOoNbKO HOBbIE apXUBbLI OOCTYMNEH, €CNN CHAT (onaxok MpoBepKa TONLKO HOBLIX U U
3MeHeHHbIX )ainoB.

6. Haxmute Ha kHorky OK.

Kaspersky Security 10.1 gna Windows Server 6ygeT BbinonHATb nposepky apxusoB ZIP, CAB, RAR, ARJ u
Apyrux chopmaTos.

NMpoBepka no TpeGoBaHUO

B cooTBeTcTBMM C TpeboBaHUSIMU cepTudmKaLmMm, HEOBXOAMMO co3aaTh HOBYHO MONb30BATENbCKYO 3a4a4dy
MpoBepkn No TpeboBaHMIo 1 3anyCTUTb ee C Npea3adaHHbIMU NapaMeTpamu.

MogpobBHas MHCTPYKUMSA NO co3gaHuo 3agady NpoBepku no TpeboBaHWMIO COO4EPXKUTCA B pasgene «3agada
lMpoBepka no TpeboBaHmO».

Hactpowka o6HoBneHun 6a3 nporpammbl

» Umobbi Hacmpoumb 06HO8MEHUE aHMUBUPYCHbIX ba3 Yepe3 00UH U3 3aujuu,aeMblX KOMIbLIOMePO8, KOMopbil
8bIMOSTHAEM OYHKUUIO KOMMbomepa-pempaHcrismopa, 8binosiHume crnedyruwue delicmeus:

1. Ha komnbloTepe-peTpaHCNATOPe OCTaHOBUTE BbINonHeHWe 3agady OGHoBneHue 6Gas nporpaMmbl K

OGHoBNEHNE MOAYNE NPorpaMmel.
2. HacTtpoiite napameTpsbl 3agaun KonnposaHme oGHOBMNEHWIA:

e Ha 3aknagke O6wme:

lpouedypa npuemku
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e B Onoke WcTouHMK oO6GHOBNeHMn BLiGepute CepBepbl 06HOBNeHMM «JlabopaTtopun

Kacnepckoro».

e B 6noke MapameTpbl KonupoBaHUA OGHOBNeHUWU Bbibepute KonupoBaTtb oGHOBNEHMA 6a3

nporpamMmmbl.

e B none Manka nokanbHOro UCTOYHMKA OGHOBIIEHUMN YKaXWUTe NyTb K OOLLEi ceTeBoil narke, B
KOTOpYylo nporpaMmma 6yaeT CoxXpaHsiTb CKONMPOBaHHbIN dhaiin 6as. MNporpamMmma He pacrnakoBbiBaeT

N HEe NpUMeHAeT obHoBNEHUS, 3arpyXxeHHble C NOMOLLbKO 3a4a4n KonnpoBaHuUaA bas.

Ha 3aknagke [MapameTpbl coeauHeHus YycTaHoBuTe naxok WMcnonb3oBaTb napameTpbl

npoKcu-cepBepa Ans coeauHeHus ¢ cepeepamm «JflabopaTopum Kacnepckoro».

Ha 3aknagke PacnucaHue yCcTaHoBUTE d)na>+<0|< 3anycxaTb 3agadyy no pacnucaHuio C yactoToun

3anycka ExeyvacHo.

Ha koMnbtoTepe-peTpaHcnsaTope 3anycTuTe 3agady KonvpoBaHvue 06HOBNEHWIA.

Ha komnbloTepax-pecunBepax HacTponte napameTpbl 3agayn OOHoBneHwe 6a3 nporpammbl, BbIMOMHUB
cnegyrouine OencTBms:

a.

Ha 3aknagke OOwme ykaxute B KauyeCcTBe MCTOYHWMKA oOHoBneHwun Opyrne HTTP-, FTP-cepBepbl
Unu ceteBble pecypcbl. B kauyecTBe UCTOYHMKA YKaXuUTe CeTEBYIO Marnky, HACTPOEHHYI0 B KayecTBe
nanku  foKanbHOrO  UCTOYHMKA OOHOBReHunm B  3agade  KonuvpoBaHne  0OHOBMEHMI  Ha

cepBepe-peTpaHcnsTope.

CHumute dnaxok Ucnonb3oBatb cepBepbl obHoBneHun «Jlabopatopum Kacnepckoro», ecnm

cepBepbl, YKa3aHHbIe noJfib3oBaTtesieM, He4OCTYMNHbI.

Hactpoiite pacnucaHve 3anycka 3agadun OGHoBreHue 6a3 nporpaMmbl Ha KOMMblOTepax-pecusepax

Takum obpasom, 4YTOoObI:

e 3agava BbINOMHANACH eXe4vacHo.

(] 3aﬂyCK 3agaym BbinonHsancsa ¢ warom 30 MUHYT NOCIie 3anycKka 3aga4un KOI'IMpOBaHI/Ie 0BOHOBNEHNN

Ha cepBepe-peTpaHcnATope.

O6HoBMeHUss 6a3 nporpammbl, 3arpykeHHble M3 JoKanbHOW Mankyu OOGHOBMEHUA Ha KOMMbTEPbI-pPEcUBEpDI,
OyayT HemMearieHHO NPUMEHEHbI 1 pachakoBaHbI.
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YcTtaHoBKa pacwmpeHusa ans 3allnTbl OT NOYTOBbIX Yrpo3

3awmTa OT NoYTOBbLIX Yrpo3 NpeaocTaernseTcs Yepes pacwmpenme Kaspersky Security 10.1 gns Microsoft Outlook
N ycTaHaBnuBaeTCs OTAEeNbHO OT KoMnoHeHToB Kaspersky Security 10.1 ans Windows Server.

Bbl moxeTe ycTaHoBUTbL pacwimpeHne Kaspersky Security 10.1 ansa Microsoft Outlook Tonbko ecnu
Ha 3awuuaemom cepBepe yctaHoBneHbl Kaspersky Security 10.1 ana Windows Server n NnoYTOBbIN KIUEHT
Microsoft Outlook.

» 4mobkl ycmaHo8uMb pacuwupeHue, 3arnycmume rnakem ksmail_x86(x64).msi u3 narku
\email_plugin.

HacTtpoiika nytei Ansa pacnakoBku NpoBepsAeMbiX apXUBOB B CUCTEMHOM peecTpe

AHTUBMpPYCHasa nposepka ICAP-nogknto4aemMbIx CeTEBbIX XPaHUNULL, NO3BONSAET BbISABMATL NOTEHUMANbHO OnacHble
annbl B apxmBax. Bbl MoxeTe HacTpouTb NyTb, Kyaa GyayT pacnakoBbiBaTbCA hannbl U3 BCEX MPOBEpPSEMbIX
apxvBOB Ha cepBepe.

UTo6bl HACTPOMTL NYTb B pedakTope peecTpa onepaLnoHHOW CUCTEMBI:

1. Tlepengute no nyTu:
[HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\KasperskyLab\WSEE\10.1\Environment].

2. Beepgute nyTb Kk nanke B Buge: "ProcessingTempPath"="d:\\Temp\\".

NMpoBepka paboTocnocobHocTu. EICAR

Y0661 NpOBEpPUTL paboTocnocobHOCTL AHTUBMPYCA, Bbl MOXETE UcMnonb3oBaTb TecToBbin "Bupyc" EICAR.

TecToBbIVM BMPYC NpedHasHadyeH Ans npoBepku paboTbl aHTMBUPYCHbIX nporpamm. OH pa3paboTtaH opraHu3aumen
The European Institute for Computer Antivirus Research (EICAR).

TecToBbI BUPYC He SABMSIETCS BUPYCOM U HE COAEPXKUT NPOrpamMmMHOro Koga, KoTopbli MOXXET HaHecTU Bpea
BalleMy KOMMbIOTEPY, HO aHTUBUPYCHblIE MNpOorpaMmbl OOMbLIMHCTBA MNpouM3BOAMTENEN WOEHTUDULMPYIOT
B HEM Yrpo3y.

dawin, KOTOpbIN COAEPXUT TECTOBLIN BUPYC, HasbiBaeTcs eicar.com. Ero mMoxHo 3arpy3nTtb Ha Beb-cainTe EICAR
http://www.eicar.org/anti_virus test file.htm.

I'Iepeﬂ. COXpaHeHunem d)a|7|na B nanke Ha AWNCKe KOMMbHTepa y6e/:|,|/|Ter, 4YTO MNMOCTOAHHAA 3alunTa cba|7|r|os
B 9TOW narke OTKNKYeHa.
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dann eicar.com coaepXnT TeKCTOBYI CTPOKy. Mpu npoBepke danna Kaspersky Security 10.1 gna Windows Server
obHapyxvBaeT B 3TOM TEKCTOBOM CTPOKE TECTOBYIO Yrpo3y, npucBauBaeT danny ctatyc 3apaxeHHbIn 1 yaandet
ero. VIHdbopmaums 06 obHapyxeHHon B dhanne yrpose nosiensietcs B KoHconu Kaspersky Security 10.1, B xxypHane

BbIMOJIHEHUWN 3aJauyN.

Bbl Takke moxeTe ncnonb3oBatb hann eicar.com, 4ytobbl NnpoBepuTb, Kak Kaspersky Security 10.1 gna Windows
Server BbINOMHSAET NeYeHne 3apakeHHbIX OO6BbEKTOB U Kak OH ODHapyXmBaeT BO3MOXHO 3apaXXeHHble OObeKThbl.
[nsa aToro oTkponTe harn C NOMOLLLIO TEKCTOBOrO peaaktopa, AobaBbTe K Havany TEKCTOBOW CTPOKM B dhaine
OOWH U3 NpeduKCoB, MEpPeYnCreHHbIX B Tabnuue Hke, U coxpaHuTe ann nog HOBbIM MMEHEM, Hanpumep,

eicar_cure.com.

IOna Toro 4tobbl Kaspersky Security 10.1 ana Windows Server obpaboTan dann eicar.com ¢ npedukcom,
B 6rioke napameTpoB 6e3onacHocTu 3awmTta 06BLEKTOB ycTaHoBUTE 3HayeHve Bce o6bekTbl Ansi 3agad

Kaspersky Security
no TpeboBaHuio.

10.1 pnsa Windows Server lNoctosiHHaa 3awuTta ¢annoB U 3agady  npoBepKu

Tabnuua 3. lNpegbukcei 6 patnax EICAR

Mpedukc

Crartyc c¢hanna nocne npoBepku u gencrteue Kaspersky Security 10.1 ans
Windows Server

Bes npedumkca

Kaspersky Security 10.1 gna Windows Server npucBavBaeT o6bekTty cTtaTyc
3apaxeHHbIW 1 yganseT ero.

SUSP-

Kaspersky Security 10.1 ana Windows Server npucsanBaet ob6bekTy ctaTtyc BoamoxHo
3apaxeHHbIM (OOHapyXeH C MOMOLLbI 3BPUCTMYECKOro aHanu3atopa) v yganser ero
(BO3MOXHO 3apakeHHble 0OBbEKTbI HE MOABEPratoTCH NeYEHUI).

WARN-

Kaspersky Security 10.1 gns Windows Server npucBavBaeT o6bekTy ctatyc Bo3moxHo
3apaXeHHbIN (ko4 obbeKkTa YaCcTUYHO coBMagaeT C M3BECTHbIM BPEOOHOCHBLIM KOAOM)
W ygansieT ero (BO3MOXHO 3apaXXeHHble O0BEKTbl HE NOABEPralTCs NEYEHNIO).

CURE-

Kaspersky Security 10.1 gna Windows Server npucBavBaeT o06bekTy cTaTyc
3apaxeHHbIN 1 neunT ero. Ecnu neyeHme ycnewHo, BeCb TEKCT B hanne 3ameHsieTcs
cnosom "CURE".

» 4Ymobbl nposepums ¢byHKyuto NocmosiHHas 3awuma, ebinosiHume credyrowue 0elicmeusi:

1. 3arpysute dann eicar.com co ctpaHuupl canta EICAR hitp://www.eicar.org/anti virus test file.htm.
CoxpaHuTe ero B nanke obLLero 4oCTyna Ha NoKanbHOM OUCKe NoBOoro U3 KOMNbIOTEPOB CETU.

lMepen coxpaHeHueM danna B nanke ybeguTecb, 4YTO MNOCTOsSIHHAsA 3awimta annoB B 3TOW
narike oTKMoyeHa.

2. Ecnmn Bbl xOTUTE Takke NpoBepuTb paboTy yBEeOOMIIEHMIM Monb3oBaTenen cetu, ydoeantecb B TOM, 4TO
W Ha 3aliMLiaemMoM cepBepy, M Ha KOMMbOTEPe, Ha KOTOPOM Bbl COXpaHUNU chain eicar.com, BKMOYeHa
Cnyxb6a coobuieHunn Microsoft Windows.

3. Ortkpowite KoHconb Kaspersky Security 10.1.
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4. CkonupyWTe COXpaHEeHHbI dhann eicar.com Ha fokanbHbIM OWCK 3aliuLLIaeMoro cepsepa OOHUM
13 cnegymoLmx cnocobos:

e UYT06bI NpoBepuTb paboTy yBedoMNeHMN 4Yepe3 OKHO CnyxObl TepMMHANoB, CKONMpynTe dann
eicar.com Ha KOMMbIOTEP, MNOAKMIOYMBLLUMCE K cepBepa MoOMOLb0 nporpammbl  "logknioveHne
K yaaneHHomy pabodemy ctony" (Remote Desktop Connection).

e YT06bl NpoBEpUTL paboTy yBegomMmneHu yepes Cnyxby coobuieHmn Microsoft Windows, ckonupynte
hann eicar.com C KOMMbIOTEPA, Ha KOTOPOM Bbl €ro COXpaHWMW, Yepe3 CeTeBOe OKPYXeHue
3TOro KoMnbloTEpa.

MocTosHHas 3awmTa annos paboTaeT AOMKHbIM 0Opa3oMm, ecrnv BbINOJHAOTCA CrieayoLwme yCroBus:
e ®ann eicar.com yaganeH ¢ Aucka 3aLlmLiaemoro cepsepa.

e B KoHconn Kaspersky Security 10.1 XypHan BbINONHEHUA 3agadn nonyyumn cratyc Kputunyeckum.
B xypHane nosiBunacb CTpoka ¢ nHdopmaumen ob yrpose B cpanne eicar.com. (Y1oGbl MPOCMOTPETH
XXypHan BbInonHeHus 3agadn, B gepese KoHconu Kaspersky Security 10.1 pasepHuTte y3en MNoctosiHHas
3awmTa cepBepa, Bbibepute 3agady [locTosiHHas 3awmta annoB W Ha NaHenu pesynbTaToB Yyana
nepengute no ccolfke OTKPbITb XXYPHan BbIMOJIHEHUS).

e [losBunocb coobuwenne Cnyxbbl coobuweHun Microsoft Windows Ha komnbioTepe, € KOTOPOro Bbl
cKonvpoBanu gann crneayoLwero CoaepXaHus:

Kaspersky Security 10.1 mns Windows Server 3abiiOKMpPOBAaJl OOCTYI K <IIyThb
Kk danyy eicar.com Ha koMmIblTepe>\eicar.com Ha KOMIObTepe <CeTeBOoe UMHA
KOMIIbTEPa> B <BPeMdA BO3HMKHOBEHMUA COOBITUA>. [IpnunHa: OOHapyXeHa yrposa.
Bupyc: EICAR-Test-File. lMa nosb30BaTesisa oObekTa: <MMS I[10JIb30BaTEIIA>.
VMsa KoMIIbIOTEPA [IOJIb30BaTeig 0O0bekTa: <CeTeBOoe MMsS KOMIIbITepa, C KOTOPOI'O
BBl CKONMPOBaJM Qammi>».

Ybeautecb, uto Cnyxba coobueHunr Microsoft Windows paboTtaeT Ha KOMMNbIOTEPE, C KOTOPOroO Bbl
ckonupoBanu gann eicar.com.

» Umobsi nposepums hyHkyuro lNposepka no mpebosaHuro, 8binoHUMe criedyruue delicmeus:

1. 3arpysute d¢ann eicar.com co cTpaHuupl canta EICAR http://www.eicar.org/anti virus test file.htm.
CoxpaHuTe ero B nanke obLiero OCTyna Ha fokanbHOM Ancke noboro n3 KOMNbTEPOB CETH.

lMepen coxpaHeHuem anna B nanke ybeguTecb, 4YTO MNOCTOAHHAA 3alimTa annoB B 3ITOM
nanke OTKITH4YeHa.

2. Ortkpowite KoHconb Kaspersky Security 10.1.

3. BbinonHuTte cnepytwolime AencTBus:
a. B pepese KoHconu Kaspersky Security 10.1 passepHuTe y3en NpoBepka no Tpe6oBaHuIo.
b. BbibepuTte BnoxeHHbIN y3en MpoBepka BaXHbIX o6nacren.

c. Ha saknagke Hactporka obGnactv npoBepKu OTKPOWTE KOHTEKCTHOE MeHI Ha y3ne CeTteBoe
OKpyxeHue 1 BbibepnTe [lo6aBUTL ceTeBOM dhann.

d. Beegute ceTeBon NyTb K channy eicar.com Ha yaaneHHom komnbtotepe B cpopmate UNC (Universal
Naming Convention).

e. YcraHoBuUTe (ONaXokK, YTOBbl BKNIOUYNTL A0GABMNEHHbIN CETEBON MyTh B 06MACcTb NPOBEPKU.
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f. 3anyctuTe 3agavy NpoBepka BaxHbIX obnacten.
MpoBepka no TpeboBaHuto paboTaeT AOMKHBLIM 00pa3oM, eCnn BLINOMNHATCA cneayLwme yCroBus:
e ®dann eicar.com yganeH C XXeCTKMX KOMMbIOTEpA.

e B KoHconu Kaspersky Security 10.1 XypHan BbINOfIHEHMS 3agaudn nonyumn cratyc Kputunueckum;
B )XypHane BbINonHeHus 3agayn [poBepka BakHbIX OobracTen nosiBunacb CTpoka C MHdopmaumen
06 yrpose B hanne eicar.com. Ytobbl NPpOCMOTPETH XypHan BbINOMHEHMS 3adayun, B aepeBe KoHconu
Kaspersky Security 10.1 pa3ssepHute y3en lNpoBepka no TpeboBaHUIO, BbIGEPUTE BITOXEHHbBIA y3en
lMpoBepka BaxHbIX oObMacTen u B NaHenw pe3ynbTaToB Yy3na nepenaute Mo ccbinke OTKPbITh
XXYpHan BbINOMIHEHUS.
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PaspeneHue goctyna K QpyHKUUAM
nporpamMmmbl NO NONb30BaTENIbCKUM
ponam

OTOT pasgen coaepxuT MHdopmauuio o npasax Ha ynpasneHue Kaspersky Security 10.1 ana Windows Server
n cnyx6ammu Windows, KOTOpble perucTpmpyeT NnporpamMmma, a Takke MHCTPYKLUMM MO HAaCTPOWNKe 3TUX NpaB.

B aTtom pasgene

O npaBax Ha ynpaeneHue Kaspersky Security 10.1 ona WindOWS SErVEr..........ooccviiiiiieeiiiiiiieee e 64
O npaBax Ha ynpaBneHue cnyX6omn Kaspersky SECUNitY SEIrVICE ........ooocuviiiiiiee i 66
O npaBax goctyna k cnyxbe Kaspersky Security Management SEIVICE .......cccceiiiiiiiiiiieeeeeiiciiieee e e e e e s ssineneeeea e 68
HacTtpoiika npaB goctyna Ha ynpasneHune Kaspersky Security 10.1 gns Windows Server

N CNYXKOON KASPEISKY SECUIY SEIVICE .....eiiiiiiiiiiiiiie ettt ettt ettt ettt e e bbbt e e s bbb e e e s aann e e e s annneee s 68
3awmTa goctyna k dpyHkumnsam Kaspersky Security 10.1 ans Windows Server ¢ NOMOLLIO NAaponS.........c.eee....... 71
Pa3spelueHne ceTeBbix coeamHeHun ans cnyxobl Kaspersky Security Management Service........cccccceeeeeviinnnneen. 72

O npaBax Ha ynpaBneHue Kaspersky Security 10.1 pnsa
Windows Server

Mo ymonuaHuio goctyn ko Bcem cpyHkumam Kaspersky Security 10.1 gna Windows Server nmetot nonb3oBaTtenu,
BxoAaswwme Brpynny "AgMuHucTpaTtopbl" Ha 3awmwaemMoMm cepsepe, nonb3oBatenu rpynnel  KAVWSEE
Administrators, cosgaHHon Ha 3awmaeMomMm cepBepe npwu yctaHoBke Kaspersky Security 10.1 gna Windows
Server, a Takke rpynna SYSTEM.

Monb3oBaTtenu, KoTopble MMeT gocTyn K pyHkumn U3meHeHme npaB Kaspersky Security 10.1 ana Windows
Server, Moryt npegocTaBnaTe goctyn Kk dyHkumsam Kaspersky Security 10.1 gns Windows Server gpyrum
nonb3oBaTensmM, 3apermcTpMpoBaHHbIM Ha 3aLMLLIAEMOM CepBepe U BXOASLNM B AOMEH.

Ecnu nonb3oBaTtenb He 3aperncTpupoBaH B cnncke nonb3osaTtenen Kaspersky Security 10.1 gna Windows Server,
OH He MoXeT oTKpbITb KoHconb Kaspersky Security 10.1.

Bbl MoxeTe BblbpaTb Ans nonb3oBaTens unu rpynnel nonb3oBatenen Kaspersky Security 10.1 gna Windows
Server oavH K13 cneayloWMX MpeaycTaHOBMEHHbIX YPOBHEW pJocTtyna K pyHkumam Kaspersky Security 10
ansa Windows Server:

¢ TMonHbIM KOHTPONb — JOCTYN KO BCEM (DYHKLMAM MPOrpaMMbl; BO3MOXHOCTb NPOCMaTpuBaTh U U3MEHATb
obwure napametpbl pabotbl Kaspersky Security 10.1 gna Windows Server, napameTpbl paboThbl
komnoHeHTOB Kaspersky Security 10.1 ana Windows Server, npaBa nonb3oBatenen Kaspersky Security
10.1 pna Windows Server, aTakke npocmaTpmBaTb CTaTUCTMKY paboTel Kaspersky Security 10
ansa Windows Server.
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e W3meHeHMe — gocTyn kO BcemM (YHKUMAM MporpaMMbl, KPOME W3MEHEHWsi MpaB Morb3oBaTenen:
BO3MOXHOCTb MpocMaTpuBaTb M U3MeHATb oOwimne napameTpbl paboTtbl Kaspersky Security 10.1 gns
Windows Server, napameTtpsbl paboTbl komnoHeHTOB Kaspersky Security 10.1 ana Windows Server.

° YTeHne — BO3MOXHOCTb

npocmaTpuBaTb 00WMe napameTpbl paboTbl Kaspersky Security 10.1 gns

Windows Server, napameTpbl paboTbl koMnoHeHTOB Kaspersky Security 10.1 gns Windows Server,
ctatmuctuky pabotbl Kaspersky Security 10.1 gns Windows Server n npasa nonb3oBatenen Kaspersky
Security 10.1 ana Windows Server.

Takke Bbl MOXETe BbINOMHATL PaCLUMPEHHYIO HACTPOWKY npaB Aoctyna (cm. pa3gen "HacTporka npaB gocrtyna
Ha ynpaBneHue Kaspersky Security 10.1 ana Windows Server n cnyx6on Kaspersky Security Service" Ha cTp. 68):
paspeLuaTb Unu 3anpewartb JOCTYN K oTAenbHbIM dhyHKUumAM Kaspersky Security 10.1 gna Windows Server.

Ecnu Bbl Bpy4HYO HacTpounu npaea AOCTyna Afs NoNb3oBaTens Unm rpynnbl, TO A58 3TOro nonb3oBaTtens unm
rpynnel 6yaeTt yctaHoBneH ypoBeHb focTyna Ocobble pa3pelleHus.

Tabrnuua 4.

lpasa docmyna k pyHKuusm Kaspersky Security 10.1 dns Windows Server

MpaBa gocTtyna

OnucaHue

YnpaBneHue 3agayamu

BoamoxHoOCTb 3anyckaTb / ocTaHaBnMBaTh / NpuocTaHaBnNMBaTh / BO30OGHOBMNSATb
3agaun Kaspersky Security 10.1 ans Windows Server.

CospaHuve 1 ynaneHue 3agad

Bo3moxHOCTb co3pgaBaTth M yaansaTb 3agadv NpoBepku no TpeboBaHuto.

N3meHeHne napameTpoB

BoamoxHocTu:

e WmnoptupoBatb 13 KOHUrypaumMoHHOro darvna napameTpbl paboTbl
Kaspersky Security 10.1 ana Windows Server.

o PepakTnpoBaTb HaCTPOMKKN NporpamMmei.

YrteHne napameTpos

BoamoxHocTu:
e npocMaTpuBaTtb o6wue napameTpbl paboTbl Kaspersky Security 10.1 gns
Windows Server n napameTpbl 3agavy;
e OKCMOPTUPOBATb B KOH(PUrypaumoOHHbIM  bann  napameTpbl  paboTbl
Kaspersky Security 10.1 gns Windows Server;
e MpocmaTpmBaTb NapaMeTpbl >XKypHanoB BbINOMHEHWS 3adad, >KypHana
CUCTEMHOro ayanTa 1 yBeJoOMNeHni.

ynpaBneHMe XpaHunnmwammn

BoaMoxHOCTU:
e nomellaTtb 06BEKTbI HA KAPaHTUH;
e yaansaTb 06bEKTbl U3 KApaHTUHA U PE3EPBHOIO XPaHUNULLA;
e BOCCTaHaBNMBaTb OOBEKTbI U3 KAPAHTMHA U PE3EPBHOMO XpaHWUmLLa.

YnpasneHue xxypHanamu

Bo3mOXHOCTb yoanAaTtb XypHanbl BbINOJIHEHUA 3adad M ovullaTtb XypHan
CUCTEeMHOro aygura.

YrteHne XypHanos

BosmoxHOCTb mpocmaTpuBaTb coOObITMS B KypHanax BbINOfIHEHWS 3apad
N XXypHarne cucTemMHoro ayguTa.

YTeHune cTtaTUCTUKKN

B03MOXHOCTb NpocMaTpmBaTb CTAaTUCTUKY paboThbl kaxkaon 3agayun Kaspersky
Security 10.1 ansa Windows Server.

JNnueHsnpoBaHue nNporpaMmbl

Bo3amoxHOCTb akTnBMpoBaTh 1 AeakTuBmpoBaTb Kaspersky Security 10.1 gns
Windows Server.
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lNMpaBa pgocTtyna OnucaHue
YAaneHne nporpammb| BoamoxHocTb yaansaTte Kaspersky Security 10.1 ans Windows Server.
YTeHue npas BosmoxHOCTb npocmaTpuBaTb CNMCOK nonb3oBaTenen Kaspersky Security
10.1 ansa Windows Server 1 npasa gocTyna KaXgoro nonb3oBaTens.
N3meHeHne npaBs Bo3moxxHocTU:
e U3MEHATb CN1cokK nonb3oBaTenen, NMEIOLLIMX poctyn

K ynpaBneHuio NnporpaMmmon;

e U3MeHATb MpaBa JoCTyna nonb3oBaTenen K MyHkumam Kaspersky Security
10.1 ans Windows Server.

O npaBax Ha ynpaBrieHue cnyxoboun Kaspersky
Security Service

Mpn yctaHoBke Kaspersky Security 10.1 ana Windows Server peructpupyeTt B Windows cnyx0y Kaspersky
Security Service (KAVFS), Tak kak nporpamma Bknto4aeT B cebs (pyHKLMOHANbHbIE KOMMOHEHTbI, 3anyckaemMble
npu cTapTe OMNepaumMoOHHON CUCTEMBbI. YTOObI CHM3WUTb PUCK CTOPOHHEro [ocTyna K yHKUMAM nporpammbl
1 napameTpam ©Ge3onacHOCTM Ha 3awmaeMoMm cepBepe yepes ynpasneHue Kaspersky Security Service, Bbl
MOXEeTe orpaHuyuBaTtb MnpaBa Ha ynpaeneHue cnyxbon Kaspersky Security Service ¢ nomoLLbio nokansHON
KoHconu Kaspersky Security 10.1 unu nnarnHa ynpaeneHusa Kaspersky Security Center.

Mo ymonyaHuto JOCTYN K ynpaerneHuto cnyxbomn Kaspersky Security Service umeroT nonb3oBaTenu, BXogsLine
B rpynny "AaMuHMCTpaTopbl” Ha 3alimuaemMoM cepBepe, a Takke cucteMHble rpynnel SERVICE n INTERACTIVE
C NpaBamMu Ha YTeHune un cuctemHasda rpynna SYSTEM c npaBamu Ha YTeHUe U UCMOSTHEHUE.

Bbl He moxeTe ymanuTb y4eTHyK 3anucb nonb3oBatenss SYSTEM wnu uameHATb npaBa 3TOWM y4ETHON
3anucu. Ecnun npaea yyeTtHon 3anucu nons3osatens SYSTEM 6binv nameHeHbl, Npy COXpaHEHUU N3MEHEHUN
AN 3TON y4eTHOM 3anncy BOCCTaHaBMMBalOTCA MakCcuMaribHble rnpasa.

MMonb3oBaTenu, KOTOpble UMEKT AOCTYyn CMNpaBOM Ha M3MeHeHue K yHKuuam (cm. pasgen "O npasax
Ha ynpasneHne Kaspersky Security 10.1 gna Windows Server" Ha cTp. 64), mMOryT npegoctaBnsitb OOCTYM
K ynpaBneHumo cnyxb6ont Kaspersky Security Service pgpyrum nonb3oBaTensaM,  3apervcTpupoBaHHbIM
Ha 3alLMLaeMoM cepBepe Unn BXogsawWwmnm B JOMEH.

Bbl MoxeTe BblbpaTb Ans nonb3oBaTens unu rpynnel nonb3oBatenen Kaspersky Security 10.1 gna Windows
Server ogvH U3 cnegylowmx npeaycTaHOBMEHHbIX YPOBHEW [OCTyna Ha ynpasneHue cnyxbon Kaspersky
Security Service:

e TlonHBIA KOHTPOSIb — BO3MOXHOCTb MpocMaTpuBaTb W M3MeHATb obwime napameTpbl paboTbl M NpaBa
nonb3oBaTtenen Kaspersky Security Service, a Takke 3anyckaTb W ocTaHaBnvBaTb paboty Kaspersky
Security Service.

e YrteHue — BO3MOXHOCTb MpocmaTpmBaTb obLumMe napameTpbl paboThl 1 NpaBa nonb3oBaTenen Kaspersky
Security Service.

PasdeneHue docmyna Kk hyHKUUSIM po2pamMmMbl 10 M0J1b308amMesIbCKUM POJISIM
66




KASPER§KY3

° MN3meHeHne — BO3MOXHOCTb npocMaTpmBatb U U3MEHATb obuwme

nonb3oBaTtenen Kaspersky Security Service.

napameTpbl paboTbl U NpaBa

e HWcnonHeHue — BO3MOXHOCTb 3anyckaTb ¥ ocTaHaBnuBaThb paboTy Kaspersky Security Service.

Takke Bbl MOXeTe BbINOMHATbL PaCLUMPEHHYIO HACTPOWKY MpaB [ocTyna: AaBaTb WM OrpaHWyMBaTth nNpasa
Ha ynpaBneHue Kaspersky Security 10.1 ana Windows Server (cM. Tabnuuy Huxe).

Ecnu Bbl BPYYHYIO HacTpowurnun npaBa AOCTyna OJiA nonb3oBaTtenid Uin rpynnbl, TO ANA 3TOro noJjib3oBartenda uin

rpynnbl 6yaeT ycTaHoBIEH YpoBeHb AocTyna Ocobble pa3peLueHus.

Tabnuua 5.

PasepaHuyeHue npas docmyna Kk pyHkyusim Kaspersky Security 10.1 dns Windows

Server

PyHKUMA

OnucaHue

YTeHune HacTpoek cnyxobl

BoamoxHoOCTb npocmaTpuBaTth 0o6Wue napameTpbl paboTbl W npaBa
nonb3oBatenen Kaspersky Security Service.

3anpoc crartyca CNyx0Obl
y OucneTyepa ynpasreHus
cnyx6amm

Bo3amoxHOCTb 3anpawmBaTtb CTaTyc BbinonHeHus Kaspersky Security
Service y Iucnetyepa ynpasnexus cnyxbamm Microsoft Windows.

3anpoc crartyca y cnyxobl

Bo3moXHOCTb 3anpalumBaTh CTaTyC BbINOMHEHUs cnyxbbl y Kaspersky
Security Service.

MepeyvncrneHne 3aBUCUMBbIX CIYyX0

Bo3aMOXHOCTb npocMaTpmBaTb CMWUCOK CIyx0, OT KOTOPbIX 3aBUCUT
Kaspersky Security Service, a Takke cnyx0, 3aBucumblix oT Kaspersky
Security Service.

N3meHeHne napameTpoB cryx0bl

Bo3MoxHOCTb mpocMaTpmBaTh M U3MEHSATL 06LWme napameTpbl paboThbl
n npasa nonb3oBaTtenen Kaspersky Security Service.

3anyck cryxobl

Bo3moxHOCTb 3anyckaTb BbinonHeHue Kaspersky Security Service.

OctaHoBka cnyx6bl

Bo3moxxHOCTb ocTaHaBnuBaTth BeinonHeHne Kaspersky Security Service.

MpuoctaHoBka / Bo3obGHoBNeHue
CNYxObl

BoaMOXHOCTb npunocTtaHaBJIMBaTb 1 BO30OHOBNATb

Kaspersky Security Service.

BbIlMOJIHEHNE

UrteHue npas

BoaMOXHOCTb MpocMaTtpmBaTb CMNUCOK Mofib3oBaTenen
Security Service 1 npasa gocTyna KaXaoro nonb3oBaTtens.

Kaspersky

M3meHeHune npas

BosmoxHocTU:
e [ob6aBnATb M yaanatb nonb3oBartenen Kaspersky Security Service;

e U3SMEHATb npaBa ,EI,OCTyI'Ia nonb3oBaTtenen
Service.

k Kaspersky Security

YnaneHue cnyxobl

BoamMoXHOCTb pasperucrpauum Kaspersky  Security  Service

B [lucnetuepe ynpasneHus cnyxbamu Microsoft Windows.

Nonb3oBartenbckmne
K cnyxbe

3anpocsbl

Bo3smoxHOCTb co3gaBaTb M OTMpaBnATb MOMb30BaTeNbCKMe 3anpochl
k Kaspersky Security Service.
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O npaBax goctyna K cnyx6e Kaspersky
Security Management

Bbl MmoxxeTe npocmoTpeTh cnncok cnyx6 Kaspersky Security 10.1 gna Windows Server.

Mpwn ycraHoBke Kaspersky Security 10.1 gna Windows Server pernctpupyeT cnyxby ynpasreHusi NnporpaMmmon
Kaspersky Security 10.1 ans Windows Server (KAVFSGT). [ns ynpaBneHusi nporpammorn depe3 KoHconb
Kaspersky Security 10.1, ycTaHOBREHHY Ha APYyroM KoMmmnbioTepe TpebyeTtcs, 4Tobbl y4eTHas 3anuch, ¢ npaBamu
koTopon npowucxoaut nogknodeHne Kk Kaspersky Security 10.1 ana Windows Server mmena nomHbIn JOCTyn
k Kaspersky Security Management Service Ha 3awmiaemMomM cepBepe.

Mo ymonuaHuio AocTyn K ynpaereHuto cnyxoon Kaspersky Security Management Service nmetoT nonb3oBaTenu,
Bxogsiime Brpynny "AOMuHMCTpaTopbl” Ha 3awuwiaemMom cepBepe, W nonb3oBatenu rpynnsl KAVWSEE
Administrators, cosgaHHoOn Ha 3awmwaemom cepsepe npwu yctaHoBke Kaspersky Security 10.1 gna Windows
Server.

Bbl moxeTe ynpaenaTtb cnyxb6or Kaspersky Security Management Service Tonbko 4vepe3 ocHacTky CnyxObl
Microsoft Windows.

Bbl He MOXxeTe paspelwaTs unu 3anpellaTb nonb3oBatenam goctyn Kk Kaspersky Security Management
Service, HacTpamnBas napameTpbl Kaspersky Security 10.1 ana Windows Server.

Bbl moxeTe coeamHutbea ¢ Kaspersky Security 10.1 ana Windows Server nog nokanbHOW YY4eTHON 3anucblo,
€CnM Ha 3allMLaeMOM CepBepe 3aperncTpypoBaHa y4yeTHas 3anucb C TakUM Xe MMEHEM U C Takum
Xe napornem.

HacTtpo#nka npaB goctyna Ha ynpaBneHue Kaspersky
Security 10.1 ana Windows Server un cnyxx6oun Kaspersky
Security Service

Bbl MOXeTe M3MEHMTb CNUCOK Mofib3oBaTenel M rpynn nonb3oBaTteniel, KOTOpbIM paspelleH A4oCTyn K pyHKUMSAM
Kaspersky Security 10.1 gna Windows Server u ynpaeneHuto cnyxbon Kaspersky Security Service, a Takke
N3MeHsITb NpaBa AOCTyrna 3TUX Nonb3oBaTenel 1 rpynn norb3oBaTernein.

» Ymobbl dobasumsb 8 CriucoK umnu yoanumse U3 Criucka rosb308amersisi Unu apynry, 8bInoHume
cnedyrowue delicmeus:

1. B pepee KoHconu agmunHucTpupoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsieMble
ycTponcTBa. PasBepHute rpynny aaMMHUCTPUPOBaHUSA, ONA Server KOTOPOW Bbl XOTUTE HAaCTPOUTb
napamMeTpbl NporpamMmei.

2. B naHenu pesynbTaTtoB BblOpaHHOW rpynnbl aAMUHUCTPUPOBAHNSA BbIMOMNHUTE OAHO
13 cnegyowmnx AencTBui:

e Ecnu Bbl xoTUTe HacTpouTb MapameTpbl MOMAWTUKM ANIA FPYNnbl CEPBEPOB, BbibepuTe 3aknagky
MonuTtukn n otkponTe ceorictBa <UmA NONUTUKN> — [lononHUTEsNIbHbIe BO3MOXHOCTM.
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e Ecnu Bbl XOTUTE HacTPOUTb NapameTpbl NporpaMmbl ANg OAHOrO cepBepa, nepenante K napameTpam,
KoTopble TpebyeTca HacTpouTb, B okHe [lapameTpbl nporpammbl (cM. pasgen "HacTtpouka
nokanbHbIX 3agay B okHe [MapameTpbl nporpammbl B Kaspersky Security Center" Ha cTp. 89)
B Kaspersky Security Center.

3. B pasgene [lononHutenbHble BO3MOXHOCTU BbINOMHUTE O4HO M3 CNeAyoLWnX 0eNCTBUN:

e Bbibepute nyHkT MI3MeHUTb NpaBa nonb3oBaTenien Ha ynpasfieHue nNporpaMmmMomn, ecriv Bbl XOTUTE
M3MEHUTb CMUCOK MOonb3oBaTeneun, KoTopble MMEKT AOCTYyn K ynpasneHuto dyHkumamm Kaspersky
Security 10.1 gns Windows Server.

e Bbibepute nyHkT U3mMeHNUTbL NpaBa nonb3oBaTenen Ha ynpaBneHue Kaspersky Security Service,
€cnm Bbl XOTUTE W3MEHMTb CMMUCOK MOSfb30BaTerNen, KOTOpble WMMEKT [OCTYN K ynpaBleHuto
nporpammom ¢ nomotubto Kaspersky Security Service.

OTkpoeTcs okHo PaspelweHus gna rpynnbl "Kaspersky Security 10.1 ana Windows Server".
4. B OTKpbIBLUEMCS OKHE BbINOMHWTE crieayolimne AencTBus:

e UT06bLlI fo6aBUTL Nonb3oBaTens MW rpynny B CMUCOK, HaXmuTe Ha KHOMnKy [lob6aBuTb U Bbibepute
nonb30BaTens Unu rpynny, KOTOpPbIM Bbl XOTUTE NpegocTaBuTb npasa.

e YT0ObI YAanuTb nNonb3oBaTens unu rpynny u3 cnucka, Belbepute nonb3oBaTens Unu rpynny, 4OCTyn
ANs1 KOTOPbIX Bbl XOTUTE OrPaHUYUTb, U HAXKMUTE Ha KHOMKY YAanuTb.

5. HaxmuTe Ha kHonky NMpUMeHUTb.

BbiOpaHHbIe nonb3oBaTenu (rpynmnbl) 6yayT 4obaBneHbl Unn yaaneHs.

» Umobkl usmeHUMb npasa nosib3ogamersis Unu epyrrel Ha yrpasneHue Kaspersky Security 10.1 055
Windows Server unu crnyx6ol Kaspersky Security Service, ebinonHume credyroujue 0elicmeusi:

1. B pepee KoHconu agmuHuctpupoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsiemble
ycTpoincTBa. PasBepHute rpynny agMMHUCTPUPOBaHUSA, ANA Server KOTOPOW Bbl XOTUTE HaCTPOUTb
napamMeTpbl NporpamMmei.

2. B naHenm pesynbTaTtoB BblIOpaHHOM rpynnbl agMWHUCTPUPOBaHUS BbINOSTHUTE OflHO
13 cnegylowmnx AencTBuin:

e Ecnn Bbl xoTMTe HacTpouTb napameTpbl NONUTUKKM, B KoHconu agmuHuctpupoBaHus Kaspersky
Security Center Brpynne cepBepoB Bbibepute 3aknagky [TMonutuku unotkponTte <Umsa
nonutukn> — MapameTpsbl.

e Ecnu Bbl X0TWTE HacTpouTb NapamMmeTpbl NporpaMMbl A1 OQHOMO cepBepa, nepenaute K napameTpam,
KoTopble TpebyeTca HacTpouTb, B OkHe [lapameTpbl nporpammbl (cM. pasgen "Hactpomka
nokanbHbIX 3apady B okHe [MapameTpbl nporpammbl B Kaspersky Security Center" Ha cTtp. 89)
B Kaspersky Security Center.

3. B pasgene JJononHuTenbHble BO3MOXHOCTU BbINOMHUTE OOHO M3 CNeayowmnx 4eNCTBUN:

e Bbibepute nyHKT U3aMeHUTL NpaBa nonb3oBaTerniel Ha ynpasrieHne NPorpamMmMon, ecrnn Bbl XoTuUTe
M3MEHWUTb CMWCOK MoNb3oBaTenein, KoTopble UMET OOCTyn K ynpaBreHuto dyHkumsmn Kaspersky
Security 10.1 gns Windows Server.

¢ Bbibepute nyHkT M3MeHUTL NpaBa nonb3oBaTenen Ha ynpaBneHue Kaspersky Security Service,
€CnM Bbl XOTUTE W3MEHWTb CMUCOK MoMb3oBaTenen, KOTOpble WMEKT JOCTYn K yrnpaBneHuto
nporpammon ¢ nomotubto Kaspersky Security Service.

OTtkpoeTca okHo PaspelweHus ans rpynnbl "Kaspersky Security 10.1 ana Windows Server".
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4. B OTKPbIBLLEMCA OKHE B CMNUCKe I'pynnbl uwnn nonb3oBaTtenu Bbl66‘pVITe nonb3oBartend unun rpynny
nonb3oBaTenen, npaBa KOTOpPbIX Bbl XOTUTE USMEHUTb.

5. B 6noke Paspewenunsa ansa rpynnbl "<lMonb3oBatensb (Fpynna)>" yctaHosute cdnaxkm Paspewntb nnm
3anpeTuTb AN crnegyloLwmx ypoBHen gocTyna:

MonHbIN KOHTPONb: MNOMHbIM Habop npaB Ha ynpaeneHue Kaspersky Security 10.1 gna Windows
Server unu cnyxoon Kaspersky Security Service.

YTteHue:

e cneaywowme npaBa Ha ynpaBneHue Kaspersky Security 10.1 gna Windows Server: YTteHue
cTaTucTUKKM, YTeHue napameTpoB, YTeHune KypHanoB 1 YteHue npas;

e creaywoluMe npaBa Ha ynpasneHue cnyxbon Kaspersky Security Service: YTeHne napameTtpoB
cnyx6bl, 3anpoc ctatyca cnyx6bl y [lucnetyepa ynpaBneHus cnyx6amun, 3anpoc cratyca
y cnyx6bl, NepeyncneHmne 3aBuCUMbIX cnyx6, YteHne npas.

N3meHeHuUe:

e BCe nmpaBa HaynpaeneHne Kaspersky Security 10.1 pgna Windows Server, «kpome
MN3meHeHuns npas.;

e cregywlWwme npaeBa Ha ynpaeneHue cnyxbon Kaspersky Security Service: W3meHeHue
napamMeTpoB cnyXx6bl, YTeHue npas.

UcnonHeHue: creayiowme npaeBa Ha ynpaeneHue cnyxbon Kaspersky Security Service: 3anyck
cnyx6bl, OctaHoBKa cnyx6bl, lMpuoctaHoBka / Bo3o6HoBneHme cnyx6bli, YUTeHue npas,
Monb3oBaTenbCckue 3anpochkl K cnyx6e.

6. Ecnn Bbl XOTWUTE BbLINOMHUTL PACLLUMPEHHYIO HACTPOMKY MpaB Ans nonb3oBartens unu rpynnsl (Ocobble
paspeLleHust), HaXXMUTe Ha KHOMKY JlononHUTenbHo.

a.

B oTkpbiBLLEMCS OKHe [lononHUTeNbHbIE NapamMeTpbl 6e3onacHocTu ansa Kaspersky Security 10.1
ansa Windows Server BbibepuTe HY)XHOIO NonNb3oBaTeENs Unu rpynny.

Haxmunte Ha kHonky U3MeHUTb.
B oTkpbiBLLIEMCS OKHe neperamTe no cebifike MokasaTb ocobble paspeLleHus.

B packpbiBatoLemcs cnucke B BEPXHEW 4acTu OkHa BbibepuTe Tun KOHTpons goctyna (PaspewuTtb
mnu 3anpeTuTb).

YcraHoBute naxkym HanpoTMB TeX (YHKUMWA, KOTOpble Bbl XOTUTE paspelnTb WNM 3anpeTuTb
BbIGpaHHOMY MOMb30BaTENO UNK rpynne.

HaxmuTe Ha kHonky OK.

B okHe [OdononHuTenbHble napamMeTpbl 6e3onacHocTtu pansa Kaspersky Security 10.1 gnsa
Windows Server HaxmuTe Ha kHoriky OK.

7. B okHe Pa3speweHus pansarpynnbl "Kaspersky Security 10.1 gna Windows Server" HaxmuTe
Ha KHonky MpuMeHUTD.

HacTtpoeHHble npaBa Ha ynpaeneHue Kaspersky Security 10.1 gna Windows Server unn cnyx6oin Kaspersky
Security Service 6yayT coxpaHeHbl.
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3awmTta goctyna K pyHkuuam Kaspersky Security 10.1 gns
Windows Server ¢ nomowbio napons

Bbl MOXeTe orpaHuumMBaTb OOCTYN K yNpaBneHUIO MpOrpaMmMont 1 pernctpupyembiMu cnyxbamm € NOMOLLbIO
HaCTPOWViKM NMpae nonb3oBaTenen (cM. pasgen "lMNpaBa goctyna k pyHkumsam Kaspersky Security 10.1 ana Windows
Server" Ha cTp. 64). Bbl Takke MoXeTe AOMOMHUTENbHO 3aLUMTUTE AOCTYM K BbINMOMHEHUIO KPUTUYHBIX Onepauun,
yCTaHOBMB 3alLMTy naponem B napameTtpax Kaspersky Security 10.1 gns Windows Server.

Kaspersky Security 10.1 gna Windows Server 3anpawwmBaeT napofnb npw NOMbITKE AOCTyna K creaylowmm
YyHKUMAM NporpaMmei:

e nogknoyeHne kK nokansHow KoHconu Kaspersky Security 10.1;
e ynaneHue Kaspersky Security 10.1 ana Windows Server;
e UN3MEeHeHMe KOMMNOHEHTHOro coctara Kaspersky Security 10.1 gna Windows Server.

Kaspersky Security 10.1 gnsa Windows Server He oTobpaxaeT 3aaHHbI Naposib B YATAEMOM BUAe B MHTepdelice
nporpammbl. Kaspersky Security 10.1 gna Windows Server xpaHuT 3agaHHblA napofib B BUAE KOHTPOMbHOW
CYMMbl, PacCCYMTaHHON NpW 3a4aHnn Napons.

Bbl mMoxeTe  akcnopTMpoBaTb WM MMMOPTMPOBATL  MNapameTpbl  NPOrpammbl,  3alUMLLEHHOW  Maponem.
KoHdurypaumnoHHblin  ain, co3gaHHbli MO pe3ynbTaTaM 3KCnopTa MnapamMeTpoB  3alUULLEHHOW MporpamMmel,
COLEPXNUT 3HAYEHME KOHTPOMbHOW CYMMbl NMapons W 3Ha4YeHue MoaMdukaTopa, UCMONb3yemMoro Ans YANUHEHMWS
CTPOKM Naponsi.

He nameHsanTe 3HaveHne KOHTPONbHOW CYyMMbl UM MogudumkaTopa B KOHUrypaumoHHom danne. Mmnopt
napameTpoB Maponsl, W3MEHEHHbIX BPYYHYH, MOXET MPMBECTU K MOMHOMY OOKMPOBaHUIO JocCTyna
K ynpaBrieH10 NporpamMMon.

» UYmobki 3awumume docmyn K pyHkuusm Kaspersky Security 10.1 dns Windows Server,
8binosiHUMe criedyroujue delicmeus:

1. B pepeBe KoHconu agmunucTpmpoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsieMble
ycTpomncTBa. PassepHute rpynny agMMHUCTPUPOBAaHUA, ANS Server KOTOPOW Bbl XOTUTE HAaCTPOWUTb
napameTpbl NporpamMmmbi.

2. B naHenu pesynbTaTtoB BblOpaHHOM rpynnel a4MVHUCTPUPOBAHUS BbIMOMNHUTE OAHO
n3 criefyoLwmx encTBum:

e Ecnn Bbl XOTUTE HaCTPOUTb NapameTpbl MNONUTUKM LNs rPYNnbl CEPBEPOB, BbibepuTe 3aknagky
MonuTtukn n otTkponTe ceorcTea <UMsA NONUTUKN> — [lONONMHUTESIbHbIE BO3MOXHOCTM.

e Ecnu Bbl X0TNTE HAcTpouTb NapamMeTpbl NPorpaMMbl A1 OQHOMO cepBepa, nepenaute K napameTpam,
KoTopble TpebyeTca HacTpouTb, B OkHe [lapameTpbl nporpammbl (cM. pasgen "Hactpomka
nokanbHbIX 3apay B okHe [MapameTtpbl nporpammbl B Kaspersky Security Center" Ha cTp. 89)
B Kaspersky Security Center.

3. B 6noke BezonacHOCTb M HaAEXHOCTb HAXMUTE Ha kHoMky HacTpoika.
OTtkpoeTcs okHo MapameTpbl 6e3onacHoCTM.
4. B 6noke HacTtponku napons yctraHoBuTe craxkok Mcnonb3oBaTb 3awWMTy naponem.

Mons I'Iaponb n I'Io.qTBep)K,quMe napons CTaHyT akKTUBHbIMW.

PasdeneHue Oocmyna K d)yHKHUﬂM npoecpamMmabl o nosib3oeamesibCKUM POJisAM

71



6.
7.

KASPER§KY3

B none Maponb BBEAWTE 3HAYEHME, KOTOPOE Bbl XOTUTE UCMONb30BaTh AN 3alMTbl 4OCTYNA K (YHKLUSM
Kaspersky Security 10.1 ana Windows Server.

B none NoarBepxaeHne napons BBeAMTE Naporb NOBTOPHO.

Haxmute Ha kHornky OK.

HacTtpoeHHble napametpbl 6yayT coxpaHeHbl. Kaspersky Security 10.1 gna Windows Server 6yger
3anpalwvBaTb Naposib Npu AOCTyNe K 3aliMLiaemMbiM onepaLunsmM.

YCTaHOBMNEHHbIN Naposib HEBO3MOXHO BOCCTAHOBUTL. YTEpsl Napons npuBeaeT K NOSIHOMY NOTEPH KOHTPOIS
Hag nporpammoi. Kpome Toro, HeBO3MOXHO ByaeT yaanuTb nporpaMmMy ¢ 3aliuLiaemMoro cepeepa.

Bbl MOXXeTe U3MEHUTb uUnmn CGpOCI/ITb 3aaHHbIN naposib B napamMeTpax nporpamMmmvbl B nobon MOMEHT.

» 4mobki copocums 3adaHHbIU naporib, 8bINOIHUME criedyruue delicmaus:

1.

5.

B pnepese KoHconu agmuHuctpupoBaHusa Kaspersky Security Center passepHuTe y3en YnpaBnsieMble
ycTpoucTBa. PasBepHuUTe rpynny agMWHUCTPUPOBAHUS, ANa Server KOTOPOW Bbl XOTUTE HACTPOUTb
napameTpbl NporpaMmbl.

B naHenu pe3ynbTatoB  BblOpaHHON rpynnbl aOMUHUCTPUPOBAHNS BbINOMHUTE  OOHO
13 criefyoLmx enNcTBum:

e Ecnn Bbl XOTMTE HaCTPOUTb NapameTpbl MNONUTUKM LNs PYNnbl CEPBEPOB, Bbibepute 3aknagky
Monutukn n otkponte ceonctea <Umsa nonuTukn> — [oNONHUTENIbHbIE BO3MOXHOCTH.

e Ecnu Bbl X0THTE HacTpouTb NapameTpbl NporpaMMbl A1 OAHOMO cepeepa, nepenante K napameTpam,
koTopble TpebyeTca HacTpouTb, B oOkHe [lapameTpbl nporpammbl (cM. pasgen "Hactpomka
nokanbHbIX 3apady B okHe [MapameTpbl nporpammbl B Kaspersky Security Center" Ha cTtp. 89)
B Kaspersky Security Center.

B 6noke BesonacHOCTb M HaAEXHOCTb HaXMUTE Ha KHonky HacTpomka.
OTtkpoeTcsa okHo MapameTpbl 6e3onacHoCTM.

B 6roke HacTpoinkn napons cHumuTe chnaxok Mcnonb3oBaTth 3awWwuTy naponem.
Mons Naponb v MNoaTBepxaeHue napons 6yayT oYnLLEHbl U CTaHYT HEAKTUBHBI.

HaxxmuTe Ha kHonky OK.

Bawmra naponem 6yget otkniodeHa. Kaspersky Security 10.1 ana Windows Server yganuT KOHTPOSbHYHO
CyMMY CTaporo naposnsi u3 napameTpoB NporpamMmei.
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Pa3pelueHune ceTeBbIX COeAUHEHUN ANS CIYXObI
Kaspersky Security Management Service

HaseaHus napameTpoB MOryT OTNMYaTLCS B pasHbIX onepaumoHHbIx cuctemax Windows.

» Umobhkl paspewiums cemesble coeOuHeHUs O1s criyxbbl Kaspersky Security Management Service
Ha 3awuuwaeMom cepgepe, 8birnosiHuUme credyroujue 0elicmeusi:

1.

6.
7.

Ha sawwnwaemom cepsepe nopg ynpaeneHmem Microsoft Windows Server BbiGepute lMNyck — MaHenb
ynpaBneHua — besonacHoctb — BpaHgmayap Windows.

B okHe MapameTpbl 6paHamayapa Windows BLiGepute nyHKT MI3MeHUTb napameTpbl.

Ha 3aknagke MWckniouveHuss B Cnucke MpeayCTaHOBMEHHbLIX WCKMYEHUA YyCTaHOBUTE  DIaxKM:
COM + CeTteBou goctyn, Windows Management Instrumentation (WMI) n Remote Administration.

HaxmuTe Ha kHonky [lo6aBUTb Nporpammy.

B okHe [lo6baBneHune nporpammbl BbiGepute cann kavfsgt.exe. 3ToT dhann xpaHUTCA B nanke, KOTOPYHO
Bbl yKa3anu B kKa4ecTBe nanku HasHaveHus npu yctaHoBke KoHconu Kaspersky Security 10.1.

Haxmute Ha kHonky OK.

Haxmunte Ha kHonky OK B okHe MapameTpbl 6paHgmMayapa Windows.

CeteBble coegumHeHus ans cnyxbbl Kaspersky Security Management Service Ha 3awuwaemom cepBepe
OyayT paspeLueHsbl.

PasdeneHue docmyna K d)yHKuuﬂM npoecpamMmabl o nosib3oeamesibCKUM POJisAM
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Co3aaHue n HacTpounKa NMoJINTUK

B aTom pasgene copepxutcs uHcpopmauus o npumeHeHnn nonutuk Kaspersky Security Center ansa ynpasneHus
3apgavamu Kaspersky Security 10.1 ana Windows Server Ha HECKONbKUX cepBepax.

B aTtom pasgene
(O 1) 111 e ) PSSP URPRPRPRP 74

HaCTDOVIKa 3anycka no pacrnncaHuio JTOKalibHbIX CUCTEMHDBIX 3A08AY .......c.viiiiiiiiii s 82

O nonuTukax

Bbel moxeTe cosgaBatb eguHble nonutuku Kaspersky Security Center gnsa ynpaBneHust 3alimMTon HECKONbKUX
cepBepoB, Ha KoTopbix ycTaHoBrneH Kaspersky Security 10.1 ana Windows Server.

MonuTuka NnpuMeHsET ykaszaHHble B HEWN 3Ha4YeHns napameTpoB Kaspersky Security 10.1 ana Windows Server, ero
YHKLUMIA 1 3afa4 Ha BCEX 3alLMLLaeMblX CepBepax O4HOM rpynnbl adMUHUCTPUPOBaHKS.

Bbl MOXeTe co3gaTb HECKOMNbKO NOMUTUK ANS OQHOW rpynnbl aAMUHUCTPUPOBAHNSA U MPUMEHSATb MX NMONEPEMEHHO.
MonuTuka, AencTByOWas B rpynne B TEKyLUMN MOMEHT, B KOHCONW agMUHUCTPMPOBAHNA UMEET CTaTyC aKmueHa.

MHdopmMaums o NpUMEHEHNM MONUTUKN PErMCTPUPYETCS B XypHarne cuctemHoro ayauta Kaspersky Security 10.1
ana Windows Server. Bol moxeTe npocmoTtpeTb ee B KoHconu Kaspersky Security 10.1 B y3ne XypHan
CUCTEeMHOro ayauTa.

B Kaspersky Security Center cyuwecTtByeT €OMHCTBEHHbI CNOCOO6 MPUMMEHEHMS MOSMUTUK Ha FIOKambHbIX
KoMnbloTepax: 3anpemums udMeHeHue napamempos. [Nocne npumeHeHns nonutukm Kaspersky Security 10.1 ans
Windows Server npumMeHseT Ha fokanbHbIX KOMNbIOTEPAX 3HaYeHUs NnapameTpoB, PSAOM C KOTOPbIMW B CBOMCTBaX
MONMUTVMKM Bbl YCTAHOBMIIM 3HA4OK 0., BMECTO 3HAYEHWN 3TVX MNapameTpoB, YCTAHOBMEHHbIX JOKarbHO
0o npumeHeHuns nonuTtukn. Kaspersky Security 10.1 ana Windows Server He npMMeHsieT 3Ha4yeHWs napameTpoB
aKTUBHOW MOJSIMTUKM, PSAOM C KOTOPLIMU B CBONCTBAX MOMUTYKM YCTAHOBIEH 3HAYOK O.

Ecnu nonutuka aktueHa, 1o B KoHconu Kaspersky Security 10.1 3HayeHnss napameTpoB, NOMeYEHHbIE B MOMUTUKE
3Ha4koM 0, oTob6paxaloTcs, HO HEeAOCTYMHbI AN PedakTMPoBaHUA. 3Ha4eHMs OCTallbHbIX NapaMeTpoB (KOTopble
B MONMTMKE NMOMEYeHbl 3Ha4koM [J) AOCTYMHbI ANA peaakTuposaHus B KoHconmn Kaspersky Security 10.1 .

MapameTpbl, HacTPOEHHble B aKTMBHOW MONUTUKE M MOMEYeHHble 3Ha4ykoMm [, Tawkke ONOKMPYIT M3MeHeHue
napameTpoB B Kaspersky Security Center ona ogHoro cepsepa 13 okHa CBoncTBa: <MMs komnbloTepa>.

MapameTpbl, HACTPOEHHble W NepefaHHble Ha NoKasnbHbIA KOMMbIOTEP C MOMOLLBI aKTUBHOM MOMUTUKM,
COXpaHsIlTCA B NapaMeTpax rnokasbHbIX 3afa4 Nocrne CHATUS akTUBHOW NOSTUTUKNA.

Ecnn nonutrka onpeaenseT napameTpbl Kakon-nmbo 13 3agad nocTOAHHON 3aluUThl UMW 3adad 3alUThl CETEBbIX
XpaHUNULL, W 9Ta 3adadva BbIMNOMHSAETCH, NnapaMeTpbl, onpederieHHble MONMUTUKOW, M3MEHSItTCA cpasy rocrne
npuMeHeHus NonuTukK. Ecnm 3agava He BbINONHSAETCs, NapameTpbl GyayT NpUMeHeHbl Npy ee 3arnycke.

Co3daHue u Hacmpolika noaumuK
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Co3gaHue NonnUTUKuU

Co3pgaHne HOBOWM MOMMTUKM COCTOUT M3 CrieayroLmx 3Tanos:

1. CosgaHve MonUTMKM C NOMOLLBKD MacTepa co3daHus MonuMTUK. B OokHax MacTepa Bbl MOXeTe
YCTaHOBWTb NapaMeTpbl MOCTOSAHHON 3aLLMTbl.

2. Hactpoika napameTpoB nonuTtukn. B oTkpbiBlwemcs okHe CBomncTBa: <UMsA NONUTUKU> CcO34aHHON
NMONUTUKMN Bbl MOXETEe HACTPOWUTb MapamMeTpbl NMOCTOSHHOMW 3alluTbl, 0Owue napameTpbl Kaspersky
Security 10.1 gna Windows Server, napameTpbl KapaHTUHA W pe3epBHOr0 XpaHWMuLla, YpPOBEHb
JeTanusaumm B XKypHanax BbINOMHEHUs 3agad, yBeAOMIIeHMsl MoNb3oBaTenen u agMmuvHucTpartopa
0 cobbiTusax Kaspersky Security 10.1 gna Windows Server.

» Ymobbi cozdamb nonumuky Onsi epynibl Cepeepos, Ha KOmopbIx ycmaHoarneH Kaspersky Security
10.1 ons Windows Server, abinosiHume criedyroujue delicmaus:

1. B pepeBe KoHconu agMMHUCTPUpPOBaHWSA pasBepHUTe y3en YnpaBnsieMble YCTPOWCTBA, a 3aTeMm
BblGepuTe rpynny agMUHUCTPUPOBaHWS, AN CEPBEPOB KOTOPOW Bbl XOTUTE CO34aTb MOMUTUKY.

2. B naHenu pesynbTaToB BbIGpPaHHOW TPynnbl agMUHUCTPMPOBaHMS BblibepuTe 3aknagky Monutukm
N OTKPOWTE OKHO MacTepa co3faHusl NONUTUK No ccbinke Co3paTb NONIUTUKY.

3. B okHe OnpepeneHve Ha3BaHUsA rpynnoBOM NONMUTUMKU ONA NporpamMmbl B none seoga Umsa Beeante
UMS co30aBaeMoit MONMTUKU. IMSI MONUTUKN HE MOXKET codepkaTb cumBonbl: " * < = > 2 \ / |).

4. B okHe BbIGOp nporpammbl AnA co3gaHusi rpynnoBoM NOSIMTUKM B cricke HazBaHMe nporpaMmmbl
BblbepuTe nyHKT Kaspersky Security 10.1 gna Windows Server.

5. B okHe BbiGop TMna onepauumn Bbibepute 0OuH U3 CNEAYIOLNX BapUaHTOB:

e Cospatb, 4TOObl CO34aTb HOBYK MOMUTMKY C napameTpamy, YCTAHOBMEHHbIMW [5is BHOBb
CO3[aHHbIX MOMUTMK NO YMOMYaHUIO;

e WmnopTtupoBaTb NONMUTUKY, CO3AaHHYK C nomMmouwbio npeabigywen Bepcun Kaspersky
Security 10 gna Windows Server, 4Tobbl UCNOMbL30BaTh AAaHHYO NOMUTMKYB KayecTBe LwabnoHa.

HaxmuTe Ha kHorky O6G30p v BbIOEpUTE KOHUrypaLMOHHbIA halirn, B KOTOPOM Bbl COXpaHWMM
CYLLECTBYIOLLYIO MOSUTUKY.

6. B okHe MocTosiHHasa 3awwmTa, ecnu TpebyeTcs, HacTpowTe napameTpbl 3agay lMocTtosHHas 3awuta
dannos u Ucnonb3oBaHne KSN cornacHo Bawwum TpeboBaHuaMm. PaspewwuvTte wunu 3anpetuTe
NPUMEHeHMEe HaCTPOEHHbIX 3aay NOMUTUKM Ha NoKanbHbIX KOMMbOTEPaX CeTu:

(] Haxmute KHOMKY E‘L YTOObI pa36J'IOKVIp0BaTb HaCTpOVIKy napamMmeTpoB 3aga4yn Ha KoMmnbroTepax
CeTn n 3anpeTnTb NpUMeHeHne HaCTPOEHHbIX B NMOJINTUKE NMapaMeTpoB 3aaauyu.

(] Haxmute KHOMKY O, 4YTOObI 3861'IOKI/IpOBaTb HaCTpOI7IKy napamMmeTpoB 3ada4yn Ha KoOMNbOTEpPax CceTun
N paspewnTb NnpuMeHeHne HaCTpOEeHHbIX B NOJTUTUKE NapamMeTpoB 3adayn.

Bo BHOBb CO34aHHOM NONUTUKE napameTpbl 3agauy NOCTOSIHHOW 3aLUnTbI YCTaHOBJ1EHbI MO YMOJT4aHUIO.

e Ecnn Bbl XOTUTE U3MEHUTb MNapameTpbl 3agadun [locTosiHHas 3awmTta ainoB, HAaCTPOEHHble
no ymomyaHuio, Haxmute Ha kHornky Hactpownka B Onoke [ocTtosiHHas 3awuta annos.
B oTkpbiBeMcsi okHe [MapameTpbl HAacTponTe napameTpbl 3agadn B COOTBETCTBMM C BalLMMWU
TpeboBaHnamMu. Haxxmute Ha kHonky OK.
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Ecnm Bbl x0TUTe wu3MeHUTb napameTpbl 3agaydn  Mcnonb3oBaHume KSN, HacTpoeHHble
no ymonyaHuio, HaxxmuTe Ha kHornky Hactpownka B 6noke Ucnonb3oBaHue KSN. B oTkpbiBLIEMCS
okHe [MapameTpbl HacTpownTe napameTpbl 3ajayyM B COOTBETCTBMU C Bawumu TpeboBaHMAMM.
Haxmunte Ha kHornky OK.

3apayva Vicnonb3oBaHne KSN goctynHa ans ncnone3oBaHus, ecnv npuHato MNonoxeHne o KSN.

7. B okHe Co3pgaHue rpynnoBOoM NOMUTUKM Ans nporpamMm BbibepuTe OOHO M3 cnefyloLwmnx
COCTOSIHUIA NMONMUTUKMK:

AKTUBHas NONMUTUKA, €CNKN Bbl XOTUTE, YTOObI NONUTUKA BCTynuna B nencrene cpagsy nocne ee
cosgaHusa. Ecnn B rpynne yxe CywecCTByeT akKTuBHaA MOJINTUKA, 3Ta CyLleCTBYHLlaA NOJINTUKa
CTaHeT HeaKTUBHOW, a co3gaBaemas Bamu NonmTmka 6yp,eT aKTnBmpoBaHa.

HeakTuBHass nNonuTUKaA, ecnv Bbl He XOTUTE Ccpaldy MpUMEeHATb Cco3gaBaeMyro MMOJIUTUKY. Bbl
CMOXXeTe akKTuBMpoBaTb 3TY MOJINTUKY MO3XKE.

8. B okHe MacTepa 3aBepLueHUe PaboTbl HAXXMUTE Ha KHOMKY MoTOBO.

Cos3gaHHas nonuTuka oTobpasnTcs B cnvcKe MONUTUK Ha 3aknagke [MonuTuku BbIOpaHHOW rpynnbl
aAMVHUCTpUpOBaHus. B oTkpbiBlueMcsa okHe CBoncTBa: <MMsi NONMUTUKM> Bbl MOXETE HACTpOUTb Apyrue
napameTpsl, U 3agayn n yHkuun Kaspersky Security 10.1 ana Windows Server.

HacTpouka nonnutuku

B okHe CBomcTtBa: <Mms NONUTUKM> CyLLECTBYIOLLEN MOMUTUKA Bbl MOXETe HacTpouTb O6Lime napameTpbl
Kaspersky Security 10.1 gna Windows Server, napameTpbl KapaHTMHa W Pe3epBHOIO XpaHumnuwia, napameTpbl
OOBEPEHHOW 30Hbl, MapaMeTpbl MOCTOSHHOM 3awuTbl, NapamMeTpbl KOHTPOMsS aKTMBHOCTM Ha KOMMblOTepax,
YypOBEHb [eTanusaumu B XKypHamnax BbINOMHEHUSA 3agady, yBeOOMIeHWs nonb3oBaTenen W aaMUHWCTpaTopa
0 cobbiTusAx Kaspersky Security 10.1 gna Windows Server, npaBa 4ocTyna K ynpasrieH/io NporpaMmMon 1 criyxoon
Kaspersky Security Service, napameTpbl npyMeHeHns npocuner NonnTUKN.

» UmobkI Hacmpoume napamempasl NOAUMUKU, 8bINOIHUME credyroujue 0elicmeusi:

1. B pepese KoHconu agmuHuctpupoBaHuss Kaspersky Security Center pasBepHuTe  y3en
YnpaBnsiemble yCcTponcCTBa.

2. PasBepHuTE rpynny agMUHUCTPUPOBAHMWS, NapameTpbl MOSIMTUKMA KOTOPOW Bbl XOTUTE HACTPOUTb, 3aTeM
BbIGepuTe B NaHenu pe3ynbTaToB 3aknagky Monutuku.

3. Bbibepute nonuTuky, napamMeTpbl KOTOPOW Bbl XOTUTE HACTPOUTb M OTKponTe OkHO CBomcTBa:<Ums
NOJNIUTUKN> OZHMM M3 CrieytoLLmx cnocoboB:

Bbl6epl/ITe napameTp CBoncTBa B KOHTEKCTHOM MEHIO MOMUTUKN.

B naHenu pesynbTaToB BbIGpaHHOro yana nepenanTe no CCbifke HaCTPOUTb NapameTpPbl MOAUTUKMY.

[Baxabl LenkHUTE BbIOPaHHYO NOMUTUKY.

4. Ha 3aknagke O6wme B 6noke CocTosiHME NONMUTUMKM BKIIHOYMTE UK BbIKIIOYUTE NPUMEHEHNE MOMUTUKN.
Ans aToro BeiGepUTE OQUH U3 CNEaYHOLLIMX BaPUAHTOB:

AKTUBHasi NONUTUKA, €CNU XOTUTE, YTODbI NONUTUKA npuMeHanacb Ha BCEX cepBepax, BXOoAALLUUX
B Bbl6paHHYIO rpynny aaMUHUCTPUPOBAHUA.

Co3daHue u Hacmpolika noaumuK
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e HeakTMBHasi MONUTUKA, €CNM He XOTUTe, 4YToObl MONWTUKA MpPMMEHsINIacb Ha BCEX cepBepax,
BXOZALLMX B BbiOpaHHYyto rpynny.

MapameTp MonuTuka [nsi aBTOHOMHbIX MoONb30oBaTeNieM HedocTyneH npu pabote c Kaspersky
Security 10.1 gna Windows Server.

5. B pasgenax OnoBeleHue o cobbiTuax, [MapameTpbl nporpammbl, XXypHanbl W yBegoMIieHus,
JononHutenbHble BO3MOXHOCTH, WcTopus peBu3auMm HacTtporite oOWwme napameTpbl paboThl
nporpaMmmsbl (CM. Tabnuuy HUXe).

6. B Gnokax lMoctosiHHas 3awmta, KOHTpPONb akTUBHOCTU Ha KOMMbloTepax, KOoHTponb akTMBHOCTU
B ceTu, MOHUTOPMHI LEeNOCTHOCTU CUCTEMbI HacTPONTE MapameTpbl BbIMOMHEHMS 3ag4ay NporpaMmel,
a Tarke napameTpbl Ux 3anycka (cMm. Tabnuuy Huxe).

Bbl mMoxeTe BkM4aTb U BbIKIOYATb BbINOMHEHME NOOOW 3agayn Ha BCeX cepBepax, BXOASLMX
B rpynny aaAMMHUCTPUPOBaHUS, C MOMOLLbIO nonuTukn Kaspersky Security Center.

Bbl MOXeTe HacTpouTb NPUMEHEHe NapaMeTpoB, 3a4aHHbIX B NOMUTUKE, HA BCEX KOMMbIOTEPAX CETU
ONs KakOoro oTAeNbHOro KOMMOHeHTa NporpaMmei.

7. Haxmute Ha kHonky OK.

HacTpoeHHble napameTpbl 6yayT NpYMeHeHbl B MONUTHKE.

MHCTpyKLMM NO HacTporike napaMeTpoB 3agdad v pyHkumi nporpammbl B KoHconn Kaspersky Security 10.1
coepxaTtcsa B COOTBETCTBYHOLIUX pasgenax Pykosodcmea nonb3osamerns Kaspersky Security 10.1 0ns
Windows Server.

Pasgenbl ceonicTB nonuTtukn Kaspersky Security 10.1 ans Windows Server
Oo6uume
B 6noke O6wme Bbl MOXeTe HAaCTPOUTb CrieAyloLime napameTpbl NOMUTUKN:
e yKasaTb COCTOSIHWE MONUTUKY;
e HacCTPOUTb HacrefoBaHWe NapameTpoB OT POAUTENBCKUX NOMUTUK U ANS OYEPHUX MOSNUTUK.
YBepomneHus o cobbITUAX

B 6noke OnoBeLeHne 0 COOLITUSAX Bbl MOXETE HaCTpOUTb NapamMeTpbl 414 crieyrwmnx KaTeFOpMVI cobbiTui:

e Kputuyeckune cobbitus
e OTka3 pyHKUNOHNPOBAHUS.
e [lpeaynpexaeHue.
e VIHdopMaLMOHHbIe CObbITHS.

Mo kHonke CBOMCTBA Bbl MOXXETE HAaCTPOUTL CrieyloLmMe napamMmeTpbl 411 BbiOpaHHbIX COBbITUIA:
e yKas3aTb MECTO XpaHEHMWs N CPOK XpaHeHWNs1 MHpopmaLum 0 3apermcTpupoBaHHOM COBbITUN;
e BblbpaTb cnocob yBeOOMMNEHUS O PEMUCTPUPYEMBIX CODBLITUSIX.

MapameTpbl NporpamMmmbil

Co3daHue u Hacmpolika noaumuK
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Tabnuua 6. Hacmpoldku pa3dena lNapamempsbi npo2pammbi

Paspgen

MapameTpsbl

MacwTrabupyemocTb
" uHTepcpenc

B 6noke MacwTtabupyemMocTb U MHTepdenc no kHornke HacTpomka Bbl
MOXeTe HacCTpouTb criefyroLlne napaMmeTpsbi:

e BblbGpaTb aBTOMaTNYECKYIO nnu PY4YHYIO HaCTPOMNKY
napameTpoB MacluTabvpoBaHus;

e HaCTPOMTb NapaMeTpbl OTOOpaXKeHMs 3Ha4Yka NPorpaMmei.

Be3onacHocTb

B OGnoke bBes3onacHocTb no kHonke HacTpomka Bbl MOXeTe HaACTpOUTb
crneaytoLmne napameTphbi:

e HacTpoiite napameTpbl 3anycka 3agayu.

e yKasaTb OencTBust nporpammel npv nepexoae Ha UCTOYHMK
O6ecnepebonNHOro NUTaHus;

e BKMHOUUTbL UMK BbIKIMOYUTb 3aLUUTY DYHKUMIA NPOrpaMmMbl naporem.

MapameTpbl coegnHeHUA

B OGnoke [MMapameTpbl coeauHeHUA Mo kHonke HacTpowka Bbl MoOXeTe
HacTpouTb crnegywolwme napameTpbl  MNPOKCU-cepBepa  Ans COeANHEHUs
C cepBepamu obHOBNEeHMN, cepsepamu aktmaumm n KSN:

e yKasaTb NapameTpbl UCMOMNb30BaHNSA NPOKCU-CepBEPa;
e yKasaTb NapameTpbl ayTEHTU(UKALMMN HA NPOKCK-CEepPBEpE.

3anyck cMcteMHbIX 3agay

B ©6noke 3anyck cucTeMHbIX 3agad Mo kHonke HacTpomka Bbl MoxeTe
paspelwmnTb WAM  3anpeTuTb  3amnyck CneayllMx  CUCTEMHbIX — 3ajad
Mo pacnucaHuio, HaCTPOEHHOMY Ha JNoKarnbHbIX cepBepax:

e 3agayun NpoBepku No TpeboBaHwio;
e 3a4a4u OGHOBMNEHUS U KOMMPOBAHUSI OBHOBIEHWA.

JononHutenbHble BO3MOXHOCTU

Tabnuya 7. Hacmpoldku pa3dena [JonosHUmMensHbie 803MOXHOCMU

Paszgen

MapameTpbl

[JoBepeHHas 30Ha

B 6noke [loBepeHHas 30Ha Mo kHomke HacTpomka Bbl MOXeTe HacTpouTb
cnepywowmne napaMmeTpbl NPUMEHEHUS AOBEPEHHOMN 30HbI:

e CHOPMUPOBATL CMUCOK UCKITHOYEHWUIA JOBEPEHHO 30HbI;

e BKIIOYUTb nnm BbIKIMIOYNUTL NpoBepKy onepaumn pes3epBHOro
KonvpoBaHusa dannos;

e CHOPMUPOBATL CMNCOK AOBEPEHHbIX MPOLECCOB.

lNMpoBepKa CbeMHbIX
ANCKOB

B 6noke MeHemxep ycTpOMCTB Mo kHoMke HacTponka Bbl MOXeETe HaCTpOUTb
napameTpbl NPOBEPKN CbEMHbIX ANCKOB, NogknovaemMbix no USB.

MNpaBa nonb3oBaTenen Ha
ynpaBrneHue nporpaMmmon

B 6noke MpaBa nonb3oBaTtenien Ha ynpaBrieHWe NMPOrpaMMoON Bbl MOXETE
HacTpouTb napaMeTpbl [AOCTyna nonb3oBaTener W rpynn nonb3oBaTenen
k ynpaBneHuto Kaspersky Security 10.1 ans Windows Server.

lNMpaBa nonb3oBaTeneun
Ha ynpaBreHue cnyxo6omn

B ©Onoke lNpaBa nonb3oBaTenen Ha ynpaBrieHWe CnyX6ou Bbl MoOXeTe
HacTpouTb napaMeTpbl AOCTyna nonb3oBaTener W rpynn nonb3oBaTenen
K ynpaBneHuto cnyxbown Kaspersky Security Service.
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Paspgen MapameTpbl

XpaHunuwa B 6noke XpaHunuwa no kHornke HacTpowka Bbl MOXeTe HaCTpOUTb
cnepywwmne napamMeTpbl KapaHTMHA, PEe3epBHOr0 XpaHunuwa v XxpaHunuiia
3a6n0KMPOBAHHBIX Y3I10B:

e YyKasaTb MNyTb KMNanke, B KOTOPYKD Bbl XOTUTE MNoMeLlaTb 00beKThI
Ha KapaHTUHE Unn B pe3epBHOM XpaHUITULLLE,

e HACTPOUTb MaKCUMMasbHbIA pa3Mep PE3EepPBHOIO XpaHUIULIA W KapaHTUHA,
a Takke ykasaTb Nnopor 4OCTYMHOro NPOCTPaHCTBA;

e YyKasaTb NyTb KManke, BKOTOPYKD Bbl XOTUTE nNoOMeLWaTb 00ObeKTHI,
BOCCTaHOBJIEHHbIE N3 PE3E€PBHOI0 XpaHuinia uin KapaHTtuHa;

e HacTpouTb nepegadyy Ha CepBep aAMUMHUCTPUPOBaHUA  MHGOPMaLMK
06 o6bekTax pe3epBHOro XpaHunvLa n KapaHTuHa.

e HacTtponka neprmoga 6nokMpoBKM y3rioB.

MocTosAiHHaA 3awWuTa cepBepa

Tabnuya 8. Hacmpodku pasdena lNocmosiHHas 3awuma
Paspgen MapameTpbl
MocTosiHHaA 3awuTa B Gnoke lMoctosiHHas 3awuTta dannoB no kHornke HacTpowmka Bbl MoxeTe
c¢annos HaCTPOUTb CreayoLLne NnapaMeTpbl BbINONHEHNST 3a4auNn:

e YKa3aTb PEXMM 3alUNTbl OOBLEKTOB;

e HaCTPOUTb NPUMEHEHNE 3BPUCTUYECKOTO aHanM3aTopa;
e HaACTpPOUTb NpUMeHeHne LI,OBepeHHOVI 30HblI;

e yKasaTb 00NnacTb 3aLnThI;

e 3apaTb ypoBeHb Be3onacHoCcTy Ans BbIbpaHHON 06nacTu 3aluThl: Bbl MOXETe
BblOpaTb NpeaycTaHOBMEHHbIN YpOBeHb 6e30nacHOCTUM WM HACTPOUTb
napameTpbl 6€30MacHOCTU BPYUHYHO;

e HacTpounTe napameTpbl 3anycka 3agayu.

Ucnonb3osaHne KSN B 6noke Ucnonb3osaHne KSN no kHornke HacTpoWka Bbl MOXeTe HacTpouUTb
crieaylolme napaMmeTpbl BbINONHEHNS 3aaaqu:

e yKasaTb AeWCTBUS Hafd 0GbekTaMu, HefoBepeHHbIMU B KSN;
e HACTPOMTb NPOM3BOAUTENBHOCTL 3a4auu;

e HacTpouTb NapameTpbl ucnones3oBaHus Kaspersky Security Center B kavyectse
npokcu-cepsepa KSN;

e NpuHATE MNonoxeHne o KSN;
e HacTtponte napameTpsbl 3anycka 3agaudu.

3awmTa OT 3KCNNONTOB B 6rnoke 3awuta OT 3KCNMOWTOB MO KHOMke HacTponka Bbl MoxeTe
HacTpouThk criefyloLye napameTpbl BbINOMHEHUA 3ada4u:

e BbIOpaTb peXxvM 3auTbl NaMATH NPOLECCOB;
e yKa3aTb OEWCTBUS AN CHWKEHUS PUCKOB SKCMNIyaTaunm ysa3BUMOCTEN;

e [OMOJIHUTb N N3SMEHUTb CMUCOK 3alluLlaeMblX NMpoLLeCCcoB.

Co3daHue u Hacmpolika noaumuK
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Pazgen

MapameTpbl

MpoBepka ckpunToB

B 3apaue lMpoBepka ckpunToB Mo kHonke HacTpomka Bbl MOXETE HACTPOUTb

crnegyouine napamMmeTpbl BbIMOJIHEHUA 3adayn:
e paspewunTb mnnn BbIlMOJIHEHNE

OonacHbIX CKPUMNTOB;

3anpeTnTb npeannosioxXnTesnbHO

e HACTPOUTb MPMMEHEHME 3BPUCTUYECKOrO aHann3aTopa;
e HaACTPOUTb MPMMEHEHME JOBEPEHHOW 30Hbl;
e HacTtponTe napameTpbl 3anycka 3agayu.

KOHTpOJ’Ib dKTUBHOCTU Ha KOMMbIOTepax

Tabnuuya 9. lNMapamempsi 6 6r10ke KOHMPOb akmueHOCMU Ha KOMMbomepax
Paspgen MapameTpbl
KoHTponb 3anycka B 6noke KoHTponb 3anycka nporpamMm no kHonke HacTtpomka Bbl MoxeTe
nporpamm HaCTPOUTb CrneayoLne napaMeTpbl BbINMONMHEHNS 3a4aun:

o Bbibepute pexum paboThl 3agayn.

e HaCTPOUTb NapameTpbl KOHTPOJS MOBTOPHbIX 3aMyCcKOB Nporpamm;

e yKasaTb 0b6nacTb NPMMEHEHMS NPaBW KOHTPOSA 3amnycka NporpamMm;
e HacTpouTb ucnons3osaHue KSN;

e HacTtponTe napameTpbl 3anycka 3agaudu.

KOHTpOnb dKTUBHOCTU B CeTn

Tabnuya 10. lMapamempebi 6 6r1oke KoHmporsib akmusHocmu e cemu

Paszgen

MapameTpbl

3awmTa ot wucpposaHus

B 6noke 3awmuTta oOT WMpoBaHMA MO kKHONke HacTpomka Bbl MoxeTe

HacTpouTb criegytoLine napameTpbl BbIMONHEHUS 3a4auu:
e HACTpPoOMTb 06NacTb 3alUUTbl OT BPEAOHOCHOTO LNMMPOBaHNS;
o HacTpoiiTe napameTpbl 3anycka 3agauu.

HOnarHocTtuka cucremsbl

Tabnuua 11. Hacmpouku pasdena [JuazHocmuka cucmembi
Pazpgen MapameTpbl
MoHUTOpPUHr thannoBbIx B 6noke MoOHUTOPUHr ¢pbannoBbIX onepauu MOXHO HACTPOUTb
onepauum KOHTPOSIb  U3MEHEHUI B (hannax, KOTOpble  MOryT  yKa3blBaTb

Ha HapylwieHune ©e30nacHOCTU Ha 3aLuMLaeMoM cepBepe.

AHanus xypHanoB

B 6noke AHanu3 XypHanoB MOXHO HACTPOWUTb KOHTPOSb LENOCTHOCTU
3alMLLAEMOro  CepBepa Ha OCHOBe pe3ynbTaToB aHanu3a XypHanos
cobbiTnin Windows.

Co3daHue u Hacmpolika noaumuK
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XypHanbi n ysegomneHus

Tabnuua 12. Hacmpoltiku pa3dena >KypHanbsi u yeedomneHusi

Paspgen

MapameTpbl

)KypHan bl BbINOJIHEHNA 3agay

B 6noke XypHanbl BbINOMHeHUA 3apad Mo kHornke HacTpokka Bbl
MOXETe HACTPOUTb CriedyloLLme napaMmeTpsbi:

e yKa3aTb YPOBEHb BaXXHOCTWU PErucTpupyembix cobbITMA Ans BbIGpaHHbIX
KOMMOHEHTOB NMporpammel;

e YyKa3aTb napameTpbl XpaHeHUA XXYpHaroB BbINONTHEHUA 3aaud.
e YkaxuTte napameTpbl MHTerpaunm SIEM ¢ Kaspersky Security Center.

YBegomneHust 0 cobbITUAX

B 6rnoke YBegommneHus o cobbITUSIX MO KHonke HacTpowka Bbl MoxeTe
HacTpouTb cneayoLime napameTpbl:

e yKasaTb MapameTpbl YBeAOMMEHUs Monb3oBaTens  Ans cobbiTus
OO6HapyxeH 0bbekm;
e yKasaTb MapameTpbl YyBeAOMMEeHUs agMuHMCTpaTopa Ans noboro
BblbpaHHOro cobbiTMa w3 cnucka cobbituin B 6rioke  Hactponka
yBegoOMITIEHUN.
Baaumopencteue ¢ Cepsepom| B 6noke BsaumopenctBue c CepBepoM agMUHUCTPUPOBAHMUSA
aAMUHUCTPUPOBaHMS no kHornke HacTpowka Bbl MoxeTe BblbpaTb Tnbl 06bEKTOB, MHbOPMaLMIO

o koTopbixKaspersky Security 10.1 gna Windows Server

nepenaBaTb Ha CepBep agMUHUCTPUPOBAHUS.

oyoet

3awumTa ceTeBbIX XpaHUNULLY

Tabnuua 13. Hacmpouku pa3dena Sawuma cemesbix xpaHunuuw

Paspen

MapameTpbl

NMoctosiHHas 3awwuTa (RPC)

B 6noke MocTtosiHHasa 3awmTta (RPC) no kHonke Hactpowka Bbl MoOxeTe
HacTpouTb cneayoLive napaMmeTpbl BbINOMHEHWS 3a4aun:

e lcnonb3oBaHune 3BPMCTUYECKOrO aHannsaTopa.
e [MapameTpbl COEAMHEHNS C CETEBbLIM XPaHMUIULLEM.
e O6nacTb 3aWuThI.

MocTtosHHas 3awwuTa (ICAP)

B 6noke MNocrosiHHasa 3awwmTa (ICAP) no kHonke HacTpomka Bbl MOXeTe
HacTpouTb criegylolme napaMeTpbl BbINOMHEHUS 3a4a4m:

e [lapameTpbl coeanHeHnsa c ICAP cepsucom.
e VHTerpaums c ApyrMMm KOMMOHEHTaMU.
e ypoBeHb 6e30MacHoOCTN.

3awumTta
ana NetApp

oT WwudpoBaHus

B 6noke 3awmta ot wucdpoBaHusa ana NetApp no kHonke Hactpowka
Bbl MOXETE HaCTPOUTb CreayoLlme napaMeTpbl BbINOMHEHUS 3a4aun:

e Pexum paboTbl 3agaun

e lcnonb3oBaHWe 3BPUCTUYECKOrO aHanuaartopa.
e HacTpoiku coeanHeHusa n ayteHTUudukaLmn.

e YKaXuTe UCKIYEHNs n3 obnacTtu 3awmThl.

Co30aHue u Hacmpolika nosuUMuK
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Uctopusa pesusnn

B pasgene Uctopus peBU3UiA Bbl MOXETe YNpaBnaTb PEBU3NSIMU: CPaBHMBATb C TEKYLLEW PEBU3MEN UNN OpYrov
NONUTUKON, A06aBNATb ONUCAHUA PEBU3MIA, COXPAHSTb PEBM3UM B chaiin UK BbINOMHWUTL OTKaT.

HacTpoiika 3anycka no pacnucaHuio nokanbHbIX
CUCTEeMHbIX 3a4ay

C nomoLlbio MONUTUK Bbl MOXETe paspellaTb UMM 3anpellatb 3anyck NokKanbHbIX CUMCTEMHbIX 3a4ay NpPOBEpKM
no TpeboBaHM 1 OGHOBMEHUSI MO PacnucaHuilo,  YCTAHOBIIEHHOMY  flOKanbHO  Ha KaxgoM  cepBepe
rpynnbl aAMUHUCTPUPOBAHUS:

(] Ecnn 3anyck no pacnucaHuio Ond nokarnbHbIX CUCTEMHbIX 3agadY YyKas3aHHOro Ttuna 3anpelieH
B NONINTUKE, Takme 3agadn He 6yp,yT BbIMOJIHATbCA Ha JIOKaJibHOM KOMMNbKOTEPE MO pacrnmcaHuto. Bbl
MOXXeTe 3anyCTUTb JioKalibHble CUCTEMHbIE 3a4a4n BPYYHYIO.

(] Ecnn 3anyck no pacnucaHuio Ond nokarnbHbIX CUCTEMHbIX 3agadY YKa3aHHOro Tuna pa3pelleH
B NONINTUKE, TaKme 3agayun 6yp,yT BbIMOJIHATBCA B COOTBETCTBMX C NapamMeTpamMmn pacnmncaHug,
HaCTPOEHHbIMU NOKaribHO AnsA 3TON 3agaumn.

Mo YMON4YaHUIO 3anycCK NoKallbHbIX CUCTEMHbIX 3a4a4 3anpeulaeTca NOJINTUKOMN.

PekomeHayeTcs He paspellaTtb 3anyck sloKanbHbIX CUCTEMHbIX 3agad, €cnv OBGHOBMEHMS UMM NPOBEPKMU
no TpeboBaHNIO perynupyoTcs ¢ NOMOLLbIO rpynnoBblx 3agad Kaspersky Security Center.

Ecnu Bbl He ucnonb3yeTe rpynnoBble 3agavyn OBHOBMEHUS UNW NPOBEpPKU No TpeboBaHMI, paspeLumTe 3amnyck
nokanbHbIX cucTeMHbIX 3agad B nonuTuke: Kaspersky Security 10.1 ans Windows Server 6yaeT BbINOMHATb
o6HoBMNeHNs 6a3 u moaynen nporpammbl, a Takke 3anyckaTb BCe JflOKasrlbHble CUCTEMHble 3adaqn NpPOBEpPKM
no TpeboBaHWIO B COOTBETCTBMM C NapaMeTpamm pacnucaHms no yMOomnyaHuio.

C nomMoLLbo NONUTUK Bbl MOXeETe paspewaTtb nnn sanpewaTtb 3anyck no pacnmcaHuio and cnefyrumx nokarbHbIX
CUCTEMHbIX 3a4a\:

e 3agadv npoBepku Mo TpeboBaHuio: poBepka BaxHbIX obnacrten, MNpoBepka 0OBHEKTOB Ha KapaHTUHE,
MpoBepka Npu cTapTe onepaLyMoHHON cucTemsl, NMpoBepka LLeNoCTHOCTM MOAYEN NPOrpamMMbl;

e 3agady o6OHoBneHusi: OOHoBneHne 6a3 nporpammbl, OOGHOBNEHME Mopgynen nNporpammbl
n KonnpoeaHune oGHOBREHUN.

Ecnu Bbl ncknounte 3allmiaemblin cepeep m3 rpynnbl aaMUHUCTPUPOBAHUA, pacnnmcaHne CUCTEMHbIX 3agad
6y,u.eT aBTOMaATU4YECKN BKITKOYEHO.

Co3daHue u Hacmpolika noaumuK
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Umobk! pa3pewums unu 3anpemums 8 rosIuMmuKe 3arycK rno pacrnucaHur cucmeMHbIx 3aday
Kaspersky Security 10.7 dns Windows Server, ebinosiHume criedyroujue delicmaus:

1. B pepeBe KoHconmu agMUHWUCTpUpOBaHWS pasBepHWUTe y3en YnpaBnsieMble YCTPOWCTBA, pasBepHUTE
HY>KHYIO TPYMny U B NaHenu pe3ynbTaToB BbiGepuTe 3aknaaky Monutuku.

2. Ha 3aknagke MONMUTUKN B KOHTEKCTHOM MEHIO MOJSIUTMKM, C MOMOLLBK KOTOPOMW Bbl XOTUTE HaCTPOUTb
3anyck Mo pacnucaHuio cuctemHblx 3agad Kaspersky Security 10.1 ana Windows Server Ha cepBepax
rpynnel, BoibepuTte komaHay CBomncTBa.

3. B okHe CownctBa: <Umsa nonutukn> oTkponTe O6nok CBomcTtBa nporpammbl. B 6rnoke 3anyck
CUCTEeMHbIX 3agay HakmMuTe Ha kHonky HacTpowka v BbINOMHUTE O4HO N3 CNEeAYOLWNX OENCTBUIA:

e YcrtaHoBuTe bnaxku PaspewunTb 3anyck 3agayq npoBepKu no TpeboBaHuto 1 PaspewnTtb 3anyck
3aga4y OOGHOBNEHMsI M KOMUPOBaHMA OOHOBMEHUW, 4YTOObl pas3pewwnTb 3anyck MO pacnuCaHuio
NnepeYnCrieHHbIX 3agau.

e CHumute hnaxkm PaspewunTb 3anyck 3agady NpoBepKuM Nno TpeboBaHuio U Paspewntb 3anyck
3aga4y OOHOBIEHUA U KOMUPOBAHWA OOHOBMEHWM, YTOObI 3anpeTuTb 3anyck Mo pacnMcaHuo
YKa3aHHbIX 3aavu.

YCcTaHoBKa Unn cHatue dﬁ)ﬂa)KKOB HE BJITMAET Ha NapaMeTpbl 3anycka J1oKallbHbIX MOJIb30BaTEJIbCKUX
3ajay yka3aHHOro tumna.

4. Y6egutecb, 4To nommtuka (cMm. pasgen "O nonuTukax" Ha CTp. 74), KOTOpY Bbl HAcTpauBaeTe, aKTBHA
W NPUMEHEHA K rpyrnne cepBepoB aAMUHUCTPUPOBAHNS.

5. Haxmute Ha kHonky OK.

HaCTpoeHHbIe napamMeTpbl 3anyCka no pacnucaHuo and Bbl6paHHbIX 3agad 6yD,yT NMPUMEHEHDbI.

Co3daHue u Hacmpolika noaumuK
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Co3aaHue n HacTpounka 3agad
B Kaspersky Security Center

OTOT pasgen coaepXuT MHdopmauuio o 3agadvax Kaspersky Security 10.1 gna Windows Server, nx cosgaHum,
HaCTpoVike NnapameTpoB BbIMOMHEHUS, 3aMyCcKe U OCTaHOBKE.

B aTtom pasgene

O co3gaHny 3afau B KasSpPErsky SECUIMLY CONIET .......uuuiiiieeiiiiiiiiiie et e e e s e sttt e e e e e e s s s tateeeeeaee e s s sanraeereaeesssnsnrrneeeaeaaas 84
HacTpovika nokanbHbIx 3agad B okHe NapameTpbl nporpamMbl B Kaspersky Security Center..........occeeeviveeeennns 89
HacTpovika rpynnoBbix 3a4a4 B Kaspersky SECUNLY CENTET .......uuiii ittt sene e 90
Co3gaHne 3a4a4m MPOBEPKM MO TPEOOBAHUED ........uvuereiueiereiuiteeesantteeesastteeesasteeesssbeeesssteeessnsseeessasseeessnssenessssees 103
Hactpolika napameTpoB gnarHocTukm cb6oeB B Kaspersky Security CENLEN ..........vvveeiiiiiiiiiiieeee e cciiiree e e e e e 108
[ ToTo) = Mol oX= Todp 1 Tor= Lo TV T - L PR PPRRP 111

O co3paHum 3apayd B Kaspersky Security Center

Bbl moxeTe co3gaBaTb rpynnoBble 3agadn Ans rpynn aaMUHUCTPUPOBAHWS M AN HAOOPOB KOMMbIOTEPOB. Bbl
MOXeTe co3fiaBaTb 3aJayu cneyLmx TUMNoB:

e AKTMBauUMs NporpamMmbi;
e KonupoBaHue o6HOBRNEHWI;
e OOGHoBNeHue 6a3 nporpammbl;
e 0bGHOBMEHME MOAYNEen NporpaMmmel;
e OTKaT 0OHOBNEHUst 6a3 NPorpaMmbl;
e [lpoBepka no TpeboBaHuio;
e MpoBepka LeNIoCTHOCTM NporpamMmmbl;
e ABTOMaTmMyeckoe hopMMpoBaHME paspeLuaromx npasun,
e reHepauusl NpaBuIT KOHTPOSSI YCTPONCTB.
Bbl MOXeTe co3gaTth NokanbHbIE U FPYNMNOBbIE 3a4a4n CreayLWwmMmn cnocobamu:;
e 1519 0OHOrO cepBepa: B okHe CBoncTBa <UMsA cepBepa> B 6noke 3agauu;

e ONA rpynnbl agMUHUCTPUPOBAHUA: B NaHenu pesynbTaToB ya3na BblOpaHHOW rpynnbl KOMMbOTEPOB
Ha 3aknagke 3agaum;

e N Habopa KOMMbIOTEPOB: B NaHenun pesynbTaToB y3na BblGOpKHU yCTPOMUCTB.

CosdaHue u Hacmpolika 3aday e Kaspersky Security Center
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C nomoLLbo NOAUTUK MOXKHO OTKIHOYUTL pacnucaHusl nokarnbHbIX cMcTeMHbIX 3agad O6HoBneHve m MNpoBepka
no TpeboBaHuio (CM. pa3gen "HacTpolka 3anycka Mo pacrnvMcaHuio foKarbHbIX CUCTEMHbIX 3agay" Ha cTp. 82)
Ha BCEX 3alyMLLaeMbIX CEpBEpPaxX OAHOW rpynmbl aaMUHUCTPUPOBAHUS.

O6wan nHdpopmauma o 3agadax B Kaspersky Security Center copepxutcsa B Pykosodcmee admuHucmpamopa
Kaspersky Security Center.

Co3paHune 3apgaum B Kaspersky Security Center

Mpouenypa HacTpoOKrKn napaMeTpoB OyHKUMOHaNbHbIX KOMNOHEHTOB Kaspersky Security 10.1 gna Windows
Server B Kaspersky Security Center aHanornyHa npouegype HaCTPOMKM 3TUX KOMMOHEHTOB B JIOKarbHOM
KoHconun Kaspersky Security 10.1. VIHCTpyKUuM No HAcTpowmke napaMeTpoB 3agayvy u yHKUMA NporpamMmbl
B KoHconn Kaspersky Security 10.1 cogepxatca B COOTBETCTBYWLWMX pasgenax Pykosodcmea
rnonb3oeamernis Kaspersky Security 10.1 dns Windows Server.

» 4Ymobki cozdampb Hosyto 3adady 8 KoHconu admuHucmpuposaHusi Kaspersky Security Center,
8binosiHUMe criedyroujue delicmeus:

1. 3aﬂyCTVITe MacTtep co3gaHuA 3agayvn ogHUM U3 cregyrowmnx cnocoboB:

[lns co3gaHuns nokanbHOW 3agaudun:

a. B pepese KoHconu agmuHuctpmpoBaHua Kaspersky Security Center passepHuTe y3en
YnpaBnsiemble ycTponcTBa 1 Boibepute rpynny, KOTOPOW NPUHAANEXUT 3alumLaemMblin cepsep.

b. B naHenu pesynbTaToB Ha 3aknagke YCTPOWCTBA OTKPOWTE KOHTEKCTHOE MEHI0 Ha CTpoke
¢ uHcpopMaumeit o 3aluLLaeMoM cepBepe 1 BbibepuTe NyHKT CBOMCTBA.

c. B oTkpbiBLIEMCSH OKHE B pa3aene 3agayum HaOXMUTE Ha KHomMky [lobaBUTb.
[na cosgaHns rpynnoBor 3agjayun:

a. B pepeBe KoHconu agmuHuctpupoBaHus Kaspersky Security Center passepHuTe y3en
YnpaBnsiemble ycTponcTBa 1 Boibepute rpynny, Ans KOTOPOKW Bbl XOTUTE cO34aTb 3adavy.

b. B naHenu pe3ynbTaToB OTKPOMTE KOHTEKCTHOE MEHK Ha 3aknagke 3agaum U BblGepuTe MyHKT
Cospatb — 3apavy.

Ons  cosgaHua  3agayv  Onis NpOM3BONbHOMO  Habopa  KomnbioTepoB B AepeBe  KoHconu
agMmuHncTpupoBaHust Kaspersky Security Center B y3ne BblIGOpkM YCTPOMCTB BbiGEPUTE MYHKT
CozpaTb 3agauy.

OTKpOGTCﬂ OKHO MacTepa co3aaHnA 3agadn.

2. B okHe OnpepeneHve Ha3BaHMA 3apgaum BeBeuTe ums 3agadum (He 6onee 100 cMMBONOB, HE MOXET
cogepxatb cumBonbl | * < > ? \ /| : ). PekomeHayeTca BKMOUYUTL B UMS 3adayn ee Tun (Hanpumep,
"MpoBepka no TpeboBaHMIo Nanok obero gocrtyna”).

3. B okHe Bbibop Tuna 3apgaum nop 3aronoskoM Kaspersky Security 10.1 ana Windows Server Bbibepute
TUM cO3JaBaeMon 3agaun.

CosdaHue u Hacmpolika 3aday e Kaspersky Security Center
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Ecnu Bbl Bbibpanu nobon tun 3agayu, kpome tuna Otkat obHOBNEeHMN 6a3 unu AKTMBaums NporpamMmmel,
oTkpoeTcss OkHO HacTtpomka. B 3aBMCMMOCTM OT TMNa CO34aBaeMOW 3adayn  BbINOSIHUTE  OOHO
13 cnegylowmnx 4encTBuin:

e Ecnu ekl coz0aeme 3adayy npoeepKu rno mpeboeaHuto:

a.

B okHe ObnacTb NpoBepKu chopmmpyinte obnacts NPoBEPKU.

Mo ymonuaHuio obracTb MPOBEpPKU BKMHOYAET KpuTudeckue obnactu cepepa. [MpoBepsiemble
obnacTi nomeyeHsl B Tabnmue 3Ha4KoMm

Bbl MOXeTe M3MeHsiTb 0OnacTb MPOBEPKW: BKMOYATb B Hee OTAeNbHble npeaonpeneneHHble
obnactn, Oucku, nanku, ceTeBble 00BLEKTbI U havinbl KU ycTaHaBnNuBaTb Ocobble napameTpbl
©esonacHocTv Ans Kaxaon u3 gobaBneHHbIX obnacren.

YT06bI MCKIIOYMTL M3 NPOBEPKN BCe 06nacTu NPOBEpPKN, OTKPOWTE KOHTEKCTHOE MEHI0 Ha KaXao
13 CTPOK 1 BbibepuTe YAaanuTb o6nacTb.

YT10o6bl BKMOYMTL B O0BnacTb NPOBEPKM NpeponpedeneHHylo obnactb, AMCK, Narnky, CeTeBOW
00beKkT wnM daiin, HaxmuTe MpaBoW KnaBuWEW MbllwK B Tabnuue O6GRacTb nNpoBepKM
n Bolbepute J[o6aBuTb o6Gnactb. B okHe [Jo6GaBneHuMe B obnacTtb NpoBepkn Bbibepute
npegonpegeneHHyto  obnacte B cnucke [peponpeneneHHas o6nacTb, YKaxuTe OUCK
KOMMblOTEpPa, Marnky, CeTeBOW OOBLEKT WNM ain Ha 3alMliaeMOM CepBepe WnuM  Apyrom
KOMMbIOTEPE B CETU U HaXxXMUTE Ha kHorKy OK.

YT106bl UCKMIOYMTL M3 NPOBEPKM BIOXKEHHbIE Manku unu dannel, BbibepuTe fo6aBneHHYo nanky
(anck) B okHe O6macTb NPOBEpPKM MacTepa, OTKPOMTE KOHTEKCTHOE MEHH U Bblbepute
HacTtpouTb, 3aTeM B OKHe YpoBeHb 6Ge30MacHOCTM HaXmuTe Ha kHonky HacTporka v B OkHe
HacTponka npoBepku no TpeboBaHuUK Ha 3aknagke OOWwMe cHuMUTE naxok BrnoxeHHble
nanku (BnoxeHHble daninbl).

YTtobbl M3MeHUTb NapameTpbl 6e3onacHOCTX 06racT NPOBEPKM, OTKPOMTE KOHTEKCTHOE MEHH0
Ha obnactu, napameTpbl KOTOPOM Bbl XOTUTE W3MEHWUTb, WU BblbepuTe HacTtpouTb. B okHe
HacTtpoinka npoBepku no Tpeb6oBaHuiO Bbibepute OOWH W3 NPEeAyCTaHOBMEHHbIX YPOBHEN
Bes3onacHOCTW UM HaXMUTe Ha KHOMKY HacTpoika, 4Tobbl HacTpouTb NapameTpbl 6Ge3onacHoOCTU
Bpy4YHy0. HacTponka BbinonHsaeTca Tak xe, kak B KoHconu Kaspersky Security 10.1.

YT0o6bl WCKMIOUMTL 13 J0oOaBNeHHONW o06nacTu NpoBepKM BrOXKEHHble OObeKTbl, OTKponTe
KOHTEKCTHOe MeHlo B Tabnuue O6nacTb npoBepku, BbiGepute [doGaBUTL UCKMOYeHUe
N yKaute oObEKTbl, KOTOpble Bbl XOTUTE WUCKMIOUWTL: BblibepuTe npegonpeaerneHHylo obnactb
B cnucke lMNpeponpeaeneHHas o6nacTb, ykaxkuTe AUCK cepBepa, narnky, CeTeBoi 06bekT unu daiin
Ha 3alLMLLaeMOM CepBepe Uy ApyroM KOMMbloTepe B CETH, a 3aTeM HaXMuTe Ha kHonky OK.

O6nacTtn, SBNSALMNECH UCKITIOYEHNSMN N3 NpoOBEPKN, MOMEYEHbI B Tabnuue 3Ha4YkoM G;
B okHe I'Iapameprl BbINONHUTE crieaywwne OeuncTBus.

YcTaHoBuTe naxok MNMpuUMeHATb OOBEpeHHYK 30HY, ecni B 3ajaye Bbl XOTUTE WCKMYUTL
13 obrnactu npoBepkM OOBLEKTHI, OMUCaHHbIE B OOBEpPEHHON 30He Kaspersky Security 10.1 gns
Windows Server.

Ecnu Bbl NnaHvpyeTe Mcnonb3oBaTb co34aBaeMylo 3afady B Ka4ecTBe 3afayvv NpoBEPKU BaXKHbIX
obnacTei komnbloTepa, B okHe MapameTpbl ycTaHoBUTE (hrnaxok CYUTaTb BbINOJIHEHUE 3agauun
npoBepKon BaXHbIX obnacten. [lporpamma Kaspersky Security Center OygeT oueHuBaTb
cocTosiHMe GesonacHoCcTu cepBepa (cepBepoB) Mo pesynbTataM BbIMOMHEHUS 3a4ad Co CTaTycoMm
Badaya nposepku BaxHbix obnacmedl, a He TONMbKO MO pe3yrnbTaTaM BbINOMHEHNS CUCTEMHOMN
3agaun [lpoBepka BaXHbIX obnacrter. [lpu co3gaHum noKanbHOM  3aJayn  MPOBEPKU
no TpeboBaHMIo hNaxok HeLOCTYNEH.
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Utobbl npucsBonTb pabodemy npoueccy, B KOTOPOM OyaeT BbINOMNHATLCA 3ajava, GasoBbin
npuoputet Huskmm (Low), B okHe [MapameTpbl ycTaHoBUTE naxok BbinonHATbL 3apauvy
B poHOBOM pexume. [1o ymonuaHuio paboume npouecchl, B KOTOPbIX BbIMOMHSKTCA 3ajauu
Kaspersky Security 10.1 gns Windows Server, umetoT npuoputeTr CpeaHun. [loHWKeHne
npuopuTeTa npouecca yBenuuMBaeT BpPEeMsi BbINOMHEHMS 3a4adn, HO OHO TakkKe MOXeT
NOMNOXMTENBHO MOBMANATE HA CKOPOCTb BbIMOMHEHUS] NPOLIECCOB APYTNX aKTUBHbBIX MPOrpamMm.

Ecnu ebi coddaeme 00Hy u3 3adady 06HOGeHUs!, YyCTaHOBUTE MapaMeTpbl 3aJayuM B COOTBETCTBUU
C BawWwnmun Tpe6OBaHI/IF|MI/IZ

a. Bbibepute nctouHmk o6HoBneHM B okHe MCTOYHMK OGHOBNEHUN.

b. Haxmute Ha kHonky HacTponka nmapameTpoB nokanbHon cetu. OTkpoeTcss okHo HacTpomka
napamMeTpoB COeAUHEHMUS.

c. Ha saknagke Hactponka napameTpoB coeAuHEHUsA BbINONHUTE crieayolme 4eNCTBUSA:
YkaxuTe pexum FTP-cepBepa ons coeavHeHus ¢ 3alluiiaeMbiM CepBEepPOM.
Ecrn Tpe6yeTc;|, M3MEHUTE BpeMda OXXngaHua npn coeguHeHnm ¢ ICTOYHUKOM obHoOBIEHUS.
HacTpoiiTe napameTpbl 4OCTYyMNa K NPOKCU-CepBepY Npu COeANHEHMUN C UCTOYHUKOM OBHOBMNEHWIA.

YKaXuTe MeCTOMoMoXeHne 3awuaemoro cepsepa (cepBepoB), 4TOoObl ONTMMM3NPOBATb
nonyyeHne 0OHOBNEHUN.

Ecnu ebl cozdaeme 3adady O6HosneHue modynel rpoepaMmbi, B okHe HacTponka napameTpoB
obHoBneHus Moaynewn nporpamMmmbl HacCTpOMTe  HyXHble  napameTpbl  OBHOBREHWS
NporpamMmmHbIX MOAYNEeNn:

a. Beibepute, konupoBaTb 1 ycTaHaBnuBaTb KpUTMYECKME OBHOBMNEHMS MPOrpaMMHbIX MOAYMNEN Mnu
TONbKO NPOBEPSATb UX Hanuuue.

b. Ecnn Bbl Bbibpanu KonupoBaTb M ycTaHaBnuBaTb KpuUTU4Yeckne OOHOBNEHUs mMoayrnen
nporpamMmbl: 4718 MPUMEHEHUS YCTAHOBMNEHHbIX MPOrPaMMHBIX MOAYNen MOXeT noTpeboBaTbes
nepesarpyska cepepa. Ytobbl Kaspersky Security 10.1 gns Windows Server aBTOmMatMyecku
3anyckan nepesarpysky cepsepa nocre 3aseplueHus 3agadn, yctaHoBuTe dnaxok PaspewaTb
nepe3arpysky onepauuMoHHOW cucTeMbl. YToObl OTMEHMTb aBTOMATUYECKYID MNepes3arpysky
nocne 3aBepLUEeHUst 3agaum, CHUMUTE dnaxok Paspewartb nepesarpysky
onepauvoHHOW CUCTEMBbI.

c. Ecnu Bbl xoTuTe nonyyate MHpoOpMauuio O Bbixoge MnaHoBbiX OOHOBNEeHUN moayrnen Kaspersky
Security 10.1 ana Windows Server, yctaHoBuUTe drniaxok MonyyaTb MHcopmMauuto o AOCTYNHbIX
nnaHoBbIX OOGHOBMNEHUSIX MOoAYel NPorpaMmmbil.

"INTabopaTopuss Kacnepckoro" He nybnvkyeT nnaHoBble MakeTbl OOHOBMEHUA Ha cepBepax
obHOBNEHWN ONnsa aBToMaTM4ecKoro OGHOBMNEHWS; Bbl MOXETE camu 3arpyxaTtb MX C Beb-canTta
"INNabopaTopun Kacnepckoro". Bbl MOXeTe HacTpouTb yBeOOMIIEHWE aaMMUHMCTpaTopa O cobbitun
[ocTynHbl nnaHoBble 06HOBNeHnA moaynen Kaspersky Security 10.1 ansa Windows Server,
B KOTOpOM OydeT cogepxaTbCs agpec CTpaHuubl Ha Hawem Beb-canTe, OTKyga Bbl CMOXeETe
3arpyxaTb nnaHoBble o6HoBneHnsi. OHO OyaeT BkMYaTh agpec Halwero Beb-canTa, Ha KOTOPOM
MOXHO 3arpy3uTb 3anfiaHMpoBaHHbIE OOHOBMNEHUS.

Ecnu ebi co3daeme 3alauyy KonuposaHue o6HosneHuUl, BoOkHe HacTpomka napameTpoB
KONMPOBaHMS OGHOBMEHUM YyKaXuTe COCTaB OOHOBMEHWI W Nanky roKanbHOro0 WCTOYHUKA
0BHOBNEHUIA, B KOTOPYIO OGHOBMEHUSI ByAYT COXpaHEHbI.

Ecnu ebl cozdaeme 3adadyy Akmueauusi npozpammbi, B okHe MapamMeTpbl akTMBaUUM NpUMEHUTE
dhain knoya, C NOMOLLBbIO KOTOPOro Bbl XOTWUTE aKTMBMpOBATb Mporpammy. YcTaHoBUTE rakKok
Ucnonb3oBaTb B KayecTBe AOMNOSIHUTENILHOrO KfKO4Ya, €ecnu XOoTuTe co3dath  3agady
AN NpoaneHns cpoka AeNCTBUS NULIEH3NN.
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Ecnu ebi co3daeme 3adayvy [eHepayusi npasus KoHmporss ycmpolcme unu 3adady [eHepauyus
rpasusi KOHMPOJIs 3arycka rnpozpamM, B okHe HacTpomka ykaxuTe napameTpbl, Ha OCHOBE KOTOPbIX
OyneTt cchopMmpoBaH CNMCOK paspeLuaroLmx npasun:

a. Ykaxute npedukCc Ans HA3BaHUM npaBun (TONMbKO ANd 3aJayn reHepaumy npasun KOHTPOIsS
3anycka nporpamm).

b. HacTtpoiiTe napameTpbl 0o6racTn MpYMeHeHWs paspellalowmx npasun (TONbKo ANs 3adaun
reHepauuy Npaewui KOHTPOIs 3anycka nporpamm). HaxxmuTte Ha kHonky Oanee.

C. YKaxute gencteus, KoTopble 3agadva 6yaeT BbINONHATE BO BpeMsi (POpPMUPOBaHNS paspeLlaroLLmnx
npaswn (TOMNbKO AN 3a4ayun reHepaumu NpaBui KOHTPONS 3amnycka NporpamMmm) 1 Mo 3aBepLUeHun.

5. Hactpoiite napameTpbl pacnucaHusi 3agayn (Bbl MOXeTe HacTpauBaTb pacnucaHue 3agad BcexX TUMoB
Kpome 3agaum OTkaT o6HoBneHUs 6a3). B okHe PacnucaHue BoinonHuTe cregyrowe AenNcTBUs:

a.
b.

e.

YTto6bl BKMOUNTE pacnucaHue, yctaHosute oriaxxok 3anyckaTb 3agadvy no pacnmcaHuio.

YKaxuTe 4acTtoTy 3anycka 3ajad: BblbepuTe OAHO M3 Cneaylowmx 3HaveHwnh us cnucka YacrtoTta
3anycka: ExxevacHo, ExxecytouHo, ExxeHegenbHo, lNpu 3anycke nporpammsl, lMocne o6HoBneHusA
6a3 nporpammbl (B rpynnoBbix 3agadax O6HoBneHune 6a3 nporpammbl, OGHOBReHwe mogynen
nporpaMmebl Bbl TakKe MOXeTe yKkasaTb 4acToTy 3anycka Nocne nonyyeHus o6HoBneHun Cepsepom
apMUHUCTPUPOBAHMA): 3aga4n obHoBNeHns 6as n Moayrnen NporpaMmbl;

e ecnu Bbl BbiGpanu Exe4yacHo, ykakuTe KONMMYecTBO 4acoB B none Pa3 B <konun4yecTtBO> 4
B rpynne napameTtpos MapameTpbl 3anycka 3agaum;

e ecnu Bbl BbiOpanu ExecyTouHO, yKaxuTe KONMM4YecTBO AHel B rnonie Pas B <KkonuyecTsBo> CyT
B rpynne napameTpos MapameTpbl 3anycka 3agaum;

e ecnu Bbl Bblibpanu ExxeHepenbHO, ykaxuTe KONMMYecTBO Hedesb B none Pas B <konuuyecTBo>
Hea. B rpynne napameTpoB lMapameTpbl 3anycka 3agaumn. YkaxuTe, Mo KakuM OHAM Hedenu
GyneT 3anyckaTbcs 3agaya (Mo yMornyaHuio 3afava GyaeT 3anyckaTbesi MO NMoHeAeNbHUKaM).

B none Bpems 3anycka ykaxute Bpems nepBoro 3anycka 3agadu; B nore Hauatb c ykaxute party
Hayarna AencTBusa pacnucaHus.

Ecnu TpebyeTcs, 3agaiiTe ocTarnbHble NapaMeTpbl pacnucaHusl: HaXXMUTe Ha KHoMky JononHUTeNnbLHO
1 B okHe [lononHuUTesNbHbIe NapamMeTpbl pacnUcaHus BbINOMHUTE crieayolimMe encTBus:

o YKaxuTe MaKCMMalibHYKO NPOAOJIKUTENIbHOCTb BbIMNOJIHEHUA 3adadn: B rpynne I'Iapameprl
OCTaHOBKM 3aauum, B none AnuTenbHOCTb BBEAUTE KONMYECTBO YacoB U MUWHYT.

o YKaxuTe NPOMEXYTOK BpeMeHn B npepernax CyToK, B Te4eHUEe KOTOpOro BbINOJIHEHWE 3ajayvun
6y/:|,eT NPMOCTaHOBIIEHO: B rpymnne I'Iapameprl OCTAaHOBKM 3agayviun BBeauTe HadallbHoe
N KOHeYHOe 3Ha4dYeHune nNpomMmexyTKa B none anOCTaHOBVITb C ... Ao.

e YKaxuTe gaTy, Ha4yMHasa C KOTOPOW pacnucaHue nepecTtaHeT AeNCTBOBaThb: YCTaHOBUTE (hnaKok
OTMeHUTb pacnucaHue ¢ U c nomollblo okHa KaneHpapb BbibepuTe gaTy, HaumMHasi ¢ KOTOPOM
pacnucaHue nepecTtaHeT AeCTBOBaTb.

o Bknounte 3anyckK nponyuweHHbIX 3agad: yctaHOoBUTe (bJ'Ia)KOK 3anycxaTb nponyuieHHble 3aga4vn.

e BkniouuTte umcnonb3oBaHue napameTpa pacnpenerneHma BpemMeHUu 3anycka:. yCTaHOBUTE cbna>|<0|<
Pacnpe.qenﬂTb BpemMs 3anycCKa 3agay B MHTepBane 1 yKaXXute 3Ha4eHne napameTpa B MUHYTax.

Haxmunte Ha kHornky OK.

6. Ecnu cospaBaemas 3agjada sBnsieTCA 3ajadveri Ans NnpousBonbHOro Habopa cepBepoB, Bblbepute
cepBepbl CeTu (rpynmbl), HA KOTOPbIX OHa ByAeT BbINOMHATHCS.
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B okHe BbIGop y4eTHOI 3anucu Ans 3anycka 3af4adun yKaxknTe y4eTHYHo 3amnmcb, C NpaBaMu KOTOPOW Bbl
XOTWUTE BbIMNOSHATE 3a4aqy.

B okHe 3aBeplueHMe co3faHuA 3afavM yCTaHOBMTE (pnakok 3anycTuTb 3agadvy nocrie 3aBeplLUeHUst
paboTbl MacTepa, ecnuM xoTute, 4TOObl 3agaya Obina 3anyweHa Mo co3gaHuu.  Haxmwute
Ha kHornky FoToBo.

CospaHHasa 3agadva otobpasntcsa B cnvcke 3agavm.

HacTtpounka nokanbHbIX 3aga4 B okHe lNapameTpbl
nporpamMmbl B Kaspersky Security Center

» UYmobbI Hacmpoums nokarnbHble 3adayqu unu obuwue napamempsl ripoepamMmel 05151 0OHO20 cepsepa
8 OKHe [Mapamempbi pogpamMmbl, ebirnofHume credyrouue delicmeus:

1.

B pnepese KoHconu agmuHuctpupoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsieMble
YCTpPOWCTBA U BbIGEpUTE rpynny, KOTOPOW NPUHAANEXUT 3allMLLaeMblil cepBep.

B naHenwn pe3ynbTaToB BbibepuTe 3aknagky YCTpoucTBa.

OTtkpowte okHO CBoncTBa: <UmsA cepBepa> OgHMM M3 cneayloLmx cnocobos:

e  [BOWHbIM LLENYKOM MbILLUM HA UMEHM 3aLLMLLIAEMOrO CEepBeEpa;

e  OTKPOWTE KOHTEKCTHOE MEHI0 Ha UMEHM 3alLMLLaeMOro cepepa 1 Bblbepute nyHKT CBoMCTBA.
OTtkpoeTca okHOOTKpoeTcst okHO <Ums KomnbloTepa>.

YTo6bl HACTPOUTL NapaMeTpbl NIOKaNbHOM 3agayvu, BbINOMHUTE crneaylne enCcTBus:

a. [lepengute B pasgen 3agaum.

b. B cnucke 3agad BbiOepuTe nokanbHyo 3agadvy, napaMmeTpbl KOTOPOW Bbl XOTUTE HAaCTPOUTb.
C. [Baxabl WENKHUTE HA UMEHW 3aJaym B CNUCKE 3aaau.

d. Bbibepute nmsa 3agadn M HaXXMUTE Ha kHonky CBoMCTBaA.

e. 3artem BbiGepuTe NyHKT CBOMCTBA B KOHTEKCTHOM MEHIO BbIOpaHHON 3agaum.

YTt06bl HACTPOUTL NapaMeTpbl NMPOrpaMmsl, BbINMOMNHUTE crieytoLlime 4eNCTBUS:

a. [Mepengute B 6nok MporpamMmmbl.

b. B cnucke ycTaHOBNEHHbIX MporpaMmM BblIOepUTe NporpamMmmy, KOTOPYK XOTUTE HACTPOUTb.

C. [BOWHBIM LLENYKOM MbILIN HA HAa3BaHWM NPOrPaMmbl B CMIUCKE YCTAHOBIIEHHbIX NPOrpPamMm;

e BbldeNMTe HasBaHMe MNporpaMMbl B CMMCKE  YCTAHOBMEHHbIX  MPOrpaMM W HaXMmuTe
Ha kHornky CBOMCTBa;

e OTKPOMTE KOHTEKCTHOE MEHI0 Ha Has3BaHWW Mporpammbl B CMWCKE YCTAHOBMEHHbIX MNporpamm
n BbibepuTe NyHKT CBOMCTBA.

Ecnu nporpamma paboTtaeTt noa ynpaeneHvem nonutukn Kaspersky Security Center, v B aTol
NOMNUTUKE HANOXeH 3anpeT Ha U3MeHeHVe napamMeTpoB NporpamMMbl, 3TU NapameTpbl HEAOCTYMHbI
Ans 13MeHeHunsa B okHe MapameTpbl nporpamMmbl.
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Mpouenypa HacTpoKrkn napameTpoB (pyHKLMOHamNbHbIX KOMMNOHEHTOB Kaspersky Security 10.1 gna Windows
Server B Kaspersky Security Center aHanornyHa npouegype HaCTPOWKM 3TUX KOMMOHEHTOB B JIOKarbHOM
KoHconu Kaspersky Security 10.1. VIHCTpyKUUM No HaAcCTpoke napamMeTpoB 3agad U yHKUUA nporpamMmebl
B KoHconn Kaspersky Security 10.1 cogepxatca B COOTBETCTBYWLWMX pasgenax Pykosodcmea
rnonb3oeamersis Kaspersky Security 10.1 0ns Windows Server.

HacTtpowuka rpynnoBbix 3agayd B Kaspersky Security Center

Mpouenypa HacTpoKrknu napaMmeTpoB (pyHKUMOHanbHbIX kKoMnoHeHToB Kaspersky Security 10.1 gns Windows
Server B Kaspersky Security Center aHanormyHa npouenype HacTPOWMKM 3TMX KOMMOHEHTOB B JIOKarbHOM
KoHconu Kaspersky Security 10.1. VIHCTpyKUuM No HAcTpowke napaMeTpoB 3agayvy u yHKUMA NporpamMmbl
B KoHconn Kaspersky Security 10.1 cogepxaTca B COOTBETCTBYKOLWMX pasgenax Pykogsodcmea
rnonb3oeamernis Kaspersky Security 10.1 dns Windows Server.

» Ymobbl Hacmpoumsb 2pyrnnogyto 3adaqvy 0151 HECKOIbKUX KOMIMbOMepPOo8, 8bINnosiHuUme
crnedyrouwjue deticmeusi:

1. B pepee KoHconu agmunHucTpmpoBaHus Kaspersky Security Center passepHuTe y3en YnpaBnsieMble
ycTponcTBa. Pa3sepHuTe rpynny agMUHUCTPUPOBAHWS, ANst KOMMbIOTEPOB KOTOPOM Bbl XOTUTE HAaCcTPOUTb
napameTpbl 3a4au.

2. B naHenwu pesynbTaToB BbIGpPaHHOW rpynnbl agMUHUCTPUPOBAHNS OTKPOWTE 3aknagky 3agaym.

3. B cnucke paHee co3faHHbIX rpynnoBbiX 3agay BelbepuTe 3agady, napameTpbl KOTOPOM XOTUTE HACTPOUTb.
OTkponTte okHo CBoncTBa: <UMA 3agaun™> OgHUM U3 CreayoLLmx cnocobos:

e  [BOWHbLIM LLEMYKOM MbILLIM HAa UMEHMN 3a4a4um B CNINCKE CO34aHHbIX 3aday;

e BbleNWTe WMA 3adayM B CMUCKE CO3QaHHbIX 3adady U nepenauTe Mo ccbinke WU3MeHUTb
napameTpbl 3a4auu;

e OTKPOWTE KOHTEKCTHOE MEHI0 Ha MMEHW 3adayuM B CNUCKE CO3[4aHHbIX 3ajadvy UM Bbibepute
nyHkT CBOMCTBA.

4. B pasgerne YBegomneHusi HacTponTe napameTpbl yBeAOMITEHNI O COBbITMAX 3aaaun.

MoppobHas nHdopmaLms O HacTpoWke napamMeTpoB B 3TOM paspgenie coaepxutcs B Pykosodcmee
admuHucmpamopa Kaspersky Security Center.

5. B 3aBucumocTu OT TMNa HacTpanmBaemomn 3agaym BbINOSIHUTE OAHO U3 cneayowmnx AencTBUN:
e Ecnu Bbl HacTpanBaeTe 3agady NnpoBepkn No TpeboBaHMIO:
a. B paspene Hactpoiika cdhopmumpyiiTe o6nactb NpoBEPKM.

b. B pasgene MapameTpbl HacTpoiTe UHTErPaLMIO C APYTMMU KOMMNOHEHTaMK NPOrpaMMbl U YPOBEHb
npuopuTeTa 3agauun.

CosdaHue u Hacmpolika 3aday e Kaspersky Security Center
90



KASPER§KY3

. Ecnu Bbl HacTpauBaeTe oaHy M3 3agad obHoBNEHUS, yCTaHOBUTE NapaMeTpbl 3aga4vn B COOTBETCTBUN
C Bawnmm Tp660BaHVIF|MVIZ

a. B pasgene MWcTOYHMK OGHOBNEHWW HacTpoWTe napaMeTpbl WUCTOYHMKA OGHOBMEHWM
1 ONTUMM3ALMIO UCTIONBb30BaHNSA AMCKOBOW NOACUCTEMBI.

b. [o kHonke HacTponka mapameTpoB coeAuHEHUA HacTponTe oblime napameTpbl COeAVHEHUS
1 napameTpbl COeANHEHNSI C UICTOYHUKOM OBHOBIIEHNIA.

e Ecnu Bbl HacTpauBaeTe 3agadvy OOGHOBNeHve wmogynewn nporpammbl, B pasgerne Hactpouka
napamMeTpoB OOHOBNEHMA Moaynen nporpammbl BbibepuTe paencTeue, koTopoe Tpebyetcd
BbINOMHUTB: KOMMPOBaTb M YCTaHaBMMBaTb KPUTUYECKME OBHOBIEHWS MPOrpamMHbIX MoAynewn wunu
TOMNbKO NPOBEPSATL NX HANU4ue.

e Ecnu Bbl HacTpamBaeTe 3apgayy KonumposaHume obHoBneHun, B pasgene Hactpomka napameTpoB
KOMUPOBaHMsI OOHOBINEHUN YKaXuWTe COCTaB OOHOBNEHUM U Manky JoKanbHOMO WCTOYHUKA
0BHOBMEHN, B KOTOPYIO OGHOBNEHNS BYAYT COXPaHEHbI.

e FEcnn Bbl HacTpamBaeTe 3agady AKTMBaUuAa nporpammbl, B Onoke [MapameTpbl akTuBauum
npuMeHNTEe ann KrwyYa WNn KOA4 akTMBauuu, C MOMOLLbI0 KOTOPbIX Bbl XOTUTE aKTUBMPOBATb
nporpammy. YctaHoBute chnaxok cnonb3oBaTtb B Ka4ecTBe OOMOMHUTENBHOIO Koga akTuBauuMuM nnm
Krnoya, ecnv xoTute fobaBuTb Ko akTUBALUM UK KIOY AN NPOAJIEHNS CPOKa OENCTBUS NNLIEH3NN.

e [Ecnu Bbl HacTpavBaeTe OAHy M3 3agad aBTOMaTMYECKOro (bopMMpOBaHWS paspeluarolmx npaBun
KOHTpoOns cepBepa, B Onoke HacTpomka ykaxute napamMeTpbl, Ha OCHOBE KOTOpbIX OygeT
chOpMMPOBaH CMUCOK paspeLuatoLLmnx npasus.

6. B pasgpene PacnucaHue HacTpoWTe napameTpbl pacnucaHus 3agadv (Bbl MOXETe HacTpavBaTb
pacnucaHue 3agay Bcex TMnoB kpome 3agavm OtkaT obHoBNeHus 6a3).

7. B pasgene Y4yeTHasi 3anucCb YKaXuTe YYETHYHO 3anucb, C npaBamMu KOTOPOW Bbl XOTWUTE BbIMOSMHSATb
3agady. NogpobHast nHdopmaumsa o HaCTpoke NapameTpoB B 3TOM pasfene cogepxurca B Pykogsodcmee
admuHucmpamopa Kaspersky Security Center.

8. Ecnu tpebyetcs, B pasgene UcknroyeHus M3 obnactu gemcTBus 3apayn ykaxute obbekTbl, KOTopble
XOTUTE MCKNIOYMTL M3 obractu gencteua 3agadn. NMogpobHasi mHdopmaums O HacTpoKrke napaMeTpoB
B 3TOM Onoke cogepxutcst B Pykoeodcmee admuHucmpamopa Kaspersky Security Center.

9. B oTkpbiBEMCS okHe CBoncTBa: <Umsa 3apgaun> HaxxmuTe Ha kHonKy OK.

HaCTpoeHHbIe napamMeTpbl rpynnoBbiX 3aga4y GWJ,YT COXpaHeHbI.
I'Iapameprl rpynnoBbiX 3agady, AOCTYMHbIe ONnA HaCTPOVIKM, onucaHbl B Tabnumue Huxe.

Tabnuua 14. lMapamempsi epynnoesix 3aday Kaspersky Security 10.1 dns Windows Server

Twun 3agauun Pazgen B okHe MapameTpbl 3agaum
Kaspersky Security CBouncrtBa: <Uwms
10.1 ansa Windows 3agaumn>
Server
ABTOMaTU4ecKas HacTtpowka [Npn HacTporike napameTpoB 3agayu [eHepaumna npasun
reHepauyusi npasms KOHTPOISA 3anycka NporpamMm Bbl MOXETE:
(sapava l'erepaunsa e M3MEHUTb 06nacTb 3awWwwuTbl, AobaBnss unu ypanss
npasun KOHTPOIA nyTM Knamnkam uykasbiBas TuMbl paiinos, 3anyck
sanycka nporpamm KOTOPbIX pa3spelleH aBTOMaTHYeCcku
v 3apaya leHepaums chopMMpPOBaHHLIMMK NpaBUNamMu;
npaBusl KOHTPOns

. e YUMTLIBATHL unm HE Y4UTbIBaTb 3anyLieHHble
YCTPOMCTB). nporpamMmmeil.
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Cos0aHue u Hacmpolka 3aday e
Q2

MapameTpsbl

Kaspersky Security Center

Bbl MoxeTe ykasaTb AencTBua npu opMUpOBaHUN
paspeLuaoLLmMX NPaBuil KOHTPOIS 3anycka NporpaMmm:

e WUcnonb3oBaTb uucdpoBon ceptudukar

Ecnn BbIOpaH aToT BapuaHT, TO
B napameTpax PopMMpYyeMbIX paspeLuaroLmnx
npaBwWi  KOHTPOMS  3amycka  nporpamm
B kayecTBe KpuTepusi cpabaTbiBaHUS npasuna
yKasblBaeTcs Hanuuyve LuncpoBoro
ceptudmkata. B panbHenwem nporpamma
Oyoetr  paspewartb  3anyck  nporpamm
C MOMOLbI0  (pannoB, y KOTOPbIX  €CTb
undposon  ceptucpmkat. ITOT  BapuaHT
peEKOMEHAYETCS, eClnM Bbl XOTUTE pa3peLuatb
3anyck MobblXx MNporpamMMm,  OOBEPEHHbIX
B ONepauuoHHON cucTeme.

e WUcnonb3oBatb 3aronoBoOK M oTneyvyaTok
umncppoBoro ceptucukara;

dnaxok BKMtoYaeT unm BbIKIIO4aeT
ucrnonb3oBaHWe  3arofioBka W oTnevaTka
LuMdpoBoro ceptudukarta danna B KayecTse
KpuTepust  cpabaTbiBaHMS  paspeLuaromnx
npaBwWmn  KOHTPOMS  3amycka  nporpamm.
BknoyeHne atoro dnaxkka nossonsieT 3agatb
bonee cTporve ycnosusi NpoBEpPKU
uncpoBoro ceptudumkara.

Ecrnn dnaxok ycTtaHoBneH, TO B KayecTBe
KpuTepus  cpabaTbiBaHMA  paspeLuaroLmnx
npaBur  KOHTpONs  3anycka  nporpamm
yCTaHaBMNMBalOTCA  3HAYeHWs  3aronoska
W oTrneyaTtka undposoro cepTudukata
¢annos, OnNs KOTopbIX dopmupytoTcs
npaeuna. B panbHenwem nporpamma Oyget
paspewaTb 3anyck nporpamMm, KOTOpble
3anyckarTcs C MOMOLLbIO dannos
C yKa3aHHbIMU B NpaBune 3arofioBKOM
1 oTrneyaTkoM LmMdpoBoro ceptudukara.

Mcnonb3oBaHne aToro dnaxka Haubonee
CTporo orpaHuyusaet cpabaTbiBaHue
paspelualolWmMx MnpaBun 3anycka nporpamm
no undpoBomy  cepTudukaty, Tak  Kak
oTnevaTok AaBngeTcs YHUKanbHbIM
ngeHTnukaTopom LmdpoBoro ceptudmkara
1 He MoXeT ObITb NogaenaH.

Ecnn dnaxok CHAT, TO B Ka4ecTBe KpuTepus
cpabaTbiBaHUs paspeLuatoLmx npasun
KOHTpOnA 3anycka nporpamm
yCcTaHaBnueaeTcs Hanu4ne nto6oro
uncppoBoro  ceptudmkata,  LOBEPEHHOro
B OrepaunoHHOM cucTeme.

dnaxok [oCTyneH, ecnu BblibpaH BapuaHT
Ucnonb3oBaTtb uudpoBon ceptudumkar.

Mo ymonuaHuio onaxok yCTaHOBIEH.
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o Ecnu ceptuchnkart otcytcrayer;

PackpbiBalOLWMCA  CMMCOK, MNO3BONSAIOLLNNA

BblbpaTh KpUTEepun cpabatbiBaHus
paspeLlalolWmx npaBun  KOHTPOMsS 3anycka
nporpamm ans cnyyas, ecnu dann,

Ha OCHOBE KOTOpPOro hopmupyeTcs npasumo,
He nmeeT uncpoBoro ceptudukara.

e WUcnonb3oBartb xew SHA256

Ecrm BbIOpaH aToT BapuaHT, TO
B NapameTpax popMupyemMbiX paspeLuaroLLmx
npaBui  KOHTPOMS  3amycka  nporpamm
B Ka4yeCcTBEe KpuTepwusi cpabaTbiBaHMA NpaBuna
yKa3blBaeTCsl 3HAa4YEHUE KOHTPOSIbHON CYMMbl
danna, Ha OCHoBe KOTOporo dopmupyeTcs
npasuno. B ganbHenwem nporpamma Oynet
paspellaTb 3anyck MporpamMm, 3anyckaembix
dannamm C YKa3aHHbIM 3Ha4YeHnem
KOHTPOSbHOW CYMMBI.

OTOT BapuaHT peKkoMeHOyeTCA MPUMEHNAT,
ecnn TpebyeTca co3gatb  MaKCUMAarbHO
HadeXHble npaBuna: KOHTPONbHasdA CymMma,
paccunTaHHasd no anropuTmy SHA256,
ABMNSETCA  YHUKamnbHbIM  MAEHTUUKATOPOM
havina. Wcnonb3oBaHue NMony4eHHoro
3HaYeHWst  xella B KayecTBe  KpUTepUs
cpabaTbiBaHUA npaBuna cyxaeT obnacTb
npuMeHeHUsa npasunia ao ogHoro danna.

OTOT BapuaHT BblibpaH no ymonyaHuio.

« dopmupoBaTb npaBuna AnsA nonb3oBaTens WU
rpynnbi nonb3oBarenen

Mone, B KOTOPOM oTobpaatrTcs
nonb3oBaTerb n/ unm rpynna
nonb3oBaTesnen. Mporpamma oynet
KOHTpOnMpoBaTh 3anycku nporpamm

yKa3aHHbIM nonb3oBatenemM n/  umm
yKasaHHOW rpynmnon.

Mo ymonyaHmio BbibpaHa rpynna Bcee.

Bbl MoXeTe HacTpouTb napameTpbl
0N KOHUrypauuoHHblx  palinoB €O CMUCKOM
CchOPMMNPOBAHHBIX paspeLuarLLmx npaswun

KOHTpOns YCTPOWCTB N KOHTpOnsi 3anycka
nporpamm, koTopble Kaspersky Security 10.1 ans
Windows Server co3gaeT no 3aBepLleHnm 3agaq.

PacnucaHue Bbl MoOXeTe HacTpouTb nNapaMeTpbl 3arnycka 3adauu
Mo pacnucaHuio.
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AKTMBaUUS Nporpammbl MNapameTpbi Bbol mMoxeTe [O06aBMTb KOO aKkTUBaUMM UK KIHOM
aKkTMBaumm ONns akTMBauMn nporpaMmMbl UNW ANs NPOANEHUST cpoka
nporpamMmbl OEVCTBUSI NMULEH3UN.

PacnucaHue Bbl MoOXeTe HacTpouTb napaMeTpbl 3anycka 3agaudv
no pacnucaHuio.

KonuposaHne obHoBrne NcTouHuk Bbol MoxeTe ykasaTb cepBep aAMUHUCTPUPOBaHMSA

HURA. OBHOBNEHUN Kaspersky Security Center nnn Cepsepbl ob6HOBMREHUI

"Nabopatopun Kacnepckoro" B kayecTBe MWCTOYHMKA
OOHOBNEHW  nporpammbl.  Takke  Bbl  MOXeTe
chopMMpOBaTb MOSb30BATENLCKAA CMUCOK WUCTOYHUKOB
obHoBneHus: pgobasutb Apyrme HTTP-, FTP-cepsepsl
WNW ceTeBble PECYPChbl BPYYHYIO 1 yKasaTb MX B KayecTBe
NCTOYHMKa OBHOBMNEHWNA.

Bbl MOXeTe HacTpoMTb UCMOMb30BaHWE CEPBEPOB
obHoBneHnn  "Ilabopatopun  Kacnepckoro", ecnu
YKa3aHHbIe BPYYHYI0 CepBepbl HEAOCTYMHbI.

OxkHo HacTpowka
napamMeTpoB coeauH
eHusA

» 4Ymobbl omKpbimb
OKHO Hacmpolika
napamempos
coeduHeHus,

HaXMUTE Ha KHOMKY

B Onoke MMapameTpbl coeAuHEHUSA C UCTOYHUKaMM
OOHOBNEHUM Bbl MOXETe HacTpouTb MapameTpbl
NCMNonb30BaHWs npoKcu-cepBepa  Anst COEOUHEHUS
C cepBepamu obHoBneHun "lNabopatopun Kacnepckoro”
1 OpyrMMu cepBepamu.

HacTtpowka
napameTpoB
coeAnHeHusA
B pasgene UcTouHuk
oOHOBNEHUN.
HacTtpoika Bbl MoxeTe yKkasaTb cocTaB OBHOBEHNI
napameTpoB AnNs KONMPOBaHWMSL.
konupoBaHus B none Manka pAns nokanbHOro  XpaHeHWUs
ObHOoBNeHUN CKOMMPOBaHHbLIX OGHOBMEHUW YKaxuTe NyTb K narke,
B koTopon Kaspersky Security 10.1 ans Windows Server
6yneT CoXpaHaTb CKOMUPOBaHHbIE OGHOBMEHUS.
PacnucaHue Bbl MoXeTe HacTpouTb napaMeTpbl 3anycka 3ajauu

no pacnmcaHuto.
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O6HoBneHne McTouHuk B 6rnoke UCTOYHMK OOHOBNEHUN Bbl MOXETE ykasaTb
0a3 nporpammbl OGHOBIEHUN CepBep agmuHucTpupoBaHusa Kaspersky Security Center
unu cepsepbl obHoBNeHUN "Jlabopatopum Kacnepckoro”
B Ka4eCTBE€ WUCTOYHMKA OBGHOBMEHU NporpamMmbl. Takke
Bbl MOXeTe copMMpOBaTb MOMb30BATENbCKANA CMUCOK
UCTOYHMKOB OOHOBneHusa: pobaesutb apyrne HTTP-,
FTP-cepBepbl nnun ceTeBble pecypCbl BPYYHYIO U yKasaTb
UX B KAQYeCTBE UCTOYHNKA OBHOBNEHMWN.

Bbl MOXeTe HacTpouTb UCNONb30BaHUE CepBepPOB
obHoBneHnn  "Ilabopatopun  Kacnepckoro", ecnu
YKa3aHHbIe BPYYHYI0 CepBepbl HEOOCTYIMHBbI.

B 6noke OntumMm3auuss  UCMOMb30BaHUS  OUCKOBOM
NnoACUCTEMbI Bbl MOXETE HAcTpoUTb napameTpbl OyHKLMM,
CHMXaloLWen Harpy3Ky Ha OUCKOBYHO MOACUCTEMY:

e CHM3UTL Harpysky Ha AUCKOBYIO MoOACUCTEMY
3a cyeT onepaTMBHOMN NaMATH.

Ddnaxok BKNIOYAET UNM BbIKMOYAET PYHKUMIO ONTUMMU3aLnm
OVCKOBOM MNOACUCTEMBbl 3a CHET pasMelleHns awnsos
obHoBneHust Ha BUPTYyanbHOM ancke
B OMepaTUBHOM NamMsATH.

Ecnu cpnaxok yctaHoBneH, PyHKUNS akTUBHA.
Mo ymonyaHuio raxkok CHAT.

e O6beM onepaTMBHOM NaMATU, UCMNONb3yeMbIN
ans ontumusauuu (MB).

O6beM onepaTUBHOI OkHo HacTtpoiika B 6noke [MMapameTpbl coeAWHEHMS C MCTOYHUKaMM
namsiTv (8 MeraGanTax), napameTpoB coeauH OOHOBMEHUN Bbl MOXETe HacTpouTb napameTpbl
KOTOPBbII MporpamMma eHus NCMNonb30BaHuUs npoKcu-cepeepa  Ansi COeaUHEHUs!
ncnonbayet c cepBepamu obHoBrneHun "Nabopatopun Kacnepckoro”
ANst pasMelLLeHus » 4Ymobbl omKpbimb U Opyrumu cepeepamm.
ainos o6HOBNEHWIA. OKHO Hacmpolika

napamMempos
Mo ymonyaHuio coeduHeHus!,

yCTaHOBMEH 06bem
onepaTtuBHON NamaATn 512

HaXXMWUTe Ha KHOMK
MB. y

HacTtpowka
napameTpoB
coeguHeHus

B pasaene UcTouHukK
OOHOBNEHUMN.

PacnucaHue Bbl moxeTe HaCcTpOuUTb MapaMeTpbl 3anycka 3agadu
no pacnmcaHuto.
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O6HoBNEeHne
Mopayrnen nporpaMmmbi

UcTouyHuk
obHoBneHun

Bbl MoxeTe ykasaTb cepBep agMUHUCTPUPOBAHUS
Kaspersky Security Center nnn CepBepbl 06HOBREHUN
"Nabopatopun Kacnepckoro" B kayecTBe MWCTOYHMKA
oBGHOBNEeHW  nporpammbl.  Takke  Bbl MOXeTe
chopMMpOBaTb MOMb30BATENLCKAA CMMCOK WCTOYHUKOB
obHoBneHus: pgobasutb Apyrme HTTP-, FTP-cepsepsl
W ceTeBbIE PECYPCbI BPYYHYIO U yKasaTb UX B Ka4ecTBe
NCTOYHMKa OOHOBMNEHMWN.

Bbl MOXeTe HacTpouTb UCNONb30BaHUE CepBepPOB
obHoBneHnn  "Ilabopatopun  Kacnepckoro", ecnu
YKa3aHHbIe BPYYHYI0 cepBepbl HEAOCTYMHbI.

OxkHo HacTpowka
napamMeTpoB coeauH
eHusA

» 4Ymobbl omKpbimb
OKHO Hacmpolika
napamempos
CcoeOuHeHuUs,

HaXMWUTE Ha KHOMKY

B ©Onoke [lapameTpbl COe€OVMHEHUA C UCTOYHMKAMMI
OBHOBNEHW Bbl MOXeTe HacTpouTb MapameTpbl
NCMNonb30BaHWs npoKcu-cepBepa  Anst COEQUHEHUS
c cepBepamu obHoBneHun "Nabopatopun Kacnepckoro”
W ApYrMK cepBepamu.

Hactponka

napameTpoB

coeAvHeHusA

B pasgene UcTouHuk

OGHOBMNEHUN.

Hactpownka Bbl MoxeTe ykasaTb Aencteusi, Kotopble Kaspersky

napameTpos Security 10.1 gna Windows Server Gyget coBeplaTb

OobHOBMEHUSA Npy HaNM4YUM  KpUTUYECKUX  OBHOBNEHM  Moaynewn

Moaynewn nporpaMmmsbl, MpU HANMYUKM  UHGPOPMALMKM O AOCTYNHbIX

nporpamMmbl nnaHoBbIX OOGHOBMEHUAX, a TaKKEe HACTPOUTb AEWNCTBUSA
nporpaMmbl MO 3aBEPLUEHNM YCTAHOBKU  KPUTUYECKMX
OBHOBIEHNI.

PacnucaHue Bbl MOXeTe HacTpouTb napameTpbl 3anycka 3ajayu
no pacnucaHuio.

MpoBepka HacTtpownka Bbl MoxeTe cdopmupoBaTb 00MacTb  NMPOBEPKU

no TpeboBaHuto

AN 3agayn NpoBepky Mo TpeboBaHUto, a Takke nepenTu
K HacTpolike ypoBHsi 6e3onacHoCTu.
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OxkHo HacTtpowka Bbl mMoxeTe BbiOpaTb OAWH W3 NPeAyCTAHOBMEHHbIX
NpoBepKM ypoBHel 6e3onacHOCTM WM HacTpPoUTb napameTpbl
no Tpe6oBaHuio Nonb30BaTENbLCKOro YPOBHS 6€30MacHOCTU BPYYHYIO.

» 4Ymobbl omkpbIimb
OKHO Hacmpolika
npoesepku
no mpeboesaHuro,

H2XXKMUTE Ha KHOMKY
HacTtpowka
napaveTpoB
obnacTu 3awWwmThbl

B 6noke HacTtpomuka.

MapameTpbli B 6Gnoke 3BpUCTUYECKUM aHanNu3aTop Bbl MoXeTe
BKIHOYUTb MIW BbIKIIOYUTE NPUMEHEHWE 3BPUCTUYECKOIO
aHanusaTopa B 3ajaye MpOBEPKUM Mo TpeGoBaHUIo
N HAaCTPOUTL YPOBEHb aHanu3a ¢ NOMOLLbIO NOM3YHKa.

B Gnoke [ononHuTenbHble NapamMeTpbl Bbl MOXeTe
HaCTpPoOUTb crieayoLine napameTpbl:

e MpUMMEHeHVMe [OBEPEHHOW 30Hbl B 3agaye MpoBepKu
no TpeboBaHuto;

e npumeHeHne cnyx6 KSN B 3agadye npoBepku
no TpeboBaHuto;

e yKasaTb MpuopuTeT 3agadyv NpoBepkn no TpeboBaHuio:
BbINMOMHATE  3adadyy B (POHOBOM pexume  (HU3KUNA
npuopuTeT) WNW  cyUTaTb  BLIMOSMIHEHWE  3ajauu
NpoBepKoOW BaXkHbIX obnacren.

PacnucaHue Bbl MOXeTe HacTpouTb nNapaMeTpbl 3amnycka 3adauu
No pacnucaHuio.

I'IpOBepKa LEeJTOCTHOCTU PacnucaHue Bbl moxeTe HaCcTpOuUTb MapaMeTpbl 3anyCka 3agayn
Mo,qyneﬁ nporpamMmmbl no pacnmncaHuto.

Ona 3agaum tuna OTkaT o6HOBREHMS 6a3 nporpaMMbl Bbl MOXXETE HacTPOUTb TONbKO CTaHAAPTHbIE NMapameTphbl
3apgaun, perynupyemble Kaspersky Security Center, B pasgenax YBepgomneHusi n Uckno4veHus u3 obnactu
aencrteua 3apaun. [loapobHas WHGoOpMaLMs O HacTpPOMKe MapaMeTpoB B 3TUX pasgenax CoaepXuTcs
B Pykogsodcmee admuHucmpamopa Kaspersky Security Center.

B atom pasgene

3apgaun dopmupoBaHMe MpaBUIT KOHTPOMs 3anycka nporpamMm U ®opMUpoOBaHWE nNpaBui KOHTPONS

L1 Lo e 1 = PSPPSR 98
3agaya AKTUBALMS MPOTPAMMDI ........ccceeeeeeeeeeeeeeeee e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e aaaaaaaaaaas 100
3a424N OOHOBITEHUS MPOTPAMMBI .......eeetiteteesiuteeaessuteeeesaeteeeesasbeeeeaasteeeeaasbeeeesasteeaesasbaeeeeasbeeeeeanbeeaeeanbeeeesanbaeeesansees 101
MpoBepka LLeNMOCTHOCTU MOOYITEM MPOTPAMMDI .....evvreeessiueteuerreeeesssnssresereeeessasasstenneeeeeessamsssssneeseessnmmsssnnereeeessannnnes 102
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3apaum reHepauMu npaBui KOHTPOSS YCTPOUCTB U KOHTPONSA
3anycka nporpamm

» 4Ymobkl Hacmpoume 3adayvy "eHepayus npasusl KOHMPOoris yempolcme unu 3adadvy eHepayus
npasusi KOHMPOJIS 3arycka rnpozspamm, 8binonHume cnedyruwue 0elicmausi:

1. B pepeBe KoHconu agmunucTpupoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsieMble
ycTponcTBa. PassepHuTe rpynny agMUHUCTPUPOBAHUS, ANs1 KOMNbIOTEPOB KOTOPOW Bbl XOTUTE HAaCTPOUTb
napameTpbl 3agau.

2. B naHenu pesynbTaToB BhIGpaHHON rpynMnbl agMUHUCTPUPOBAHUA OTKPOWTE 3aknaaky 3agavu.

3. B cnucke paHee co3faHHbIX rpynnoBbIX 3adad BbibepuTe 3agadvy, napameTpbl KOTOPOW XOTUTE HaCTPOUTb.
OTKponTe KOHTEKCTHOE MEHI0 3adaun v Bbibepute nyHKT CBOMCTBA.

OTkpoeTcs okHo<UMmsa 3apaumn>.
4. B paspgene YBegomneHusi HaCTponTe napameTpbl yBeOOMITEHNI O COBbITUAX 3adaun.

5. TlMogpobHas uHdOpMaLuMa O HaCTPOMKE napameTpoB B 3TOM pasgene cogepxutca B Pykogodcmee
admuHucmpamopa Kaspersky Security Center.

6. B pasgene HacTpoiika Bbl MOXeTe HAaCTPOUTL CriedyroLne napameTpbl:

*  U3MeHUTb 0bracTb 3aluThl, 4o6aBNsAA UK yaansis NyTy K nankam 1 ykasbiBas TUnbl annos, 3anyck
KOTOpbIX paspeLleH aBToMaTnyYeckn choOpMMPOBaHHBIMU MpaBunamu;

. y4nTbiBaTh UMK HE Y4YNTbIBATb 3anyLleHHble NporpamMmmebl.

7. B paspene MNapametpbl Bbl MOXeTe yka3aTb AEWCTBUS MNpu (POPMUPOBaHUN paspeLlaolmx npasun
KOHTpOMS 3anycka nporpamm:

e Wcnonb3oBatb uucdpoBomn cepTudukar

Ecnun BbiGpaH 3TOT BapuaHT, TO B napaMeTpax (hopMMpyeMbIX paspeluarolimnx npasus
KOHTpONs  3anycka MNporpaMM B kayecTBe kpuTepusi cpabaTbiBaHUs npaBuna
yKasblBaeTcs Hanuuve umdpoBoro ceptudukata. B ganbHeiwem nporpamma 6Gypet
paspewaTtb 3anyck nporpaMM C NOMOLLb0 PalnoB, Y KOTOpbIX €CTb  LUdpOBO
ceptudukaT. ITOT BapMaHT PEKOMEHAYETCS, €CNU Bbl XOTUTE paspeLuaTh 3anyck Jobbix
nporpamMm, JOBEPEHHbIX B ONEPaLMOHHON CUCTEME.

e MWcnonb3oBaTb 3arosioBOK U oTNe4YaTok uucpoBoro ceptudmkara;

®naxKoK BKMOYaeT MK BbIKMOYaeT MCNONb30BaHWe 3arofioBka M oTrneyaTtka LmndpoBoro
cepTudmkata pavina B KayecTBe KpuTepus cpabaTbiBaHus paspeluarowmux npasun
KOHTpONsi 3anycka nporpamm. BknioyeHne atoro cnaxka nossonsdeT 3agatb bGonee
CTporue ycrnosusi NpoBepkn LINpoBOro ceptudurkara.

Ecnu cnaxok ycTaHOBMEH, TO B KayecTBe Kputepus cpabaTbiBaHWs paspeLuaroLmx
npaBuWn KOHTPOMS 3anycka nporpaMM YCTaHaBNMBAlOTCHA 3HAYeHWs  3arofioBka
W oTrneyaTka LMdpoBOro ceptudukata annos, And KOTOPbIX QOPMUPYIOTCA npasuna.
B panbHeriwem nporpammMa GyaeT paspeluatb 3anyck nporpamm, KOTopble 3anyckalTcs
C NOMOLLbID  (PalfoB  C yKasaHHbIMW B NpasBufne  3arofiloBKOM U OTMNeYaTkom
umdpoBoro ceptudukara.

Mcnonb3oBaHne 3Toro drnaxka Haubornee CTporo orpaHuymBaeT cpabaTbiBaHue
paspelualowmx npaBun 3anycka nporpamM no uMdpoBoMy cepTudukaTy, Tak Kak
OTNneyaTok SBNAETCA YHWKanbHbIM  MAeHTUdUKaATopoM LUGPOBOro ceptudukarta
M He MOoXeT ObITb NnoaaenaH.
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Ecnn cdnaxok cHAT, TO B KayecTBe KpuTepus cpabaTbiBaHWS paspeluaroLlimx npasun
KOHTpOMs 3anycka MporpaMMm YyCTaHaBnMBaeTcs Hanuuue nwoboro  umMdpoBoro
cepTudukaTa, JOBEPEHHOTO B ONEepaLUnOHHON cucTeMe.

dnaxok 4ocTyneH, ecnu BblbpaH BapnaHT Ucnonb3oBatb uucpoBon cepTudukar.
Mo ymonyaHuio raxxok yCTaHOBIEH.
o Ecnu ceptudukar otcytcrByerT;

PackpbiBatolumiica  cnucok, nos3sonsiowmn  BblbpaTte  kKpuTepun  cpabaTbiBaHUSA
paspeLuaLLmnxX NpaBm KOHTPOMS 3anycka nporpamMm Ans criyyas, ecnuv gainn, Ha ocCHoBe
KOTOpOro hopMmpyeTcs npaBuiio, He MMeeT LMdPOBOro cepTudukara.

e Xew SHA256. B kauectBe KkpuTepus paspelLalolero npaBuna KOHTPOMsS 3anycka nporpamm
yCTaHaBMMBAETCA 3HAYEHWE KOHTPOSIbHOW CyMMbl cpaina, Ha OCHOBE KOTOporo copmupyetcs
npasuno. B ganbHelwem nporpamma OygeT paspewaTtb 3anyck nporpamm, 3anyckaeMbixX
avinamm ¢ yka3zaHHOW KOHTPONbHOW CYMMOMN.

e MyTb Kk cpanny. B kayecTBe KpUTEPWUA paspeLlalolero npasuiia KOHTPOMS 3anycka nporpamm
ycTaHaBnMBaeTcs NyTb K dpaiiny, Ha OCHOBe KOTOporo doopmupyeTcsl npaBwuno. B ganbHeiwem
nporpamma 6yaeT paspeluaTtb 3anyck nporpamm TemMu dpainamu, KOTopble HaxodaTca B nankax,
yKasaHHbIX B Tabnuue Cosgaeath paspeluatolme npaeunia ans nporpamm 13 narok.

¢ Wcnonb3oBatb xew SHA256

Ecnun BbIGpaH 3TOT BapuaHT, TO B napameTpax opMUpYEMbIX paspeLlatolmx npaBun
KOHTPONS  3amycka MporpaMM B KayecTBe KpuTepusi cpabaTbiBaHWs npaswuna
yKasblBaeTCH 3HayeHne KOHTPOSbHOM CyMMbl dhaina, Ha OCHOBE KOTOPOro hopmmnpyeTcs
npaswno. B gansHenwem nporpamma 6yaeT paspeluaTb 3anyck nporpaMmm, 3anyckaembix
havinamm ¢ ykasaHHbIM 3HA4YE€HNEM KOHTPONBHOW CyMMbI.

OTOT BapuaHT peKoMeHAyeTCA NpUMeHsTb, ecnu TpebyeTcs co3gaTb MakCUMarbHO
HadeXHble npaBuna: KOHTPONbHadA Cymma, paccuuTaHHas no anroputmy SHA256,
ABNAETCA YHUKaNbHbIM  nAeHTUdukaTtopom ddanna. Kcnonb3oBaHWe MNOMy4YEHHOro
3HayeHWs xella B KayecTBe KpuTepus cpabaTbiBaHUA MpaBuna cyxaeTr obnacTb
NpUMeHeHusa npasuna Ao ogHoro anna.

OTOT BapuaHT BblibpaH No ymon4aHumio.
e Co3paBaTb NpaBuna AnA nonb3oBaTesns UK rpynnbl nonb3oBaTenen.

Mone, B KoTOpoM oOTOOpaxakTcA nofnb3oBaTene W/ unNu rpynna nonb3oBaTenen.
Mporpamma 6ygeT KOHTpoONMpoBaThb 3anyCcku NporpamMM yKasaHHbIM nonb3oBaTtenem u/
U1 yKasaHHOW rpynnown.

Mo ymon4yaHuto BbibGpaHa rpynna Bee.

Bbl MoxeTe HacTpouTb napameTpbl Ans KOHUrypaumoHHbIX ¢annoB €O CMMCKOM COPMUPOBAHHBIX
paspeLualrLLmMX NpaBui KOHTPONSA YCTPOWCTB M KOHTPOIS 3anycka nporpamm, kotopbele Kaspersky Security
10.1 pna Windows Server co3gaeT no 3aBepLleHnn 3agau.

8. B pasgene PacnucaHue HacTpoiTe napameTpbl pacnucaHus 3agadn (Bbl MOXETe HacTpauBaTb
pacnucaHue 3agay Bcex TUnoB kpome 3agavm OTkaT o6HoBMNeHMs 6a3).

9. B pasgene Y4yeTHass 3anuCb YKaXuTe Y4EeTHYIO 3anncb, C npaBamMu KOTOPOW Bbl XOTUTE BbIMNOMHATH
3agadvy.
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Ecnn Tpe6yeTcs=|, B pasgene UcknioveHnsa m3 obnactu gencTBus 3agayu YKaxute 006BbEKTHI, KOTOpble
XOTUTE UCKMOUYUTL M3 06nacTy AeNCTBMS 3adaqn.

MoppobHas MHpopMauus o HaCcTpoWke MapameTpoB B 3TUX pasgenax copgepxutca B Pykosodcmee
aomuHucmpamopa Kaspersky Security Center.

B oTkpbiBLEMCS okHe CBoicTBa: <UMsa 3apgaun> HaxmuTe Ha kHornky OK.

HacTtpoeHHble napameTpkl rpynnoBbIX 3a4ay 6yayT coxpaHeHsl.

3apgaya AKTMBaLUMA NporpamMmbil

» Ymobbl Hacmpoums 3adaqy Akmusayusi npoz2pamMmbl, 8bINoIHUME criedyrowue 0elicmeusi:

1.

10.

B nepeee KoHconu agmuHuctpupoBaHust Kaspersky Security Center passepHute y3en YnpaBnsieMble
ycTponcTBa. Pa3BepHuTe rpynny agMUHUCTPUPOBAHWS, ANst KOMMbIOTEPOB KOTOPOWM Bbl XOTUTE HACTPOUTL
napameTpbl 3a4au.

B naHenu pesynbTaToB BbIGpaHHON rpynmbl agMUHUCTPUPOBAHUA OTKPOMTE 3aknadKy 3agayu.

B cnucke paHee cosgaHHbIX rpynnoBbIX 3agay BbibepuTe 3agady, napaMeTpbl KOTOPON XOTUTE HaCTPOUTb.
OTKponTe KOHTEKCTHOE MEHI0 3adaun v Boibepute nyHKT CBOMCTBA.

OTkpoeTca okHoO<UMA 3agaumn>.
B pasgene YBegomneHua HacTpoiiTe napaMeTpbl YBEAOMIEHMI O COOLITUSIX 3adaun.

MogpobHas uHdOpMauua O HacTpOMKe napameTpoB B 3TOM pasgene cogepxutca B Pykogodcmee
admuHucmpamopa Kaspersky Security Center.

B pasgene MapameTpbl akTUBauUuM NporpamMmmbl NpuUMeHWTe ain Krkoya, € NMoMoLblo KOTOPOro Bbl
XOTWUTE aKTMBMPOBaTb NporpaMmMy. YcTaHoBuTe cnaxok Mcnonb3oBaTb B Ka4yecTBe AOMNOJSIHUTENBLHOIO
Kroua, ecniv xotuTte 0o6aBuTb KMoy A8 NPOANeHUs Cpoka OeNCTBUSA NULEH3NN.

B paspene PacnucaHue HacTpouTe napameTpbl pacnucaHusa 3agadn (Bbl MOXETe HacTpauBaTb
pacnucaHue 3agay Bcex TMnoB kpome 3agavm OtkaT obHoBNeHMs 6a3).

B pasgene Y4yeTHas 3anucb yKaxuTe YYEeTHY 3anvcCb, C MpaBaMy KOTOPOW Bbl XOTWUTE BbIMOMNHATH
3agauy.

Ecnn Tpebyetcs, B pasgene UcknroveHua v3 obractv OeWCTBUS 3afaun yKkaxkute OObeKTbl, KOTopble
XOTUTE UCKMIOYNTL U3 0bnacTu AencTBus 3agadun.

MoapobHasa nHdopMauna o HaACTpoKrKe NapamMeTpoB B 3TUX pasfenax coaepxutcs B Pykosodcmee
admuHucmpamopa Kaspersky Security Center.

B oTkpbiBLEMCS OkHe CBoncTBa: <UmsA 3apaun> HaxmuTe Ha kHonky OK.

HacTpoeHHble napameTpbl rpynnoBbIX 3a4ad 6yayT coxpaHeHsl.
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3agayum oOHOBNEHUs nNporpamMmmbl

YTtobbl HacTpoutb 3agady KonmpoBaHune obHoBneHuin, O6HoBneHne 6a3 nporpammbl unn OGHOBNEHNE MOAYewn
nporpaMmeil, BeINOMHMTE cneayowme eNCcTBUS:

1. B pepee KoHconu agmunHucTtpupoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsieMble
ycTponcTBa. Pa3BepHute rpynny agMUHUCTPUPOBAHWS, ANst KOMMbIOTEPOB KOTOPOW Bbl XOTUTE HAaCcTPOUTb
napamMeTpbl 3a4au.

2. B naHenu pesynbTaToB BbIGpPAHHOM rpynnbl aaAMUHUCTPUPOBAHUA OTKPOMTE 3aKknaaky 3agaydum.

3. B cnucke paHee co3gaHHbIX rpynnoBbiX 3agay BelbepuTe 3agady, napameTpbl KOTOPON XOTUTE HAaCTPOUTb.
OTKpoOWTE KOHTEKCTHOE MEHIO 3adayn 1 Bbibepute nyHKT CBOMCTBA.

OTkpoeTca okHoO<UMA 3agaumn>.

4. B pasgene YBefoMIieHUs1 HAacTpoiTe napameTpbl YBeAOMIIEHWI O COOLITUAX 3adaun.

MoppobHas nHdopmaLms O HacTpoWke napamMeTpoB B 3TOM pasgenie coaepxuTtcs B Pykosodcmee
admuHucmpamopa Kaspersky Security Center.

5. B 3aBucumocTu ot TMNa HaCTpaMBaeMOVI 3agayun BbiNnoJIHUTE OOHO U3 creayrLmnx OEenCTBuN:;

e B pasgene UcTouyHMK OGHOBRNEHMI HACTPOMTE MapameTpbl NCTOYHMKA OOHOBAEHUIN N ONTUMMU3aLMIO
NCMNONb30BaHWs ANCKOBOW NOACUCTEMbI.

a. B 6rnoke UcTouyHuk obHOBNeHuUM Bbl MoOXeTe ykasaTb CepBep agMUHUCTpUpOBaHUA Kaspersky
Security Center unu cepsepbl 06HoBneHun "Jlabopatopun Kacnepckoro” B kadeCTBE MUCTOYHUKA
OGHOBMEHWM nporpammbl. Takke Bbl MoOXeTe CcOPMUPOBATL MOMb30BATENLCKAN  CMUCOK
UCTOYHMKOB OGHOBMEHUs: fobaBuTb apyrme HTTP-, FTP-cepBepbl unun ceTeBble PECYpCbl BPYYHYHO
W yKa3aTb UX B KQ4eCTBE UCTOYHUKA OOHOBMEHWIA.

Bbl MOXeTe HacTponTb UCNonb3oBaHUE cepBepoB obHoBneHun "flabopaTtopun Kacnepckoro”, ecnu
yKa3aHHble BPY4YHYIO cepBepbl HEAOCTYMHbI.

b. B 6noke OnTMMu3sauma ucnonb3oBaHUA AUCKOBOM noacucTembl Ans 3agadn ObHosneHue 6a3
nporpammbl  Bbl  MOXETe  HacTpouTb MapamMeTpbl  OYHKUUW,  CHWXKAalOWeEN  Harpysky
Ha AMCKOBYIO NoacucTemy:

e CHM3UTb Harpy3Ky Ha AWCKOBYIO NOACUCTEMY 3a CUYET onepaTUBHOM NaMsATH.

@dnaxoK BKMOYAET UMM BbIKMOYaeT (YHKUMIO ONTMMU3aLMU OUCKOBOW MNOACUMCTEMBI
3a cyer pa3meLleHns dannos obHoBREHNs Ha BMPTYyanbHOM aucke
B OnepaTUBHOWN NamATy.

Ecnu dnaxok yctaHoBneH, yHKUMSA akTUBHA.
Mo ymonyaHuio oraxokK CHAT.
¢ OO6Bbem onepaTMBHOM NaMsATU, UCNOSNb3yeMbll Ansa onTummusauum (MB).

O6bem onepatvBHOM nNamsATM (B Merabawitax), KOTOpbLIA MNporpamma Ucnosnb3yet
Anst pasmeweHns  dannos  obHoBneHun. 1o ymonyaHuio  ycTaHoOBreH obbem
onepartmeHoun namatn 512 Mb.

c. Haxmute Ha kHonKy HacTponka napameTpoB coeaMHEHUA 1 B OTKpbiBLLEMCS okHe MapameTpbl
COeQMHEHUs HacTpoWTe mnapamMeTpbl UCMOMb30BaHWA MNPOKCWU-cepBepa  ANsi COeAMHEHUS
¢ cepBepamu obHoBNeHun «Jlabopatopun Kacnepckoro» n gpyrumm cepeepamu.
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e B 06noke HacTponka napameTpoB OOHOBNeHusi Mogyrnen nporpammbl Ans 3agadym O6GHoBReHue
MoZyrnen nporpammbl Bbl MOXeETe ykasaTb Aencteus, kotopble Kaspersky Security 10.1 ana Windows
Server 6yger coBepwartb NPU HANUUMM  KPUTUYECKMX OOHOBMEHUM MOAyren nporpaMmmbl
W NpY HanMuum MHdOopMaLUn O AOCTYMHbIX NMaHOBbIX 0OHOBMNEHMAX. Bbl Takke MOXeTe HacTpouTb
pencteus  Kaspersky Security 10.1 pgns  Windows Server no 3aBeplUeHUMM  YCTaHOBKMU
KPUTUYECKNX OOHOBMEHUIA.

e B Onoke HacTtpoMka napameTpoB KonupoBaHusi OOHoBneHun And3agayn KonupoBaHue
OOHOBIEHUN YyKaXXuTe cocTaB OOHOBMEHUI U Nanky NoKanbHOro UCTOYHWKA OBHOBEHWUN, B KOTOPYHO
0oOHoBNeHnss ByayT COXpaHEeHbI.

6. B paspene PacnucaHue HacTpoliTe napameTpbl pacnucaHusi 3agadn (Bbl MOXETe HacTpavBaTb
pacnucaHue 3agay Bcex TMNoB kpome 3agayvm OTkaT o6HoBMNeHMs 6a3).

7. B pasgene YyeTHasi 3anUCb YKaXXUTE YYETHYIO 3anucb, C MpaBamMu KOTOPOW Bbl XOTUTE BbIMOMHATH
3agavy.

8. Ecnu TpebGyetcs, B pazgene MckniouveHus 13 obrnacTv OeicTBMS 3adaduv yKkaxkuTte O0ObeKTbl, KOTopble
XOTWUTE UCKIIOYNUTb 13 06nacTu AeicTBMS 3aaudn.

MoppobHas MHpopMauus o HAaCcTpolke MapameTpoB B 3TUX pasgenax copgepxutcs B Pykogodcmee
admuHucmpamopa Kaspersky Security Center.

9. B oTkpbiBLIEMCA OKHE CBOMCTBa: <UMA 3apaun> HaxmuTe Ha kHorky OK.
HacTpoeHHble napaMeTpbl rpynnoBbix 3a4ad 6yayT CoXpaHeHbI.

Onsa 3agaun OTkaT 06HOBNEHUS 6a3 NporpaMmMbl Bbl MOXXETE HAaCTPOUTb TONbKO CTaHAapPTHbIE NapameTpbl 3a4auu,
perynupyemble Kaspersky Security Center, B 6nokax YBegomneHua u UcknouyeHUa u3 obnactm gencTBuA
3apgaun. lMogpobHas wHdopMauMs O HAaCTPOWKe MapamMeTpoB B 3TUX pasgenax coaepxutcs B Pykosodcmee
admuHucmpamopa Kaspersky Security Center.

NMpoBepka UenoCTHOCTM MOAYIIeU NMporpaMmbl

» UYmobbl Hacmpoums e2pynnogyto 3adady posepka uesocmHocmu Modyrnel npospammabl,
sbinosIHUMe criedyroujue delicmaus:

1. B pepee KoHconu agmunHucTpupoBaHusa Kaspersky Security Center passepHuTe y3en YnpaBnsieMmble
ycTponcTBa. PassepHuTe rpynny agMUHUCTPUPOBAHUS, AMs1 KOMMNbIOTEPOB KOTOPOW Bbl XOTUTE HAaCTPOUTb
napameTpbl 3a4au.

2. B naHenu pesynbTaToB BbIGPaHHON rpynMbl aAMUHUCTPUPOBAHUA OTKPOITE 3aKknadky 3agavm.

3. B cnucke paHee cosgaHHbIX rpynnoBbiX 3agay BoibepuTe 3agady, napaMmeTpbl KOTOPOM XOTUTE HAaCTPOUTb.
OTKponTe KOHTEKCTHOE MEHI0 3adaun v Boibepute nyHKT CBOMCTBA.

OTkpoeTca okHO<UM#A 3apgaumn>.

4. B pasgene YBegoMrieHUsl HAacTpoilTe napameTpbl YBeAOMIIEHUA O COBLITUAX 3adaun.

MogpobHasa mHdopmaumsa O HACTpoKWKe NapamMeTpoB B 3TOM pasgene coaepxutca B Pykogsodcmee
admuHucmpamopa Kaspersky Security Center.
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5. B pasgene YctpoictBa, BbibepnTe YCTpOWCTBa [AOf1sl KOTOPbIX Bbl XOTUTE HACTPOWUTbL 3agady MpPOBEpPKU
LIeNOCTHOCTU MoAyrneit NporpaMmbl.

6. B pasgene PacnucaHue HacTpouTe napameTpbl pacnucaHus 3agaum (Bbl MOXETe HacTpamBaTb
pacnucaHue 3agay Bcex TMnoB kpome 3agayvm OtkaT obHoBNeHMs 6a3).

7. B pasgene YyeTHasi 3anUCb YKaXXUTe YYETHYIO 3amnucb, C NpaBamMu KOTOPOW Bbl XOTUTE BbIMOMHATL
3agauy.

8. Ecnwn Tpebyetcq, B pasgene UcknrouveHusa m3 obnactm JencTBUS 3adayun ykaxuTe ob6bekTbl, KOTopble
XOTUTE UCKMOYNTL M3 0bnacTu AencTBuS 3agayun.

MogpobHas nMHdopMaunsa o HaACTpoKKe napamMeTpoB B 3TUX pasgenax coaepxutcs B Pykosodcmee
admuHucmpamopa Kaspersky Security Center.

9. B oTkpbiBLIEMCA OKHE CBOMCcTBa: <UMsA 3apaun> HaxmuTe Ha kHorky OK.

HacTtpoeHHble napaMeTpbl rpynnoBbix 3a4ad 6yayT CoXpaHeHbI.

Co3paHue 3agaym NpoBepPKU No TpeboBaHUIO

» Umobkl coddameb Hosyto 3adayy 8 KoHconu adMuHucmpuposgaHusi Kaspersky Security Center,
8binosTHUMe criedyroujue delicmaus:

1. 3anyctute macTep CO3AaHus 3a4adv OQHUM M3 CrieaytoLmnx crnocoGoB:

e [Ina co3maHusa nokanbHOW 3agayn:

a. B pepese KoHconu agmuHuctpmpoBaHua Kaspersky Security Center passepHuTe y3en
YnpaBnsiemble YCTPOWCTBA 1 BbiGepuTe rpynny, KOTOPON NPUHAANEXUT 3aLLULLLAEMBIN cepBep.

b. B naHenn pes3ynbTaToOB Ha 3aknagke YCTPOMCTBA OTKPOWTE KOHTEKCTHOE MEHK Ha CTpoke
C MHpopMauuen o 3awmwaeMom cepeepe v Bbibepute nyHKT CBoMcTBA.

c. B oTkpbiBlLIEMCSH OKHe B pa3gerne 3agavm HaxXMuUTe Ha KHonky [lo6aBuTh.
e [lna co3gaHusa rpynnoBon 3agayu:

a. B pepese KoHconu aamuHuctpmpoBaHua Kaspersky Security Center passepHuTe y3en
YnpaBnsiemble ycTponcTBa 1 BbibepuTe rpynny, Ans KOTOPOW Bbl XOTUTE co34aTh 3adaqy.

b. B naHenu pe3ynbTaTtoB OTKPOMTE KOHTEKCTHOE MEHK Ha 3aknagke 3agaum U BolOepuTe MyHKT
Cospatb — 3apauy.

e [lnA co3gaHWa  3adayn  Ans NnpoussBofibHOro  Habopa  komnbioTepoB B Aepese  KoHconu
agmuHncTpupoBaHus Kaspersky Security Center B yane BblIGOpkM YCTPOMCTB BbiGepuTe MYHKT
Cospatb 3agavy.

OTKpOETCs OKHO MacTepa Co3AaHus 3agadn.

2. B okHe OnpepeneHve Ha3BaHWUA 3adauu BBeauTe UMs 3agaum (He 6onee 100 CUMBOMOB, HE MOXET
cogepxatb cumBonbl | * < > ? \ /| ;). PekomeHOyeTCa BKIMIOYMTb B UMSA 3adadv ee Tun (Hanpumep,
"MpoBepka no TpeboBaHMIo Nanok obwero gocrtyna").

3. B okHe BbI6op TMna 3agaum nog 3aronoskoM Kaspersky Security 10.1 gna Windows Server Bbibepute
3agadvy NMpoBepka Nno TpeboBaHMIO N HAXXMUTE Ha kHOMKy Janee.
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4. B okHe O6nacTb NpoBepKu cchopMUpyiTe 06NacTb NPOBEPKM:

Mo ymonuaHuio o6nacTb MNPOBEPKM BKMNHOYAET KpuTudeckne obnactu cepsepa. [lpoBepsiemble
obnactu nomeyeHbl B TabNMLE 3HAYKOM E‘- Ob6nactn, ABNAWMECA UCKITIOYEHUAMN 13 NPOBEPKMU,
nomMeyeHsbl B Tabnvie 3Ha4Ykom

Bbl MoXeTe W3MeHATb o06nacTb MNPOBEPKW: BKMOYATb B Hee OTAeNbHble npeaonpeneneHHble
obnactu, AOucku, nanku, ceTeBble 00bEeKTbl U halnbl U ycTaHaBnMBaTb ocobble napamMeTpbl
©e3onacHOCTU NS Ka)kaon n3 godaBneHHbIX obnacTen.

e YTOObI MCKMIOUMTL M3 MPOBEPKM BCe 06NacT MPOBEPKM, OTKPOMTE KOHTEKCTHOE MEHI Ha KaxKaoMn
U3 CTpOK 1 BbibepuTe Yaanutb obnacTb.

e YTOObI BKIIOYMTb NMPEAYCTAHOBIIEHHYO 06nacTb NPOBEPKU, AWCK, Nanky, ceTeBol 0GbekT unu dann
B o6nacTb NpoBepPKM, BbINOMHWUTE CrieayoLne OencTBUS:

a. Haxmute npaBon knaBuwen Mbiluv B Tabnvue O6GRacTb 3awuTtbl U Bbibepute [o6aBUTb
obnacTtb 3aWMmnThbI.

b. B okHe [lo6aBneHue B obnacTb NpoBepku BbiGepuTe npedonpenenieHHylo obnacTb B CriMcke
MpeponpeneneHHas obnacTb, ykaxkuTe OWCK KOMMblOTepa, nanky, ceTeBoi oObekT unm gann
Ha 3aluMLLaeMoM cepBepe Unv ApYroM KOMMbIOTepe B CETU U HaxXMUTE Ha kHomnky OK.

e YT0Obl UCKNIOUUTL BIIOXKEHHbIE ManKM MW dannbl M3 o6racTM NPoBepKU, Bbibepute [ob6aBreHHy
nanky (ouck) B okHe mactepa ObnacTtb NPoOBepKu:

a. OTkpowTe KOHTEKCTHOE MeHI0 U BbibepuTe napameTp HactpouTb.
b. Haxmwute Ha kHonky HacTpomka B okHe YpoBeHb 6e3onacHoOCTU.

c. Ha 3aknagke OOGwwue B okHe napameTpoB [poBepka no TpeGOBaHUK CHUMUTE NAXKOK
BnoxeHHble nanku (BNoXeHHbIe dainbl) .

e YT10Obl NI3MEHUTBL napameTpbl ©Ge3onacHocTn obnacTtu NPOBEPKU, BbIMOJNIHUTE crneywuine OencTBus:

a. OTKkpowTe KOHTEKCTHOE MEHI0 Ha obnacTu, napameTpbl KOTOPOM Bbl XOTUTE U3MEHUTB, U BbibepuTe
HacTtpouTtsb.

b. B okHe HacTpomka npoBepku no TpeboBaHuto BLIGepuTe 0aMH M3 NpeayCTaHOBIEHHbIX YPOBHEN
6e30nacHOCTM MM HaxXMnUTe Ha kHonky HacTpomka, 4ToObl HacTpouTb NapameTpbl 6e30MNacHOCTM

BPYYHYIO.
HacTtpoiika BelinonHaeTca Tak xe, kak B KoHconu Kaspersky Security 10.1.

e Ur0oBblI nponyckaTb BMOXeHHble O0ObekTbl B AobaBneHHoW obracT npoBepKW, BbINOMAHUTE
cregyoLine AencTBusA:

a. Ortkpownite KOHTEKCTHOEe MEHI0 Tabnuupl O6nactb npoBepKu n BbIbepuTe
[Ho6aBUTbL UCKITOYEHMe.

b. Ykaxute 0b6beKTbl, KOTOpbIe Bbl XOTUTE WUCKMIOYUTL: BbibepuTe npedycTaHOBMNEHHYI 06racTb
B cnucke MMpeponpepneneHHas obnacTb, YKaXWTe [OUCK, MNanky, ceTeBol oObekT wnu dann
Ha cepBepe unm gpyroMm KomnboTepe ceTu.

c. Haxmute Ha kHonky OK.

CosdaHue u Hacmpolika 3aday e Kaspersky Security Center
104



KASPER§KY3

5. B okHe MapameTpbl HAacTpoWiTe 3BPUCTUYECKUIA aHaNM3aTop U AONONHUTENbHbIE NapamMeTpbl:

e HacTtponte wucnonb3oBaHWe  39BPUCTMYECKOro  aHanm3atopa  (cM. pasgen  "Mcnonb3oBaHue
3BPUCTUYECKOrO aHanmaaTtopa" Ha cTp. 146).

e YcraHoBuTe rnaxok [puMeHATbL AOBEpPEHHYK 30HY, €CnvM B 3ajaye Bbl XOTUTE WCKIYUTb
n3 obnactn npoBepkM OOBEKTbI, OMMCaHHble B AOBepeHHOW 30He Kaspersky Security 10.1 ans
Windows Server.

dra)kok BKMOYAET UMM BbIKMHOYaAET NPUMEHEHNE JOBEPEHHOW 30HbI B paboTe 3agaun.

Ecnn dnaxok ycraHoeneH, Kaspersky Security 10.1 ana Windows ServergobaensieT
K VCKITHOYEHUSIM U3 NMPOBEPKN, YCTAHOBMEHHBIM MpPU HACTPOMKE MNapaMeTpoB 3adauyu,
hannosble onepaunn AOBEPEHHbIX NPOLIECCOB.

Ecnn dnaxok cHat, Kaspersky Security 10.1 gns Windows ServerHe yuntbiBaeT
dhavinoBble onepauun OOBEPEHHbIX MPOLLECCOB npu hopmMupoBaHMM obnactn 3aluThbl
B 3agadye lMocTosAHHada 3awmTa dannos.

Mo ymonuyaHuio oria>kok yCTaHOBIEH.

e YcraHoBuTe bnaxok Ucnonb3oBatb KSN ans npoBepKu, ecnu Bbl XOTUTE MCMONb30BaTh obnayvHble
cnyx6bl Kaspersky Security Network gns sagauw.

dnaxok BKMHOYAET UMK BbIKIOYAET NCNOMb30BaHne obnayHbix cryx6 Kaspersky Security
Network (KSN) B 3agaude.

Ecnn dnaxok yctaHoBneH, nporpaMMa MCronb3yeT AaHHble, MONyYeHHble OT Cryxh
KSN, uto obGecneuuBaetr Gornee BbICOKYIO CKOPOCTb peakuuu nporpammbl Ha HOBble
Yrpo3bl U CHUXaeT BEPOSTHOCTb JIOXHbLIX cpabaTbiBaHUNA.

Ecnun donaxok cHAT, 3agaya NoCTOsIHHON 3alUmTbl haiinioB He ucnornb3yeT cryxobbl KSN.
Mo ymon4aHuio hnaxok yCTaHOBIIEH.

e YT06LI NpUcBOMTL paboyemy npoueccy, B KOTOPOM OyaeT BbIMONMHATLCA 3agadva, 6a30BbIf npuopuTeT
Huzknn (Low), B okHe MapameTpbl ycTaHOBMTE (hriakok BbInonHATL 3agavy B (pOHOBOM pexunme.

®naxok U3MEHSET MPUOPUTET 3agauun.

Ecnu dnaxok yctaHOBReH, NpMopuTeT 3afaqv B ONEPALMOHHON CUCTEME CHMXKAETCS.
OnepauuoHHaa cuctema MpedocTaBnNsAeT  pecypcbl  ANS BbIMNOMHEHUA  3adauu
B 3aBMCUMMOCTU OT Harpy3ku Ha LieHTparbHbIN npoueccop 1 hannoByo CUCTEMY cepBepa
CO CTOpOHbI Apyrux 3agad Kaspersky Security 10.1 gna Windows Server v nporpamm.
Kak crnepncTtsue, CKOPOCTb BbIMOSNIHEHMSA 3aa4vy 3amMeansieTcs npu yBenuyeHun Harpysku
1 yBenmuMBaeTcsa Npu yMeHbLLUEHUN Harpy3sKku.

Ecnn dnaxok cHAT, 3agaya BbIMOMHAETCA C TEM XXE NPUOPUTETOM, YTO U OCTalbHbIE
3agadn Kaspersky Security 10.1 ana Windows Server n gpyrue nporpammbl. B aTom
crny4yae CKOpOCTb BbINOSIHEHUS 3a4a4u YBENUYNBAETCS.

Mo ymonyaHuio raxokK CHAT.

Mo ymonuaHuio paboune npouecchl, B KOTOPbIX BbIMNOMHAKTCA 3agayun Kaspersky Security 10.1
ana Windows Server, umetoT npuoputet CpegHum .
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e YT06bl MCNONB30BaTh CO34aBaeMyto 3afady B Ka4yecTBe 3aJayqm NPOBEPKM BaXHbIX obnacTten cepsepa,
B okHe [lapameTpbl ycTaHoBUTe (pnaxok CuuTaTbh BbINOSIHEHWE 3afa4yu  MPOBEpPKOMn
BaXHbIX obnacremn.

draxkok M3MEeHsIET NPUOPUTET 3adaun: BKIOYAET MUIK BbIKMOYAET perncrpaunto cobbitus
BbinoniHeHa npoeepka eaxHbix obnacmel w obHOBMNeHMEe cTaTyca 3awuTbl cepBepa.
Kaspersky Security Center oueHuBaeT 6Ge3onacHocTb cepBepa (CepBepoB)
Mo nokasaTtensm Npov3BOAMTENBHOCTU 3afa4vum U NpucBamBaeT cTaTtyc [Iposepka 8aXxHbIX
obnacmed. dnaxok HeJoCTyneH B CBOMCTBAXx noKanbHbIX CUCTEMHbIX
1 nonb3oBartesnbckmx 3agay Kaspersky Security 10.1 ana Windows Server. Bbl MoxeTe
N3MEeHATb 3HaYeHue 3Toro napameTtpa Ha ctopoHe Kaspersky Security Center.

Ecnn dnaxok ycrtaHoBneH, CepBep agMUHUCTPUMPOBAHUS peructpupyeTr cobbiTue
BbinonHeHa npoBepka BaxHbIX obnactenm u obHOBNSIET cTaTyc 3awuTbl cepBepa
no pesynbTaTam BbINONIHEHMS 3a4a4u. 3a4ava NPOBEPKU MMEET BbICOKWI NPUOPUTET.

Ecnu dnaxok cHAT, 3a4a4ya NpOBEPKM BbIMOJHAETCS C HA3KMM NPUOPUTETOM.
dnaxok ycTaHOBMEH MO yMonuyaHuio ans 3agadv MNpoBepka BaxHbIX obnacTen.
6. Haxmwute Ha kHonky [lanee.

7. B okHe PacnucaHue HacTponTe pacnucaHue 3agadu (cm. pa3gen "HacTpoiika napameTpoB pacnucaHus
3anycka 3agay" Ha cTp. 111).

8. VYkaxute Y4ETHYIO 3anncCb noJib3oBaTtend, noa KOTOpOVI Bbl XOTUTE BbINOJNHATL 3adadvy, W yKaxute
M4 3agavdn.

9. Haxmute Ha kHonky FoToBoO.

ByneT cosgaHa HoBasl 3agadva npoBepky no TpeboBaHWio AN BbIOpaHHOTo cepBepa Unm rpynrbl CEPBEPOB.

HaCTpOﬁKa 3aga4 npoBepKu no TpGGOBaHMI-O
» Umobbl Hacmpoume 3ada4y posepka no mpebosaHuro, 8binoIHUME criedyrouwue delicmeus:

1. B pepee KoHconu agmunHucTpupoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsiemble
ycTponcTBa. Pa3BepHuUTe rpynny agMUHUCTPUPOBAHWS, ANst KOMMbIOTEPOB KOTOPOW Bbl XOTUTE HAaCTPOUTb
napamMeTpbl 3a4au.

2. B naHenu pe3ynbTaTtoB BbIGpaHHOW rpynnbl agMUMHUCTPUPOBAHKS OTKPOWTE 3aknagky 3agaum.

3. B cnucke paHee co3faHHbIX rpynnoBbIX 3adad BbibepuTe 3agadvy, napameTpbl KOTOPOW XOTUTE HACTPOUTb.
OTKpoOWTE KOHTEKCTHOE MEHIO 3aauun 1 BbibepuTe NyHKT CBOMCTBA.

OTkpoeTca okHoO<UMA 3agaumn>.

4. B pasgene YBegoMrieHUsl HAacTpoilTe napameTpbl YBeAOMIIEHUA O COBLITUAX 3adaun.

MogpobHas uHgopMaumss O HaCTporike MapameTpoB B 3TOM pasfene copepxuTtcs B Pykosodcmee
aomuHucmpamopa Kaspersky Security Center.
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5. B 6noke MapameTpbl Bbl MOXeTe BbINOMHUTL crieaylolme OeNCTBUS:

a. B 6noke Obnactb NpoBepKu yCTaHOBUTE (PraKKU HAMpPOTUB TeX, PannoBbiXx PeCypcoB, KOTOpbIE Bbl
XOTUTE BKIMOYNTL B 06N1acTb NPOBEPKY.

b. Haxmute Ha KHOMKY HacTtpoiika napameTpoB obnactu 3aWmThbI n BbIGepuTE
ypoBeHb 6e30nacHocTU.

Bbl MOxeTe ycTaHOBWTb OAMH W3 NpedyCTaHOBMEHHbLIX YPOBHEW ©0e30MacHOCTM WM HacTpoOUTb
napamMeTpbl MOSNIb30BATENbCKOTO YPOBHA ©e30macHOCTM BpyyHyl. YToObl HacTpouTb YpPOBEHb
fOesonacHOCTM  BpPYYHYIO, BOkHe HacTpowka npoBepkM o TPeGOBaHUIO  HaXmute
Ha kHonky HacTtpoika.

6. B 6noke MNapameTpbl Bbl MOXETE BbINOMHUTL CrieaytoLlme AeiCTBIS:

a. B 6noke SBpMCTVI‘-IeCKVIFI aHanu3aTop BKIHOYUTb UIX BbIKITIOYUTL UCMNOJ1b30BaHME 3BPUCTUYECKOIO
aHanmsaTtopa " HaCTpouTb YpOBEeHb aHarnn3a C NOMOLLbIO MON3YyHKa.

b. Hactponte [OononHuTenbHble napameTpbl (cMm.pasgen "CosmaHume 3agaum  nNpoOBEpPKM
no Tpe6oBaHuK0" Ha cTp. 103).

7. B pasgene PacnucaHme HacTpolite napameTpbl pacnucaHus 3agadn (Bbl MOXETe HacTpauBaTb
pacnvcaHue 3agay Bcex TunoB Kpome 3agayun OTkaT obHoBneHus 6as).

8. B pasgene YyeTHas 3anuCb YyKaXuTe Y4YETHYHO 3anucb, C NpaBaMu KOTOPOW Bbl XOTUTE BbIMOMHATb
3agavy.

9. Ecnu TpebGyetcs, B pazgene MckniouveHus v3 obrnacTv OeicTBMS 3adadv yKkaxkuTte OObeKTbl, KOTopble
XOTWUTE UCKIMIOYNTb 13 06nacTu AeicTBUS 3aauqn.

MoppobHas MHopMauus o HAaCTpolke MapameTpoB B 3TUX pasgenax copgepxutcs B Pykosodcmee
admuHucmpamopa Kaspersky Security Center.

10. B oTkpbiBEMCSt OKHe CBoMcTBa: <UmMs 3agaun> Haxmnte Ha kHornky OK.

HaCTpoeHHbIe napamMmeTpbl rpynnoBbiX 3a4a4y 6y,D,YT COXpaHeHbI.

NMpucBoeHMe 3apgave npoBepku No TpedboBaHUIO cTaTyca "3agava
npoBepKU BaXHbIX obnacrten"

Mo ymonuaHuo Kaspersky Security Center npucBavBaeT cepBepy crtatyc [IpedynpexdeHue, ecnv 3apjadya
lMpoBepka BaxHbIX OGracTen BbINOMHAETCH pexe, YemM ykasaHo napameTpom Kaspersky Security 10.1 ans
Windows Server NMopor hopMmupoBaHus cobbiTusa NMpoBepka BaXHbIX o6nacten He NnpoBoAUNach AaBHO.

» UmobbI Hacmpoume MPOBEPKY BCEX CEPBEPOE8, 8XOOAWUX 8 OOHY 2pyrny adMUHUCMPUPOBAHUS,
8binosiIHUMe credyroujue delicmeus:

1. CospaitTe rpynnoByto 3agady NpoBepku no TpeboBaHuio.

2. B okHe MapameTpbl MacTepa co3gaHua 3agayv ycTaHoBuTe dnaxok CuumTaTb BbINONMHEHMe 3ajauun
npoBepKol BaxHbIX oGnacTer KOMNbIOTepa. YkasaHHble BaMy NapaMeTpbl 3aa4aqv — 06n1acTb NPOBepKU
n napameTpbl 6e3onacHocT — 6GyaoyT eauHbIMKM AN BCEX  KOMMbIOTEpoB  rpynnbl.  HacTpoiite
pacnucaHue 3agauu.
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Bbl MoxeTe ycTaHoBUTb (hriaxkok CuMTaTb BbINOJSIHEHME 3afa4vu NMPOBEPKON BaXKHbIX obnacten
Kak Mnpu co3gaHuu 3agaudnm MnpoBepku Mo TpeboBaHW Ansi TPynnbl CEPBEPOB MM  Ans Habopa
CepBepPOB, Tak 1 No3xe, B okHe CBoucTBa: <HasBaHue 3agaun>.

3. C nomMoLlbo HOBOW UnNn CyIJ.l,eCTByIOLIJ,eI7I NOJNIMTUKN OTKIMKOYNTE 3anyCK no pacnmcaHuito CUCTEMHbIX 3aaad
nposepkn no TpeboBaHM0 Ha rpynne cepBepoB (cM. pasgen "Hactporika 3anycka no pacnucaHuio
noKarnbHbIX CUCTEMHbIX 3aaay" Ha cTp. 82).

C atoro momeHTa CepBep agmunucTpupoBaHus Kaspersky Security Center OGygeT oueHuBaTb COCTOsIHUE
6Ge3onacHOCTM 3allMLLaeMOro cepBepa W yBEAOMSISiTb Bac O HEM MO pe3ynbTaTaM MOCMe4HEro BbIMOSTHEHMWS
3apaun co ctatycom 3adava rnposepku 8axkHbIx obriacmel, a He No pe3ynbTaTaM BbINOMHEHWUS CUCTEMHOWN 3adayum
lMpoBepka BaxHbIX obracTen.

Bbl moxeTe npucBauBaTb cTatyc 3adaya rpoeepku BaxHbix obracmell Kak rpynnoBbiM 3ajadaMm MnpoBepKu
no TpeboBaHuWio, Tak 1 3agadam Ans HabopoB KOMMbIOTEPOB.

B KoHconu Kaspersky Security 10.1 Bbl MOXeTe NpOCMOTPETb, ABMSETCHA N 3agada npoBepkn no TpeboBaHumio
3apayen NpoBEPKM BaXHbIX obnacTen kKomnbloTepa.

B KoHconu Kaspersky Security 10.1 dnaxok CuuTaTb BbINOJSIHEHME 3a4ayn NPOBEPKOM BaXKHbIX
ob6nacTen oTobpaxaeTcs B CBOMCTBAX 3afad, HO OH He AOCTYMNEH ANng peaakTUpoBaHus.

Hactpounka napameTpoB anarHocTMku cboeB B Kaspersky
Security Center

Ecnu B pabote Kaspersky Security 10.1 ana Windows Server Bo3Hukna npobnema (Hanpumep, Kaspersky Security
10.1 ana Windows Server 3aBepllaeTcs aBapuHO) M Bbl XOTUTE AMArHOCTMPOBaTb €€, Bbl MOXETe BKIIOYUTb
cosgaHue ¢annoB TpaccUpoBkM U anna gamna npoueccoB Kaspersky Security 10.1 ana Windows Server
1 0TNpaBuTb 3TN hannbl Ha aHanu3 B Cnyxby TexHudeckon nogaepxkm "llabopatopun Kacnepckoro”.

Kaspersky Security 10.1 gna Windows Server He oTnpaBngaeT annbl TPENCOB M 4AaMMOB aBTOMAaTUYECKN.
[dnarHoctnyeckne gaHHble MOryT ObiTb OTNPABMAEHbI TOMBKO MOfb30BATENEM C COOTBETCTBYIOLLMMU NpaBaMMm.

Kaspersky Security 10.1 gna Windows Server 3anucbiBaeT vHgopMauuto B hannbl TpaccMpoBku u chann
Aamvna B HesawwndpoBaHHOM Buge. [lanka, B KOTOPYO COXpaHsATes annbl, BblbupaeTcs nonb3oBaTtenemM
N KOHTPONMPYETCH HacTpomkaMu onepaunoHHon cuctembl n Kaspersky Security 10.1 ans Windows Server.
Bbl MmoxxeTe HacTpouTb Npasa goctyna(cMm. pasgen "lMpaea goctyna k dyHkumam Kaspersky Security 10.1 gns
Windows Server" Ha cTp. 64) v paspewunTb AOCTYN KXypHanam, davnam Tpenca wugamna TOrbKO
Ansi BbIOpaHHbIX NOnb3oBaTenen.
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» 4Ymobkl Hacmpoume napamempsl QuazHocmuku cboee 8 Kaspersky Security Center, ebinoriHume
cnedyrowue delicmaus:

1. B KoHconn agmuHuctpupoBaHus Kaspersky Security Center otkponte okHo MapameTpbl nporpaMmmbl
(cm. pasgen "HacTtpowka nokanbHbIX 3agad B okHe [MapameTpbl nporpammsbl B Kaspersky Security
Center" Ha cTp. 89).

2. OrTkpoiiTe pasagen lnarHocTnka c60eB 1 BLINOMNHUTE creaylolmne AencTeus:

e Ecnu Bbl XOTUTE 3anucbiBaTb OTNaA04HYO MHOPMaUuIo B harin, ycTaHoBuTe hnaxok 3anucbiBaTb
oTNnagoyYHyro uHdopmaumio B hann TpacCUpPOBKU.

e B none Hmxe ykaxuTe nanky, B koTopyt Kaspersky Security 10.1 gna Windows Server 6yget
COXpaHATb (hansnbl TPAaCCUPOBKN.

e HacTtpoviTe ypoBeHb AeTanm3aumm oTnagoyHon nHdopmMaLmm.

B packpbiBatowiemcs cnucke Bbl MOXeTe BbibpaTb ypoBeHb AeTanv3aunu OTnagodHow
uHdopmaumm, kotopyto Kaspersky Security 10.1 gna Windows Server coxpaHset
B (havne TpaccupoBKy.

Bbl MOXeTe BblIOpaTbh OAMH U3 CNeayoLIMX YpoBHel aeTanusauum:

e Kputnueckme cobbitua — Kaspersky Security 10.1 gna Windows Server coxpaHsieT
B (hanine TPaccUpoBKM TONbKO MHAPOPMALMIO O KPUTUYECKMX COBBLITUSX.

e Ownbkm — Kaspersky Security 10.1 gns Windows Server coxpaHsaeT B channe
TPacCcMpOBKN MHEPOPMaLUNIO O KPUTUHECKUX COBBITMAX 1 00 OLIMBKax.

e BaxHble cobbiTns — Kaspersky Security 10.1 gna Windows Server coxpaHsieT
B dpavine TpacCUPOBKM WMHAOPMAaLMIO O KPUTUYECKMX COObITMUAX, 00 ombkax
N O BaXHbIX COBLITUAX.

e WHdopmaumoHHble cobbiTua — Kaspersky Security 10.1 gna Windows Server
coxpaHsieT B (panine TpacCUPOBKM UHMOPMALMIO O KPUTUYECKUX  CODBLITUSIX,
06 owwmnbkax, 0 BaxHbIX COBbITUSAX M 06 MHPOPMALIMOHHBIX CODBLITUAX.

e Bcsa otnapoyHas nHdopmauuna — Kaspersky Security 10.1 gna Windows Server
coxpaHsieT B panne TpacCUpPOBKM BCHO OTNA0YHYO MHOopMaLIO.

YpoBeHb geTanusauun, KoTopblii TpebGyeTcs YCTAHOBWUTbL AN PELUeHUS] BO3HUKLLEN
npo6nemsl, onpeaenseT cneumanvcT Cnyx6bl TEXHUYECKOW NOAAEPKKM.

Mo ymon4aHuio ycTaHOBIMEH YpOBEHb AeTann3auun Bes oTnagoyHas nHdopmaums.

PackpbiBatolniica  CNncok OOCTYNeH, ecnu  ycTaHoBNeH raxok 3anucbiBaTb
OTNaAoyHyr MHdopmauuio B chain TpacCUPOBKMU.

o YKaxuTe MaKkcuMarnbHbI pasmep ainnoB TpacCUpOBKMU.

e YKaxuTe oOTnaxuBaemble KOMMOHEeHTbl. Kodbl KOMMOHEHTOB crneayeT BBOAUTb 4Yepe3 TOYKY
¢ 3ansiTon U ¢ ydeTom permctpa (CM. Tabnuuy Huxe).

Tabnuua 15. Koabl noacuctem Kaspersky Security 10.1 ana Windows Server

Koa noacuctembl | HasBaHue noacuctTemMbl

* Bce KOMMNOHEHTDI.

gui Moacuctema nonb3oBaTenbCKoro MHTepdenca, ocHacTka Kaspersky Security 10.1 gns
Windows Server B Microsoft Management Console.

ak_conn Moacuctema uHTerpaumm ¢ AreHtom agmuHucTpupoBaHusa Kaspersky Security Center.
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bl YnpaBnsawwmin npowuecc, peanusyeT 3agaym ynpaeneHuns Kaspersky Security 10.1 gns
Windows Server.

wp Pabouunii npouecc; peanuayeT 3agaqym aHTUBUPYCHOW 3aLLMThI.

blgate Mpouecc yoaneHHoro ynpaeneHusa Kaspersky Security 10.1 gna Windows Server.

ods Moacuctema npoBepku No TpeboBaHmIo.

oas MoacmcTema NOCTOAHHOW 3alnTbl hannos.

gb Moacuctema kapaHTUMHA U Pe3epPBHOIO XpPaHUNULLA.

scandll BcnomoratenbHbIn Mogynb aHTUBMPYCHOW NPOBEPKMU.

core Moacuctema 6a30B0OM aHTUBUPYCHON OYHKLMOHAMBbHOCTMW.

avscan Mopcuctema aHTUBMPYCHOM 0OpaboTKu.

avserv Mopcuctema ynpaBneHms aHTUBMPYCHBIM SIAPOM.

prague Moacuctema 6a3oBoO PYHKLMOHANBHOCTH.

updater Moacuctema obHoBneHusa 6a3 u mogynen NnporpaMmbl.

snmp Moacuctema nogaepxkm SNMP npoTtokona.

perfcount Moacuctema cYETYMKOB NPOU3BOLAUTENBHOCTH.

MapameTpbl TpaccupoBkm ocHacTkn Kaspersky Security 10.1 gna Windows Server (gui) n nnaruHa
ynpaeneHuns Kaspersky Security 10.1 ans Windows Server ansa Kaspersky Security Center
(ak_conn) npumeHsaOTCA MNocne nepesanycka 3TUX KOMMOHEHTOB. [lapameTpbl TpacCUpOBKM
noacuctembl nopgaepxkn SNMP-npotokona (snmp) NpMMeHSATCA Mocre nepesanycka cryXobl
SNMP. T[lapameTpbl TpacCMpoBKM MOACUCTEMblI CYETYMKOB npou3BoauTensHocTy (perfcount)
NPUMEHSIIOTCS nocne nepesanycka BCEX npoLieccos, UCNOMb3YIOLWNX  CYETUMKU
npoussoguTensHocTU. MNapamMeTpbl TpaccMpoBKM ocTanbHbIX noacucteMm Kaspersky Security 10.1
Aans Windows Server npuMeHsI0TCa cpasy nocrne coxpaHeHnss napaMmeTpoB AuarHocTukm cboes.

Mo ymonuaHuo Kaspersky Security 10.1 gns Windows Server coxpaHAeT o0TnagoyvHyo
uHdopmaumio o pabote Bcex noacuctem Kaspersky Security 10.1 gna Windows Server
(pekomeHpyeTcs).

Mone BBOAA OOCTYNHO, €CNN YCTaHOBMEH cnaxok 3anucbiBaTb OTNAAO0UYHYH MHdOpMaumio
B ¢han TpaccupoBku.

Ecnu BblI xoTuTe cosgaBaTtb pamn gamna, yctaHoBuTe cdnaxok CosmaBaTb BO Bpemsi c6os
c¢havn gamna.

¢ B none Hmxe ykaxuTe nanky, B kotopyto Kaspersky Security 10.1 gna Windows Server 6yget
coxpaHaTb chann gamna.

3. HaxmuTte Ha kHonky OK.

HaCTpoeHHbIe napamMmeTpbl nporpamMmmbl 6yD,YT NnpuMeHeHbl Ha 3allulliaeMoM cepBepe.
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Pa6oTta ¢ pacnucaHuem 3apnav

Bbl MmOxeTe HacTpauBaTtb 3anyck 3agay Kaspersky Security 10.1 ana Windows Server no pacnucaHuio, a Takke
HacTpauBaTb NapaMeTpbl 3anycka No pacrnucaHuio.

B aTtom pasgene
HacTtporika napamMeTpoB PACMNCAHNS 3AMYCKA BALAY ... .uuvvreerieeeieiiuteteeeeaeasaaaunteeeeeaeaesaaasnrsseeeeesesaamnssseeeeaessaannes 111

BkrtoyeHne 1 BbIKIIOYEHNE 3aMYCKA MO PACTIMCAHMEID .......ceeiuttiteiiiieeesaitieeesasteeesaasbeeesasbeeesanbeeeeaanbreeesanbneeesannnes 11

HacTponka napameTpoB pacnucaHus 3anycka 3agav

B KoHconn Kaspersky Security 10.1 Bbl MOXeTe HacTpoWUTb pacnucaHue 3anycka JoKarnbHbIX CUCTEMHbIX
1 nonb3oBaTenbCkMx 3aday. Bel He MoXeTe HacTpauBaTb pacnucaHue 3anycka rpynnoBbiX 3aau.

» Ymobbl Hacmpoums napamempsbl pacrucaHus 3anycka 3adadu, ebirnosiHuUme
crnedyrouwjue deticmeus:

1. B pepese KoHconu Kaspersky Security 10.1 Center passepHuTe y3en YnpaBnsiemblie YCTPOMCTBA
W BbINOSIHUTE criegyouime 4eNCTBUSA:

e Ecnu Bbl xoTUTE HacTpouTb NapameTpbl NONUTKKK, B rpynne cepeepoB BbibepuTe Monutuka> <Umsa
nonutukn> — <Paszgen> — HacTtpoutb — YnpaBneHue 3agaven.

e Ecnu Bbl XOTUTE HaACTpouUTb MapameTpbl 3agayvv Ans ogHoro cepBepa depe3 Kaspersky Security
Center, otkponte okHo MapameTpbl 3agaum (cM. pasgen "HacTpomka nokanbHbIX 3aAay B OKHe
MapameTpbl nporpammbl B Kaspersky Security Center" Ha cTp. 89) B Kaspersky Security Center.

OTkpoeTcsa okHo MNMapameTpbl.

2. B otkpbiBlWIEMCSA OKHe Ha 3akragke PacnucaHwue BKMOYUTE 3arnyck 3agadv Mo pacrnvcaHuio, YyCTaHOBUB
dnaxok 3anyckaTb 3agavy No pacnucaHuio.

Mons c napameTpaMu pacnucaHWs 3ajadn MpoBepKM Mo TpebGoBaHWio ¥ 3adadn 0BHOBMEHUS
HEe[OCTYNHbI, ecriM 3anyck 3aJayn Mo pacnucaHuio 3anpeLleH AedcTBuMeM nonutukn Kaspersky
Security Center.

3. Hactpointe napameTpbl pacnvMcaHusi B COOTBETCTBUM C BalwMMu TpeboBaHusaMW. NS 3TOro BbINOSHUTE
cnegywolwmve gencTesuns:

a. B cnuncke YacTtoTa 3anycka Bbl6epI/ITe OOHO M3 cneaywwmnx 3HaYEHUI:

e ExeuvacHo, ecnu xoTuTe, 4TOObLI 3agada 3anyckanacb C nepnoan4yHOCTbO B 3adaHHOe BaMu
KOJNMM4eCTBO 4acoB, N YKaXXute Konnm4ecTso 4acoB B Mnone Pa3 B <konuyectBoO> v;

e ExecyTo4Ho, ecnu xoTute, 4TOObI 3agaya 3anyckanacb C NEPUOAMYHOCTLIO B 3aaHHOE BaMu
KOSIMYECTBO OHEN, N YKaXKUTe KONMYeCTBO AHeN B nosie Pa3 B <KONIM4eCTBO> CYyT;

o ExeHepenbHO, ecnu xoTuTe, YTOObI 3agava 3anyckanacb C NepuoAMYHOCTbIO B 3a4aHHOE BaMu
KONNYeCTBO Hefenb, 1 YKaXnTe KONM4YecTBO Hedenb B nosne Pa3 B <konu4ecTBO> HepA. YKaxuTe,
no KakuMm [fHaM Hepenu 0OygeT 3anyckaTbCA 3adada  (No ymonmyaHuilo 3agjada  3anyckaetcs
no noHeAernbHMKaMm);
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Mpu 3anycke nporpammbl, €crnv XoTuTe, 4TOObl 3afada 3anyckanacb Npu Kaxgom 3anycke
Kaspersky Security 10.1 ana Windows Server;

Mocne o6HOBNEeHUsA 6a3 NporpamMmmbl, eCriv XOTUTE, YTOOLI 3aada 3anyckanacb Nocne Kaxporo
obHoBneHnst 6a3 nporpammbl.

b. B none Bpems 3anycka ykaxute Bpems NepBOro 3anycka 3agadu.

c. B none Hayatb c YKaXute gaTty Ha4dana aencrems pacnncaHus.

lMocne Toro Kak Bbl yKaXkeTe 4acToTy U BpeMs NepBOro 3anycka 3agayun u gaty Havana 4encTBus
pacnucaHus, B BEPXHEW 4YacTu OkHa B none Cneaywowuin 3anyck nNosBUTCA MHGopMaumns
0 pacyeTHOM BpeMeHu ovepedHoro 3anycka 3agayn. O6HoBNEeHHast MHPOPMAaLMS O pacyeTHOM
BpeMeHW cregytowero 3anycka bygeT oTobpaxaTbCs KaxAbll pas, korga Bbl OTKPOETE OKHO
MapameTpbl 3apayum Ha 3aknagke PacnucaHwme.

3HaveHne 3anpelleH nonuTukom B nore Cnepyrowmm 3anyck otobpaxaeTcs, ecnv 3anyck
CUCTEMHBIX 3a4ay Mo pacnucaHuio 3anpeLleH napameTpammn AencTeytowen nonutukn Kaspersky
Security Center (cMm. pa3gen "HacTtpornka 3anycka no pacnmcaHuio nokanbHbIX CUCTEMHbIX 3a4ay”
Ha cTp. 82).

4. Ha 3aknagke [JONONMHUTENbHO HACTPOWTE B COOTBETCTBUM C BawmMu TpeboBaHuaMM creayolime
napamMeTpbl pacnmcaHus.

(] B 6noke I'Iapameprl OCTaHOBKM 3agayu BbINOJTHUTE cnefaywumne OencTBms:

a.

YcTaHoBuTe CbJ'IaM(OK ,U,J'WITeﬂI:HOCTI: n BBeOUTEe HYXHOe KONM4eCcTBO 4acoB WM MUHYT B MONAX
cnpaea, YTOObI YKa3aTb MakCumarbHYO ONMUTENbHOCTb BbIMOJIHEHNUA 3a4a4n.

YcTaHoBuTe c*)na>|<0|< anIOCTaHOBVITb C ... AO n BBEAUTE Ha4alnbHOE€ W KOHEeYHOe 3Ha4deHue
BpPEeMEHHOIro npomMeXxyTka B NnonAax crnpasa, 4yTOObI YKa3aTb MPOMEXYTOK BpeMeHW B rnpenenax
CYTOK, B TedeHne KOTOPOro BblNoJfiHEHME 3aa4un 6yp,eT NPUOCTaHOBJ1EHO.

e B 6noke [lononHuTenbHble napaMeTpbl:

a.

YcTtaHoBute donaxok OTMeHUTb pacnucaHue C 1 yKaxuTe AaTy, HaumHas ¢ KOTOpoW pacnucaHue
nepecTaHeT AeNCTBOBaTb.

YcTaHoBuUTe Cbﬂa)KOK 3anycxaTb nponyueHHble 3apauum, 4yToObl  BKMOYUTH 3anyck
nponyLweHHbIX 3agad.

YcraHoBute dnaxok PacnpepenuTb BpeMs 3anycka B MHTepBarne U yKaxuTe 3HayeHue
napameTpa B MUHYTaXx.

5. Haxmute Ha KHOMKY anIMEHVITb, 4YTOObI COXpPaHUTb NapamMeTpbl 3anyCka 3agayn.
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BknroyeHue u BbIKNOYeHne 3anycka no pacnucaHuio

Bbl MoxeTe BkMwo4YaTb WM BbIKMOYaTb 3anyck 3adady Mo pacnucaHuio  Kak Mocre, Tak W OO0 HAacTPOMKu
napaMeTpoB pacrnmcaHus.

» Umobhbi 8kn0YUMB UMU 8bIKTYUMB pacrucaHue 3arnycka 3adadu, 8bIrnosHume
cnedyrowue delicmaus:

1. B pepeBe KoHconn Kaspersky Security 10.1 OTKpOWTE KOHTEKCTHOE MEHK MMEHM 3agadn, pacnucaHue
3anycka KOTOpoW Bbl XOTUTE HACTPOUTB.

2. BblbepuTe nyHkT CBOMCTBA.
OTtkpoeTcsa okHo MapameTpbl 3agayum.

3. B oTKpbIBLUEMCSH OKHE Ha 3aknagke PacnucaHue BbINOMHUTE OOHO U3 CNeayowmnx 0eNCTBUN:

e yCTaHOBUTE cbna>|<01< 3aI1YCKaTb 3agady no pacnucaHur, €Ciin XOTUTE BKITHOYMUTL 3anyckK 3aaadu
Nno pacnmcaHuto;

e CHMMWUTE naxkok 3anycKaTb 3agadvy Mo pacnUCaHWIO, €CNN XOTUTE BLIKMIOYMTL 3anyck 3agadn
Mo pacnmcaHuio.

HaCTpoeHHble napameTpbl pacnncaHuna 3anycka 3aga4n He 6yD,yT yoarneHbl n 6yD,yT NMPUMEHEHDbI
npu cregyrwem BKIMIOHYEHNN 3anyCka 3agadn no pacnmcaHuio.

4. HaxmuTe Ha kHonKy MNpumMmeHnTb.

HacTpoeHHble napameTpbl 3anycka 3agayum no pacnucaHuio 6yayT CoOXpaHeHsbI.
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YnpaBneHue
napameTpamMu nporpamMmmbl

OTOT pasgen CoaepXMT MHGOPMAaLUIO O HacTporke oblmx napameTpoB paboTbl Kaspersky Security 10.1 gns
Windows Server B Kaspersky Security Center.

B aTtom pasgene

O cnocobax ynpaBneHusi Kaspersky Security 10.1 gns Windows Server n3 Kaspersky Security Center........... 114
O HacTtpolike obLwmx napameTpoB nporpammbl B Kaspersky Security Center ..........eeevvveeiiiiciiiiieeee i 115
O HacTponke AONOMHUTENBHBIX BO3MOXHOCTEMN MPOTPAMMDI .....cceiitiieeiiiiteeasitieeeasibreeessibeeeeasibneeeesnbreeesanbneeesnnnns 121
O HACTPOMKE XKYPHATOB N YBEIOMITEHUM ...ccceuveieeeiuiieeeesitieeessiteeeesssteeaesssteeeesssteeassastaeessssteeesssssseessasseeesssnsneessnnsees 135

O cnocob6ax ynpasneHusa Kaspersky Security 10.1 ansa
Windows Server na Kaspersky Security Center

Bbl MOXeTe LeHTpann3oBaHHO YNpaBnATb HECKOMbKMMU KOMMbOTEPaMM C ycTaHOBMEHHbIM Kaspersky Security
10.1 gna Windows Server, BKNIOYEHHbIMW B rpynny agMMHUCTPUPOBaHMSA, C NoMowWblo nnarnHa Kaspersky
Security Center.

pynna admuHucmpuposaHusi opmmpyeTca Ha cTopoHe Kaspersky Security Center Bpy4Hyto 1 BKIoYaeT B cebs
HeCKOmMnbKo cepBepoB C ycTaHoBreHHbIM Kaspersky Security 10.1 ana Windows Server, Ans KOTopbIX Bbl XOTUTE
HacTpouTb eauHble napameTpbl ynpaBneHus W 3awmuTbl. [ogpobHas vHgopMauusa o6 Mcnonb3oBaHUWU pynn
aAMUHUCTPUPOBaHNA coaepxntca B Pykosodcmee adMuHucmpamopa Kaspersky Security Center.

MapameTpbl NporpamMmmbl 418 OQHOMO cepBepa HeAOCTYMHbI ANsA HACTPOKkK, ecnn paboTta Kaspersky Security
10.1 pna Windows Server Ha3TOM cepBepe KOHTPOMMPYeTCA akTMBHOW nonutukon Kaspersky
Security Center.

Bol moxeTte ynpaenate Kaspersky Security 10.1 gna Windows Server wu3 Kaspersky Security Center
cregyrowuMm cnocobamu:

e Wcnonb3oBaHue nonutuk Kaspersky Security Center. lNonutukn Kaspersky Security Center
No3BONAIT yOaneHHO HacTpoUTb efuHble NapameTpbl 3aluTbl AN rpynnsl cepBepoB. NapameTpbl
3a4ad, 3agaHHbie B aKTUBHOWN nonnTuke, UMEerT NpuopuTeT Haa napamMmeTpamMmun 3agad, HaCTpPpOeHHbIMU
nokaneHo B KoHconu Kaspersky Security 10.1 wnu yganeHHo B okHe CBoucTBa: <Umsa cepBepa>
Kaspersky Security Center.

C noMOLLbIO MOMNWUTMK Bbl MOXETE HacTpouTb obwme napameTpbl paboTbl NporpamMmbl, nNapameTpbl
3aJay MOCTOAHHOW 3aluMTbl, NapameTpbl 3afav KOHTPONS akTUBHOCTU Ha KOMMbIOTEpax, napamMmeTpbl
3ajay  3awmTbl CETeBbIX XpaHWnuL, MapameTpbl 3anycka CUCTEMHbLIX 3adady Mo pacrnucaHuio,
napameTpbl UCNONb30BaHUA Npodunen.

YnpaeneHue napamempamu npoz2paMmbi
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e Wcnonb3oBaHue rpynnoBbix 3agady Kaspersky Security Center. 'pynnoBbie 3agaun Kaspersky
Security Center no3BoNsAT yAaneHHO HACTPOUTb €AMHble NapameTpbl  3ajay, MMEeLnX
OrpaHUYEHHbIN CPOK BbIMNOMHEHUS, AN rPYnMbl CEPBEPOB.

C nomoLLpblo rpynnoBbiX 3a4ay Bbl MOXETe aKTMBMPOBaTb NPOrpamMy, HacTPOUTb MapameTpbl 3aday
NMpoBeEpKM Mo TpeGoBaHWMo, napameTpbl 3agay OGHOBMEHWs, napaMeTpbl 3agayy aBTOMAaTUYECKOro
hopMMpOBaHMS paspeLuatoLLmMX NpaBwus.

e MWcnonb3oBaHue 3ajay Ans Habopa ycTpoMcTB. 3agauv Ans HaGopa YCTPOWCTB MO3BONSOT
yOoarneHHo HacTpoWTb eavHble MapameTpbl 3adad, MMELMX OrpaHUYEHHbI CPOK BbIMOJIHEHUS,
AnNs CepBeEpPOB, KOTOPbIE HE BKIIOYEHbI HU B OAHY M3 CO3AaHHbIX rpynn agMUHUCTPUPOBAHWS.

e MWcnonb3oBaHuMe OKHa HacCTPOMKM NapaMeTpoB O[JHOro cepBepa. B oTkpbiBlLIEMCA OKHe
CeonctBa: <Mms cepBepa> Bbl MOXeTe yaaneHHO HacTpouTb MapameTpbl 3ajayn Ans O4HOro
cepBepa, BKMOYEHHOrO B rpynny agMUHUCTPUPOBaHUS. Bbl MOXeTe HacTpouTb Kak obLine napameTpbl
paboTbl nporpammbl, Tak 1M napameTpbl paboTbl Bcex 3agady Kaspersky Security 10.1 gna Windows
Server, ecnn BblOpaHHbIN CepBep He HaxoouTCcs Mo ynpaBleHVeM LEeNCTBYIOLWEN MONUTUKK
Kaspersky Security Center.

Kaspersky Security Center nossonsieT HacTpouTb nNapameTpbl MPOrpamMmbl, OOMNOMHUTENbHbIE BO3MOXHOCTU
1 paboTy XypHarioB M yBeooMSeHWUA. Bbl MoxeTe HacTpouTb 3TW MapameTpbl Kak Afis rpynnbl CEpBEPOB, Tak
W 4Ns O4HOro cepBepa.

O HacTpouke oOLWMX NapamMeTpoB nporpammbl B Kaspersky
Security Center

Bbl MoxeTe HacTpouTb obwime napameTpbl Kaspersky Security 10.1 ana Windows Server us Kaspersky Security
Center gns rpynnbl CEpBepOB UMW A8 OOHOro cepeepa.

B aTtom pasgene

HacTpovika macwtabupyeMmoctn u nHtepdenca B Kaspersky Security CENEr .........occveveviiieeeiiiiieesiiieeessieeeens 115
HacTtpoiika napameTpoB 6e30nacHOCTU B Kaspersky SECUrity CENLET ........ccocciiiieiee e eeeciirree e 118
HacTpovika napameTpoB coeamHeHns B Kaspersky SECUNtY CENTET ........coiuiiiiiiiiie e 119

HacTtpounka macwtabupyemoctu u uutepcpenca B Kaspersky
Security Center

Mpouenypa HacTporkn napamMeTpoB pyHKUMOHaNbHbIX koMnoHeHToB Kaspersky Security 10.1 gna Windows
Server B Kaspersky Security Center aHanornyHa npouegype HacTPOWKM 3TUX KOMMOHEHTOB B JIOKarbHOM
KoHconu Kaspersky Security 10.1. MHCTpyKUUK MO HacTponke napameTpoB 3aday U yHKLMIA NporpamMmbl
B KoHconn Kaspersky Security 10.1 cogepxatcsa B COOTBETCTBYWLWLMX pasgenax Pykosodcmea
rnoneb3oeamerns Kaspersky Security 10.1 dns Windows Server.

YnpaeneHue napamempamu npoz2paMmbi
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» Ymobbl Hacmpoums napamempsb! Macwmabupyemocmu u uHmepgelica rpoepammsl, 8bINOIHUME
cnedyrowue delicmaus:

1. B pepeBe KoHconu agmunucTpupoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsieMble
ycTponcTBa 1 Bbibepute rpynny agMMHUCTPUPOBAHUS, ANS KOMNbIOTEPOB KOTOPOW Bbl XOTUTE HACTPOUTb
napameTpbl NPOrpaMmmsl.

2. B naHenu pesynbTaTtoB BblGpaHHON rpynnbl aAMUHUCTPUPOBAHUS BbINOMHUTE 0JHO
13 cnegylowmnx 4encTBui:

e Ecnu Bbl xoTUTEe HacTpouTb MapameTpbl MOMAWTUKM ANiA FPynnbl CEpBEpPOB, BblbepuTe 3aknagky
Monutnkn n otkponTe OkHO <CBomctBa>: <UmA nonutuku>(cMm. pasgen "HacTpoika NONUTUKK"
Ha cTp.76).

e Ecnu Bbl XOTUTE HacTpPOUTb MapamMeTpbl MporpaMmbl AN OOHOTO cepBepa, BblbepuTe 3aknagky
YcTtpounctBa 1 oTkponTe OkHO MapameTpbl nporpammbl (CM. pa3gen "HacTpownka nokanbHbiX 3agay
B okHe [MapameTpbl Nnporpammbl B Kaspersky Security Center” Ha cTp. 89).

Ecnn yctponctso paboTtaeT nofg ynpasreHnem akTuBHom nonutuku Kaspersky Security Center
M B 3TOW MOMUTUKE HamnoXeH 3anpeT Ha U3MEHEHWe MnapameTpoB MpPOrpaMmbl, 3TM MapameTpbl
HeJOCTYNHbI AN U3MeHeHus B okHe MapameTpbl nporpaMmmbil.

3. B paspgene [Mapametpbl nporpammbl B 6rnoke MacwrabupyeMocTb U UHTepdenc Haxmute
Ha kHonky HacTtpowka.

4. B okHe MacwTabupyemocTb 1 uHTepdenc Ha 3aknagke Ob6LwmMe HacTpoliTe crieayrolwmne napamMmeTpbi:

e B 6rnoke lMapameTpbl MacwTabupyemMocTu HacTpomTe napameTpbl, onpedensiowmne KonmyecTso
ncnonb3yembix Kaspersky Security 10.1 anst Windows Server pabounx npoLeccos:

(] Onpe.qenﬂTb napamMeTpbl MacmTa6MpyeM0cm aBTOMAaTU4YeCKU.

Kaspersky Security 10.1 gna Windows Server perynupyeT KONUYECTBO UCMONb3yeMbIX
npoLLecCoB aBTOMAaTUYECKN.

3T0 3HayeHWe YCTaHOBMEHO MO YMOMNYaHuio.
e YkKasaTb KONMYEeCTBO pabounx NPOLECCOB BPYUHYIO.

Kaspersky Security 10.1 gna Windows Server perynMpyeT KONMYEeCTBO aKTUBHbIX
pabo4mnx nNpoLieccoB B COOTBETCTBUM C YKa3aHHbIMU 3HAYEHWSMU.

(] MakcumanbHoOe KONIM4eCTBO aKTUBHbIX npoueccos.

MakcumanbHoe KonnyecTBO MpoLeccoB, koTopble ucnonbdyeT Kaspersky Security 10.1
ana Windows Server. lone BBoga [JOCTynHO, ecnu BbibpaH BapuaHT YkasaTb
KOJIN4EeCTBO paboymx NpoLecCoOB BPYUHYHO.

e Yucno npoueccoB AnA NOCTOSIHHOM 3aLUTbI.

MakcumanbHOe KONMMYecTBO MNPOLEeCCOB, KOTOPblE WCMNOMb3YHT KOMMOHEHTbl 3ajad
NMocToAHHOM 3awuTthl. [lone BBoga [OCTYMHO, ecnv BblOpaH BapuaHT YKasaTb
KONM4ecTBO paboymx NpoLeccoB BPY4HYHO.

YnpaeneHue napamempamu npoz2paMmms|
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e KonuyectBo npoueccoB Ans (*)OHOBbIX 3aaayd npoBepkKu no TpeﬁoBaHMlO.

MakcumaneHoe KONMYeCTBO MPOLECCOB, KOTOPbIE WCMOMb3YET KOMMOHEHT MNPOBEPKM
no TpeboBaHuMo Npu BbINOMTHEHUN 3aay NPOBEPKM NO TpeboBaHUIO B (POHOBOM pEXMME.
lMone BBOAa [OCTYNHO, ecnvM BbiOpaH BapuaHT YkKa3aTb KONMYECTBO paboumx
npoLeccoB BPYUHYHO.

e B 6noke B3aumopgenctBue c nonb3oBaTenieM HacTponTte oTobpaxeHue 3Hauyka Kaspersky
Security 10.1 ans Windows Server B obrnactu yBedOMMEHM nNaHenu 3agay: CHUMUTE wnu
ycTaHoBuTe hnaxok MNoka3biBaTb 3HA4OK NporpaMmbl B NaHenuv 3agas.

5. Ha 3aknagke Wepapxuyeckoe xpaHunuuie BbibepuTe OAMH U3 CNEyOLWMX BapuWaHTOB [JOCTyna

K nepapxmyeckomMmy XpaHUIuLLy:
¢ He HSM-cucrtema

Kaspersky Security 10.1 ana Windows Server He ncnons3yet napameTtpbl HSM-cuctemebl
npu BbINOMHEHMM 3aa4 NPoBepKU Mo TpeboBaHumio.

OTOT BapuaHT BblibpaH No yMon4aHuio.
e HSM-cucrtema ncnonb3yeT TO4YKU NOBTOPHOW 06paboTKM

Kaspersky Security 10.1 gna Windows Server ucnonb3yeTt TOYK1 NOBTOPHON 06paboTkm
Ans npoBepkn paiinoB B yAaneHHOM XpaHUNWLie Mpu BbINOMIHEHUM 3ajady NpoBepKu
no TpeboBaHuto.

e HSM-cuctema ucnonb3yeT pacliMpeHHble aTpubyThl canna

MyTb K Mmanke, B KOTOPY BoccTaHaBnuBawTcsa obbekTbl B hopmate UNC (Universal
Naming Convention).

Mo ymonuanuto yctaHoBrneH nytb C:\ProgramData\Kaspersky Lab\Kaspersky Security for
Windows Server\\Restored\

e HeunsBectHass HSM-cucrtema

Mpu BbINOMHEHWM 3agady nposepkn no TpebosaHunio Kaspersky Security 10.1 agns
Windows Server npoBepsieT Bce annbl Kak  dalnbl, pacnosioXeHHble
B YAANEHHOM XpaHumnuLLe.

He pekoMeHayeTcsa MCNoNb30oBaTh 3TOT BapuaHT.

Ecnm Bbl  He ucnonbdyete HSM-cuctembl, oOcCTaBbTe 3HayeHve napameTpa [lapameTpsl
HSM-cuctemsl, ycTaHOBNEHHOE Mo ymon4yauuio (He HSM-cuctema).

6. Haxmute Ha kHomnky OK.

HacTpoeHHble napameTpbl NporpaMMbl OyAYyT COXpaHeHb!.

YnpaeneHue napamempamu npoz2paMmbi
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HacTtpounka napameTtpoB 6e3onacHocTu B Kaspersky Security Center

Mpouenypa HacTporiku napamMeTpoB pyHKLMOHaNbHbIX koMnoHeHToB Kaspersky Security 10.1 ana Windows
Server B Kaspersky Security Center aHanornyHa npouegype HacTPOWKM 3TUX KOMMOHEHTOB B JIOKarbHOM
KoHconu Kaspersky Security 10.1. MHCTpyKUUKX no HAcTpoke napaMeTpoB 3afad U yHKUUA nporpamMmebl
B KoHconn Kaspersky Security 10.1 cogepxatcsa B COOTBETCTBYWLWMX pasgenax Pykosodcmea
none3oeamerns Kaspersky Security 10.1 dns Windows Server.

» 4mobkl Hacmpoume napamempel 6e3onacHocmu, 8bInoHUMe credyruwue delcmeus:

1. B pepeBe KoHconu agmunuctpupoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsieMble
ycTponcTBa 1 Bbibepute rpynny agMMHUCTPUPOBAHUS, ANS KOMNbIOTEPOB KOTOPOW Bbl XOTUTE HACTPOUTb
napamMeTpbl NporpamMmei.

2. B naHenm pes3ynbTatoB  BblOpaHHON rpynnel a4MVHUCTPUPOBaHNSA BbINOSMIHATE  OAHO
13 criefyoLmx enNcTBum:

e Ecnu Bbl xoTMTe HacTpouTb MapameTpbl MNOMAWTUKM AN FPynnbl CEPBEpPOB, BblbepuTe 3aknagky
Monutukn 1 oTkponTe OkHO <CBomcTBa>: <UMsaA nonuTukmM>(cm. pa3gen "Hactponka nonmTukm"
Ha cTp.76).

e Ecnu Bbl xoTuTe HacTpouTb NapameTpbl MporpamMmbl AN OQHOrO cepBepa, BblibepuTe 3aknagky
YcTtpowncTBa 1 oTkponTe okHO MapameTpbl nporpammbl (CM. pasgen "HacTporika nokanbHbIX 3agad
B okHe [MapameTpbl Nnporpammbl B Kaspersky Security Center” Ha cTp. 89).

Ecnu yctporictBo paboTaeT noa ynpaeneHuem aktmBHon nonutukm Kaspersky Security Center
M B 3TOW MOMUTUKE HamnoXeH 3anpeT Ha U3MEHeHWe napameTpoB MPOrpaMmbl, 3TM MapameTpbl
HeOOCTYNHbI ANS U3MeHeHus B okHe MapameTpbl nporpamMmmei.

3. B pasgene Cso#ctBa nporpammbl B Onoke Be3onacHOCTb U HagEXHOCTb  HaXMmuTe
Ha kHonky HacTpomka.

4. B okHe MapaMeTpbl 6ezonacHOCTU HacTpoliTe crieayloLlne napameTpsbl:

e B Onoke MapameTpbl HaAeXHOCTU HAcCTPOWTEe MapameTpbl BOCCTAHOBMNEHMS 3agadvy Kaspersky
Security 10.1 gna Windows Server B crny4ae BO3HWKHOBEHWsi cboeB B paboTe nporpamMmmbl Wnu
aBapuMHOro 3asepLueHns paboTbl Nporpammsbl.

e BbINonHATbL BoccTaHOBNEeHue 3agayd

dnaxok BKNIOYaeT Unu BbIKMoYaeT BoccTaHoBMNeHWe 3adad Kaspersky Security 10.1 ans
Windows Server nocne cbosi B paboTe nporpaMmmbl UM aBapUIAHOIO 3aBepLUEHUS
paboTbl NporpamMmmbl.

Ecnn cnaxok ycrtaHoBneH, Kaspersky Security 10.1 gna Windows Server
aBTOMaTU4Yeckn BoccTaHaBnuBaeT 3agaymn Kaspersky Security 10.1 gna Windows Server
nocne cbos B pabote nporpamMmmbl UM aBapuUMHOIO 3aBepLleHns paboTbl NPOrpamMmei.

Ecnu dnaxok cHaT, Kaspersky Security 10.1 ana Windows Server He BoccTaHaBnuBaeT
3apaumn Kaspersky Security 10.1 gna Windows Server nocne c6osi B paboTte nporpamMmmbl
UIM aBapuIHOTO 3aBepLUeHUs paboTbl NporpamMmmbl.

Mo ymonyaHuio raxok ycTaHOBMEH.

e BbINnonNHATL BOCCTaHOBIIEHME 3aAa4 NPOBEPKM No TpeboBaHUIO He 6onee (pas).

YnpaeneHue napamempamu npoz2paMmbi
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KonunyecTtBo NomnbITOK BOCCTAHOBMNEHUSA 3afadq NpoBepky no TpebosaHuio nocne cbos B pabote Kaspersky Security
101 gna Windows Server. [lome BBoga [OOCTYNHO, €CnM  YCTaHOBReH naxok BbinonHATb
BOCCTaHOBJIeHMEe 3apau.

e B 6noke [dencrBua npu nepexone Ha UCTOUYHUK GecnepeboOMHOro NUTaAHUSA 3aganTe orpaHnyYeHne
Harpy3ku Ha cepBep, co3paBaemon Kaspersky Security 10.1 gna Windows Server npu nepexoge
Ha NCTOYHUK BecnepeboHOro NTaHus:

e He 3anyckaTb 3agaum NpoBepKU MO pacnmncaHuio.

dnaxok BKIOYMAET MU BbIKIOYaeT 3anyck 3adad npoBepKM Mo pacnmcaHuio npu nepexoane KomnbkoTepa
Ha UCTOYHUK GGCHEPGGOVIHOFO NMATaHNA 0O BOCCTAaHOBIIEHUA CTaHOAPTHOIO peXXnma nnTaHua.

Ecnn dnaxok yctaHoBneH, Kaspersky Security 10.1 gns Windows Server He 3anyckaeT 3agadn NpOBEPKU
Mo pacnucaHuio Npu nepexoae Ha NCTouHMK 6ecnepeboHOro NUTaHMsa 0O BOCCTAHOBIIEHNSI CTAaH4APTHOMO pexuma
nUTaHus.

Ecnu dnaxok chat, Kaspersky Security 10.1 ana Windows Server 3anyckaeT 3agayn NpoBEPKM MO pacnmcaHuio
BHE 3aBUCUMOCTY OT pexrmMa NUTaHns KoMnbloTepa.

Mo ymonyaHumio onaxok yCTaHOBIEH.

e OcTaHOBUTb BbINOMHEHUE 3a8a4u npoBepPKU.

®naxok  BK/OYAET UMM BbIKNIOYAET  OCTAHOBKY  3anylleHHbIX 3adady  NpOBEPKM
npv nepexoae KOMMNbTepa Ha NCTOYHKK BecnepeboHoro nuTaHus.

Ecnn naxok yctaHoBneH, Kaspersky Security 10.1 gns Windows Server
OCTaHaBnMBaeT BbIMOMHEHWE 3anyLleHHbIX 3a4ayv NPOBEPKM Npu Nepexode KomnbiloTepa
Ha UCTovHuK 6ecnepeboHOro NTaHus.

Ecnn dnaxok cHat, Kaspersky Security 10.1 gna Windows Server npogormkaet
BbIMOMIHEHWE 3anyLleHHbIX 3aday NPOBEpKM Mpu nepexoge KOoMMbioTepa Ha UCTOYHUK
0ecnepeborHOro NUTaHus.

Mo ymon4aHuio pnaxok yCTaHOBIIEH.

e B 0Onoke MapameTpbl NpMMeHeHUA napons 3aganTe nNapofib ANdA 3awuTbl AOCTYNa K QYHKUMSAM
Kaspersky Security 10.1 ana Windows Server.

1. Haxwmwute Ha kHorky OK.

HaCTpoeHHbIe napamMmeTpbl ©e30nacHOCTN N HadEeXHOCTH 6WJ,YT COXpPaHeHbI.

Hactpownka napameTpoB coeauHeHusa B Kaspersky Security Center

lMpouenypa HacTporkn napameTpoB (PyHKUMOHamNbHbLIX kKoMnoHeHTOB Kaspersky Security 10.1 gna Windows
Server B Kaspersky Security Center aHanornyHa npouegype HacTPOMKM 3TUX KOMMOHEHTOB B JIOKarbHOM
KoHconun Kaspersky Security 10.1. MHCTpyKUMK NO HacTponke napameTpoB 3agay U yHKLUMIA nporpamMmbl
B KoHconn Kaspersky Security 10.1 cogepxatca B COOTBETCTBYWLWMX pasgenax Pykosodcmea
rnoneb3oeamerns Kaspersky Security 10.1 dns Windows Server.

HacTpoeHHble napaMeTpbl coegMHEHNa Ncnonb3yTes ana nogkntodveHnsa Kaspersky Security 10.1 ana Windows
Server k cepepam 0BGHOBNEHWI U aKTUBALUK, @ TaKke NpU UHTErpaumm nporpamm co criyk6amm KSN.

YnpaeneHue napamempamu npoz2paMmbi
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» 4mobkl Hacmpoume napamempbl COEOUHEHUS, 8bINMOSIHUME criedyruue delicmaus:

1. B pepeBe KoHconu agmunucTpupoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsieMble
ycTponcTBa 1 Bbibepute rpynny agMMHUCTPUPOBAHUS, ANS KOMNbIOTEPOB KOTOPOW Bbl XOTUTE HAaCTPOUTb
napamMeTpbl NporpamMmei.

2. B naHenu pesynbTaTtoB BblGpaHHON rpynnbl aAMUHUCTPUPOBAHNSA BbINOMHUTE OJHO
13 cnegylowmx 4encTBui:

e Ecnu Bbl xoTUTEe HacTpouTb MapameTpbl MOMAWTUKM AN FPynnbl CEPBEpPOB, BblbepuTe 3aknagky
Monutnkn n otkponTe OkHO <CBonctBa>: <UmMA nonuTuku>(cMm. pasgen "HacTpoika NONUTUKK"
Ha cTp.76).

e Ecnu Bbl xoTuTe HacTpouTb NapameTpbl MporpamMmbl A8 OQHOrO cepBepa, BblibepuTe 3aknagky
YcTtpowncTBa 1 oTkponTe okHO MapameTpbl nporpammbl (CM. pasgen "HacTporika nokanbHbiX 3agad
B okHe [MapameTpbl Nnporpammbl B Kaspersky Security Center” Ha cTp. 89).

Ecnu ycTtpornictBo paboTaeT noa ynpaeneHuem aktmBHon nonutukm Kaspersky Security Center
1 B 3TOW MOMWUTUKE HamNoXeH 3anpeT Ha U3MEeHeHWe napameTpoB MPOrpaMmbl, 3TM MapameTpbl
HedOCTYNHbl AN 3MeHeHus B okHe MapameTpbl nporpamMmmei.

3. B pasgene CeoncTtBa nporpammbl B 6rnoke Npokcu-cepBep: HaxmmTe Ha kHonky HacTponka.
OTtkpoeTca okHo HacTponka napameTpoB COeAUHEHUS.
4. B okHe MapameTpbl coeguHEHUA HacTpowTe criegylolme napaMmeTpbi:
e B 6noke MapameTpbl npokcu-cepBepa 3aganTe napameTpbl UCMONb30BaHMS MPOKCU-CcepBepa:
e He ucnonb3oBaTtb Npokcu-cepsep.

Ecnn BbiGpaH oaT1OT BapuaHT, Kaspersky Security 10.1 gna Windows Server
He ucnonb3yeT MpPOKCU-CepBep Ans coeduHeHuss c cnyxbamm KSN, a BbinonHser
coeVHeHUe HanpsaMyto.

e ABTOMaTMYeECKU onpepenaTb napamMeTpbl NPOKCU-cepBepa.

Ecnn BbiGpaH aT1oT BapuaHT, Kaspersky Security 10.1 ana Windows Server
aBTOMaTUYeCKU onpegensieT  napameTpbl NOAKIIOYEHNS K cnyxbam KSN
¢ ucnone3oBaHuem npotokona Web Proxy Auto-Discovery Protocol (WPAD).

OTOT BapmaHT BblGpaH No yMon4aHuio.
e MWcnonb3oBaTb NapamMeTpbl yKazaHHOro NPoOKCU-cepBepa.

Ecnu BbiBpaH aToT BapuwaHT, Aand coeauHeHus ¢ KSN Kaspersky Security 10.1 gns
Windows Server ncnosnb3yeT napaMmeTpbl NPOKCU-CePBEpPa, YKa3aHHbIE BPYUHYIO.

e |IP-agpec vnu cMMBOIbHOE UMSI MPOKCU-CEPBEpPa U HOMep nopTa.
e He ncnonb3oBaTb NPOKCU-cepBep ANS YKa3aHHbIX aapecoB.

®naxok BKMOYaeT WM BbIKMKOYaAET WCMONb3OBaHWE NPOKCU-cepBepa Mpu obpalleHun
K KOMMbOTEPAM M3 CETW, K KOTOPOW MNPUHALMIEXUT KOMMbIOTEP C YCTAHOBMEHHBIM
Kaspersky Security 10.1 ana Windows Server.

Ecnn dnaxok ycrtaHoBneH, obpalleHne K KOMMNblOTepaMm U3 CeTW, K KOTOPOM
nNpyvHagnexnT KoMmnbloTep ¢ yctaHoBneHHbiM Kaspersky Security 10.1 gna Windows
Server, BbINONHAETCA HanpsaMyto. [1pokcu-cepeep He UCNonb3yeTcs.

YnpaeneHue napamempamu npoz2paMmbi
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Ecnun dnaxok CHAT, ansa obpatleHus K NloKasbHbIM KoMnboTEPaAM
NCMNOMb3yeTCsl NPOKCU-CEPBEP.

Mo ymon4aHuio pnaxxok yCTaHOBIIEH.
¢ B 6noke MapameTpbl ayTeHTU(MKaLMM HA NPOKCU-CeEPBepe 3aJanTe napameTpbl ayTeHTUdUKaLmm:
e BbibepuTte napameTpbl ayTeHTUDUKALMN B pacKpbIBaOLLEMCS CIIUCKE.

e He wucnonb3oBaTb ayTeHTUdMKALMIO — NPOBEpPKa MOASIMHHOCTU He MpPoM3BOAMTCA. JTOT
PeXuM BbIGpaH Mo YMOJIYaHuIo.

e Wcnonb3oBatb NTLM-ayteHTUMKaumuo — nposepka NoANMHHOCTU C MOMOLLBLI0 MPOTOKONa
ceteBon ayteHTMdukaumm NTLM, paspabotaHHoro komnaHmen Microsoft.

e Wcnonb3oBaTb NTLM-ayTeHTU(pMKauuio ¢ MMeHeM Nonb3oBaTens U naposyieM — NpoBepka
NOAJSIMHHOCTU C MOMOLLbI0O MPOTOKONa ceTeBow ayTeHTudpmkauum NTLM, paspabotaHHoro
koMmnaHuen Microsoft, a Takke MMeHn NonbL30BaTens n Napons.

. Ucnonb3oBaTtb MMA nonb3oBaTesna U naposfib—npoBepKa NoANMMHHOCTU C MOMOLLbIO MMEHU
nonb3oBaTend 1 napons.

e Ecnm Tpe6yeT0ﬂ, YKaXXUTe MMA nosfib3oBaTtesnia U naposib.

e B 6noke JlnueHsnpoBaHue yctaHOBUTE UNn cHUmMUTe pnaxok Ucnonb3oBatb Kaspersky Security
Center B KayecTBe NMPOKCU-CepBepa AN aKTMBaLuM NnporpaMmmbl.

5. Haxmute Ha kHonky OK.

HacTpoeHHble napameTpbl coeanHeHNs OyayT COXPaHEHbI.

O HacTpouke AONOSNMHUTENbHbIX
BO3MOXHOCTEMN NporpaMmmbl

Bbl moOxeTe HacTpouTb [ONONHUTENbHbIE BO3MOXHOCTM Kaspersky Security 10.1 gna Windows Server
n3 Kaspersky Security Center ans rpynmnbl KOMNbOTEPOB UMK ANA OAHOrO KOMMbOTEPA.

B atom pasgene
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HacTtpoinka napameTpoB AoBepeHHON 30HbI B Kaspersky
Security Center

Mo yMOI4aHio BO BHOBb CO34aHHbIX NONMUTUKaxX U 3agadvyax goBepeHHaa 30Ha NpUuMeHAEeTCA.
» Umobbl Hacmpoume napamempbsl 008epPeHHOU 30HbI, 8bINOIHUMe credyroujue 0elicmeus:

1. B pepee KoHconu apgmunHuctpupoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsieMble
ycTponcTBa 1 Bbibepute rpynny agMMHUCTPUPOBAHUS, ANS KOMNbIOTEPOB KOTOPOW Bbl XOTUTE HAaCTPOUTb
napameTpbl NPOrpaMmsl.

2. B naHenu pe3ynbLTaToB BblOpaHHOWM rpynnbl aAMUHNCTPUPOBaHNSA BbIMOMNHUTE OAHO
13 cnegylowmx AencTBui:

e Ecnu Bbl xoTuTe HacTpouTb napameTpbl MOAWTUKM ANA FPynnbl CepBepoB, Bblbepute 3aknagky
Monutukn un oTkponTe OkHO <CBomctBa>: <UmMa nonutukmn>(cm. pasgen "HacTtpomnka nonmMTukn"
Ha cTp.76).

e Ecnu Bbl XOTUTE HaCTpPOUTb MapamMeTpbl MporpaMmbl Afis OOHOTO cepBepa, BblbepuTe 3aknagky
YcTtpounctBa 1 oTKponTe OkHO MapameTpbl nporpammbl (CM. pa3gen "HacTpownka nokanbHbiX 3agay
B okHe [MapameTpbl Nnporpammbl B Kaspersky Security Center” Ha cTp. 89).

Ecnn yctponctso paboTtaeT nog ynpasreHnem akTuBHoOW nonutuku Kaspersky Security Center
M B 3TOW MOMUTUKE HamnoXeH 3anpeT Ha U3MEHEHWe MnapameTpoB MpPOrpaMmbl, 3TM MapameTpbl
HeJOCTYNHbl AN n3MeHeHus B okHe MapameTpbl nporpaMmmbil.

3. B paspene [ononHuTenbHble BO3MOXHOCTU HaXmuTe Ha kHonky HacTtpomka B 6roke napameTpoB
[JoBepeHHas 30Ha.

OTkpoeTca okHO [loBepeHHas 30Ha.

4. Ha 3aknagke UcknrouyeHus ykaxumTe obbekTbl, koTopble Kaspersky Security 10.1 gna Windows Server
nponyckaeT npu NpPoBepkKe:

e Ecnum Bbl xoTute [ob6aBUTb pPEKOMEHAYEMbIE WUCKIOYEHWUS, HaXMUTE Ha kHonmky Jlo6aBuTb
pekoMeHAyeMble UCKNIOYEHMUS.

MpyM HaxaTUM Ha 3Ty KHOMKY B CMUCOK WCKMHOYEHU [00aBnsaTCA  UCKIIOYEHMUS,
peKOMeHOOBaHHble  Kopropauuen  Microsoft  u ucknioveHusi,  pekoOMeHOOBaHHbIE
"NabopaTtopuer Kacnepckoro”.

e Ecnu Bbl XOTUTE UMMOPTMPOBATHL MCKITIOYEHUS, HAXMUTE Ha KHOMKY MMMOPT 1 B OTKPBIBLUEMCS OKHE
Bolbepute pannbl, koTopble Kaspersky Security 10.1 agna  Windows Server Gyget
cyMTaTh JOBEPEHHBIMMU.

(] Ecnn Bbl xoTUTE BPYYHYHO YKa3aTb YCloBuUA, NpU yaooBrieTBOPEHUN KOTOPbIM d)aVIJ'I 6yp,eT cymnTaTbCcA
OOBEPEHHbIM, HaXMuUte Ha KHOMKY Do6aBuTb. B OTKpbIBLLEMCA OKHEe yKaxute
cneaywoouime napamMmeTpbl:

e [poBepsieMbit OGBLEKT.

Mmsa nnn macka nmeHun canna, nokanbHbIA UM CbEMHBIA OUCK KOMMbIOTEpPA, NnokasnbHas
Unu ceTesasl narnka, npegonpeaeneHHas obnacTb.

YnpaeneHue napamempamu npoz2paMmbi
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e OO6GHapyxuBaeMble OO BHEKTbI

Bbl MOXeTe HaWTM  CMMCOK WMEH OOHapyxmBaemblx OOBEKTOB  Ha cainTe
BupycHon aHumknoneguu.

Ecnu dnaxok ycraHosneH, Kaspersky Security 10.1 gna Windows Server nponyckaet
npuv NpoBepke yKa3aHHble 0OHapyXnBaemble 0ObEKTHI.

Ecnun dnaxok cHaT, Kaspersky Security 10.1 gna Windows Server obGHapyxuBaeT Bce
00beKTbI, yKa3aHHble B MporpamMmmMe no yMOn4aHuio.

Mo ymonuyaHuio oraxok CHAT.
e OOGnacTb NpUMeHeHUs UCKITHYEHUSA.

HasaHne 3agaun Kaspersky Security 10.1 gna Windows Server, B koTopon
NPUMeHsIETCS NpaBuso.

e Ecnnm Tpebyetca, ykaxuTe OOMNONMHUTENbHYIO WMHOPMALMIO, TOSICHSIOLWLYIO  WUCKIOYEHMe,
B none KommeHTapui.

5. B okHe [oBepeHHas 30Ha Ha 3aknagke [loBepeHHble MNPOLEeCChbl YKaXUTe MNpoOLEeCcChl, KOTOpble
Kaspersky Security 10.1 ana Windows Server 6yaeT nponyckaTb Npu NpoBepKe:

e He npoBepaTb haitnioBble onepauun pe3epBHOro KONMPoOBaHUsA

dnaok BKIoYaeT/BbIKMOYaeT NPOBEPKY onepauuii YTeHus: dairnos, ecnv 3T onepauum
BbIMOMHSIIOTCS YCTAHOBIIEHHLIMU Ha CEpBEPE CPeACTBaMU PE3EPBHOIO KOMMPOBAHMS.

Ecnun dnaxok yctaHoeneH, Kaspersky Security 10.1 ans Windows Server nponyckaet
npu NpoBepke onepaumn YTeHus HanmnoB, BbIMOMHAEMblEe YCTaHOBMEHHbIMU Ha cepBepe
cpeacTBaMu pe3epBHOro KOMUMPOBaHMS.

Ecnun cdnaxok cHat, Kaspersky Security 10.1 ana Windows Server nposepsieT onepauuu
yTeHnss  annoB, BbINOMHSEMbIE  YCTAaHOBIIEHHBIMW  Ha CEpBepe  cpeacTBamu
pe3epBHOMO KOMMPOBaHWSI.

Mo ymon4aHuio hnaxok yCTaHOBIIEH.
¢ He npoBepsaTtb cannoBy akTUBHOCTb YKa3aHHbIX NPOLLeCCOB.

dnaxok BKIHOYMAET UM BbIKITIOYaeT npoBepKy dannosoun aKTUBHOCTM
OOBEPEHHbIX MPOLECCOB.

Ecnun dnaxok yctaHoBneH, Kaspersky Security 10.1 ans Windows Server nponyckaet
npu npoBepke halnoBble onepauun JOBEPEHHbIX NPOLECCOB.

Ecnn dnaxok cHat, Kaspersky Security 10.1 gna Windows Server nposepsieT
hannosble onepaunn JoBEPEHHbIX NPOLIECCOB.

Mo ymonyaHuio naxok CHAT.

6. Ecnun Tpebyetcs, pobaBbTe npouecchl, PannoByl0 akTMBHOCTbL KOTOPLIX Bbl HE XOTUTE NPOBEPSITb, HAXaB
kHonky lo6aBuTb (cM.pasgen "[ob6aBneHne AOBEPEHHbIX NPoLeccoB” Ha cTp. 124).

7. Haxmute Ha KHOMKY OK B okHe HOBepeHHaﬂ 30Ha, 4YTOObI COXpPaHUTb USMEHEHMUA.

YnpaeneHue napamempamu npoz2paMmmbi
123



KASPER§KY3

No6aBneHne [oBepeHHbIX NPoLEeccoB

» 4Umobbi 0obasumb 0OUH UMU HECKOJILKO MPOUECCO8 8 CrUCOK O08EPEHHbIX, 8bIMOSTHUME
cnedyrowue delicmaus:

1. B pepeBe KoHconu agmunmucTpupoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsieMble
ycTponcTBa 1 Bbibepute rpynny agMMHUCTPUPOBAHUS, ANS KOMNbIOTEPOB KOTOPOW Bbl XOTUTE HACTPOUTb
napameTpbl NPOrpaMmsl.

2. B naHenu pesynbTaTtoB BblGpaHHON rpynnbl aAMUHUCTPUPOBAHNSA BbINOMHUTE OJHO
13 cnegylowmnx 4encTBui:

e Ecnu Bbl xoTUTEe HacTpouTb MapameTpbl MOMAWTUKM ANiA FPynnbl CEpBEpPOB, BblbepuTe 3aknagky
Monutukn 1 oTkponTe OkHO <CBomcTBa>: <UMaA nonuTukmM>(cm. pa3gen "Hactpornka nonmTukm"
Ha cTp.76).

e Ecnu Bbl XOTUTE HacTpOUTb MapamMeTpbl MporpaMmbl AN OOHOrO cepBepa, BblbepuTe 3aknagky
YcTtpouncTtBa 1 oTkponTe OkHO MapameTpbl nporpammbl (CM. pa3gen "HacTpownka nokanbHbiX 3agay
B okHe [MapameTpbl Nnporpammbl B Kaspersky Security Center” Ha cTp. 89).

Ecnn yctponctso pabotaet nog ynpasneHnem akTtuBHowm nonutukm Kaspersky Security Center
M B 3TOW MOMUTUKE HamnoXeH 3anpeT Ha U3MEHEHWe MnapameTpoB MpPOrpaMmbl, 3TM MapameTpbl
HeJOCTYNHbI AN U3MeHeHus B okHe MapameTpbl nporpaMmmbil.

3. B paspene [ononHuTenbHble BO3MOXHOCTU HaXmuTe Ha kHonky HacTtpomka B 6roke napameTpoB
[JoBepeHHasa 30Ha.

OTkpoeTca okHO [loBepeHHas 30Ha.

4. Ha 3aknagke [oBepeHHble npoueccbl ycTaHoBuTe ¢rnaxok He npoBepATb haidnoByl0 akKTMBHOCTb
yKa3aHHbIX NPOLIeCCOB.

5. HaxmuTe Ha kHoMNKy [lo6aBUTb.
6. BblbepuTe 0gMH U3 BapMaHTOB M3 KOHTEKCTHOIO MEHHO KHOIMKMU:
e Heckonbko npoueccos.
B oTkpbiBLIEMCS OKHe [lo6aBneHne NPoLeccoB B CNUCOK AOBEPEHHbIX HACTPOWTE creayloLlee:
a. Wcnonb3oBaTb NonHbIN NyTh ANs onpeaerieHUss 4OBEpPeHHOCTU npouecca.

Ecnun dnaxok yctaHoBneH, Kaspersky Security 10.1 gna Windows Server 6yget
ncrnonb3oBaTh MOMHbIN nyTb K cbanny Ana onpeaeneHuns crartyca
AOBEPEHHOCTU npoLiecca.

Ecnn cnaxok He ycTaHOBMeH, NyTb K dpainy He OyoeT ydyuTbIBaTbCS B KayecTBe
KpuUTepus 4Ns onpeaeneHns ctatyca JOBEPEHHOCTU NpoLiecca.

Mo ymon4aHuio hnaxxok yCTaHOBIIEH.

YnpaeneHue napamempamu npoz2paMmbi
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b. Wcnonb3oBaTb xeL (baﬁna AnsA onpegeneHna ,OBepeHHOCTU npouecca.

Ecnn dnaxok yctaHoBneH, Kaspersky Security 10.1 gna Windows Server 6yget
ucnonb3oBaTb xew BblIOpaHHOro davina Anga onpeaeneHunst cTaTyca
AOBEPEHHOCTU npovecca.

Ecnu dnaxok He ycTaHOBNEH, xelw anna He ByaeT yunTbiBaTbCH B Ka4ecTBe KpUtepus
Ansi onpeferneHns ctatyca JOBEPEHHOCTH npoLecca.

Mo ymon4aHuio pnaxxok yCTaHOBIIEH.
¢. YT06bl 4O6aBUTL AaHHbIE HA OCHOBE MCMOJSHAEMbIX hainioB, HAXXMUTE Ha KHOMKy O630p.

d. Bbibepute ncnonHsemMbin dann B OTKPbIBLLEMCS OKHE.

Bbl moxeTe gobaBnsTb NpoLecChl TOMNbKO No ogHomy. [oBTopuTe warn c-d, 4tobbl 406aBUTL
apyrve ncnosHsemMble anneol.

e. Ytob6bl fo6aBUTL OaHHbIE HA OCHOBE 3anylweHHbIX npoueccoB, HaAXMUTE Ha KHOMKY I'Ipoueccu.

f. Bblbepute npouecchl B OTKPbIBLLEMCS OKHE. YTOBbI BbIOpaTh HECKONBKO NMPOLECCOB, yaepKMBanTe
knasuwy CTRL npu BeiGope.

g. Haxmute Ha kHonky OK.

TpebyeTtcs, 4TObbI y4eTHasa 3anmcb, C NpaBaMm KOTOPOW 3anyckaeTcsa 3agada MoCTOSIHHOW
3awnTbl annos, nMena npaesa agMMHUCTPATOpa Ha CepBepe C yCTaHOBMEHHbIM Kaspersky
Security 10.1 gna Windows Server, 4tobbl npocMaTpuBaTh CMUCOK aKTUBHbIX NPOLECCOoB. Bbl
MOXeTe OTCOPTUPOBATb MPOLECCHI B CMUCKE aKTUBHbLIX MPOLECCOB MO MMeHn dawnna, PID
WU NyTN K ucnonHsemomy danny npouecca Ha nokanbHom cepsepe. ObpaTute BHMMaHue,
4YTO Bbl MOXeTe BblbpaTb MPOLIECC M3 CMKUCKA 3anyLLEHHbIX MPOLIECCOB, HaXaB Ha KHOMKY
Mpouecckl TONbLKO Npu pabote yepesd KoHconb Kaspersky Security 10.1 Ha nokanbHom
CcepBepe UM B HacTpoMKax fokanbHoro komnetotepa B Kaspersky Security Center.

e [lpouecc Ha oCHOBE UMEHU U NYTH.
B oTkpbiBLIEMCS OKHe [loGaBneHne NPoLeccoB B CNUCOK AOBEPEHHbIX HACTPOWNTE creayoLlee:
a. Ykaxvte nyTb K McnonHsemomy caviny (Bknovas nmsi ganna)
b. Haxmute Ha kHornky OK.

e T[lpouecc Ha OCHOBe CBOMCTB O0LEKTa.
B oTkpbiBLIEMCS OKHe [loGaBneHMe NpoLeccoB B CNUCOK AOBEPEHHbIX HAaCTpoNTe criegytoLlee:
a. Haxmute Ha kHonky O630p 1 BbiGepuTe npouecc.
b. Wcnonb3oBaTb NOMHbLIN NyTb ANA onpeaesieHUA AOBEPEHHOCTU npoLlecca.

Ecnn dnaxok yctaHoBneH, Kaspersky Security 10.1 gna Windows Server 6yget
MCMnosib30BaTb NOJSHbIN nyTb K hanny Ona onpegerneHns craTyca
AOBEPEHHOCTM npoLiecca.

Ecnn cnaxok He ycTaHOBMeH, NyTb K dpainy He OyoeT y4yuTbIBaTbCS B KayecTBe
KpuUTepusi 4Na onpeaeneHns ctatyca AOBEPEHHOCTU npoliecca.

Mo ymon4aHuio hnaxxok yCTaHOBIIEH.

YnpaeneHue napamempamu npoz2paMmbi
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c. WUcnonb3oBaTtb xew (baﬁna AnsA onpegeneHna ,OBepeHHOCTU npouecca.

Ecnn dnaxok yctaHoBneH, Kaspersky Security 10.1 gna Windows Server 6yget
ucnonb3oBaTb xew BblIOpaHHOro davina Anga onpeaeneHunst cTaTyca
AOBEPEHHOCTU npovecca.

Ecnu dnaxok He ycTaHOBNEH, xelw anna He ByaeT yunTbiBaTbCH B Ka4ecTBe KpUtepus
Ansi onpeferneHns ctatyca JOBEPEHHOCTH npoLecca.

Mo ymon4aHuio pnaxxok yCTaHOBIIEH.

d. Haxmute Ha kHonky OK.

UTtobbl o6aBnTL BbIOpaHHbIA NPOLECC B CMUCOK AOBEPEHHbIX NPOLECCOB, AOMKEH ObiTb BbiOpaH
Nno KpanHewn Mepe OAUH KpUTEPUIN JOBEPEHHOCTN.

7. B okHe [lobaBneHne goBepeHHOro npouecca HaxkmuTe Ha kHonky OK.

BbibpaHHbin  pann  wunu  npouecc Oygetr pgobaBneH B CMMCOK  OOBEPEHHbIX MPOLECCOB B OKHE
[oBepeHHas 30Ha.

Mcnonb3oBaHMe mackm not-a-virus

Macka not-a-virus nos3BonseT nponyckaTb BO BPEMsI MNPOBEPKW neranbHoe nporpamMmMHoe obGecnedyeHune
1 BeG-pecypchbl, KOTOpble MOryT OblTb pacUeHeHbl Kkak BpedoHocHble. Macka npumeHsieTcss npu paboTe
criegyrownx 3agay:

e [locTtosHHas 3awmTa cdannos.
e [lpoBepka no TpeboBaHuio.
e [lpoBepka cKpunTOB.
e 3awwuta RPC-noaknoyaembix CETEBbIX XPaHUIULL.
e 3awwuTa Tpaduka.
Ecnn macka He pobasneHa B cnucok uckniouveHun, Kaspersky Security 10.1 gna Windows Server npumeHut

nencTems YKa3aHHble B HaCTpOIZKaX 3afayun ond nporpamMmm U pecypcoB, KOTOPbl€ BXOOAT B 3Ty KaTeropuio.

» /Vcrionb3o8aHue Macku not-a-virus

1. B pepeBe KoHconu agmunmucTtpupoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsieMble
ycTpoMncTBa 1 BbibepuTe rpynny aaMMHUCTPUPOBAHMUS, OS5 KOMMbIOTEPOB KOTOPOW Bbl XOTUTE HAaCTPOUTL
napameTpbl NPOrpaMmsl.

2. B naHenu pesynbTaTtoB BblOpaHHOW rpynnbl aAMUHUCTPUPOBAHNSA BbINOMHUTE OOHO
13 cnegyowmnx AencTBui:

e Ecnu Bbl xoTUTe HacTpouTb MapameTpbl MOMAWTUKM ANiA FPYnnbl CEpBepoB, BbibepuTe 3aknagky
Monutukn u oTkponTe OkHO <CBomcTBa>: <UMsa nonuTukmn>(cm. pasgen "Hactpomnka nonuTukn"
Ha cTp.76).

e Ecnu Bbl xoTuTEe HacTpouTb NapameTpbl NporpamMmbl AN OQHOrO cepBepa, BbibepuTe 3aknagky
YcTpouncTBa 1 oTkponte okHo MapameTpbl nporpammbl (CM. pasgen "HacTponka nokarnbHbIX 3agad
B okHe [MapameTpbl nporpammbl B Kaspersky Security Center" Ha cTp. 89).

YnpaeneHue napamempamu npoz2paMmms|
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Ecnu yctporictBo paboTaeT noa ynpaeneHuem aktmBHon nonutukm Kaspersky Security Center
M B 3TOW MOMUTUKE HaroXeH 3anpeT Ha U3MEHEHWe napameTpoB MPOrpaMmbl, 3TV MapameTpbl
HEeLOCTYNHbI ANS U3MeHeHus1 B OkHe MapamMeTpbl nporpamMmmei.

3. B pasgene HJdononHutenbHble BO3MOXHOCTU HaXMUTe Ha KHOMKY HaCTpOVIKa B Gnoke napamMmeTpoB
ﬂoaepeHHaﬂ 30Ha.

OTkpoeTca okHO [loBepeHHasn 30Ha.

4. Ha 3aknagke UcknroyeHus, NPOKPYTUTE CMMCOK M BblIGepnTe CTPOKY CO 3HAYeHMeM hot-a-virus:*, ecnm
naxoK CHAT.

5. Haxmute Ha kHonky OK.

Hoeble HacTpoikn 6yayT NpYMEHEHbI.

lNMpoBepKa CbeMHbIX AUCKOB

Bbl MOXeTe HacTpouTb NPOBEPKY CbEMHbIX AUCKOB, NOAKMoYaeMbix No USB k 3awwmiiaemomy cepsepy.

Kaspersky Security 10.1 gna Windows Server BbINOMHAET NPOBEPKY CbEMHOrO AMCKa C MOMOLUBI 3adauyu
Mposepka no TpebosaHuto. [Mporpamma asTOMaTMYECKM co3faeT HOBYK 3agadvy [lposepka no TpebosaHuio
B MOMEHT MOAKIIOYEHUSS CbEMHOIO AUCKa W yaanseT CO34aHHylo 3agadvy Mo 3aBeplueHumn nposepku. CosgaHHas
3agadva BbINOMHAETCS C NpeayCcTaHOBMNEHHbIM YPOBHEM 6e30nacHOCTM, YyKasaHHbIM Ans NPOBEPKN CbEMHbIX
ANCKOB. Bbl HE MOXeTe HacTpoUTb NapaMeTpbl BpeMeHHoW 3agayn Nposepka no TpeboBaHuto.

Ecnu Bbl yctaHoBunn Kaspersky Security 10.1 gna Windows Server ©6e3 aHTUBMpYCHbIX 6a3, npoBepka
CbEMHbIX AMCKOB ByaeT HedoCTynHa.

Kaspersky Security 10.1 gns Windows Server 3anyckaeT MNpOBEpPKY CBbEMHbIX OUCKOB, MOOKIMHOYAEMbIX
no USB npu nx pernctpaumm B onepaumoHHON CUCTEME B KayecTBe 3arnomuHatollero yctponctea (USB Mass
Storage Device). lNporpamma He BbINOMHAET MPOBEPKY CHLEMHOrO AucKa, €cnv ero nokntodeHue 6bino
3abnokupoBaHo 3agadvert KoHTponb ycTporcTB. [porpamma He BbinonHAeT npoBepky MTP-nogknoyaembix
MOBUIIbHBIX YCTPONCTB.

Kaspersky Security 10.1 gna Windows Server He 6nokvMpyeT 4OCTyN K CbEMHOMY AMCKY Ha BPEMS NMPOBEPKM.

PesynbTaTbl NpPOBEpKM KaXOOro CbEMHOIO [AWcka [OOCTYMHbl BIXXypHare BbINOMHeHWs 3adaun [lpoBepka
no TpeGoBaHMIo, CO3AaHHOW NMPY NOAKMIOYEHUN 3TOro AMCKa.

Bbl MOXXeTE M3MEHSITb 3HAYEeHNs NapamMeTpoB KOMMOHeHTa [poBepka CbEMHbIX OUCKOB (CM.Tabnuvuy Huxe).

YnpaeneHue napamempamu npoz2paMmbi
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Tabnuua 16. lMapamempsbi Npo8epKuU CbEMHbIX OUCKO8

MapameTp 3HaveHue OnucaHwme
no yMosn4aHu1io

MpoBepsiTb  CbéMHble  aucku | PIAKOK CHAT Bbl  MoxeTe BKMYaTb UMM BbIKMHOYaTb
npu ux noakno4veHnn no USB npoBepKy CbEMHbIX OMCKOB npu ux
NOAKIIOYEHNM K 3aLLMLLaeMOMY CepBepy.

COmepKalMXCs Ha AUCKE AAHHBIX cpabaTblBaHus KOMMOHEHTAa, ykasas

Ha CbEMHOM AUCKe.

Kaspersky Security 10.1 ana Windows
Server He 6ygeT BbINOMHATL  NPOBEPKY
CbEMHOro ancka, ecnm obbem
COAEepXaLLMXCs Ha HEM OaHHbIX NPeBbILAET
yKa3aHHOe 3Ha4YeHue.

3anyckaTb npoBepky c ypoBHem| MakcumansHas sawmra Bbl  MoxeTe HacTpavMBaTb napameTpb
6e30NacHOCTH co3aBaeMblx 3apau npoBepKu
no TpeboBaHuio, BbIGMpas oOAWMH U3 Tpex
ypoBHei 6esonacHocTy:

e MakcumanbHasa 3awmra
o PekomeHgyembini
e MakcumarnbHoe ObicTpoaencTBue

AnroputM  OENCTBMIA  Npu OOHapyXeHUK
3apaxeHHbIX, BO3MOXHO  3apaKeHHbIX
nopyrmx  obbekTtoB, aTakke  Opyrue
napameTpbl MPOBEPKN AMsi KAXAOro YpOBHS

©esonacHocTu COOTBETCTBYIOT
npenycraHoBIEHHbIM YPOBHSAM
6e3onacHocTn B 3aja4ax npoBepKM

no TpeboBaHuto.

YToObI HaCTPOUTb NapaMeTpbl NPOBEPKN CbEMHbIX ANCKOB npu NnoAKNnK4YeHnn, BblMNONHNUTE criegyuine DencTBus:

1. B pepeBe KoHconu agmunmucTtpupoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsieMble
ycTpomncTBa 1 BoibepuTe rpynny agMMHUCTPUPOBAHUS, AN KOMMbIOTEPOB KOTOPOW Bbl XOTUTE HAacTpoOUTb
napameTpbl NporpamMmmbi.

2. B naHenu pesynbTaTtoB BblOpaHHOM rpynnel a4MVHUCTPUPOBAHNSA BbINONHUTE 0[HO
n3 criefyoLmx encTBum:

e Ecnu Bbl xoTuTe HacTpouTb MapameTpbl MOMAWTUKM ANiA FPYnnbl CEpBepoB, BblbepuTe 3aknagky
Monutukn u oTkponTe OkHO <CBomcTBa>: <UMs nonuTukmn>(cm. pa3gen "Hactpomnka nonuTukn"
Ha cTp.76).

e Ecnu Bbl XOTUTE HACTpPOUTb MapaMeTpbl MpOrpaMmbl AN OOHOTO cepBepa, BblbepuTe 3aknagky
YcTpouncTBa n oTkponte okHo MapameTpbl nporpammbl (CM. pa3gen "HacTponka nokarnbHbIX 3agad
B okHe lMNapameTpbl nporpammbl B Kaspersky Security Center” Ha cTp. 89).

YnpaeneHue napamempamu npoz2paMmbi
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Ecnn yctponcteo paboTtaeT nopg ynpaerneHnem akTuBHowm nonutuku Kaspersky Security Center
M B 9TOW MONUTUKE HamNOXeH 3arnpeT Ha M3MEHEeHWe napameTpoB MporpamMMbl, 3TU NapameTpbl
HeOOCTYMNHbI AN n3MeHeHus B okHe MapameTpbl NporpaMmmbi.

3. B pasgene [OononHuTenbHble napameTpbl HaxmuTe Ha kHonky HacTpovika B 6roke [MpoBepka
CbEeMHbIX [UCKOB.

OTkpoeTcsa okHO MpoBepKka CbEMHbIX AUCKOB.
4. B 6noke MapameTpbl NpoBepKU NPU NOAKITHOYEHUN BbINONHUTE criegyoLlime 4ENCTBUSA:

e YcraHoBuTe cbriaxok MNpoBepsaTb CbEMHbIE ANCKM NPU UX NogknovYeHun no USB, ecnu Bbl XoTuTE,
yTobbl Kaspersky Security 10.1 gns Windows Server aBToMaTU4eCcK/ BbINOSHS NPOBEPKY CbEMHbIX
ONCKOB NPU NOAKMOYEHNN.

e Ecnu tpebyetcs, yctaHoBuTe donaxok NpoBepsTb, ecnu o6beM copgepxalmxcs Ha AUCKe AaHHbIX
He npeBbiwaetr nopor (MB) wuykaxute MakcMmanbHOEe MOpPOroBoe 3HavyeHMe obbema [aHHbIX
B rorne crnpasa.

e B packpbiBatowemcsa cnvcke 3anyckaTb NPOBEpPKY C ypOBHEM 6e30MacHOCTU YKaXUTe YpPOBEHb
Ge30nacHOCTU, B COOTBETCTBUU C KOTOPbIM TpebyeTcsl BbINOSHATL NPOBEPKY CbEMHBIX AUCKOB.

5. Haxmute Ha kHonky OK.

HacTpoeHHble napameTpbl 6yayT coxpaHeHbl U NPUMEHEHDI.

HacTtpouka npaB goctyna B Kaspersky Security Center

Bbl MOXeTe HacTpouTb NpaBa 4OCTYNa K ynNpaBreHWo NporpaMmon u K ynpaenenuto cnyxoomn Kaspersky Security
Service B Kaspersky Security Center ons rpynnbsl KOMNbIOTEPOB U A1 OOHOMO KOMMbIOTEpPA.

Mpouenypa HacTpoOrKkn napaMeTpoB (hyHKLMOHaNbHbIX KOMNoHeHTOB Kaspersky Security 10.1 gns Windows
Server B Kaspersky Security Center aHanornyHa npouegype HacTPOMKM 3TUX KOMMOHEHTOB B JIOKarbHOM
KoHconu Kaspersky Security 10.1. MHCTpyKUUK no HAacTpowke napamMeTpoB 3agayvy u yHKUMA NporpamMmbl
B KoHconn Kaspersky Security 10.1 cogepxaTcsa B COOTBETCTBYWOLWMX pasgenax Pykosodcmea
rnonb3osamerns Kaspersky Security 10.1 dns Windows Server.

» Umobkl Hacmpoume ripasa docmyra K ynpasreHuro rnpoapammol U criyxoboul Kaspersky Security
Service, sbinonHume cnedyrouwjue delicmeusi:

1. B pepee KoHconu agmunHucTtpupoBaHusa Kaspersky Security Center passepHuTe y3en YnpaBnsieMble
ycTponucTBa 1 Bbibepute rpynny agMMHUCTPUPOBAHUS, ANsl KOMMNbIOTEPOB KOTOPOW Bbl XOTUTE HACTPOUTb
napameTpbl NPOrpaMmbil.

2. B naHenu pesynbLTaTtoB BblOpaHHOM rpynnbl a4MVHUCTPUPOBAHUS BbINOMHUTE 0OJHO
u3 criefyoLmx encTBum:

e Ecnu Bbl xoTUTe HacTpouTb NapameTpbl NOMUTMKU LNIA FPYNnbl CEPBEPOB, BbibepuTe 3aknagky
Monutukn un otkponte okHo <CBounctBa>: <UmMa nonutuku>(cMm. pasgen "HacTtponka nONUTUKK"
Ha cTp.76).

e Ecnu Bbl XOTUTE HACTpPOUTb MapamMeTpbl MpOrpaMmbl A1 OOHOrO cepBepa, BblbepuTe 3aknagky
YcTpouncTtBa 1 oTkponte okHo MapameTpbl nporpammbl (CM. pasgen "HacTponka nokarnbHbIX 3agad
B okHe lMapameTpbl nporpammel B Kaspersky Security Center” Ha cTp. 89).

YnpaeneHue napamempamu npoz2paMmbi
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Ecnu yctporictBo paboTaeT noa ynpaeneHuem aktmBHon nonutukm Kaspersky Security Center
M B 3TOW MOMUTUKE HamNoXeH 3anpeT Ha U3MEHEHWe napameTpoB MpPOrpaMmbl, 3TW NapameTpb
HEeLOCTYNHbI ANS U3MeHeHus1 B OkHe MapamMeTpbl nporpamMmmei.

3. OTKPOVITe pasgen JdononHutenbHble BO3MOXHOCTU U BbINOSIHUTE cneagywuine OEencTBus:

e Ecnu Bbl XOTUTE HaAcTpouTb NpaBa docTyna k ynpaeneHuto Kaspersky Security 10.1 ana Windows
Server [gng nonb3oBaTenev wWnM rpynnbl  nonb3oBaTtenen, B OGnoke [lpaBa nonb3oBaTenen
Ha ynpaBfeHue NporpamMmmon HaxXmMuTe Ha KHOMNKy HacTporika.

e [Ecnu Bbl XOTUTE HacTpouUTb MpaBa AoCTyna kynpaeneHuto criyxbonm Kaspersky Security Service
Ons nonb3oBaTenen wnu rpynnel Nonb3oBaTtenen, B 6noke NMpaBa nonb3oBaTenen Ha ynpaBrieHUe
cnyxoomn HaxmuTe Ha kHonky HacTponka.

4. B OTKpbIBLUEMCSI OKHE HAcTPOWTe npaBa AOCTyna B COOTBETCTBMM C BalwMmu TpeboBaHusamMu (CM. pasgen
"O npaBax goctyna Kk dyHkumam Kaspersky Security 10.1 gna Windows Server" Ha cTp. 64).

HacTpoeHHble napameTpbl OyAyT COXpaHeHsbI.

HacTponka napameTpoB KapaHTUHA U pe3epBHOro XxpaHunuua
B Kaspersky Security Center

Mpouenypa HacTpoKrKkn napaMmeTpoB (PyHKUMOHamNbHbIX KoMnoHeHToB Kaspersky Security 10.1 ans Windows
Server B Kaspersky Security Center aHanorndyHa npouegype HacTpOWKM 3TUX KOMMOHEHTOB B JTOKarbHOM
KoHconun Kaspersky Security 10.1. MHCTpyKUUK NMo HAacTpoWke napaMeTpoB 3agad U yHKUMA NporpamMmbl
B KoHconn Kaspersky Security 10.1 cogepxaTcsa B COOTBETCTBYWOLWMX pasgenax Pykogsodcmea
nonb3oeamernsi Kaspersky Security 10.1 dna Windows Server.

» 4Ymobbl Hacmpoums napamempsb pe3epsHo20 xpaHunuwa e Kaspersky Security Center,
8binosiIHUMe criedyrowjue delicmeus:

1. B pepee KoHconu agmunHucTpupoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsiemble
ycTpoMncTBa 1 BbibepuTe rpynny agMMHUCTPUPOBAHUS, ONS1 KOMMbIOTEPOB KOTOPOW Bbl XOTUTE HAacTpOUTb
napamMeTpbl NporpamMmei.

2. B naHenm pesynbTaTtoB BblIOpaHHOM rpynnol aAMVHUCTPUPOBaHUS BbINOSTHUTE OoflHO
13 cnegyowmnx AencTBuin:

e Ecnu Bbl xoTUTe HacTpouTb MapameTpbl MOMAWTUKM ANiA FPynnbl CepBepoB, BblbepuTe 3aknagky
Monutukn 1 otkponte okHO <CBoucTBa>: <Umsa nonutukn> (CcM. pasgen "HacTponka nOnMTUKM'
Ha cTp.76).

e Ecnu Bbl xoTuTEe HacTpouTb NapameTpbl MporpamMmbl AN OQHOrO cepBepa, BblibepuTe 3aknagky
YcTpouncTtBa 1 oTkponte okHo MapameTpbl nporpammsbl (cM. pa3gen "HacTponka nokanbHbIX 3agad
B okHe lMapameTpbl nporpammel B Kaspersky Security Center” Ha cTp. 89).

Ecnun ycTpornictBo paboTaeT noa ynpaereHunem aktmBHon nonutukm Kaspersky Security Center
M B 3TOW MOMNUTMKE HamNOXeH 3anpeT Ha U3MeHeHWe napameTpoB MporpamMMmbl, 3TW NapameTpbl
HeJOCTYMHbI 515 UsMeHeHus B okHe MapameTpbl nporpaMmmabl.

YnpaeneHue napamempamu npoz2paMmbi
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B pasgene JonosnHuTenbHble BO3MOXHOCTU HAaXXMNTE Ha KHOMKY HaCTpOﬁKa B 6noke XpaHVIHVILI.Ia.

B okHe MapameTpbl xpaHunuw, Ha 3aknagke PesepBHOe XxpaHunuwe HacTpoliTe crepyolime

napamMeTpbl pe3epBHOro XxpaHunuuia:

Ecnm Bbl XxoTuTe 3agaTb NamnKy-MecTOMOJIOXKEeHUe pe3epBHOro xpaHunuwa, Bnone [MManka
pe3epBHOro xpaHunuua BbIbepuTe HYXXHYIO Nanky Ha NokarnbHOM AUCKe 3aLlMLlaemMoro cepsepa nnm
BBEAUTE NOJSTHBLIN NYTb K HEW.

Ecnu Bbl xoTTe 3agaTb MakCMMarbHbI pa3Mep pe3epBHOr0 XpaHWNWLA, YCTaHOBUTE (Oraxok
MakcumanbHbIM pa3mep pe3sepBHoro xpaHunuuwa (MB) 1 B none BBoga ykaxnte HyXXHOe 3HavyeHue
napameTtpa B MerabawnTax.

Ecnu Bbl xoTUTe 3agaTb nopor cBo60AHOro MecTa B pe3epBHOM XpaHunuile, onpeaenute 3HadveHune
napametpa MakcumanbHbIn pa3mep pe3epBHoro xpaHunuuwa (MB), yctaHoBute chnaxok Mopor
[ocTynHoro npoctpaHcTtBa (MB) 1 ykaxuTe MUHMManbHbI pa3mep cBOOOAHOrO MecTa B mamnke
pe3epBHOro xpaHunuiia B merabanrax.

Ecnm Bbl xoTuTe 3agaTb nanky Afs BOCCTAHOBMNEHWUs, B rpynne napameTpoB [lapameTpsbl
BOCCTaHOBMEHMS OOBEKTOB BbIDEPUTE HYXKHYKO Manky Ha fokanbHOM OUCKe 3aluMLiaemMoro cepsepa
unu B none MNManka, B KOTOPYK BOCCTaHaBNMBAKOTCA 00bEKTbl BBEAUTE MMS NManky M NOJHbIA NYTb
K HEWN.

B okHe MapameTpbl XpaHUnULY, Ha 3aknaake KapaHTUH HacTpoliTe criegylolie napaMeTpbl KapaHTUHa:

Ecnu Bbl XOTUTE M3MEHNUTL nanky KapaHTuHa, B nojfie eeBoaa Manka KapaHTUHa yKaxute NOJHbIN nyTb
K nanke Ha JioKalibHOM OUCKe 3allullaemMoro cepsepa.

Ecnn Bbl xoTuTe yka3aTb MaKCUMalnbHbIM pa3Mep KapaHTUHA, YCTaHOBMTE  pnaxok
MakcumanbHbIM pa3mep kapaHTuHa (MB) v Bnone BBOAa YyKaxuTe 3HayYeHWe napameTpa
B MerabawTax.

Ecnu Bbl X0TUTe yKasaTb MUHUManbHbIV pa3mep cBOOOAHOro NPOCTPaHCTBA B KAapaHTUHe, YyCTaHOBUTE
dnaxok MakcumanbHbIi pa3mep KapaHTuHa (MB) 1 pnaxok Mopor focTynHOro nNpocTpaHcTBa
(MB), 3aTem B none BBOAA YKaXKMTe MOPOroBoe 3Ha4YeHve napameTpa B MerabanTax.

Ecnu Bbl XOTUTE U3MEHUTb nanky, B KOTOPYHO BOCCTaHaBJ/IMBaKTCA 00beKkTbl K3 KapaHTuHa, B none
Beoga [anka, B KOTOpPYyHO BOCCTaHaBnuMBarTCsA 06BbEKTbI YKaxute NOSIHbIN nyTb K nanke
Ha NnokKaribHOM OuUCKe 3aliuiaemMoro cepeepa.

6. Haxmute Ha kHonky OK.

HaCTpoeHHbIe napamMmeTpbl KapaHTUHa U pe3epBHOIro XxpaHunuilia 6yﬂ,yT COXpPaHEHbI.

YnpaeneHue napamempamu npoz2paMmbi
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BrnoknpoBaHue gocTyna K ceTeBbIM (hanrnioBbIM pecypcam.
3abnoknpoBaHHble y3Jbl

B aTom pasgene onncaHo, kak 3abrnoknpoBaTb HEAOBEPEHHbLIE KOMMBIOTEPbI M HACTPOUTL NapamMeTpbl XpaHunumLLa
3a6510KMpPOBaHHbIX KOMMbIOTEPOB.

B aTtom pasgene
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O 6nokupoBaHuM gocTyna K ceTeBbIM (hanioBbIM pecypcam

XpaHunvwe 3abnokMpoBaHHbIX Y3M0B YCTaHaBMMBAETCA MO YMOYaHMWIO, €Cnv yCTaHOBMNEH Nobo 13 cneayoLwmx
KOMMNOHeHTOB: [locTosiHHas 3awwuTta, 3awwmta oT wudposaHua ana NetApp, 3awmrta oT wudpoBaHua. 3agayuu
OTCNEXNBAIOT MOMbITKN YAANEHHbIX KOMMbIOTEPOB MOMyYMTb AOCTYN K OOLIMM CeTeBbIM nankam 3alimLiaemMoro
cepBepa WM CEeTEBOro XpaHumnuilia B COOTBETCTBUM CO CMIUCKOM HEOOBEPEHHbIX Y3roB. VHdopmaumsa obo Bcex
3abnoKMpoBaHHbIX KOMMbIOTEPAX BCEX 3allvliaeMblX cepBepoB oTnpasBnsetcd B Kaspersky Security Center.
Kaspersky Security 10.1 gna Windows Server 6nokupyeT A4oCTyn k o6Lwmm ceTeBbIM nankam cepeepa mnm obmm
nankam CeTEeBOro XpaHunuiia Ans BCex yaaneHHbIX KOMMNbIOTEPOB B CMIUCKE HEJOBEPEHHbIX Y30B.

XpaHI/IJ'IVILU,e 3a6J'IOKI/IpOBaHHbIX Yy3510B 3arnoJiHAeTCcd, Korga MMHMMyM OAHa W3 cnefyrnuimnx 3agad 3anyckaeTcd
B aKTUBHOM peXunme, U BblINOJIHEHbI YKa3aHHble YCITOBUA:

e Ecnn BXxoge BbiMonHeHWs 3agavn  [locTosiHHas 3awmta  alnoB  CO CTOPOHbI  KOMMbIOTEPA,
obpalyatoLerocs K ceteBbiM annoBblM pecypcam, BbisiBNeHa BPeAOHOCHAst akTUBHOCTb M B napameTpax
3apaun lNocTtosHHaA 3awmrta hannos yctaHoBNeH dpnaxok BHOCUTb KOMNbIOTEPLI, C KOTOPbIX BeAeTcs
BpeAoOHOCHasi akTUBHOCTb, B CNIUCOK HeJOBEPEHHbIX.

e Ecnu B xoge BbinonHeHus 3agadv 3alumTa OT LWMPOBAHUA CO CTOPOHBLI KOMMbIOTEPa, obpallatoLerocs
K ceTeBbIM (haiifoBbIM pecypcam, BbisiBIieHa akTMBHOCTb BPEAOHOCHOTO LLUMMDPOBaHMS.

e Ecnn npwu aktmBmpoBaHHOW 3agadve 3awmta OT wudpoBaHua ana NetApp obHapyxeHa aTaka C uenblo
BbIMOraTesnibCTBa Ha CeTeBOE XpaHUI1LLE.

Mocne oGHapyXeHUsi BPELOHOCHOM aKTUBHOCTM WM MOMbITKM LWMGPOBaHMS 3agadva OTrnpaBnsieT UHpopMauuto
00 aTakylolleM y3ne B XpaHunuvuie 3abnoKMpoBaHHbLIX Y3r0B, M Nporpamma Cco3faeT KpuTudeckoe cobbiTve
6rnokupoBkM y3na. Jliobas mnonbiTka Takoro KOMMblOTEPa MOMYYUTb AOCTYN K 3aliMliaeMbiM OOLUM CETEBbIM
nankam OyaeT 3abnokmpoBaHa.

Mo ymonuaHuio Kaspersky Security 10.1 ana Windows Server ynansieT HegoBepeHHble KOMMbIOTEPbl U3 crnucka
yepe3z 30 muHyT nocne pobaBneHust B cnncok. JocTyn K ceTeBbiM panoBblM pecypcaMm Afis KOMMbOTEPOB
BOCCTaHaBMMBaeTCA aBTOMaTUYECKN Nocne ux yaaneHus 13 cnucka HegoBepeHHbiX. Bl MoxeTe ykasaTb nepuog,
nocre KoToporo 3abnoKMpoBaHHbIE Y3kl aBTOMaTUYECKN pa3brnokupyroTes.

YnpaeneHue napamempamu npoz2paMmbi
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BknioyeHue 6110KMpOBaHUA [OCTYNa K ceTeBbIM (paliNoBbIM pecypcam

Utobbl [o06aBuUTb KOMMbIOTEPbLI, MNPOSABMAIOLWINE BPEOOHOCHYHD aKTUBHOCTb WNW  MOMNbITKU  LUMA)POBaHUS,
B XpaHunuuie 3abGNOKMPOBaHHbLIX Y35O0B 1 3abroKMpoBaTh 3TVM KOMMbOTEPaM AOCTYMN K CeTeBbIM (halnnoBbIM
pecypcam, MMHMMYM OfHa U3 crieaylLwux 3agad gormkHa paboTaTe B akTUBHOM PEXMME:

e [locTosiHHas 3awmTa annos
e 3awwuTta oT WwudposaHus

e 3awwmTa oT wudposanHusa ana NetApp
» 4mobki Hacmpoume 3ada4vy NocmosiHHas 3awuma ¢halisios, 8binosIHUMe criedyruue 0elicmaeus:
1. B pepee KoHconu agmuHuctpupoBaHust Kaspersky Security Center pasBepHute  y3en

YnpaBnsiemble yCTpOMCTBaA.

2. Bbibepute 3aknagky Monutukm n otkponte <Umsa nonutukmn> — MNMoctosiHHaa 3awuTta — HacTtpownka
B 6noke MocTtosiHHasA 3awmTa ¢pannos.

OTkpoeTcs okHo MocTosiHHasA 3awmTa cepBepa.

3. B 6noke WHTerpaums c opyrumMm KOMMOHEHTaMu YCTaHoBuUTE naxok BHoCUTb komnblOTEPHDI,
C KOTOpPbIX BeAeTCcA BpeAoHOCHasi aKTUBHOCTb, B CMUCOK HeAOBEPEeHHbIX €Cfv Bbl XOTUTE, YTOObI
Kaspersky Security 10.1 gna Windows Server 6nokmposan [OCTyn K CeTeBbiM (pannoBbiM pecypcam
ANsi KOMMbIOTEPOB, CO CTOPOHbI KOTOPbIX B Xxoge paboTbl 3agaunm [loctosiHHas 3awmTta  dannos
obHapyxeHa BpeaoHOCHasi akTUBHOCTb.

4. Ecnv 3agava He 3anycTunack, OTKpONTe 3aknagky YnpaBrneHue 3agavem:

a. YcrtaHoBuTe hraxok 3anyckaTb 3aga4vy Nno pacnmcaHuio.

b. B packpbiBatowemcs cnucke BbibepuTe yactoTy Mpu 3anycke nporpaMmmeil.
5. B okHe lMocTosiHHaA 3alWmuTa cepBepa HaXXMUTE Ha kHormky OK.

HacTpoeHHble napameTpbl 3agayn 6ygyT COXpaHeHbI.
» 4Umobbl Hacmpoume 3adadvy 3awuma om wugposaHusi, 8bIMOSTHUME criedyrouue delicmeus:
1. B pepese KoHconu agmuHuctpupoBaHus Kaspersky Security Center pasBepHuTe  y3en

YnpaBnsiemble yCTpoMcTBa.

2. Bblbepute 3aknagky Monutuku  uotkporite <Uma  nonuTUkuM> — KOHTponb  akTUBHOCTM
B ceTu — HacTtpouka B 6roke 3awmTta oT WndpoBaHuA.

OTkpoeTca okHO 3awmTa oT WudpoBaHUs.
3. Ecnu 3agaya He 3anyctunacbk, oTKponTe 3aknagky YnpaBneHue 3agayen:

a. YcraHoBuTe (hraxkok 3anyckaTb 3agady no pacnucaHuio.

b. B packpbiBatowemcs cnucke BoeibepuTe yactoTy Mpm 3anycke nporpaMmmeil.
4. B okHe 3awumTa oT WnpoBaHUA HAXMUTE Ha KHONKy OK.

HacTtpoeHHble napameTpbl 3agayun 6yayT coOXpaHeHsl.

YnpaeneHue napamempamu npoz2paMmbi
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Umobsl Hacmpoums 3adady 3awuma om wugposaHusi 051 NetApp, ebinosiHuUme
cnedyrowue delicmaus:

1. B pepese KoHconu agmuHuctpupoBaHuss Kaspersky Security Center pasBepHuTe  y3en
YnpaBnsiemble yCTpOMNCTBa.

2. Bblbepute  3aknagky MNonutukm notkponte  <Umsa nonUTUKN> — 3almta  ceTeBbIX
xpaHunuw — HacTtpoiika B 6noke 3awmra ot wudposanua ans NetApp.

OTkpoeTcs okHO 3awmTta oT wudposaHma ana NetApp.
3. Ecnwu 3apava He 3anycTunacb, OTKponTe 3aknagky YnpaBneHue 3aga4ven:

a. YcrtaHoBuTe dnaxok 3anyckaTb 3agady Mo pacnucaHuio.

b. B packpbiBatowemcs cnucke BbibepuTe yactoTy MNpu 3anycke nporpaMmmeil.
4. B okHe 3awmTa ot wmndpoBaHusa ans NetApp Haxmute Ha kHonky OK.

Kaspersky Security 10.1 gna Windows Server 6nokumpyetr [OCTyn KceTeBbiM (anfoBbiM pecypcam
Onsi KOMMNbIOTEPA, NPOSIBASIIOLLENO BPEAOHOCHYO aKTUBHOCTb MIN NOMbITKM LUMGPOBaHNS.

HacTtpoika napameTpoB XxpaHunuwia 3ab0KMPOBaHHbIX Y3110B

>

Umobbl Hacmpoumse XxpaHunuuie 3abroKupo8aHHbIX KOMMbMEPOS, 8bINOIHUME
cnedyrowue Oelicmaus:

1. B KoHconu agmuHuctpupoBaHus Kaspersky Security Center otkponTe okHO [lapameTpbl nporpammbl
(cMm. pasgen "HacTtporika nokanbHbIX 3a4ay B okHe [MapameTpbl nporpammbl B Kaspersky Security Center”
Ha cTp. 89).

2. B pasgene LonosnHuTenbHble BO3MOXHOCTU HAXXMNTE Ha KHOMKY HaCTpOﬁKa B 6noke XpaHMana.

OTkpoeTcs okHO MapameTpbl XpaHUnuL,.

Bbl MOXeTe HacTpouTb napaMeTpbl OrOKMPOBaHMS KOMMBIOTEPOB AMs rPynnbl  ynpaBnseMbixX
CepBepoB yepe3 napameTpbl NONUTUKU. YTOObI HAaCTPOUTb nNepmod GNOKMPOBaHUSA Y3r0B, OTKPOUTE
<Umsa nonNUTUKKU> — [JONOSIHUTENbHbIE BO3MOXHOCTM W Haxmute KHonky HacTtpomnka.
Ha 3aknagke 3abnokupoBaHHble Y35bl HACTPOMTE napameTpbl OfOKMPOBAHWUS KOMMbIOTEPOB.
Cnuncok 3abroKMPOBaHHbIX Y3r0B HEAOCTYMNEH B NapamMeTpax NoSIMTUKN.

3. Ortkpowite 3aknagky 3a6NoKMpoBaHHbIe y3nbl.

4. B 6noke Oencrteus YKaXXnUTe KOJNMM4eCTBO CYTOK, YacoB U MUHYT, Yepe3 KOTopble, C MOMEHTa 6J'IOKI/IpOBKI/I,
3a6J'IOKI/IpOBaHHbIe KOMMbKOTEPbI NONTy4akT AOCTYN K CeTeBbIM (baﬁﬂOBblM pecypcam.

5. Haxmute Ha kHOMKy CnMcok 3abnoKMpoOBaHHbIX Y3IOB.
6. BbInonHWTE 0QHO M3 CneayrLwmnx 4encTBun:

(] B OTKpbIBLLEMCA OKHE Cnucok 3a6ﬂOKMpOBaHHbIX y3noB BbI6epI/ITe KOMMNbKOTEPDI, O0CTYN KOTOPbIX
Bbl XOTUTE€ BOCCTAHOBUTb, N HAXXMUTE HA KHOMKY Ypanutb M3 cnucka.

(] HaxmuTte Ha KHOMKY OuncTUTb BeCb CMUCOK, YTOObI yoanutb KOMNbOTEPDLI U3 CMCKa HEOO0BEPEHHbIX
M BOCCTAHOBUTb AOCTYN O5d BCeX 3a6J'IOKVIpOBaHHbIX Yy3Nn0B.

YnpaeneHue napamempamu npoz2paMmbi
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7. Haxmwute Ha KHOMKy 3aKpbIThb.
BbiGpaHHble komnbloTepbl OyayT pa3bnoknpoBaHbl U yaaneHbl U3 CnMcka 3aboKMPOBaHHBbIX.
8. Haxmute Ha kHonky OK B okHe MapameTpbl XpaHUNULL.

HacTtpoeHHble napameTpbl 3abnoKMpOBaHHbIX y3rnoB 6yayT COXpaHeHb!.

O HacTpouKe XypHanoB N yBeaOMIIeHUN

B KoHconu agmwuHuctpupoBaHus Kaspersky Security Center Bbl MOXeTe HacTpouTb YyBeAOMIIEHME
aAMUHMCTpaATOpa U nonb3oBaTenen o crneaylwmx cobbiTusx, cBadaHHbix ¢ paboton Kaspersky Security 10.1 gns
Windows Server 1 cocTogHMeM aHTMBMPYCHOWN 3aLUuUThbl 3aLLULLIaeMOro cepBepa:

e AOMUHUCTPATOP MOXET noJjiydaTb Mchopmau,mo 0 cobbITUAX Bbl6paHHbIX TUNOB;

e onb3oBaTeNnM IOKanbHOM CEeTW, KOTOpble obpallalTcsa K 3awuaemMomMy cepBepy, WM TepMUHaIbHbIE
nonb3oBaTenu cepeepa MOryT nosnyyaTb MHGopMauunio 0 cobbiTuax Tuna ObHapyxeH obbekm.

Bbl MoxeTe HacTpouTb yBegomneHusa o cobbiTusax Kaspersky Security 10.1 gns Windows Server kak gnst oqHoOro
cepBepa B okHe CBoncTBa: <Uma cepBepa>, Tak 1 s rpynnel cepeepoB B okHe CBoncTBa: <Umsa nonutukn>
BbIBpaHHOW rpynnbl agMUHUCTPUPOBAHNS.

Ha 3aknagke CobbITMA wnn B OKHE I'Iapameprl YBeAOMﬂeHMﬁ Bbl MOXeTe HacCTpaunBatb crneaywune
TUNbI yBe}J,OMJ'IeHI/IW

e Ha 3aknagke CoObiTusa (cTaHgapTHas 3aknagka nporpammbl Kaspersky Security Center) Bbl moxete
HacTpauBaTb yBeAOMIIEHMSI aAMUHUCTPaTopa O COBbITUAX BbibpaHHbIX TMNOB. [logpobHas uHpopmauns
0 cnocobax yBegomneHui cogepxntcs B Pykogodcmee admuHucmpamopa Kaspersky Security Center.

e B okHe MapameTpbl yBeAOMNEHUN Bbl MOXETE HacTpavBaTb YBEAOMIIEHUS KakK agMUHUCTpaATopa, Tak
M Nornb3oBaTenen.

Mpouenypa HacTpoKrku napameTpoB (PyHKUMOHAmMbHbLIX koMnoHeHToB Kaspersky Security 10.1 ans
Windows Server B Kaspersky Security Center aHanorn4Ha npowenype HacTpOMKM 3TUX KOMMOHEHTOB
B NnokanbHon KoHconu Kaspersky Security 10.1. VHCTpyKuMm no HacTporike napameTpoB 3agad
n cpyHkum nporpammbl B KoHconu Kaspersky Security 10.1 cogepxaTcsa B COOTBETCTBYHOLLMX
pasgenax Pykosodcmea ronb3osamensa Kaspersky Security 10.7 dns Windows Server.

YBegomneHust 0 cobbITusaX HEKOTOPbIX TUMNOB Bbl MOXETe HacCTpamBaTb TOJIbKO Ha 3aknagke Wi B OKHe,
0 cobbITuAX OPYIrnX TUNOB — KaK Ha 3aknagke, Tak U B OKHe.

Ecnu Bbl HacTpouTe yBeOOMMEHUsI O COOLITUAX OZHOrO TWMa OZHUM crnocobom u Ha 3aknagke CobbITus,
1 B okHe MapameTpbl yBeOOMMEHUN, CUCTEMHbIA agMUHUCTpaTop GyaeT nonyvaTb yBeOOMIEHUs 00 3Tux
COBbITUSIX YKa3aHHbIM CNOCOBOM ABaXbl.

YnpaeneHue napamempamu npoz2paMmbi
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B aTtom pasgene
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HacTpoiika napameTpoB XypHanos

Mpouenypa HacTpoKrkn napameTpoB (pyHKLUMOHaNbHbIX KOMNoHeHTOB Kaspersky Security 10.1 gna Windows
Server B Kaspersky Security Center aHanormyHa npouegype HacTPOMKM 3TUX KOMMOHEHTOB B JIOKarbHOM
KoHconun Kaspersky Security 10.1. IHCTpyKUUK no HAcTpoke napaMeTpoB 3afayvy U yHKUMA nporpamMmbl
B KoHconn Kaspersky Security 10.1 cogepxatca B COOTBETCTBYWLWMX pasgenax Pykosodcmea
nonb3oeamerns Kaspersky Security 10.1 dna Windows Server.

» UYmobkl Hacmpoume napamempel xypHanoe Kaspersky Security 10.1 dns Windows Server,
8binosTHUMe criedyroujue delicmaus:

1. B pepee KoHconu agmunHucTpupoBaHusa Kaspersky Security Center passepHuTe y3en YnpaBnsiemble
ycTponcTBa 1 Bbibepute rpynny agMMHUCTPUPOBAHUS, ANS KOMNbIOTEPOB KOTOPOW Bbl XOTUTE HACTPOUTb
napameTpbl NPOrpaMmbl.

2. B naHenu pesynbTaTtoB BblOpaHHOM rpynnel a4MVHUCTPUPOBAHUS BbINOMHUTE 0OJHO
n3 criefyoLwmx encTBum:

e Ecnu Bbl xoTMTe HacTpouTb NapameTpbl MONUTUKMA AONIA FPYNnbl CEPBEPOB, BbibepuTe 3aknagky
Monutukn 1 oTkponTe OkHO <CBomcTBa>: <UMsaA nonuTukM>(cm. pa3gen "Hactporka nonuTukn"
Ha cTp.76).

e Ecnu Bbl xoTuTe HacTpouTb nNapameTpbl MporpamMmbl AN OQHOrO cepBepa, BblibepuTe 3aknagky
YcTponcTBa 1 oTkponTe okHO MapamMeTpbl nporpammbl (CM. pasgen "HacTporika nokanbHbiX 3agad
B okHe [MapameTpbl Nnporpammbl B Kaspersky Security Center” Ha cTp. 89).

Ecnn yctponctBo paboTtaeT nofg ynpaerneHnem akTuBHon nonutuku Kaspersky Security Center
M B 3TOW MOMUTMKE HANOXeH 3arnpeT Ha M3MEHEeHWe napameTpoB MporpamMmbl, 3T nNapameTpbl
HeOOCTYMNHbI AN n3MeHeHus B okHe MapameTpbl NporpaMmmbi.

3. B pasgene XypHanbl unyBeaommneHuss HaxmuTe HakHonky Hactpownka B 6noke XypHanbi
BbINOJIHEHUA 3apav.

YnpaeneHue napamempamu npoz2paMmbi
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4. B okHe [MMapameTpbl XypHanoB HacTpouTe cnegyiowue napameTpbl Kaspersky Security 10.1 ans
Windows Server cornacHo Balimm TpeboBaHUSIM:

e Hactpowite YPOBEHb aetanusaumm cobbITUI B XXypHanax. Ons atoro BbINOMHUTE
cnegywoLine oencTeus:

a. B cnncke KomnoHeHT BbiGepuTe yHKUMOHaNbHbLIM KOMMOHeHT Kaspersky Security 10.1 ans
Windows Server, ypoBeHb geTanvsaummn coObITUI KOTOPOro Bbl XOTUTE yKasaTb.

b. YTobbl 3agaTh ypOBeHb AeTanusauum BIXypHanax BbIMNOMHEHMS 3aday W KypHane CUCTEMHOro
ayanta BbIOpaHHOrO (PYHKLMOHANbLHOrO KOMMOHEHTA, BbiOEpUTE HYXHbIN YPOBEHb B CrMCKe
YpoBeHb BaXXHOCTM.

e UYTOOblI U3MEHWUTb MECTOMOJSIOXKEHNE XKYPHANOB MO YMOMYaHMWIO, YKaXWUTe MOMHbIA NyTb K nanke wunu
BblibepuTe nanky ¢ MOMOLLbIO KHoMkn O630p.

o YKaxuTte, CKONbKO OHENn 6yp,yT XpaHNUTbCA XypHalbl BbIMOJIHEHNA 3a4au.

e YKaxuTe, CKONbKO AHel OyaeT XpaHWTbCs WHopMauumsi, koTopasi oTobpaxaeTcs B yane XKypHan
CUCTEMHOro ayauTa.

5. Haxmute Ha kHonky OK.

HacTtpoeHHble napameTphbl )KypHanoB 6yayT COXpaHeHbI.

XypHan cobbiTuin 6e3onacHoCcTH

Kaspersky Security 10.1 gns Windows Server BefeT XypHan cobbITUiA, CBA3aHHbIX C HApyLLUEHUSIMX 6e30nacHOCTU
UNU nonbiTKaMM HapyleHus ©e3onacHOCTU Ha 3awuwaemMom cepsepe. B gaHHOM XypHane dukcupyloTcs
cnegywowme cobbiTms:

e CoObITUA KOMMOHEHTa 3alluTa OT IKCMIONTOB.
e KpuTtuuyeckne cobbiTvs KOMNOHEHTA AHaNU3 XXypHaIoB.

e Kputuueckme cobObITUsl, CBUAOETENLCTBYHOLUME O MOMbITKE HapyweHus GesonacHocTn (ansa 3agad
MocTtosHHas 3awwuTa, MNMpoBepka no TpeboBaHWo, MOHUTOPWHI dhannoBbix onepauuin, KoHTponb 3anycka
nporpamm).

Bbl moxeTe ounctutb XKypHan cobbiTunm 6e3onacHocTH, Tak xe, kak u XKypHan cuctemHoro ayguta. [Npu atom
Kaspersky Security 10.1 gna Windows Server cukcupyeT cobbiTne cucteMHoro ayamta ob oumctke XKypHana
cobbITui 6esonacHocTy.

Hactpouka napameTpoB uHTerpauum ¢ SIEM

UToObl YMEHbLIMTL Harpy3ky Ha MaroMOLLHbIE YCTPOWCTBA M CHU3WTb PUCK Aerpajauuy CUCTEMb B pesyrnbTaTte
yBenuyeHns ob6bLEMOB XKypHarnoB MporpaMMbl, Bbl MOXETe HacTpouTb Nybrnvkauuio cobbiTuin ayauta u cobbiTvn
BbIMOSIHEHWSA 3a4ay No NpoTokony syslog Ha syslog-cepsep.

Syslog-cepBep — 3TO BHeLWHUN cepBep ansi cobopa cobbituii (SIEM). OH cobupaeT u aHanuaupyeT MnofyveHHble
coObITUSA, a TakkKe BbINOJHAET Apyrne AENCTBUSA B pamKax ynpaBrieHu s XXypHanamu.

Bbl MoXeTe ncnone3oBatb UHTErpaumio ¢ SIEM B AByx pexnmax:

e [lybnupoBaTb cobObITUS Ha Syslog-cepBepe: 3TOT pexuMm npegnoraraeT, YTo BCe COObITUS BbIMOMHEHUS
3afad, nyGnuKkauusi KOTOpbIX HacTPOeHHasi B MapameTpax >KypHasioB, a Takke Bce COObITUSI CUCTEMHOMO
ayauTa NpofomKatoT XPaHUTLCS Ha NoKanbHOM KOMMbIOTEpPE Aaxe nocrne oTnpasku B SIEM.

YnpaeneHue napamempamu npoz2paMmbi
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PekomeHOyeTcs  McMonb3oBaTb  3TOT  PEXUM,  4YTOObl  MaKCMManbHO  CHU3UTb  Harpysky
Ha 3aluLaeMblii cepBep.

e YpOanATb NoKanbHble KONUW COBLITUIA: 3TOT PeXunM npeanonaraeT, YTo BCe COObITUS, 3aperncTprpoBaHHbIe
B xoae paboTbl nporpaMmbl U onybnukoBaHHble B SIEM, ByayT yaaneHsl ¢ nokansHOro KomnbsloTepa.

MporpaMMa HuKorga He yaansieT fiokarnbHble BepCum XypHarna HapylueHuii 6e30nacHoCTy

Kaspersky Security 10.1 gns Windows Server MoOXeT KOHBEPTMPOBATb COObLITUSI B XKypHanax nporpamMmmbl
B popmaTthl, noggepxvBaemble Syslog-cepBepoMm, Ans nepefady CoObITUM U UX YCMELIHOro pacno3HaBaHus
Ha cTopoHe SIEM. T[lporpamma nopaoepxvBaeT KOHBepTauuio B OpMaT  CTPYKTYPUPOBAHHBIX  AAHHbIX
n B dopmat JSON.

UToObl CHM3UTb PUCK HeygadHoW oTnpaBku cobbiTvii B SIEM, Bbl MoxeTe 3agaTb napamMeTpbl NOAKMIOYEHUS
K 3epkanbHoMy syslog-cepsepy.

3epkanbHblil syslog-cepBep — 3TO AOMOMHUTENbHLIA Ssyslog-cepBep, Ha MCMoNb30BaHWE KOTOPOro nporpaMma
nepeknioyaeTcsl  aBTOMAaTUYECKM,  €CNM  MOAKIloYeHMEe K OCHOBHOMY  syslog-cepBepy WM ero
MCNOMb30BaHNe HedoCTYMHbI.

WHTerpauua ¢ SIEM He npumMeHsieTcs Mo ymondaHuio. Bbl MOXxeTe BKMYaTh M OTKMNOYaTb MHTerpauuto ¢ SIEM,
a TaKkke HacTpamBaTb NapaMeTpbl PYHKUMOHANBLHOCTM (CM. Tabnuuy Huke).

Tabrnuua 17. lNapamempbi uHmeezpayuu ¢ SIEM

MapameTp 3HauveHue OnucaHune
no yMOJ4aHu1io

OTnpaBnATb cobbITUs | He npumeHseTcs Bbl  mMoxeTe BKMoYatb U OTKNWYaTb WHTerpauuio ¢ SIEM
no npotokony syslog C MOMOLLIbIO YCTAHOBKU UMW CHATUS donaxka.

Ha BHELWHUN
syslog-cepBep

Ypanate nokanbHble | He npymeHseTcs Bbl MoOxeTe HacTpavBaTb napameTpbl XpaHEHWs FoKalbHbIX
Konuu cobbITuM KOMUM XypHanos, nocrne wux oTtnpaskM B SIEM ¢ nomolbio
npuv 3anucu YCTaHOBKW UIN CHATUS cbnaka.

Ha BHELWHUA
syslog-cepBep

dopmart cobbITui CTpykTypupoBaHHble | Bbl MoxeTe BbiOMpaTb oavH u3 AByX OPMaToB, B KOTOpblE
AaHHble nporpamMmma KOHBEpTMpYeT CBOM cobbiTUsi nepen Ux OTNPaBKOM
Ha syslog-cepBep Onsi Ny4yllero pacno3HaBaHusl 3TUX COObITUN
Ha cTopoHe SIEM.

MpoTokon TCP C nomowbio BbiNagawLEero Crnvcka Bbl MOXETE HacTpOUTb

NoaKMoYeHus NoAKroYeHne K OCHOBHOMY syslog-cepBepy no npotokonam UPD
unn TCP, kpgononHutenbHoMy syslog-cepsepy Mo NpoToKony
TCP.

YnpaeneHue napamempamu npoz2paMmbi
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MapameTp 3Ha4yeHune OnucaHue
Nno yMOJ4aHuUIo

MapameTpsbl IP-agpec: 127.0.0.1 Bbl MoxeTe HacTpauBaTb 3HauyeHusa |IP-agpeca unopta
NOLKIIOYEHNS n 14 ONsi NOAKMYEHN K OCHOBHOMY  Syslog-cepBepy  C MOMOLLbHO
K OCHOBHOMY opT: 5 COOTBETCTBYIOLLUX NOMEN.

syslog-cepBepy
Bbl MOXeTe ykasaTb 3HadeHue |P-agpeca Tonbko B chopmaTe

IPv4.
Ucnonb3oBaTtb He npumeHsieTcs Bbl MOXeTe BKM4YaTb M OTKMNOYATb NPUMEHEHWe 3epKaribHOro
OOMNOSTHUTENbHbIN syslog-cepsepa ¢ noMoLbio dhnaxka.
syslog-cepBep, ecnu
OCHOBHOM
syslog-cepBep
HegocTyneH
MapameTpbl IP-agpec: 127.0.0.1 Bol MoOxeTe HacTpauBaTb 3HadeHus |P-agpeca umnopTta
NOAKNIOYEHNS ANsi NOAKMIYEHNA K OCHOBHOMY  Syslog-cepBepy € MOMOLLbIO

MopT: 514

K AOMNOJTHUTEJNIbHOMY COOTBETCTBYHOLLNX nonen.

syslog-cepBepy
Bbl MoXeTe ykasaTb 3HaveHue |P-agpeca Tonbko B copmaTe

IPv4.

» Umobbl Hacmpoume napamempsl uHmezpayuu ¢ SIEM, ebinonHume criedyrowjue 0elicmeusi:

1. B pepeBe KoHconu agmunmucTtpupoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsieMble
ycTpoMncTBa 1 BbibepuTe rpynny agMMHUCTPUPOBAHMUS, ONS1 KOMMbIOTEPOB KOTOPOW Bbl XOTUTE HAacTPOUTb
napameTpbl NPOrpaMmmsl.

2. B naHenm pesynbTaTtoB BbIGpaHHON rpynnol aAMWHNCTPUPOBaHNS BbINONHUTE  OAHO
13 cnegylowmnx AencTBuin:

e Ecnu Bbl xoTMTe HacTpouTb MapameTpbl MNOMAWTUKM AONIA FPynnbl CEPBEPOB, BbibepuTe 3aknagky
Monutukn 1 oTkponTe OkHO <CBoMcTBa>: <UMaA nonuTukmM>(cm. pa3gen "Hactporka nonmTukm"
Ha cTp.76).

e Ecnu Bbl xoTuTEe HacTpouTb NapameTpbl MpoOrpamMmbl AN OQHOrO cepBepa, BblibepuTe 3aknagky
YcTponcTBa 1 oTkponTe okHO MapamMeTpbl nporpammbl (CM. pasgen "HacTporika nokanbHbiX 3agad
B okHe [MapameTpbl Nnporpammbl B Kaspersky Security Center” Ha cTp. 89).

Ecnu ycTtponctBo paboTaeT noa ynpaeneHunem akTmBHon nonutuku Kaspersky Security Center
M B 3TOW MOMUTUKE HaNoOXeH 3anpeT Ha U3MEHEeHWe napameTpoB MpPOrpaMmbl, 3TU MapameTpbl
He[OoCTYNHbI A8 N3MeHeHus: B OkHe MapameTpbl nporpaMmmei.

3. B pasgene XypHanbl uyBeaomneHusi HaxmuTe Ha kHonky Hactpownka B 6noke XXypHanbl
BbINOJIHEHUA 3apav.

OTkpoeTcst okHO MapameTpbl XKypHanoB U yBe4OMITEHUNA.
BeibepuTe 3aknagky UHTerpaumsa c SIEM.

B 6noke MapameTpbl MHTErpaummn ycraHoeute cdnaxok OTnpaBnATb cob6bITUA MO npoTokony syslog
Ha BHelWHUM syslog-cepsep.

YnpaeneHue napamempamu npoz2paMmbi
139



KASPER§KY3

dnaxok BKMYAET WM OTKMYaeT WUCMNONb3oBaHWe (YHKLUMOHANBHOCTU OTMNPaBKK
ny6nmMkyeMbix cobbITUIN Ha BHELWWHWUI Syslog-cepBep.

Ecnu cdnaxok ycTaHOBMEH, nporpamma BbIMOSIHAET OTNPaBKy MyGrMKyeMbiX COObITUN
B SIEM B COOTBETCTBUWN C HACTPOEHHLIMM NapameTpamu nHterpaumnm ¢ SIEM.

Ecnn cdnaxok cHAT, nporpamma He BbiMonHseT uHTerpaumio ¢ SIEM. Bbl He MoxeTe
HacTpamBaTb NapameTpbl nHTerpauumn SIEM, ecnn conaxok cHAT.

Mo ymonyaHuio oraxkok CHAT.

6. Ecnun TpebyeTtcs, B 6roke MapameTpbl MHTErpauum yctaHoBuTe riaxok YAanATb JloKalbHble KONMUu
CcoObITUM NpU 3aNUCK Ha BHELWWHUN syslog-cepBep.

®dnaxoK BKMOYaAeT UMM OTKMIYaeT yaaneHue nokarnbHbIX KOMWUWA XKYpHamnoB Mo UX
otnpaske B SIEM.

Ecnu dpnaxok ycTtaHoBNEH, nporpamMa yaanseT NnokanbHble Konuy cobbiTui nocne Toro,
Kak oHu Obinn ycnewHo ony6nukoBaHbl B SIEM. PekomeHayeTcs vcnonb3oBaTb 3TOT
PEeXrM Ha ManoMOLLHbIX KOMMbIOTEPaX.

Ecnu dnaxok cHAT, nporpaMmma Tonbko oTnpasnseT cobbitns B SIEM. Konuu xypHanos
NPOAOIMKaOT XPaHUTbLCH NOKarnbHO.

Mo ymonyaHuio raxkok CHAT.

CraTyc dhnaxka YaanaTb nokanbHble KONMUM COObLITUM NpUY 3anNUCKU Ha BHeWHUI syslog-cepBep
He BNUSieT Ha napameTpbl XpaHeHMs1 CcOoObITMIA KypHana Ge3onacHOCTW: nporpaMma  HuKoraa
He ygansieT cobblTus XXypHana 6e30nacHoCT aBTOMaTUYECKM.

7. B 6noke ®opmaT cobbITUM ykaxuTe popmaT, B KOTOPLIV Bbl XOTUTE KOHBEPTUPOBATL CcobbiTUS No paboTte
nporpamMmsl Ans ux otnpasku B SIEM.

Mo ymon4yaHmio nporpamMma BbIMOMHAET KOHBEPTaUMo B (popmMaT CTPYKTYPUPOBaHHbIX JAHHbIX.
8. B 6noke MapameTpbl npuHnmatoulero syslog-cepeepa BbiNnonH1Te cneayoLwme JencTBus:
o YKaxuTe NpOTOKOS NOAKNYeHus Kk SIEM.
e YKaxuTe napameTpbl COEANHEHNSI C OCHOBHbIM Syslog-cepBepomM.
Bbl MoxeTe ykasaTb |IP-agpec Tonbko B chopmate IPv4.

e Ecnu Tpebyetcsa, yctaHoBuTe (naxok WUcnonbsoBaTb AononHuTenbHbIA syslog-cepBep, ecnu
OCHOBHOM syslog-cepBep HeOoOCTyMeH, ecnu XoTuTe, 4YTOGbLI MporpaMMa Wcrnomnb3oBana apyrue
napameTpbl COeMHeHWs, Koraa oTrnpaeka cobbITUIM Ha OCHOBHOW syslog-cepBep HeaoCTyMHa.

e VYKaxuTe cnegylowme napamMmeTpbl MNOAKMIOYEHUs K 3epkanbHomy syslog-cepsepy: |P-aapec
u Mopr.

Mons IP-appec v MopT Ans 3epkanbHOro syslog-cepBepa HeOoOCTYMHbI AN PpefaKTMPOBaHMs,
ecnn CcHAT naxok Wcnonb3oBaTb OONOMHUTENbHLIN sSyslog-cepBep, ecnu OCHOBHOWM
syslog-cepBep HegOCTyMNEH.

Bbl MoxeTe ykasaTb |IP-agpec Tonbko B chopmate IPv4.
9. HaxmuTte Ha kHonky OK.

HacTtpoeHHble napameTpbl uHTerpaumm ¢ SIEM 6yayT npumeHeHsb!.

YnpaeneHue napamempamu npoz2paMmbi
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HacTtpoinka napameTpoB yBeaOMIIEHUN

» Umobbl Hacmpoume napamempsl yeedomneHuss Kaspersky Security 10.1 dna Windows Server,
8binosiHUmMe criedyrowjue delicmeus:

1. B pepee KoHconu apgmunuctpupoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsieMble
ycTpoMncTBa 1 BbibepuTe rpynny agMMHUCTPUPOBAHUS, AN KOMMbIOTEPOB KOTOPOW Bbl XOTUTE HAacTpOUTb
napamMeTpbl NporpamMmei.

2. B naHenu pe3ynbTatoB  BblOpaHHOMN rpynnbl  agMWHUCTPUPOBaHUS BbINOMIHUTE  OOHO
13 criefyoLmx encTBum:

e Ecnu Bbl xoTuTe HacTpouTb MapameTpbl MNOMAWTUKM ANA FPynnbl CepBepoB, BblbepuTe 3aknagky
Monutukn un oTkponTte OokHO <CBomctBa>: <UmMa nonutukmn>(cm. pasgen "HacTtpomnka nonmMTukn"
Ha cTp.76).

e Ecnu Bbl xoTuTEe HacTpouTb NapameTpbl MporpamMmbl AN OQHOrO cepBepa, BblibepuTe 3aknagky
YcTponcTBa 1 oTkponTe okHO MapamMeTpbl nporpammbl (CM. pa3gen "HacTporika nokanbHbiX 3agad
B okHe [MapameTpbl nporpammbl B Kaspersky Security Center" Ha cTp. 89).

Ecnu yctpornictBo paboTaeT noa ynpaeneHuem aktmBHon nonutuku Kaspersky Security Center
M B 3TOW MOMNUTUKE HamNOXeH 3anpeT Ha U3MEeHeHWe napameTpoB MporpamMMbl, 3TW NapameTpbl
HedOCTYNHbl ANS n3MeHeHus B okHe MapameTpbl nporpamMmmei.

3. B pasgene XypHanbli wyBegomneHusa BOnoke YBeooOMNEeHUSA O COGLITUAX  HaxmuTe
Ha kHonky HacTpoika.

4. B okHe MapameTpbl yBegoMIieHMN HacTpouTe cnepywowme napametpbl Kaspersky Security 10.1 ana
Windows Server cornacHo Balimm TpeboBaHusAM:

(] B cnwncke HaCTpOﬁKa yBe,D,OMﬂeHVIﬁ Bbl6epV|Te TN yBeOoOMIIeHUA, napamMeTpbl KOTOPOro Bbl
XOTUTE HACTpPOUTb.

e B 6Gnoke YBegomneHue nonb3oBaTeriel HacTpoiiTe cnocob yeBegomIieHus nornb3osatens. Ecnu
TpebyeTcs, 3aaaiTe TEKCT COOOLLEHNA AN yBEAOMIIEHUS.

e B OGnoke YBegomneHuMe agMMHUCTPATOPOB HACTponTe cnocob yBeAOMIIEHUA aaMUHUCTpaTopa.
Ecnn Tpebyetcqa, 3apante TekcT coobuieHus ans ysegomneHus. Ecnm TpebyeTcsa, HacTponiTe
OONOMNHUTENbHBIE NAapamMeTpbl yBEeAOMIIEHNI NO kHoMke HacTpoika.

e Ha 3aknagke lMoporu cdopMupoBaHMA COObLITUM YKaXUTE WHTEpPBanbl BPEMEHW, MO UCTEYEHUU
koTopbix Kaspersky Security 10.1 gna Windows Server peructpupyet cobbitua basbl npospammbi
ycmapernu, ba3sbi npogpammbi cusibHO ycmapesu v [posepka saxHbix obracmel KoMmrbromepa 0agHoO
He 8bINOoHSAach.

e bBa3bl yctapenu (cyT).
KonunyecTBo gHen ¢ MomeHTa nocnegHero obHoBreHus 6a3 nporpaMmbi.
Mo ymon4aHuo ycTaHOBMNEHO 7 OHEN.

e bBa3bl nporpamMmbl CUNBLHO ycTapenu (cyT).
KonuuyecTBo gHen ¢ MomeHTa nocnegHero obHoBreHms 6a3 nporpaMmbi.
Mo ymon4aHuto yctaHoBneHo 14 aHen.

(] HPOBepKa BaXHbIX o6nacTten KOMnNbrOTEpa A4aBHO He BbiNOJTHANACbL (CyT).

YnpaeneHue napamempamu npoz2paMmbi
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KonnyectBo OHEN C MOMEHTa MOCReAHEro YCMELHOro 3aBepLleHus 3aJayvn NpoBepKM
Ba)HbIX obracTein komnbloTepa.

Mo ymon4yaHuto yctaHosneHo 30 gHen.
5. Haxmute Ha kHonky OK.

HacTpoeHHble napameTpbl yBeaoMNeHnin 6yayT coXxpaHeHbl.

Hactpouka Bzanmopneucteusa ¢ CepsepomMm agMUMHUCTPUPOBAHUA

» Umobnbi ebibpamb murbl 06beKkmos, uHghopmauyuro o komopeix Kaspersky Security 10.1 0ns
Windows Server 6ydem riepedasamsb Ha Cepeep adOmuHucmpuposaHusi Kaspersky Security Center,
8binosTHUMe criedyroujue delicmaus:

1. B pepeBe KoHconu agmunuctpupoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsieMmble
ycTpomncTBa 1 BbibepuTe rpynny agMMHUCTPUPOBAHMUS, AN KOMMbIOTEPOB KOTOPOW Bbl XOTUTE HAaCcTPOUTb
napamMeTpbl NporpamMmei.

2. B naHenm pesynbTatoB  BblOpaHHON rpynnel a4MVHUCTPUPOBaHUS BbIMNOMHUTE  OAHO
13 criefyoLmx enNCcTBuN:

e Ecnu Bbl xoTUTe HacTpouTb MapameTpbl MNOMAWTUKM ANIA FPynnbl CEpBEpPOB, BblbepuTe 3aknagky
Monutukn 1 oTkponTe OkHO <CBomcTBa>: <UMa nonuTukM>(cm. pa3gen "Hactponka nonuTukn"
Ha cTp.76).

e Ecnu Bbl xoTUTE HacTpouTb NapameTpbl Mporpammbl A9 OQHOrO cepBepa, BblibepuTe 3aknagky
YcTpowncTBa 1 oTkponTe okHO MapamMeTpbl nporpammbl (CM. pa3gen "HacTporika nokanbHbiX 3agad
B okHe [MapameTpbl nporpammbl B Kaspersky Security Center" Ha cTp. 89).

Ecnu yctporictBo paboTaeT noa ynpaeneHuem aktmBHon nonutukm Kaspersky Security Center
M B 3TOW MOMNUTUKE HamNOXeH 3anpeT Ha U3MeHeHWe napameTpoB MporpamMMbl, 3TW NapameTpbl
HedOCTYNHbI ANS U3MeHeHus B okHe MapameTpbl nporpamMmmei.

3. B pasgene XypHanbl u yBegomnenus B 6roke Bzaumopencrteue ¢ CepBepom agMUHUCTPUPOBAHUSA
HaxKMUTe Ha KHonky HacTpoika.

OTtkpoeTcs okHO CeTeBble cnuckn CepBepa aaMUHUCTPUPOBAHUA.

4. B oTKpbIBLIEMCS OKHE BblbepuTe Tunbl 06bEKTOB, MHOpMauuo o KoTopbix Kaspersky Security 10.1 gns
Windows Server 6yget nepenaBsatb Ha CepBep agMmuHucTpmpoBaHua Kaspersky Security Center:

e [laHHble 06 o6bekTax kKapaHTUHa.
e [laHHble 06 o6beKkTax pe3epBHOro XpaHMnuLLa.
e [laHHble 0 3a610KMPOBaHHbIX y3rax.

5. Haxmute Ha kHonky OK.

Kaspersky Security 10.1 gna Windows Server 6yneT nepegasaTb MHpopMauuto 0 BbIOpaHHbIX TUNax o6 beKkToB
Ha CepBep agMUHUCTPUPOBAHUS.

YnpaeneHue napamempamu npoz2paMmbi
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[locTOoAAHHaA 3awWuTa cepBepa

JTOT pasgen coaepXuT MHopMaumMio 0 3aaayax NocTosiHHOM 3awuThl: MocTosiHHas 3awmTa dpannos, MNposepka
ckpuntoB, Wcnonb3oBaHme KSN wu 3awwuta oT aKcrionToB. Takke 9TOT pasden CoAepXUT  UHCTPYKLMK
Mo HacTpolike NapaMeTpoB 3a4ay NOCTOSHHOM 3aLLMTbl U NO HACTPOViKe NapaMeTpoB 6e30nacHOCTU 3aLLMLLAaeMoro

cepBsepa.

B aTtom pasgene

[TOCTOSIHHAS 3ALLINTA QDAMITOB. ......eeveverereeeeerererereresssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnsnnnes 143
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NocTosiHHaA 3awmTa dpamnos

OTOT pasgen CoaepXkut nHdopmaumio o 3agade NocTosiHHas 3awmTa annos N MHCTPYKLUMK O TOM, KaK HacTpouTb
napameTpbl 3TON 3agauun.

B aTtom pasgene

O 3apa4e NMOCTOAHHASA 3ALLNTA (DAMTIOB .....eeviieeee i ittiiieeeeesesaateteeeeeeessaanteeaeeeeeessaansteaereeeeesaanssteneeaeessaaassnnneeeeeeen 143
HacTporika 3a4aumn NMOCTOAHHAA 3ALUMTA GDAMIIOB .....vuvuvereerrereerreresersesssesssssesssssssssssssssssssesssssssesssssensssssssrsssrnrsnnnes 144
MpMMEHEHNE SBPUCTUUECKOTO AHATNBATOPE ..uuvvvrerrieeeseiiurrreeeeeeesasasrsseeseeeasasastssseseesessanstssseesesssammsssssseeeessannnes 146
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O 3apave lNocTosiHHaA 3awmTa cpamnnos

B xope BbinonHeHusa 3apgaum [locTtosiHHasa 3awwuta ¢annoB Kaspersky Security 10.1 gna Windows Server
npoBepsieT crieayoLne o6 bekTbl 3anULLLIAeMOro cepepa npu AoCTyne K HUM:

e (pavnel;
e anbTepHaTUBHblE NOTOKU hparnoBbix cucteM (NTFS-streams);
e [MaBHYIO 3arpy304HYIO 3aMMCb U 3arpy304HbIE€ CEKTOPbI NTOKaNbHbIX )X€CTKMX ANCKOB UM BHELUHMX YCTPONCTB.

o  dannbl KoHTenHepoB Windows Server 2016.

locmosiHHas 3awuma cepeepa
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Mpwn 3anucu mnu cumTbiBaHUKM 3anucaHHOro dhanna c cepsepa nobon nporpammon, Kaspersky Security 10.1 ansa
Windows Server nepexBaTbiBaeT 3TOT halr, NpoOBEPSET €ro Ha Hanm4Me yrpo3 KoMnbloTeEpHOW Be3onacHoCTu u,
npu obHapyxeHnn yrposbl, BbINOMHAET [OEWCTBUS, YKasaHHble B MapameTpax 3ajayu wnu  3agaHHble
Mo YMOMYaHWIO: MbITAETCA BbINEeYUTb ann, nepemeltaeTr dann Ha kapaHTMH unu yaandet ero. Kaspersky
Security 10.1 gns Windows Server Bo3BpallaeT dann nporpaMmme, €Cnm OH He 3apaXkeH UMK YCMeLHO BblfleYeH.

Kaspersky Security 10.1 gna Windows Server nepexBaTbiBaeT pannoBble onepauun, UCMNOMHAeMble
B kOHTenHepax Windows Server 2016.

KoHmeliHep — 3TO wu3onupoBaHHasd cpeda, rae nporpaMma MoxeT pabotatb, He OkasbiBas BO34ENCTBUS
Ha OMepauuoHHYID CUCTEMY W He MOABeprasicb NpuW 3TOM BO3OEWCTBUIO C ee CTOpoHbl. Ecnu  koHTenHep
pacnonoxeH Bobnactu 3awmTbl 3agadn, Kaspersky Security 10.1 gns Windows Server nposepsieT ¢ainbl
KOHTEeNHepa, K KOTOPOMY Mofy4aroT AOCTYN MOMb30BaTenv, Ha Hanu4Me KOMMbIOTEPHbIX Yrpos. Npu oGHapyxeHuu
yrpo3bl, NporpaMmMa MblTaeTCA BbINEYNTb KOHTENHep. Ecnn nedeHne ycnewHo, KOHTENHep npogoskaeT paboTy.
Ecnv neyeHne HEBO3MOXHO, KOHTENHEP BbIKIHOYAETCS.

Kaspersky Security 10.1 gns Windows Server Takke oGHapyxvBaeT BPEAOHOCHYIO aKTMBHOCTb B npoueccax
nogcuctembl Windows Subsystem for Linux®. [nga takux npoueccoB 3agadva [locTosiHHas 3awmta ¢annos
NPUMEHSIET OENCTBUE, YKa3aHHOE B TEKYLLNX HACTPOMKaX.

HacTtpouka 3agaum lNoctosiHHaA 3awuTa pannos

Mo YMOJ1HaHUIO CUCTEMHAaA 3adada lMocTosiHHaA 3awuTa cbaﬁnoa MMEET NapamMeTpbl, OnNncaHHbIE B Tabnvue Huxe.
Bbl MOXXeTe N3MEHSATb 3HAYEHUST ATUX napamMmeTposB.

Tabnuua 18. lMapamempsi 3adayvu NocmosiHHas 3awuma ¢halisios ro yMon4YaHUro

MapameTp 3HaueHue OnucaHwue
Nno yMOJ4aHUio

O6nacTtb 3aWuThbI Becb KOMMNbOTEP, NUCKITHOYHadA Bbl MOXeTe OrpaHn4nTb obnacTb 3aLuThI.
BUpTyanbHbl€e ONCKU.

YpoBeHb EouHbIi ans Bcen obnacTtu Ons BbiOpaHHLIX Yy3NOoB B epeBe (anrioBbIxX
6e3onacHocTH 3aLUnTbI; COOTBETCTBYET pecypcoB KOMMbIOTEPA Bbl MOXETE:
ypOBHt0 6e3onacHocTy e MPUMEHUTL Apyron npenycTaHOBMNEHHbIN
PekomeHayembIiA. ypoBeHb 6e30MacHOCTY;

e BPYYHYI U3MEHUTb YPOBEHb 6E30MacHOCTY;

e COXpaHWTb Habop napameTpoB 6Ge3onacHOCTU
BblOpaHHOro y3na B wWabnoH, 4Tobbl MNOTOM
NpMMeHnTb ero Ans noboro gpyroro yana.

Pexum 3awmTbl Mpuy OTKPLITUM Y U3MEHEHWU Bbl MoxeTe BbiOpaTb pexum 3awutbl 0OBEKTOB —
o6bekToB ykasaTb, Mpu KakoM Tune [octyna Kk obbekrtam
Kaspersky Security 10.1 gna Windows Server
npoBepsieT ux.

OBpUCTUYECKUN MpumeHsieTca ypoBeHb Bbl MOXeTe BKNo4aTb M BbIKMKOYATh NPUMEHEHUe

aHanusaTop 6e3onacHocTn CpegHun. 3BPUCTUYECKOrO  aHanusaTopa, perynupoBartb
YpOBEHb aHanusa.

MpumeHaTb MpumeHseTcs. EOMHBIN CNUCOK UCKITIOYEHUI, KOTOPbIA Bbl MOXETe

AOBEPEHHYI0 30HY. NPUMEHSATb B BbIOPaHHbIX 3aa4vax.
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MapameTp 3HayeHue OnucaHune
no yMOJ4yaHu1Io

Wcnonb3oBaHue MpumeHsieTcs Bbl mMoxeTe yBenuuuTb 3(PPEKTUBHOCTL 3aLUUTHI
cnyx6 KSN KoMMbloTepa C NOMOLLbIO NCNonb30BaHUA
WMH(ppacTpykTypbl 0BnayHbix cnyxb Kaspersky
Security Network.

PacnucaHue 3anycka lMNpwu 3anycke nporpammei Bbl MOXeTe HacTpouTb NapameTpbl 3anycka 3agaqu
3agaum Mo pacnmcaHuio.

BrokuposaTtb He npumeHsietca Bbl MoxeTe BKkMoUATL fob6aBneHWe KOMMbIOTEPOB,
KOMNbIOTEPbI, CO CTOPOHbI  KOTOPbIX BblsiBfieHa BPeAOHOCHas
C KOTOpbIX BeAeTCs aKTUBHOCTb, B CMUCOK HE[JOBEPEHHbIX Y3I10B.
BpeaoHOCHas

aKTUBHOCTb

» Umobbl Hacmpoume napamempsl 3adadu lNocmosiHHas 3awuma ¢halifios, 8bINOSIHUME
crnedyrouwjue deticmeusi:

1. B pepee KoHconu agmunucTpupoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsieMble
ycTpomncTBa 1 BbibepuTe rpynny agMmMHUCTPUPOBAHMWS, AN KOMMbIOTEPOB KOTOPOW Bbl XOTUTE HAacTPOUTb
napamMeTpbl NporpamMmei.

2. B naHenu pe3ynbTatoB  BblOpaHHON rpynnbl aOMUHUCTPUPOBAHNS BbINOMHUTE  OOHO
13 criefyoLmx enNcTBum:

e Ecnu Bbl xoTuTe HacTpouTb MapameTpbl MOMWTUKWM AN FPynnbl CepBepoB, Bblbepute 3aknagky
Monutukn u oTkponTe OkHO <CBomctBa>: <UMsa nonutukmu>(cm. pasgen "HacTtpomnka nonuTukn"
Ha cTp.76).

e Ecnu Bbl xoTuTEe HacTpouTb nNapameTpbl NpoOrpammbl AN OAHOrO cepBepa, BblibepuTe 3aknagky
YctpounctBa u oTkporite okHo MapameTpbl nporpaMmmbl (CM. pasgen "HacTponka nokanbHbIX 3agay
B okHe [MapameTpbl nporpammbl B Kaspersky Security Center" Ha cTp. 89).

Ecnu yctpornictBo paboTaeT noa ynpaeneHuem aktmBHon nonutukm Kaspersky Security Center
M B 3TOW MOMNUTUKE HamnoXeH 3arnpeT Ha U3MEeHeHWe napameTpoB MporpamMMbl, 3TW NapameTpbl
HeJOCTYNHbI AN n3MeHeHus B okHe MapameTpbl NporpaMmmbil.

3. B paspene MNocTtosiHHaa 3awmta c¢annoB HaxmuTe Ha kHorky Hactpowka B 6noke [MocTosiHHas
3awmTa channos.

OTtkpoeTcs okHo MocTosiHHaA 3awmTa cdannos.
4. HacTtponTte cnegyowue napameTpbl 3a4a4m:
e Ha 3aknaake O6Lwume:
e Pexum 3awmuTsl 06beKTOB (CM. pasgen "Buibop pexunma 3awwmTbl 06bekToB" Ha cTp. 147);
e [lpyMeHeHMe 3BpPUCTMYECKOrO aHanuaaTopa (Ha cTp. 146).

e [lapameTpbl uHTErpaummu c apyrumm komnoHeHtamm Kaspersky Security 10.1 ana Windows Server.
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e Ha 3aknagke YnpaBneHue 3agaven:

e 3anyck 3agayum no pacnucaHuio (cM. pasgen "HacTponka napameTpoB pacnvcaHvs 3anycka 3agad”
Ha cTp. 111).

5. Bbibepute 3aknagky Obnactb 3awWmThbl 1 BbINOMHUTE CneayloLine 4eNCTBUS:

e Haxmute kHonky [Ho6aButb unm WU3MeHUTb, 4TOObI M3MeHUTb obnacTb 3aWuTbl (CM. pasgen
"ObnacTtb 3awuThl B 3agaye NocTosHHas 3awmTa dannos” Ha cTp. 148).

e B oTKpbIBLLEMCSI OKHE BbIOEPUTE, YTO Bbl XOTUTE BKITHOUNTL B 06MACTb 3alMTbl 3a4a4u:
e T[lpeponpeaeneHHas o6nacTb
e [unck, nanka unu ceteBon o0 bLEKT
e dann

e Bbibepute o0aMH U3 NpedycTaHOBMEHHbIX YpOBHeW Oe3onacHoctM  (cMm. pasgen  "Beibop
npeayCcTaHoOBMEHHbIX YpoBHeN BesonacHocTn" Ha cTp. 149) nnn HacTpowTe napameTpbl 3awuThbl
00BbEeKTOB Bpy4HYyto (CM. pasgen "HacTtponka napameTpoB 6€30nacHOCTM Bpy4YHY" Ha CTp. 152).

YT0ObI MPMMEHUTb K 3aaye HOBble HACTPOMku obnactu 3awmTtbl, HeobxooMMO nepesanycTuTb
3agadvy NocTossHHON 3alWunTbl hansos.

6. Haxmwute Ha kHonky OK B okHe MocTosiHHas 3awuTa ¢hannos.

Kaspersky Security 10.1 gnsa Windows Server HemeaneHHO MPUMEHUT HOBblE 3HAYeHUs MnapamMeTpoB
B BbINOMHsIOWENCA 3afjade. [aHHble O BpEMEHW WM3MEHEHWs napameTpoB, a Takke 3HaYeHUs napameTpoB
[0 ¥ nocre ux u3mMeHeHns ByayT coxpaHeHbl B XypHare BbIMOMHEHUs 3a4auu.

MpumeHeHMne 3BPUCTUYECKOrO aHanNu3aTopa;

Bbl MoXxeTe ucnonb3oBaTb 3BPUCTMHECKMIA aHanmuxaTop M BblbpaTb ypoBeHb aHanu3a ans 3agad Kaspersky
Security 10.1 gns Windows Server.

» UmobbI Hacmpoume 38pucmMuUYecKul aHanu3amop, ebinosiHUme credyrouwue 0elicmeus:

1. OrtkpornTe napameTpbl nporpammbl (cMm. pasgen "O cnocobax ynpaeneHusa Kaspersky Security 10.1 gns
Windows Server u3 Kaspersky Security Center" Ha cTp. 114) vnn HacTpovku MOMMTUKM (CM. pasgen
"Hactponka nonmuTuku"  Ha cTp. 76), ANA KOTOPOM  Bbl  XOTUTE  HACTPOWUTb  WCMONb3OBaHWe
3BPUCTMYECKOrO aHanusaTopa.

2. CHumunte nnu yCTaHoBUTE cbna>|<0|< Ucnonb3oBaTtb 3Bpucmqecxm71 aHanuaaTtop.

®naxok BKMOYAET WNU BbIKIOYAET WCMONb30BaHUE 3BPUCTMYECKOTO aHanusatopa
npu NpoBepke OGBHEKTOB.

Ecnu gnaxok ycTaHOBMNEH, 3BPUCTUYECKUA aHann3aTop BKIOYEH.
Ecnn pnaxok CHAT, 3BPUCTUYECKUIA aHann3aTop BbIKIMHOYEH.

Mo ymon4aHuio hnaxok yCTaHOBIIEH.
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3. Ecnun tpebyeTcs, oTperynupyinTe ypoBeHb aHanm3a ¢ NoOMOLLbIO MON3yHKa.

MonsyHOK MO3BONAET perynMpoBaTb YpPOBEHb 3BPUCTUMYECKOrO aHanusa. YpoBeHb
Aetanusauuy npoeepku obecrnieumBaeT BanaHc mexay TLlaTeNbHOCTHIO MOMCKa Yrpos,
CTeneHbio 3arpysku PecypcoB onepaLyoHHON CUCTEMbI M BPEMEHEM NPOBEPKU.

CylLecTBYIOT clieaytoLive YyPpoBHM AeTann3aunum npoBepKu:

e [loBepXHOCTHbIN. OBPUCTUYECKUIN aHanNU3aTop BLINOSHAET MeEHblUe AENCTBUN,
cogepxawmxca B ucnonHaemom canne. [lpu Takom pexume BeEpPOSTHOCTb
0bHapyxuTb yrposy cHwxaetcs. [lpoBepka TpebyeT MeHblUe pecypCoB CUCTEMbI
1 NpoxoauTt beicTpee.

e CpeagHnn. 3BPUCTMYECKUA aHanM3aTop BbLIMOSHAET TO KOJMYECTBO MHCTPYKLMNA
B UCMOSHsAEMOM (halrie, KOTOpoe pekoMeHOoBaHO cneumnanuctamu «Jlabopatopum
Kacnepckoroy.

OTOT ypoBeHb BbIBpaH No ymonyaHuio.

e [ny6okun. 3BPUCTUYECKUIA aHanM3aTop BbINOMHSAET Oonblue OEeWCTBUW, KOTOPble
cogepxartcsi B ucrnonHsemom davine. Npu Takom pexnme BepOATHOCTb OOHapYXUTb
yrposy BospacTtaeT. [lpoBepka TpebyeT Gonblue pecypcoB CUCTEMbI, 3aHUMaeT
fonbLue BPEMEHMN, a TaKke BO3MOXHO yBenuyeHune KonmyecTBa
NOXHbIX cpabaTbiBaHWN.

lMon3yHoOK akTUBEH, ecnn ycTaHoBneH dnaxok Mcnonb3oBaTb 3IBPUCTMHECKMI aHANU3aTop.
4. Haxmute Ha kHonky OK.

HaCTpoeHHbIe napameTpbl 3aga4qdn 6yp,yT npuMeHeHbl HemMmearieHHoO B BbINONHAWLWeNncs 3agadve. Ecnu 3agava
HE BbINOJIHAETCA, USMEHEHHbIE NapaMeTpbl 6yp,yT NPpUMEHEHbDbI NMpn ee nocneayrLiem 3anycke.

BbiGop pexumma 3awmTbl 06HEKTOB

B 3apgadve lNocTosiHHas 3awmta dannoB Bbl MOXETE BblOpaTb pexum 3awuTbl o0bekToB. briok Pexunm 3awmTthbl
00BEKTOB NO3BONAET ONpeaenuTb, Npu Kakom Tune goctyna k obbvektam Kaspersky Security 10.1 gna Windows
Server nx nposepsieT.

MapameTp Pexum 3almTbl 06 BLEKTOB MMEET e4MHOEe 3HaYeHWe st Bcel ob6nacTy 3auThbl, yKasaHHOW B 3ajadve.
Bbl He MOXeTe YyCTaHOBUTb Pa3nuyHble 3HA4YEeHUS NapaMeTpa ANns OTAEmNbHbIX Y3roB obnactu 3awmThbl.

» Umobnki 8bibpamb pexum 3auumesl 06beKmMos, 8birnosiHUme credyruwjue delicmeus:

1. B pepeBe KoHconu agmunuctpupoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsieMble
ycTponcTBa 1 Bbibepute rpynny agMMHUCTPUPOBAHUS, ANS KOMNbIOTEPOB KOTOPOW Bbl XOTUTE HACTPOUTb
napameTpbl NporpamMmmbi.

2. B naHenu pesynbLTaTtoB BblOpaHHOM rpynnbl a4MVHUCTPUPOBAHNS BbINONHUTE 0HO
n3 criefyoLmx encTBum:

e Ecnu Bbl xoTuTe HacTpouTb MapameTpbl MOAWTUKM ANiA FPynnbl CepBepoB, BblbepuTe 3aknagky
Monutukn u oTkponTe OkHO <CBomcTBa>: <UmMsa nonuTukm>(cm. pasgen "Hactpomnka nonuTukn"
Ha cTp.76).

e Ecnu Bbl XOTUTE HACTpPOUTb MapamMeTpbl MpOrpaMmbl Afis OOHOTO cepBepa, BblbepuTe 3aknagky
YcTpouncTBa 1 oTkponte okHo MapameTpbl nporpammbl (CM. pa3gen "HacTponka nokanbHbIX 3agad
B okHe lMapameTpbl nporpammel B Kaspersky Security Center” Ha cTp. 89).
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Ecnn yctponcteo paboTtaeT nopg ynpaerneHnem akTuBHowm nonutuku Kaspersky Security Center
M B 9TOM MONUTUKE HANOXeEH 3anpeT Ha U3MEHEeHWe napameTpoB MporpamMMbl, 3TW NapameTpbl
HeOOCTYMNHbI AN n3MeHeHus B okHe MapameTpbl NporpaMmmbi.

3. B pasgene MoctosiHHasa 3awuta ¢dannoB HaxmuTe Ha kHonky HacTpowka B 6noke lMocTosiHHas
3awmTa channos.

OTtkpoeTca okHo MNMocTosiHHaA 3awuTa dannos.

4. B oTKpblBLIEMCS OKHe Ha 3aknagke OOwme BbibepuTe pexum 3awWmTbl OOBLEKTOB, KOTOPbLIA Bbl
XOTUTE YCTAHOBUTB:

e MWHTennektyanbHbIN peXxum

Kaspersky Security 10.1 gna Windows Server BbibupaeT o06bekTbl AN NPOBEpPKM
camoctoATenbHo. O6beKkT NpoBepseTcs Npu OTKPLITUM U MOBTOPHO MOCME COXpPaHeHus,
ecnm obbekT Obin M3MeHeH. Ecnv npouecc Bo Bpems cBoeil paboTbl MHOFOKpaTHO
obpallaeTtca k 06bekTy n nsmeHsieT ero, Kaspersky Security 10.1 gna Windows Server
NMOBTOPHO npoBepseT O6beKkT TOMbKO Mocne ero  nocrnegHero  CoxXpaHeHwus
3TMM NPOLIECCOM.

. anI OTKPbITUN U NIBMEHEHUN

Kaspersky Security 10.1 ans Windows Server npoBepseT OOBLEKT npw OTKPbITUK
1 NpoBEpPSIET €ro NOBTOPHO MPU COXPaHEHWUU, eCrn OB BEKT BbIN M3MEHEH.

OTOT BapuaHT BblIbpaH No yMon4aHuio.
e [lpun oTKkpbITUN

Kaspersky Security 10.1 gna Windows Server npoBepsieT Bce 00bEKTbI NPU UX OTKPbITUX
KaK Ha YTeHUe, TaK U Ha UCMOSNTHEHWE UNN N3MEHEHNE.

(] anI BbINOJIHEHUN.

Kaspersky Security 10.1 ana Windows Server nposepsieT dainn Tofnbko npu OTKPbITUK
Ha BbINOJIHEHNE.

5. Haxmute Ha kHonky OK.

BbIGpaHHbIii pexxumM 3anTbl 06beKTOB ByaeT YCTaHOBIEH.

O6nacTb 3awuThbl B 3agade lNoctosiHHaA 3awmTa ¢pannos

OTOT pasgen CoAepXUT WHGOpMaLMio O GOpPMUPOBaAHUM U UCMONb30OBaHUK 006nacTM  3aWuTbl B 3agadve
MocTosiHHaga 3awmTa hanoB 1 ganbHenwen pabote ¢ HEW.

B atom pasgene

MPEeaONPEOENEHHBIE OBMACTI BALLIMTBI ...ceiutieureeiuteeeauteeateeaataeessteeestseeasbeeabeeeaabeeaasseessseesbeeesabesanbeeeabseeanbeeessneesns 149
BbI60Op NpeayCTaHOBMEHHBIX YPOBHEM BE30MACHOCTU .. ...eieiiiiiieiiiiieeiaitieeesstteeessntbeaeseebeeesanbeaeesanbeeeesnnbneeesnnneas 149
HacTpovika napameTPOB OE30MACHOCTY BPYHUHYHD .....couuuetieitteteeiteeeeeateeeaestsseeesassseaesassseeesannneessansseeesansseeessnneeeess 152
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MNpeponpeaeneHHble 06nacTu 3aWmThbI

dainnoBble pecypcbl 3allMLLIaeMOro cepsBepa oToGpaxalTcs B napameTpax 3agadu [MocTtosiHHaa 3awmTa
c¢annoB Ha 3aknagke ObnacTb 3aWUTLbI.

[epeBo wnu CnMcok (arnoBbIX PecypcoB OTOOpakaeT y3mbl, K KOTOPbIM Yy Bac €CTb [OCTYMN Ha YTeHue
B COOTBETCTBMM C HAaCTPOEHHbIMM NapameTpammn 6esonacHocTn Microsoft Windows.

B Kaspersky Security 10.1 pgna Windows Server npegycmoTpeHbl cregywowme npegonpeaeneHHble
obracTtu 3awWwuThbl:

JNlokanbHble xecTkne paucku. Kaspersky Security 10.1 gns Windows Server sawwuwaet dannbl
Ha XeCTKUX Anckax cepsepa.

CbwemHble aucku. Kaspersky Security 10.1 gns Windows Server 3sawuuwaetr dannbl Ha BHELUHUX
yCTPOMCTBAX, HAaNpMMep, KOMNaKT-ANCKaxX UM CbeMHbIX Auckax. Bel MoxeTe BkntoyaTbe B 06nacTb 3aWwuThbl
UIN UCKITHOYaTb U3 HEE BCE CbEMHbIE AUCKK, a TaKKe OTAENbHbIE OWUCKMX, Nanku unm gannol.

CeteBoe okpyxeHue. Kaspersky Security 10.1 gna Windows Server 3sawuuwiaet cainbl, KOTOpble
3an1chLIBalOTCA B CETEBLIE Manku UKW CYUTLIBAIOTCS U3 HUX MporpaMMamMu, BbIMOMHSEMbIMU Ha cepBepe.
Kaspersky Security 10.1 gna Windows Server He 3awmwiaeT dannbl B CETEBbIX Mankax, Korga K HUM
obpaluatoTcs nporpammbl ¢ APYrUX KOMMNbIOTEPOB.

BupTtyanbHble gucku. Bel moxeTe BknodaTh B 0651acTb 3almMThbl AMHAMMYECKME Nanku u dannel, a Takke
ONCKN, KOTOPbIE MOHTUPYIKOTCS HA CEpBEP BPEMEHHO, Hanpumep, obLiue gucku knacrtepa.

MpenonpeneneHHble obnacT MPOBEPKU MO yMON4YaHUo oTobpaxatoTcss B aepeBe alnoBbiX pPecypcoB
KOMMbtoTepa M AOCTYNHbI AN 4o6aBneHus B CNNCOK (halinoBbIX PECYPCOB Npu ero hopMMpPOBaHUK B NapamMeTpax
obnacTu 3aWmThl.

Mo ymonyaHuio B 06nacTb 3aLLmMThbl BKIOYEHbI BCE NpeaonpeaeneHHble o6nacTu, Kpome BUPTyanbHbIX OUCKOB.

BupTyanbHble Oucku, co3fgaHHble C nomollbto koMaHabl SUBST, He oToGpakatoTcs B AepeBe (hannoBbixX
pecypcoB cepBepa B KoHconu Kaspersky Security 10.1. YToObl BKkMOUNTL B 06MacTb 3awuTbl OOBEKTHI
Ha nceBAoAnCcKe, BKNIOYMTE B 06nacTb 3alMTbl Nanky Ha cepBepe, C KOTOPOW 3TOT NCEBAOANCK CBS3aH.
MoakntoyeHHble ceTeBble OUCKU Takke He oTobpaxatoTcs B AepeBe (halrioBbiXx pecypcoB cepBepa. YTobbl
BKMOUYNTL B 06M1acTb 3allmThbl OOBEKTHI HA CETEBOM AMUCKE, YKaXXWUTE NYTb K Marnke, COOTBETCTBYHOLLEN STOMY
ceteBomy ancky, B popmaTte UNC (Universal Naming Convention).

Bbibop npeaycTtaHOBEHHbIX ypOBHEN 6e30nacHOCTH

Ons BbibpaHHbIX y3MOB B cnucke hannoBbIX PEeCypCoB CepBepa Bbl MOXETe NPUMEHUTb OAWH W3 CriedytoLmx
NnpenycTaHOBIEHHbIX  YPOBHeW  GesonacHocTv: MakcumanbHoe ObicTpogencTBue, PekomeHAyembln
n MakcumanbHasa 3awmTa. Kaxabin 13 3Tux ypoBHEN uMeeT CBOW Habop 3HaveHui napameTpoB Ge3onacHOCTU
(cm. Tabnmuy Huxe).
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MakcumanbHoe ObicTpogencTeme

YpoBeHb 6e3onacHocTM MakcumanbHoe ObICTpoAencTBUME PEKOMEHOYEeTCS NPUMEHATb, eCnv B Ballen CeTw,
KpoMme wucnonb3oBaHus Kaspersky Security 10.1 ana Windows Server Ha cepBepax u paboumx cTaHuusx,
NMPUHUMAIOTCA OOMNOMHUTENbHbIE MeEpbl CepBepHOM Ge3onacHOCTW, HanpuMmep, CeTeBble 3JKpaHbl W MOJIUTUKK
6esonacHoOCTV Ans nonb3oBaTenemn ceTu.

PekomeHayembin

ypOBeHb 6esonacHocTn PeKOMeHAVEMbIﬁ obecneynBaeT onTMMaribHOe COYEeTaHWE KavyecTBa 3alMTbl U BIIUSHNE
Ha Npon3BoANTENIbHOCTb 3alluliaeMblX CepBepoOB. o107 YpOBEHb peKoMeHOoBaH cneyunannctamm "J'Ia6opaTopvw|

Kacnepckoro" kak [JocTaTOuHbI ANd 3aWuTbl CepBepoB B OBOMbLUMHCTBE CeTen opraHusauuin. YpoBeHb
6e3onacHocT PekoMeHAyeMbIA YCTAHOBIEH MO YMOTYAHMIO.

MakcumanbHas 3awmTa

YpoBeHb Oe3onacHocTM MakcumanbHasa 3awuTa peKkoMeHOyeTCd nMNpPUMEHATb, ecnv  Bbl NpPeabsABnsieTe

MOBbILLEHHbIE TPEOOBAHNS K KOMMBbIOTEPHOM 6€30NacHOCTM B CETU OpraHm3aLmm.

Tabnuua 19.

/'IpedycmaHoeneHHb/e YpO8HU besonacHocmu u coomeemcmeyrnuwue um

3Ha4YeHus rnapamempos

MapameTpbl YpoBeHb 6e3onacHoOCTH
MakcumanbHoe PekomeHayembin MakcumanbHas
ObiCTpOAENCTBU 3awumTa
e
3awmTa 06 LEKTOB Mo pacwmpeHunto Mo hopmaTty Mo dopmaTy
OnTnmunsaumsn BkntoueHna BkntoueHna BbikntoueHa
DencTBue Haa 3apaXxeHHbIMU U APYruMU Jleuntb, ypanaTb, Jleuntb, ypanaTb, Jleuntb, ypanaTts,
O6GHapyXeHHbIMU 06 bLeKTaMm ecnm neyeHue ecnm ne4yeHue ecnm ne4yeHue
HEBO3MOXXHO HEBO3MOXHO HEBO3MOXXHO
[dencTBne Hag BO3MOXHO 3apaXeHHbIMU Nomelnatb MNomelatb MomellaTtb

obbLeKkTamu

Ha KapaHTWH

Ha KapaHTWH

Ha KapaHTWH

UckniovaTb 06BLEKThI HeT HeT HeT
He o6HapyxuBaTtb HeT HeT HeT
OcTtaHaBnMBaTb MPOBEpPKY, €CNu OHa 60 cek. 60 cek. 60 cek.
AnuTcs bonee (cek.)
He npoBepsaTb 00BLEKTbI pa3mepom 8 MB 8 MB He ycTaHoBneH
6onee (MB)
AnbTepHaTuBHbIe NOTOKM NTFS [a [a Oa
3arpy3o4Hble cekTopbl auckoB n MBR Oa Oa [a
3awmTa cocTaBHbIX 0O HLEKTOB e YnakoBaHHble SFX-apxuBbl* SFX-apxuBbl*
*
00BeKTH| YnakoBaHHble YnakoBaHHble
e Tonbko HOBblE 006BbEKTbI* 00BbEKTbI*
N U3MEHEHHbIE BrioxeHHble BrioxeHHble
OLE-06bekTbI* OLE-06bekTbI*
Tonbko HOBblE *Bce 06bekTbl

N U3BMEHEHHbIe
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MapameTpbl 3awmTta obbekToB, Ucnonb3oBaTb TexHosnoruto iChecker, Ucnonb3oBaTb TEXHOMOrNUIO
iSwift, icnonb3oBaTb 3BPUCTUYECKUM aHaNM3aTop He BXoAAT B HAbOp napameTpoB nNpenycTaHOBNEHHbIX
ypoBHen 6e3onacHocTu. Ecnun, BbiGpaB oouH 13 NpeayCTaHOBIEHHbLIX YPOBHEN 6€30nacHOCTU, Bbl MU3MEHUTE
CoCTOosiHMe napameTpoB 6OesonacHocTn 3awmta o6bekTtoB, Mcnonb3oBatb TexHomnoruw iChecker,
Ucnonb3oBaTb TexHonoruw iSwift, Acnonb3oBaTb 3BPUCTUYECKUM aHanu3aTop, BblOpaHHbIN Bamu
npeaycTaHOBMEHHbIN ypoBeHb 6€30MacHOCTM HE U3MEHMUTCS.

» Umobnbi 8bibpamb 00UH U3 npedycmaHOo8IeHHbIX ypoeHel be3ornacHocmu, 8bINnoIHUMe
crnedyrouwjue deticmeusi:

1. B pepee KoHconu agmunuctpupoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsieMble
ycTpomncTBa 1 BbibepuTe rpynny agMMHUCTPUPOBAHMUS, AN KOMMbIOTEPOB KOTOPOW Bbl XOTUTE HAacTPOUTb
napameTpbl NporpamMmmbil.

2. B naHenu pe3ynbTatoB  BblOpaHHON rpynnbl aOMUHUCTPUPOBAHNS BbINOMHUTE  OOHO
13 criefyoLmx enNCcTBUN:

e Ecnu Bbl xoTuTe HacTpouTb napameTpbl MOMAWTUKM ANiA FPynnbl CepBepoB, BblbepuTe 3aknagky
Monutukn un oTkponTte OokHO <CBomctBa>: <UmMa nonutukmn>(cm. pasgen "HacTtpomnka nonmTukn"
Ha cTp.76).

e Ecnu Bbl xoTuTe HacTpouTb napameTpbl NporpamMmbl AN OAHOrO cepBepa, BblibepuTe 3aknagky
YcTtpouncTtBa 1 oTkponTe okHO MapameTpbl nporpammbl (CM. pa3gen "HacTpownka nokanbHbiX 3agay
B okHe [MapameTpbl nporpammbl B Kaspersky Security Center" Ha cTp. 89).

Ecnn yctponctBo paboTtaeT nofg ynpaereHnem aktuBHon nonutuku Kaspersky Security Center
N B 3TOM MONUTMKE HaNOXeH 3anpeT Ha M3MEHEeHWe napamMeTpoB MporpamMmmbl, 3TM NapameTpbl
HeJOCTYNHbI AN U3MeHeHus B okHe MapameTpbl NporpaMmmbil.

3. B paspene MNocTtosiHHasa 3awmta c¢annoB HaxmuTe Ha kHorky Hactpowka B 6noke [MocTosiHHas
3awmTa channos.

OTtkpoeTcs okHO MocTosiHHaA 3awmTa cdannos.

4. Ha 3aknagke O6nacTb 3awmTbl, Bbibepute y3en, napameTpbl 6€30MacHOCTU KOTOPOro Bbl XOTUTE
HaCTPOUTb, N HAXMMUTE Ha KHOMKY HacTpouTs.

OTkpoeTcsa okHo HacTpoWka napaMmeTpoB NOCTOAHHOW 3aWuUTbl (pannoB.
5. BbibepuTte TpebyeMbiln ypoBeHb 6€30NacHOCTM B packpbiBaloLLEMCS CMUCKE:
e MakcumanbHas 3awmTa
e PekomeHpyembin
e MakcumanbHoe 6bicTpogencTBMe
6. Haxmute Ha kHomnky OK.

HaCTpoeHHbIe napamMmeTpbl 3a4a4un 6y,EI,YT COXpPaHeHH-I.

Kaspersky Security 10.1 gna Windows Server HemeaneHHO NPUMEHUT HOBble 3HAYeHUs MapameTpoB
B BbINOMHSAKLWENCA 3agadve. [aHHble O BPEMEHM M3MEHEHUS MapaMeTpOoB, a TaKKe 3HA4YeHMs1 napameTpoB
[0 1 nocne nx uaMeHeHunst OyayT COXpaHEeHbl B XXypHarne BbINOMIHEHWS 3a4aun.
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Hactpoika napameTpoB 6€30NacHOCTU BPYUHYIO

Mo ymonuyaHuio B 3agadve [locTtosiHHaa 3awuta annoB MPUMEHSAIOTCA eAuHble napameTpbl HGesonacHocTu
Ons Bcen obnactu  3awWuTbl. 3TUX MNapamMeTpoB COOTBETCTBYHOT 3HayeHUsM MNpedyCTaHOBMEHHOIO YPOBHS
6e3onacHocTn PekomeHayembin (cm. pasgen "Boibop npeaycTaHOBEHHbBIX YPOBHEN B6e3onacHoCTU" Ha cTp. 149).

Bbl MOXeTe U3MEHATb 3HaYeHUs1 napameTpoB 6e30MacHOCTM MO YMOMYaHUIo, HACTPOUB UX Kak eauHbIMKU NS BCeit
06nacTy 3almnTbl, TaK U pasnMYHbIMK AN PasHbIX Y3/10B B epeBe Unn cnncke gainoBbiX pecypcoB cepeepa.

Mpun paboTe ¢ oepeBoM hannoBbIX pecypcoB cepBepa napameTpbl 6€30nacHOCTU, HACTPOEHHbIE ANsi BbIOpaHHOro
poauTenbCKOro yana, aBTOMaTUYeCKNn NPUMEHAKTCA O1A BCeX BJIOXXEHHbIX Y3J10B. I'Iapalvleprl ©e3onacHocTH
POAMUTENBLCKOrO y3ra He NPUMEHSIIOTCS K BIIOXXEHHOMY Y311y, KOTOPbIA HacTpanBaeTcsl OTAENbHO.

» Umobbi 8pyyHyt0o Hacmpoumse napamempsbl 6e3onacHocmu 8blIbpaHHO20 y3na, 6bInosIHUme
cnedyrouwue Oelicmausi:

1. B pepeBe KoHconu agmunuctpupoBaHusa Kaspersky Security Center pasBepHuTe y3en YnpaBnsieMble
ycTpomncTBa 1 BbibepuTe rpynny agMMHUCTPUPOBAHMUS, AN KOMMbIOTEPOB KOTOPOW Bbl XOTUTE HAacTPOUTb
napamMeTpbl NporpamMmei.

2. B naHenm pes3ynbTatoB  BblOpaHHON rpynnel a4MVHUCTPUPOBaHUS BbIMNOMHUTE  OAHO
13 criefyoLmx encTBum:

e Ecnu Bbl xoTMTe HacTpouTb NapameTpbl NOMWUTMKW LONIA FPYNnbl CEPBEpPOB, BbibepuTe 3aknagky
Monutukn 1 oTkponTe OkHO <CBomcTBa>: <UMaA nonuTukmM>(cm. pa3gen "Hactponka nonmTukm"
Ha cTp.76).

e Ecnun Bbl XOTUTE HacTpPOUTb MapamMeTpbl MporpaMmbl A5 OOHOrO cepBepa, BblbepuTe 3aknagky
YcTtpouncTtBa 1 oTkponTe OkHO MapameTpbl nporpammbl (CM. pa3gen "HacTpownka nokanbHbiX 3agay
B okHe [MapameTpbl Nnporpammbl B Kaspersky Security Center” Ha cTp. 89).

Ecnu yctporictBo paboTaeT noa ynpaeneHuem aktmBHon nonutukm Kaspersky Security Center
M B 3TOW MOMNUTUKE HamnoXeH 3arnpeT Ha U3MeHeHWe napameTpoB MporpamMMbl, 3TW NapameTpbl
HeJOCTYNHbl AN n3MeHeHus B okHe MapameTpbl nporpaMmmbil.

3. B paspene MNocTtosiHHaa 3awmta c¢annoB HaxmuTe Ha kHorky Hactpowka B 6noke [MocTosiHHas
3awmTa channos.

OTtkpoeTca okHo MocTosiHHaA 3awuTa dannos.

4. Ha 3aknagke O6nacTb 3awmTbl, Bbibepute y3en, napameTpbl 6€30MacHOCTU KOTOPOro Bbl XOTUTE
HaCTPOUTb, N HAXXMUTE Ha kKHONKy HacTpouTb.

5. Haxmute Ha KHOMKY HaCTpOﬁKa, 4YTOObl N3MEHUTL HY>XHblI€ MapaMeTpbl BGesonacHocTu Bbl6paHHOFO y3na
B COOTBETCTBMA C BalLMM TpeGOBaHVIFIMI/I. [ns aToro BbINONHUTE cneaywouimne DeuncTBus:

e Ha 3aknagke O6wme, ecnu TpebyeTcs, HACTPONTE cnegyoLme napameTpbi:
B 6noke 3awmra 06 bLEKTOB YKaxuTe 06bekTbl, KOTOPbIE Bbl XOTUTE BKIOYUTL B 06M1aCTb 3alUmThbI:
e Bce 06bekThbI.
Kaspersky Security 10.1 gna Windows Server npoBepsieT Bce 06BbEKTbI.
¢ OObBbeKTbI, NpoBepsieMbie No hopmary.

Kaspersky Security 10.1 gns Windows Server npoBepsieT TONMbKO MNOTEHUUanbHO
3apaxaemble 00beKTbl Ha OCHOBaHUNM dopmarta darvina.

Cnmncok dopmaToB cocTaBnsietca cneumanuctamu "Nabopatopum Kacnepckoro". OH
BXOOUT B cocTaB 6a3 Kaspersky Security 10.1 gna Windows Server.
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e OO6bBEKTbI, NpoBepsieMble MO CMUCKY pacluMpeHuid, yKasaHHOMY B aHTUBUPYCHbIX 6a3ax.

Kaspersky Security 10.1 gns Windows Server npoBepsieT TONbKO MNOTEHLUMANbHO
3apaxxaemble 06beKTbl Ha OCHOBaHWUM paclumpeHns danna.

Cnmncok paclumpeHnuin coctaensieTcs crneuuanuctamm "flabopatopumn Kacnepckoro”. OH
BXoOuT B cocTaB 0a3 Kaspersky Security 10.1 gna Windows Server.

e OO6bBLEKTbI, NpoBepsieMble MO yKa3aHHOMY CMUCKY pacLUMpPeHUM.

Kaspersky Security 10.1 gna Windows Server nposepsieT davnbel Ha OCHOBaHMM
pacwmpeHnsa canna. Cnvcok pacluimpeHuii pannoB, KOTOpblE HY)XHO MNPOBEPSTb, Bbl
MOXeTe 3agaTb BPYYHYH0 Mo KHomnke U3meHUTb B okHe CNMCOK pacluMpeHUn.

e [lpoBepATb 3arpy304Hble CeKTopbl AUckoB u MBR
BkntoyeHue 3almThl 3arpy304HbIX CEKTOPOB OUCKOB W MMAaBHbLIX 3arpy304HbIX 3anncen.

Ecnun dpnaxok yctaHoBneH, Kaspersky Security 10.1 gna Windows Server nposepsieTt
3arpy3oy4Hble CeKTOpbI U 3arpy304Hble HaANMCK Ha XXeCTKUX M CbEMHbIX AMCKax cepsepa.

Mo ymon4aHuio pnaxkok yCTaHOBIEH.
e AnbtepHaTuBHbIe NOTOKN NTFS

lMpoBepka A[OMNOMHMTENbHBIX MOTOKOB (halnoB UM Manok Ha guckax annoBou
cnctembl NTFS.

Ecnn dnaxok ycraHoeneH, Kaspersky Security 10.1 ana Windows Server nposepsieT
OOMOMHUTENbHbBIE NOTOKM (PanoB M Nanok.

Mo ymon4aHuio pnaxkok yCTaHOBIEH.
B 6noke OnTMMM3aumsa yCTaHOBUTE NN CHUMUTE (DIIaXOoK:
e [poBepKa TONbKO HOBbIX U U3MEHEHHbIX (hannoB

Ddnaxok BKNOYAET MUIM BbIKMOYAET NPOBEPKY U 3auTy hannos, NpusHaHHbIX Kaspersky
Security 10.1 pgna Windows Server HOBbIMM MNM  U3MEHEHHBIMW C MOMEHTa
nocneaHen NpoBEpPKW.

Ecnu cpnaxok yctaHoBneH, Kaspersky Security 10.1 gna Windows Server nposepsiet
W 3aWwmwaeT TONbko pannbl, NPU3HAHHbIE HOBLIMU WAW W3MEHEHHbIMW C MOMEHTa
nocnegHen NpoBepKW.

Ecnn cnaxok cHat, Kaspersky Security 10.1 ans Windows Server npoBepsieT
1 3awuaeT Bce dannbl.

Mo ymonyaHulo naxok YcTaHoBReH Ans ypoBHA 6esonacHocT MakcumanbHoe
6bicTpopencTeue. Ecnn ycTaHoBneH ypoBeHb GesonacHocTM PekoMeHgyembi vnv
MakcumanbHas 3awmTa, T0 raXKoK CHAT.

B 6roke 3awmTa cocTaBHbIX 06 BHLEKTOB YKaXNUTE COCTABHbIE OOBEKTbI, KOTOPbIE Bbl XOTUTE BKIIOUNUTD
B 06MacTb 3aLUNTbI:

e Bce/Tonbko HOBbIe apXMBbI.
Mpoeepka apxmeoB ZIP, CAB, RAR, ARJ u gpyrux oopmaros.

Ecnn cnaxok ycrtaHoBneH, Kaspersky Security 10.1 gna Windows Server
npoBepsieT apxmBbl.

Ecnu dnaxok cHaT, Kaspersky Security 10.1 gns Windows Server nponyckaeT apxuBbl
npu NpoBeEpKe.

3Ha4eHne No yMOnyaHuio 3aBUCUT OT BbIBpaHHOro ypoBHS 6e3onacHocTy.
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e Bce/ Tonbko HoBble SFX-apxuBbl.
lMpoBepka caMopacnakoBbIBAIOLLMXCS apXUBOB.

Ecnn cnaxok ycrtaHoBneH, Kaspersky Security 10.1 pgna Windows Server
nposepseT SFX-apxuBsbl.

Ecnn dnaxok cHaT, Kaspersky Security 10.1 gns Windows Server nponyckaet
SFX-apxuBbl Mpu NpoBepkKe.

3HayeHne No yMon4yaHuio 3aBUCUT OT BbIBPaAHHOIro YpoBHA 6€30MacHOCTM.
MapameTp akTUBEH, eCnn CHAT onaXxok ApXMUBbI.

e Bce/ Tonbko HOBble NOYTOBbLIE 6a3bl.
MpoBepka cannos noytoBbix 6a3 Microsoft Outlook n Microsoft Outlook Express.

Ecnn dnaxok ycraHoeneH, Kaspersky Security 10.1 ana Windows Server nposepsieT
dannbl NOYTOBLIX 6a3.

Ecnun dnaxok cHat, Kaspersky Security 10.1 ana Windows Server nponyckaet ¢annbi
noyToBbIX 6a3 nNpu nposepke.

3HaueHue no yMOn4aHuno 3aBUCUT OT Bbl6paHHOFO YPOBHA ©esonacHocTu.
e Bce/ Tonbko HoBble ynakoBaHHbIe 06 BbEeKTbI.

lMpoBepka MCMOMHSIEMbIX  QaNNoB, YMNaKoOBaHHbLIX  MpPoOrpamMmmMaMu-ynakoBLLMKaMK
JBOMYHOro koaa, Takumm kak UPX nnn ASPack.

Ecnun dpnaxok yctaHosneH, Kaspersky Security 10.1 gna Windows Server nposepsiet
ucnonHsemble dannbl, ynakoBaHHblE MPOrpaMMamMum-ynakoBLLMKaMMU.

Ecnn dnaxok cHaT, Kaspersky Security 10.1 gns Windows Server nponyckaet
ucnonHsemble davinbl, ynakoBaHHble NporpamMmmamMu-ynakoBLuKamu, Npu NpoBepke.

3HaveHue No yMOonyaHuio 3aB1CUT OT BbIBpaHHOro ypoBHS 6e3onacHoCcTy.
e Bce/ Tonbko HoBble hannbl NO4TOBbLIX (hOpMaTOB.

lMpoBepka hannoB MOYTOBLIX (hopmaToB, Hanpumep, coobueHus dopmatos Microsoft
Outlook n Microsoft Outlook Express.

Ecnu dnaxok ycraHosneH, Kaspersky Security 10.1 ana Windows Server npoBepsieT
dannbl NOYTOBLIX OPMATOB.

Ecnun dnaxok cHaT, Kaspersky Security 10.1 gna Windows Server nponyckaet cainnbi
NoYTOBbIX POPMATOB MPU NPOBEPKE.

3Ha4eHne No yMOn4yaHuio 3aBUCUT OT BbIDpaHHOro ypoBHSA 6e3onacHocTy.
e Bce/ Tonbko HoBble BnioXxeHHble OLE-06beKThl.

lMpoBepka BCTPOEHHbIX B hanin obbekToB (Hanpumep, Makpoc Microsoft Word unu
BINOXEHNe COOBLLEHNS NEKTPOHHON NOYTHI).

Ecnn dnaxok ycraHoBneH, Kaspersky Security 10.1 ana Windows Server npoepsieT
BCTPOEHHbIE B halin 06bEKTHI.

Ecnn dnaxok cHaT, Kaspersky Security 10.1 gns Windows Server nponyckaet
BCTPOEHHbIe B (hann 06BbEKTbI NPy MPOBEPKE.

3Ha4eHue No yMOnyaHuio 3aBNCUT OT BbIBpaHHOro ypoBHS 6e3onacHocTy.
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Bbl MmoxeTe BbIOpaTb 3alimMTy BCEX UMM TOMBKO HOBbIX COCTaBHbIX OOBEKTOB, €CNM YCTaHOBIEH
dnaxok 3awmuTta TONMbKO HOBBLIX UM U3MEHEeHHbIX channoB. Ecnn dnaxok 3awmrta TONbKO
HOBbIX U NU3MeHeHHbIX dannoB cHAT, Kaspersky Security 10.1 ana Windows Server 3awmuaet
BCE yKa3aHHble COCTaBHble OOBHEKTDI.

e Ha 3aknagke OencTtBus, ecnu TpebyeTtcs, HaCTPOWTe creayloLne napameTpbl:
e BblDepuTe AeNCTBME HAA 3apaXXeHHbIMU N APYrMMM OBHapYXMBaEMbIMU OObEKTaMMU;
e BblbepuTe AencTBuE Hag BO3MOXHO 3apaXXeHHbIMU 00 beKTamu;
e HaCcTpowTe AeWCTBMSA Hag 0ObekTaMu B 3aBMCMMOCTU OT TUMa OOHapPY>KEHHOro 00bEKTa;

e Bblbepute pencreusi Hag HEU3NEYMMbIMU COCTaBHbIMW OOBEKTAMW: CHUMUTE WU YCTaHOBUTE
dnaxok [MoNMHOCTLIO yAanATb HEU3NeYUMMbI COCTAaBHOW OOBLEKT MNpu OGHapyXeHuu
BJIOXK€HHOIO 3apa)XeHHOro UNnum Apyroro o6bLeKra.

dnaxok BKMHOYAET UMK BbIKMOYaeT (POPCUPOBaHHOE yharieHMe COCTaBHOrO obbekTa
npu o6HaPY>KEHUW BIIOXXEHHOTO BPeAOHOCHOIO UM Apyroro oGHapyxmeaemoro oGbekTa.

Ecnn cnaxok ycTaHOBMEH W B KayecTBe [AEWUCTBUSA Haf 3apaKeHHbIMU U BO3MOXHO
3apaxeHHbIMM oObekTamu BblOpaHO pJelictBue bBbnokupoBaTb AocTyn M ypansithb,
Kaspersky Security 10.1 ans Windows Server npvHyauTenbHO BbINOSHSET yaaneHue
BCEr0 COCTaBHOro obbekTa npu obHapy>XeHWWN BIOXEHHOro BPEAOHOCHOMO UMKU OpYroro
obHapyxumBaemoro obbekTa. MpuHyanTeneHoe yaaneHue COCTaBHOIMO OObEeKTa CO BCEM
€ro cogepXMMbIM BbIMOJIHAETCA B Clydae, ecnv nporpaMmMa He MOXeT yOanuTb TOSbKO
BINOXEHHbIN OOHaPY>XEHHbIN OO BEKT (Hanpumep, ecrnv COCTaBHON OOBLEKT HEUM3MEHSEM).

Ecnn naxok CcHAT, MW BkKavyecTBe [JeWCTBUS  HaA 3apaXeHHbIMU 1 BO3MOXHO
3apaxeHHbIMn obbekTamu BbibpaHo pJdencTeue BnokupoBaTb gocTyn u ypansaThb,
Kaspersky Security 10.1 gna Windows Server He BbINOMHAET ykazaHHOe [OeNCTBUue
ANS pOAUTENbCKOro COCTaBHOIO 0O6beKTa npu obHapyXeHUW BIIOXKEHHOrO BPegoOHOCHOro
unm apyroro oBHapyxvBaemoro obbekTa B crnyvae, ecnm COCTaBHOM
0OBbEeKT HeusMeHsiem.

Mo ymonyaHuWo naxok YycCTaHOBNEH [nns ypoBHA 6e3onacHocTn MakcumanbHas
3awmTa. o ymonyaHuio naxok CHAT Ans ypoBHen Ge3onacHocTn PekomeHayeMbiv
n MakcumanbHoe 6bicTpoaencTBUe.

e Ha 3aknagke lNMpoussoautTenbHOCTb, ecnu TpebyeTcs, HacCTponTe cneayowue napameTpbl:
B 6noke UckntoveHus:
e WUcknwuatb dannbl.
WcknioyeHne gannoB 13 NpoBEpKM N0 MMEHN dhaina unmn macke nmenun darna.

Ecnn dnaxok ycraHosneH, Kaspersky Security 10.1 gna Windows Server nponyckaet
npu NpoBepKe ykasaHHble 0O6LEKTHI.

Ecnn dnaxok cHat, Kaspersky Security 10.1 gna Windows Server nposepsieT
BCE OOBEKTHI.

Mo ymonyaHuio oraxokK CHAT.
e He o6HapyxuBaTb

WcknoueHne obHapyxmBaemMbiX OOBEKTOB M3 MPOBEPKM MO UMEHU WU MacKke WMEHMU
obHapyxnBaemoro obbekTa. Bbl MoOxeTe HaWTM CMUMCOK WMMEH OOHapyXMBaemblx
06beKTOB Ha calTe BupycHon sHuuknoneamum http://www.securelist.ru.
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Ecnu dnaxok ycraHosneH, Kaspersky Security 10.1 gna Windows Server nponyckaet
npv NpoBepKe ykasaHHble 0OHapyXnBaemble 0ObEKTHI.

Ecnun dnaxok cHaT, Kaspersky Security 10.1 gna Windows Server obGHapyxuBaeT Bce
00beKTbI, yKa3aHHble B MporpamMmmMe no yMOn4aHuio.

Mo ymonyaHuio oraxkok CHAT.
B 6noke [lononHuTenbHbIe NapaMeTpbl:
e OcTtaHaBnMBaTb NPOBEPKY, €CNX OHa AnuTcsa 6onee (cek.)

OrpaHuyeHne BpemeHu npoBepkn obbekTa. [1o ymMOnyYaHWio YCTaHOBMEHO 3HadeHue
60 cex.

Ecnn naxok yctaHoBMNeH, MakcumarbHasi NPOAOIMKMTENbHOCTb MPOBEPKN ObbekTa
OrpaHn4eHa ykasaHHbIM 3HaYeHneM.

Ecnu cbnaxok cHAT, MakcMMarnbHas MPoLOIMKUTENbHOCTb MPOBEPKM HE OrpaHNYeHa.
Mo ymon4aHuio pnaxkok yCTaHOBIEH.

¢ He npoBepsaTb 06LekTbl pasmepom 6onee (MB)
WckntoveHne 13 npoBepkn 00bEKTOB GorblUe yka3aHHOro pa3Mmepa.

Ecnun dnaxok yctaHoeneH, Kaspersky Security 10.1 ana Windows Server nponyckaet
Npv aHTUBMPYCHOW MNPOBEpKe COoCTaBHble O0ObeKkTbl, 4YerW pasvep MpesbllaeT
YCTaHOBMEHHOE 3HayeHue.

Ecnn dnaxok cHaT, Kaspersky Security 10.1 gna Windows Server npoBepsieT
COCTaBHble O0BEKThI, HE YYUTbIBAsA pasmep.

Mo ymonuyaHuo naxok yCTaHOBMEH [ANiA ypoBHeW GesonacHocTM PekomeHAayewmbiin
n MakcumanbHoe ObicTpoaencTBUE.

e Wcnonb3oBartb TexHonoruto iChecker.
MpoBepka TONMbKO HOBbLIX UM N3MEHEHHbIX C MOMEHTa NocnegHen Nnpoeepku dannos.

Ecnu dnaxok ycraHosneH, Kaspersky Security 10.1 ana Windows Server npoBepsieT
TOMBKO HOBbIE UMW U3MEHMBLLMECH C MOMEHTa rnocrnefHen nposepkn danrsbl.

Ecnun cdnaxok cHat, Kaspersky Security 10.1 gna Windows Server nposepseT aiinsl,
He y4uTbiBasi faTy co3aaHusl U U3MEHEHUS.

Mo ymonyaHuio oraxok ycTaHOBIMNEH.
e Wcnonb3oBaTb TexHomnoruo iSwift.

lMpoBepKka TOMbLKO HOBBLIX UMM U3MEHEHHBIX C MOMEHTa MocrnedHen NpPoBepKM O0OHLEKTOB
dannosomn cuctembl NTFS.

Ecnn dnaxok ycraHoeneH, Kaspersky Security 10.1 ana Windows Server npoBepsieT
TONbKO HOBbIE WUITM U3MEHMBLLNECH C MOMEHTA NOCNeaHeN NpoBepkn 06beKTbI hannoBon
cuctembl NTFS.

Ecnun dnaxok cHaAT, Kaspersky Security 10.1 gnsa Windows Server npoBepsieT 00beKThbl
dannosom cuctembl NTFS, He yuuTbiBas gaTy co3gaHus U U3MEHEHNs.

Mo ymonyaHuio onaxok yCTaHOBMEH.
6. Haxmute Ha kHonky OK.

HacTtpoeHHble napameTpbl 3agayun 6yayT coOXpaHeHsl.

MocmosinHas 3awjuma cepeepa
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Ucnonb3oBaHue KSN

OTOT pasgen coaepkut mHpopmauumio o 3agade Wcnonb3oBaHme KSN U1 MHCTPYKUUKM O TOM, Kak HacTpouTb
napameTpbl 3TON 3agayn.

B aTtom pasgene

O 3apade Ucnomnb3oBaHne KSN ... 157
HacTtporika napameTpoB 3aga4m NCnoNb30BaAHME KSIN ..........iiiiiiiiiiiiiiiieiiiiieiiieeveveeeeeeeeeeeesessesesesesesssesssssessrsrsnnnes 158
HaCTPOMKA OBPABOTKM LLBHHDBIX ...ceeiuevetiereeeessiitteteeseeeesssassteaeeeeeeesssssesseeeeaeesasasstaseesseeesasssnsssseeeeeesassssssnnneeeeesannnns 161

O 3apaue Ucnonb3oBaHue KSN

Mcnone3oBaHuve mobanbHoro KSN npegnonaraet nepegady AaHHbIX, onucaHHblX B [onoxeHun o KSN, Ha
cepsepsbl JlabopaTtopun Kacnepckoro, v BrieveT K BbIX04y NporpaMmbl U3 CepTUULUPOBAHHOTO COCTOSAHKS.

Kaspersky Security Network (gnanee Takke "KSN") — aTo mHdpacTpykTypa OHNawH-cnyx0, npegocrasngowas
AOCTyn KonepaTtuBHOW 0Gase 3HaHwun "Jlabopatopum Kacnepckoro" o penytaumm dannoB, WUHTEPHET-PECYPCOB
n nporpamMm. Mcnonb3oBaHne paHHbix Kaspersky Security Network obecneunmBaeT 6onee BbICOKYHD CKOPOCTb
peakuun Kaspersky Security 10.1 ana Windows Server Ha HOBble yrpo3bl, noBbiwaeT 3dPEeKTUBHOCTL paboThl
HEKOTOPbIX KOMMOHEHTOB 3aLUUThl, @ TaKKe CHUXKaeT BEPOATHOCTb NOXHbIX cpabaTtbiBaHWNA.

[na 3anycka 3agayn Micnonb3oBaHne KSN Heobxoaumo npuHsTb MNMonoxeHne o Kaspersky Security Network.

Kaspersky Security 10.1 gns Windows Server nonyydaet ot Kaspersky Security Network Tomnbko
MHopMaLmo 0 penyTaumm nporpaMmm n Be6-agpecos.

Yyactue nonb3oBatene B KSN nossonsiet "llabopatopum Kacnepckoro" onepaTuBHO nonydaTb MHGOpPMaLMIO
O TUNax M UCTOYHMKAX HOBLIX Yrpo3, paspabaTbiBaTb CNocobbl UX HeWTpanu3auum, yMeHbllaTb KOMUYEeCTBO
NOXHbIX cpabaTbiBaHN KOMMOHEHTOB NPOrpamMmbl.

bornee nogpobGHyd uWHGOpMauuo o nepedade, o0OpaboTke, XpPaHEHMUM U YHUHTOXEHUW WHOPMaLNK
06 1MCnonb3oBaHUM NPOrpaMmbl Bbl MOXETE Nony4nTb npoymTae MNonoxeHne o KSN B OkHe nepenayn gaHHbIX
3agaun Ucnonb3oBaHme KSN, a Takke, 03HAaKOMUBLLUCHL C [1oNUTMKOM KOHUAEHUMANbLHOCTM Ha Beb-canTe
"IlabopaTtopum Kacnepckoro".

Yuactne B Kaspersky Security Network po6posonbHoe. Pewenne 06 ydactum B Kaspersky Security
Network npnHumaeTcs nocne yctaHoBku Kaspersky Security 10.1 gna Windows Server. Bbol MoxeTe M3MeEHUTb
cBoe pelueHne 06 ydactum B Kaspersky Security Network B no6o# MOMEHT.

MocmosinHas 3awjuma cepeepa
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Kaspersky Security Network moxeT wucnonb3oBatbca B cnegywowmx 3agadax Kaspersky Security 10.1 ang
Windows Server:

e [locTosiHHas 3awwmTa annos.

e [lpoBepka no TpeboBaHuio.

e KoHTponb 3anycka nporpamm.

e 3awwuTta Tpaduka.

e 3awwuta RPC-nogkniovaembiX CETEBbIX XpaHUNULL,.

e 3awwuTta ICAP-nogkntovaeMbix CETEBbIX XPaHUITULL.

Vcnonb3oBaHue JlokanbHoro KSN

MoapobHyto nHdopmaLmio o Tom, kak HacTpouTb JlokaneHbin Kaspersky Security Network (Takke "Kaspersky
Private Security Network"), Bbl MoXeTe npounTtate B CnpaBoyHoi cucteme Kaspersky Security Center.

Ecnu Bbl ncnonb3ayete JlokanbHbii KSN Ha 3awmwiaeMom KoMmnboTepe, B okHe Ob6paboTka gaHHbIX (CM. pa3gen
"HacTpowika obpaboTku aaHHbIX" Ha cTp. 161) 3agaumn Vicnonb3oBaHue KSN Bbl MoxeTe npoynTaTth MonoxeHne o
KPSN u BKIOUNTE UIK BBIKITHOYNTE UCNOSNb30BaHNE KOMMOHEHTA B NMOO0 MOMEHT C MOMOLLbIO dhnaxka A
npuHumato ycnosus yyactus B Kaspersky Private Security Network. MpuHumas ycnosus, Bel cornawlaetech
OTNpPaBnsiTb BCe TWMNbl AaHHbIX (3anpockl 6€30NacHOCTN, CTAaTUCTUYECKME AaHHbIE), MPEeaYCMOTPEHHbIE B
MonoxeHun o KPSN, B cnyx6bl KSN.

Mocne npuHATUA ycnosuin JlokanbHoro KSN, dnaxku, perynupyrowime mncnonb3oBaHue MobanbHoro KSN,
HEeOCTYMHbI.

Ecnu BblI BbikntovaeTe ncnonb3osaHue JlokanbsHoro KSN Bo Bpems paboTel 3agaym Ncnonb3oBaHue KSN,
npovcxoauT owmnbka HapylieHue nuueHsun, n 3agada octaHasnmeaeTcs. YToObl NPOOMKMTE 3aimLLaTh
KoOMMNblOTEp, Bam TpebyeTcs nNpuHsaTh NonoxeHne o KSN B okHe O6paboTka AaHHbIX U Nepe3anycTuTb 3agadvy.

Hactpouka napameTpoB 3agaum Ucnonb3oBaHne KSN

3anyck 3agauun Micnone3oBaHne KSN HEBO3MOXEH, ecnn He NpuHATO MNonoxeHne o KSN.

Bbl MoxeTe u3MeHATb napameTpbl 3adadn MOHUTOPUHI PannoBbIX onepauunii, 3agaHHble Mo YMOMYaHWio
(cm.Tabnuuy Huxe).

Tabnuya 20. lMapamempebi no ymonyaHuro 3adayu Hcrnonb3oeaHue KSN

MapameTp 3HauyeHue OnucaHue
Nno yMOn4yaHuo

Hencteus Ypanutb Bbl mMoxeTe ykasbiBaTb AEWCTBMS, KoTopble Kaspersky Security
Hag obbekTamu, 10.1 gna Windows Server OygeT BbIMOMHATH Hag obbekTamu,
HeJOBepPEHHbIMU KOTOpble UMEIOT penyTauunio 3apaxeHHblx B KSN.

B KSN

MocmosinHas 3awjuma cepeepa
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MapameTp 3HayeHue OnucaHue
no ymosn4aHutio
Otnpaska KoHTponbHas Bbl  MoxeTe ykasbiBaTb MakCcuMMalbHbii  pa3mep  airnos,
AaHHbBIX cymma pavina (xew | A58 KOTOPbIX PacCyYUTbIBAETCSH KOHTPONbHas cymma no anroputMmy
MD5) MD5 pgnsaotnpaskm B KSN. Ecnn dnaxok cHat, Kaspersky

paccunTbiBaeTcs
ansa gannos,

Security 10.1 agna Windows Server paccuuTbiBaeT xew MD5
ans carinoe noboro pasmepa.

pasmep KOTOPbIX

He npesblWaeT

2 Mb.
A npuHumato He npunHato PewnTte, xoTnte nu Bbl cnonb3oBatb KSN nocne yctaHoBku. Bbl
MNMonoxeHune MOXeTE N3MEHATb CBOE peLleHne B Niobor MOMEHT.
o KSN
OtnpaBnATb He npuHarto Ecnm Bbl npunanu [MonoxeHne o KSN, cratuctmka 6yoet
CTaTUCTUKY OTNPaBNsATLCA aBTOMaTUYECKN, NMOKA Bbl HE CHAMUTE (PradkoK.
KSN
MpuHATL He npuHsaTo Bbl MoxeTe BkntoYaTb U BbIKMOYaTh npumeHeHne cepsuca KMP.
ycnosus CepBuUC [JOCTyMeH, TONMbKO €Cnu BO BpemMs MpuobpeTeHus
MNMonoxeHuna nporpammsl 6611 NOANNCaH AONOMHUTENBHbIV AOrOBOP.
o KMP
Pacnucanue Cnegyowun 3anyck | Bbl moxeTe 3anycTutb 3agady BPY4YHYIO WM HACTPOMTbL 3anyck

3anycka 3agayu

He ornpeaenex.

3agayu no pacnmcaHuio.

Umobbl Hacmpoumsb napamemps! 3adaqu Vicrionb3oeaHue KSN, ebinonHume cnedyroujue delicmeusi:

1. B pepee KoHconu agmunHucTpupoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsiemble
ycTpomncTBa 1 BbibepuTe rpynny agMMHUCTPUPOBAHUS, ONS1 KOMMbIOTEPOB KOTOPOW Bbl XOTUTE HAacTPOUTb
napamMeTpbl NporpamMmei.

2. B

naHenu

pesynbTaToB

13 cnegylowmnx AencTBuin:

BblIGpaHHON

rpynnbl aAMUHUCTpUpoBaHuUA BbIMOJTHUTE OAHO

e Ecnu Bbl xoTMTe HacTpouTb MapameTpbl MOMWTUKM ANS FPynnbl CEPBEpPOB, BbibepuTe 3aknagky
Monutukn 1 oTkponTe OkHO <CBoMcTBa>: <UMsaA nonuTukmM>(cm. pa3gen "Hactponka nonuTukm"
Ha cTp.76).

e Ecnu Bbl xoTuTe HacTpouTb nNapameTpbl Nporpammbl Afst OQHOrO cepBepa, BblbepuTe 3aknagky
YctpounctBa u oTkporite okHo MapameTpbl nporpaMmmbl (CM. pasgen "HacTponka nokanbHbIX 3agay
B okHe [MapameTpbl Nnporpammbl B Kaspersky Security Center" Ha cTp. 89).

Ecnu yctpornictBo paboTaeT nof ynpaereHunem aktmBHon nonutukm Kaspersky Security Center
M B 3TOV MOMNUTUKE HamNOXeH 3anpeT Ha U3MeHeHWe napameTpoB MporpamMMbl, 3TW NapameTpbl
HeJOCTYNHbI AN n3MeHeHus B okHe MapameTpbl nporpaMmmbi.

3. B

pasgene

MocTosiHHaA

Ucnonb3oBaHue KSN.

OTkpoeTcs okHo MapameTpbl 3agaum.

locmosiHHas 3awuma cepeepa
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4. Ha saknagke O6wwme HacTpoiTe cneayolle napaMmeTpbl 3agaqun:

B 6noke [MdenctBua Hag obbekTtamu, HepoBepeHHbIMU B KSN ykaxute [encTBue, KOTopoe
Kaspersky Security 10.1 ana Windows Server Heo6xoaumo coBeplnTb npu obHapyxeHun obbekTa,
uMetoLLero penytaumio HegosepeHHoro B KSN:

e Ypanutb

Kaspersky Security 10.1 ans Windows Server ygansieT 3apaXeHHbI no gaHHbIM KSN
OOBEKT 1 NOMELLAET €ro KOMMo B pe3epBHOE XPaHUIULLE.

OTOT BapuaHT BblibpaH No ymon4aHumio.

e ®dukcupoBaTb UH(OPMaALMIO B OTHETE

Kaspersky Security 10.1 ans Windows Server doukcnpyeT B XypHarne BbINOMHEHNs 3agay
uHdopmaumio o6 obHapykeHHOM 3apaxeHHOM Mo gaHHbiIM KSN obbekte. Kaspersky
Security 10.1 ansa Windows Server He ygansieT 3apaXXeHHbl 00 bekT.

B 6Gnoke OTnpaBka AaHHbIX OrpaHMuYbTe pasmep aiinoB, AN KOTOPbIX —BblYMCNSETCS
KOHTpOnbHas cyMMa:

e CHumuTe unu yctaHoBute dnaxok He paccunMTbiBaTb KOHTPOSbHYK CYyMMY ANS OTNPaBKU
B KSN, ecnu pasmep danna npesbiwaet (MB).

®dnaxok BKMOYAET WU BBIKKOYAET pacyeT  KOHTPONbHOM  CyMMbl  hannos
YCTaHOBMEHHOrO pasmepa AN OTNpaBky 3TON nHdopmaumm B cnyxbul KSN.

MpoOomKUTENBHOCTL pacyeTa KOHTPOIBHOM CYyMMbl 3aBUCUT OT pasmepa daina.

Ecnn naxok yctaHoBneH, Kaspersky Security 10.1 gns Windows Server
He paccuuTbiBaeT KOHTPOSIbHYO CyMMy Ans pannos, pasMep KOTOPbIX MNpeBbillaeT
ycTaHoBneHHoe 3HayeHue (MB).

Ecnn dnaxok cHat, Kaspersky Security 10.1 gna Windows Server paccuntbiBaet
KOHTPOIbHYIO CYyMMY Anis channos noboro pasmepa.

Mo ymonyaHuio raxok ycTaHOBIMEH.

a. Ecnu Tpebyetcs, Bnone cnpaBa ykaxuTe MakcumarbHbil pa3mep ¢annos, AN KOTOPbIX

Kaspersky Security 10.1 gna Windows Server 0ygeT paccunTbiBaTb KOHTPObHYIO CYMMY.

b. CHumute nnn yctaHosute cnaxok Ucnonb3oBatb Kaspersky Security Center B kauecTBe

npokcu-cepsepa KSN.
dnaxok No3BonseT ynpaensaTb Nepegaden AaHHbIX OT 3aluiiaemMbix cepsepos B KSN.

Ecnun dnaxok cHAT, AaHHblE C cepBepa aAMUHUCTPUPOBAHUA U 3alUMLLAeMbIX CEPBEPOB
He oTnpasnsaTca B KSN. Tem He meHee, B 3aBUCMMOCTM OT NapaMeTpoB cepBep MOXeT
oTnpaensaTb gaHHble B KSN Hanpsamyto (He yepes Kaspersky Security Center). AkTmBHas
nonuTuKa onpeaenseT, Kakon TMN daHHbIX oTnpasnseTca B KSN HanpsmMyto.

Ecnu donaxok yctaHoBneH, Bce AaHHble otnpasnsaoTca B KSN uepes Kaspersky Security
Center.

Mo ymon4aHuio hnaxxok yCTaHOBIIEH.

YTtobbl BKMOUMTE npokcu-cepBep KSN, Heobxogmmo npuHATb [MonoxeHne o KSN
n HacTtpouTb Kaspersky Security Center. NogpobHee cM. B Pykogodcmee adMuHUcmpamopa
Kaspersky Security Center .

locmosiHHas 3awuma cepeepa
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5. Ecnu TpebyeTcsi, HacTpoilTe pacnucaHue 3anycka 3ajayu Ha 3akrnagke YnpaBrieHuMe 3apauent.
Hanpvmep, Bbl MoXeTe BKMHOYMTL 3anyck 3a4ayy Mo pacriucaHuio M ykasaTb 4acToTy 3arnycka 3ajaqu
Mpu 3anycke nporpammbl, €cn¥ XxoTuTe, 4TOGbl 3adaya aBTOMaTMYECcKU 3anyckanacb nocrne
nepesarpysku cepsepa.

Mporpamma 6yneT 3anyckatb 3agadvy Mcnonb3osaHue KSN no pacnucaHumio.

6. Hactporite 06paboTky pOaHHbIX (CM. pa3gen "HacTpovka o6paboTkm paaHHbIX" Ha cTp. 161) nepepn
3anyckom 3agauu.

7. Haxmwute Ha kHonky OK.

N3meHeHVs1 napameTpoB 3agaun OyayT npumeHeHbl. [daTa U Bpemsi M3MEHEHWs MNapaMeTpoB, a Takke
uHcpopMaumsl o mapameTpax 3adayuM OO U TMocne WX U3MeHeHus OyayT coxpaHeHbl B XKypHarne
BbINOMHEHUSA 3a4a4Mm.

Hactpounka o6paboTKn AaHHbIX

>

Umobbl Hacmpoumb muribl daHHbIX, Komopbkle 6ydym obpabameieambcs criyxbamu KSN,
u npuHame lNonoxeHue o KSN, ebinonHume credyrouwjue 0elicmeusi:

1. B pepee KoHconu agmunuctpupoBaHusa Kaspersky Security Center passepHuTe y3en YnpaBnsieMble
ycTpomncTBa 1 BbibepuTe rpynny agMMHUCTPUPOBAHMUS, ONS1 KOMMbIOTEPOB KOTOPOW Bbl XOTUTE HAacTPOUTb
napameTpbl NporpamMmmebl.

2. B naHenu pe3ynbLTaToB BblOpaHHOWM rpynnbi agMVHUCTPUPOBaHUS BbIMNOMNHUTE OfHO
13 cnegylowmnx 4encTBui:

e Ecnu Bbl xoTuTe HacTpouTb NapameTpbl MNONWUTMKM ANA FPynnbl CepBepoB, BblbepuTe 3aknagky
Monutukn u oTkponTe OkHO <CBomctBa>: <UMsa nonuTukmn>(cm. pasgen "HacTtpomnka nonuTukn"
Ha cTp.76).

e Ecnu Bbl xoTuTEe HacTpouTb nNapameTpbl MpoOrpamMmbl AN OAHOrO cepBepa, BblibepuTe 3aknagky
YctpounctBa u oTkporite okHo MapameTpbl nporpaMmmbl (CM. pasgen "HacTponka nokanbHbIX 3agay
B okHe [MapameTpbl nporpammbl B Kaspersky Security Center" Ha cTp. 89).

Ecnn yctponctBo paboTtaeT nog ynpasreHnem akTtuBHom nonutuku Kaspersky Security Center
M B 3TOW MONMUTUKE HamnoXeH 3anpeT Ha U3MEHEeHWe MnapameTpoB MporpamMmbl, 3TW NapameTpbl
HeJOCTYNHbl AN n3MeHeHus B okHe MapameTpbl nporpaMmmbil.

3. B paspene [loctosiHHaa 3awuTta cepBepa HaxmuTe Ha kHornky OOpaboTka pAaHHbIX B 6noke
Ucnonb3oBaHue KSN.

OTkpoeTcs okHo OB6paboTKa JaHHbIX.

4. Ha 3aknagke Cnyx6bl npoynTtante NonoxeHue n yctaHoBute dnaxok MpuHATbL ycnoBua MNMonoxeHus
o Kaspersky Security Network.

5. [ns noBbIlWEHNs YPOBHS 3aLluThl, crieqylowime pnaxky ycTaHOBMEHbI MO YMOMYaHMIO:
e OTtnpaBnaTb AaHHbIE O NPOBEPEHHbIX (hannax.

Ecnn dnaxok ycrtaHoBneH, Kaspersky Security 10.1 gna Windows Server otnpasnsieT
KOHTPOSbHYIO ~ CyMMy  NpOBepeHHbix dannoB B "llabopaTtopmio  Kacnepckoro".
3aknioyeHne o 6e3onacHOCTU Kaxaoro danna OCHOBAHO Ha penyTauuw, MnonyyYyeHHON
oT KSN.

locmosiHHas 3awuma cepeepa
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Ecnn cnaxok cHAT, Kaspersky Security 10.1 gns Windows Server He oTtnpasnset
KOHTPOSIbHYO cyMmy hbannos B KSN.

Mo ymon4aHuio pnaxxok yCTaHOBSIEH.
e OTtnpaBnaTb AaHHbIe O 3anpalwunBaeMbix Be6-agpecax.

Ecnun dnaxok yctaHoBneH, Kaspersky Security 10.1 gna Windows Server otnpasnsieT
AaHHble O 3anpawmBaemblx Beb-pecypcax, Bknodas Beb-agpeca, B "llabopaTtopuio
Kacnepckoro".3akntoueHne o 6e3onacHOCTM 3anpallvBaemblXx Beb-pecypcoB OCHOBaHO
Ha penyTtauuu, nonyyeHHom ot KSN.

Ecnn dnaxok cHat, Kaspersky Security 10.1 gna Windows Server He npoepsieT
penyTauumto Beb-agpecos B KSN.

Mo ymonuyaHuio oriaxkok yCTaHOBIMEH.
driaxxok BNUSIET Ha HACTPOWKY 3adadn 3awmTa Tpaduka.
Bbl MOXeTe CHATb hnaxkm 1 NpekpaTuTb Nepegady AOMONHUTENbHBLIX AHHbLIX B NI0O0N MOMEHT.

6. OTkpovite 3aknagky CrtaTtuctuku. dnaxok PaspewwnTb oTnpaBkKy ctatuctukm Kaspersky Security
Network ycTtaHOBReH no ymonyaHuio. Bel MoxeTe CHATb hnaXkok B ftoboe Bpemsi, ecnu He XxoTuTe, 4Tobbl
Kaspersky Security 10.1 ana Windows Server oTnpasnsn AOMOMHUTENbHYIO CTaTUCTUKY B JlaGopaToputo
Kacnepckoro.

Ecnun dnaxok yctaHoeneH, Kaspersky Security 10.1 gna Windows Server otnpasnset
CTATUCTKKY, BKIHOYAs MepcoHarnbHble AaHHble, 0603HayeHHble B [MonoxeHun o KSN.
HaHHble, nony4veHHble "llabopaTopuelt Kacnepckoro”, MCrnomnb3yrTcs AN ynydlleHus
KayecTBa NMPOrpaMm v NoBbILLEHNS CKOPOCTN OBHapyXeHNs yrpos.

Ecnn dnaxok cHaTt, Kaspersky Security 10.1 ana Windows Server He oTnpaBnsieT
OOMNOJSTHUTENBHY CTaTUCTHUKY.

Mo ymon4aHuio pnaxxok yCTaHOBIIEH.

7. Ha saknagke Kaspersky Managed Protection npouyntainTe lNonoxeHne o KSN u yctaHoBute chnaxok A
npuHumMato ycnoBus NonoxeHus o Kaspersky Managed Protection.

Ecnn dnaxok ycTaHOBMEH, nporpamma MOXeT OTNpaBNATb AaHHble MOHMTOPWHra
aKTMBHOCTM Ha 3awuwaeMom cepsepe creuunanuctam "Jlabopatopun Kacnepckoro”.
MonyyeHHble OaHHble WCMONb3YKTCA Afs KPYINOCYTOYHOrO aHanusa W OTYETHOCTW,
HeobXoAMMbIX Ans nNpefoTBpalleHVsl WMHUMOEHTOB HapyweHus WMHMOPMaLVOHHON
BesonacHocTw.

Mo ymonyaHuio raxokK CHAT.

M3ameHeHus napameTtpa A npuHumaro ycrnosusa [MonoxeHus o Kaspersky Managed Protection
HeJOoCTaTOYHO, YTOOblI HayaTb WM OCTAHOBUTb OTMPaBKy AaHHbIX. [nsg npumeHeHwss napamMeTpoB
nepesanyctute Kaspersky Security 10.1 gna Windows Server.

[na wmncnonb3oBaHusa cepBuca Kaspersky Managed Protection TpebyeTcs 3aknioumTtb OOroBop Ha
OKasaHwue ycnyr n 3anyctuTb KOHpUrypawlmMoHHble oansibl Ha 3almiaeMoM CepBepe.

locmosiHHas 3awuma cepeepa
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[na wvcnonb3oBaHust cepBuca Kaspersky Managed Protection TpeGyetca cornacue Ha ob6paboTky
AaHHbIX B pamkax MonoxeHuit o KSN Ha 3aknagkax Cnyx6bl n Ctatucrtumka.

8. Haxmute Ha kHonky OK.

KoHdpurypaums o6paboTkm AaHHbIX OyaeT coxpaHeHa.

3awmTa OT IKCNJIOUTOB

OTOT pasgen COAePXWUT MHCTPYKUUWM MO HacTpPoWKe napamMeTpoB 3awuTbl NamMaTh NpPOLECCOB OT 3KCrnnyatauuun
yA3BMMOCTEN.

B aTtom pasgene
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O 3awuTe OT 3IKCNNOUTOB

Kaspersky Security 10.1 gna Windows Server npegocTaBnsieT BO3MOXHOCTb 3alluTbl MaMsTM MNpOLLEeCCOoB
OT aKcnfyaTauumn ysa3BUMOCTeN. OTa BO3MOXHOCTb peannaoBaHa B KOMMOHEHTe 3alimTta OT SKCnronToB. Bbl
MOXEeTe MW3MEHATb CTaTyC aKkTMBHOCTM KOMMOHEHTa, a Takke HacTpauBaTb MapaMeTpbl 3aluTbl MPOLIECCOB
OT 3KcnnyaTaunm ya3BMMOCTEMN.

KOMMNOHEHT BbINOMHAET 3alMTy MaMsATM MNPOLIECCOB OT SKCMIIOMTOB C MOMOLLLI BHEAPEHMS BHELUHEro AreHTa
3aluThl Npoueccos (aanee Takke "AreHT") B 3awiuLlaembli npouecc.

BHeLwwHUN AreHT 3aLmTbl — 3TO AUHaAMU4ecku 3arpyxxaemMbln moaynb Kaspersky Security 10.1 ana Windows Server,
KOTOpbI BHeApsieTCs B 3allMllaeMble MPOLECChl C UeNnibld KOHTPONS WX LUENOCTHOCTU W CHWXKEHUSI PUCKOB
aKcnnyaTauumn ysasBMMOCTEN.

®yYHKUMOHUPOBaHWe AreHTa BHYTpW 3allMLLiaeMOoro rnpouecca 3aBUCUT OT UTepauuid 3amnycka U OCTaHOBKW 3TOro
npouecca: nepBuyHas 3arpyska AreHTa B npouecc, AoGaBneHHbIi B CMMCOK 3alyyLiaeMblX, BO3MOXHa TOSNbKO
npwv nepesanycke npouecca. Boirpyska AreHTa U3 npolecca nocne ero yaaneHusi U3 Crvcka 3alumiaemMblx Takke
BO3MOXHa TOMbKO Nocrne nepesanycka npowecca.

Bbirpy3ka AreHTa 13 3aliMilaeMbix NPOLLECCOB npeanoniaraeT HeobXxoauMOCTb MX OCTAHOBKU: MpW yaaneHun
KOMMOHeHTa 3alyuTa OT IKCMIIOMTOB MporpaMma BbIMOSIHAET 3aMOpPO3Ky cpedbl U dOpPCUpyeT BbIFPY3Ky
AreHTa u3 3awmaemMbix npoueccoB. Ecnu npuv yoaneHun KoMmoHeHTa AreHT BHeapeH XoTs 6bl B OguH
U3 3allmLLaeMblX NPOLECCoB, HeobxoouMo 3aBeplwuTb  AaHHbIA - npouecc. MoxeT notpeboBaTbCst
nepesarpyska cepsepa (Hanpumep, ecrv 3almniaeTcss CUCTEMHbIN NpoLecc).
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Mpn obHapyxeHnn NpM3HaKoB aTaku dKCNNonTa Ha 3awmiaembln npouecc Kaspersky Security 10.1 gns Windows
Server BbINOMHAET OOHO M3 CreayloLnX AeiCTBUNA:

e 3aBepLuaeT npouecc npu nonbiTke 3KkCcnnyataumm ya3BuMoCTH;
e coobuaet o anKTe anckpegntTaunm ya3BMuMoCTHU B npouecce.

Bbl MOXeTe 0CTaHOBUTL 3aLLUUTY NPOLECCOB OAHUM M3 CreaytoLLMX CrnocoGoB:

L yAanunTb KOMMOHEHT,

e yaannTtb npouecc 13 Cnncka 3almiaemMbiX N nepe3anyCctntb ero.

Cnyx0a Kaspersky Security Broker Host

[na makcumanbHoOn 3hPEKTUBHOCTM KOMMOHEHTY 3alumTta oT aKCnonToB TpebyeTcsa Hanmumne cnyxbbl Kaspersky
Security Broker Host Ha 3awwvwaemom cepsepe. OTa cnyxkba BXOAMT B COCTaB PEKOMEHOYeMOW YCTaHOBKM
COBMECTHO C KOMMOHEHTOM 3alimMta OT 3KCMnonToB. Bo Bpemsa ycTaHOBKM CrniyxObl Ha 3alivliaemMblnl cepsep
cosgaeTcs U 3anyckaetcsa npouecc kavfswh. OH nepepaeT wuHopmaumio 0O 3awmaemMbix npoueccax
OT KOMMOHEHTOB AreHTy 3aLUuThl.

Mocne ocrtaHoBkM cnyx0Obl Kaspersky Security Broker Host Kaspersky Security 10.1 ana Windows Server
npogospkaeT 3awuwiaTe Npouecchl, KoTopble Obln A0OaBMneHbl B CMMCOK 3alUMLLA@EMbIX, a Takke 3arpyxaetcs
B HOBble [00aBMneHHble MpPOLEeCChl U NPUMEHSEeT BCe [AOCTYMHbIE TEXHUKN CHWXKEHUS PUCKOB A1 3alUmThbl
namsTn NPOLIECCOB.

B cnyyae octaHoBku cnyxbbl Kaspersky Security Broker Host nporpamma He 6ynet nonyvatb AaHHble
0 COObITMSAX, MpOUCXOOAWMX C 3aliMiaeMbiMM npoueccaMmm (B TOM 4ucrie, AaHHble 00 aTakax 3KCMSfoWTOB,
3aBeplleHun npoueccoB). Takke AreHT He CMOXET nofy4aTb [AdaHHble O HOBbIX MapaMeTpax 3alluThbl
n o pob6aBneHMn HOBbIX MPOLLECCOB B CMMCOK 3alUuLLaeMbIX MPOLECCOB.

Pexumbl KOMNOHEHTa SaLLI,I/ITa OT 9KCMNJIONTOB

Bbl MoxeTe HacTpavBaTb [OEWCTBUSI MO CHMKEHWIO PUCKOB 3KCMfyaTauum ysi3BUMOCTEN B 3allMLLaeMblxX
npoueccax, BolbpaB 0auH U3 OBYX PEXMMOB:

. 3aBepLuaTb CKOMMNpPOMETUPOBAHHbIE MPOLECCHI: I'IpVIMeHﬂVITe OaHHbIN pexum, 4YTObbI 3aBepLliaTtb npouecc
npu NonbITKe 3KkcnnyaTtaunm ya3BMMOCTU.

Mpn o6GHapyXeHnn nonbITKM SKChnyaTauum YaA3BMMOCTU B 3alLMLL@eMOM MNpoLecce, KOTOPOMY
npuceoeH ypoBeHb KpuTuyeckuin B onepaumoHHon cucteme, Kaspersky Security 10.1 gns Windows
Server He BbIMOMHAET 3aBepLUEeHWEe Takoro npouecca, HEe3aBWCUMO OT PEXMMa, YKas3aHHOro
B NapamMeTpax KOMMoHeHTa 3alyuta OT SKCMNIIONTOB.

e Tomnbko coobwatb 06 3KCMMoNTe: MPUMEHSAWTE AaHHbI pexuMm, 4TobObl MonyyaTb AaHHble O dhakTax
akcnnyaTaumMmM  ya3BMMOCTEW B 3aliMliaeMbiX  Mpoueccax € nomowbio  cobbitui B XKypHane
HapyLLeHuIn 6e30nacHoOCTH.

Ecnu BbibpaH aaHHbIv pexum, Kaspersky Security 10.1 ans Windows Server cukcupyeT Bce MOMbITKM
aKcnnyaTaumm ysa3BMMOCTEN NOCPeACTBOM CO34aHUsA COObITUNA.
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HacTpoiika napaMmeTpoB 3aMThbl NaMATU NPOLLECCOB

» Ymobkl Hacmpoums napamempbi 3alUumbl 0m 3Kcrotimos 051 rpoueccos, 006asreHHbIX
8 CIMUCOK 3aUUUEHHbIX, 8bIMOSTHUMEe credyoujue 0elicmeusi:

1. B pepee KoHconu apgmunuctpupoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsieMble
ycTpoMncTBa 1 BbibepuTe rpynny agMMHUCTPUPOBAHUS, AN KOMMbIOTEPOB KOTOPOW Bbl XOTUTE HAacTpOUTb
napamMeTpbl NporpamMmei.

2. B naHenu pe3ynbTatoB  BblOpaHHON rpynnbl agMUHUCTPMPOBaHNS BbIMOMHUTE  OOHO
13 criefyoLmx encTBum:

e Ecnu Bbl xoTuTe HacTpouTb MapameTpbl MNOMAWTUKM ANA FPynnbl CepBepoB, BblbepuTe 3aknagky
Monutukn un oTkponTte OokHO <CBomctBa>: <UmMa nonutukmn>(cm. pasgen "HacTtpomnka nonmTukn"
Ha cTp.76).

e Ecnu Bbl xoTuTEe HacTpouTb NapameTpbl MporpamMmbl AN OQHOrO cepBepa, BblibepuTe 3aknagky
YcTtpowncTBa 1 oTkponTe okHO MapameTpbl nporpammbl (CM. pasgen "HacTporika nokanbHbIX 3agad
B okHe [MapameTpbl nporpammbl B Kaspersky Security Center" Ha cTp. 89).

Ecnu yctpornictBo paboTaeT noa ynpaeneHuem aktmBHon nonutukm Kaspersky Security Center
M B 3TOW MOMNUTUKE HamNOXeH 3anpeT Ha U3MEeHeHWe napameTpoB MporpamMMbl, 3TW NapameTpbl
HedOCTYNHbl ANS n3MeHeHus B okHe MapameTpbl nporpamMmmei.

3. B pasgene MocTosiHHas 3awmTa cepBepa HaxmuTe Ha kHonky HacTponka B Gnoke 3awmurta
OT 3KCNNOMNTOB.

OTKpoeTcHa OkHO 3awmTa OT IKCNJIONTOB.
4. B 6noke 3awmra namATM NPOLIECCOB HACTPONTE CreayoLmne napameTpbl:
e 3awmuwartb Npouecchbl OT IKCNNyaTauum yA3BMMOCTEN B peXxume.

Ecnu ¢naxok yctaHoBneH, Kaspersky Security 10.1 ana Windows Server cHwxaet
PUCKM 3KCMnyaTauun ya3BUMOCTEN MPOLECCOB, HaxXOOAWMXCA B CMMCKE 3allumiaembix
npoLLeccoB.

Ecnn dnaxok cHAT, Kaspersky Security 10.1 ana Windows Server He 3awuuiaet
npoLecchl Ha cepBepe OT 3KCnyaTaunm ysa3BMMOCTEN.

Mo ymonyaHuio oriaxokK CHAT.
e 3aBepwaTb CKOMNPOMETMPOBaHHbIE NPOLECCHI.

Ecnu BbibpaH aaHHbI pexxum, Kaspersky Security 10.1 ans Windows Server 3aBepLuaet
3alMaemMbll - MpoUecc npv OBHapyXeHUM MOMbITKA  JKCnyaTaumm  ysa3BUMMOCTH,
K KOTOpOW Oblna NpMMeHeHa akTUBHas TEXHWKA CHUXKEHUS] PUCKOB.

e Tonbko coobwaTb 0 KOMNpoOMeTaLuuu npouecca.

Ecnu BbIOpaH gaHHbIM pexuM, Kaspersky Security 10.1 gna Windows Server coobwaet
0 pakTe aIKcnnyatauum ysiI3BUMOCTM  MOCPEACTBOM  BblBOAATEPMUHANBHOTO  OKHA
Ha akpaH. CKOMNPOMETUPOBAHHbI NPOLIECC MPOAOIKAET BbINOMHATLCS.

Ecnn BO Bpemsi paboTbl nporpamMmMbl B pexrMe 3aBepllaTb CKOMMPOMETUPOBaHHbIE
npoueccbl Kaspersky Security 10.1 gna Windows Server obHapyxuBaeT akT
aKcnryaTaumMm  ysS3BMMOCTUM  KPUTUYECKOro Mpouecca, KOMMOHEHT MPUHYAWUTENbHO
nepexoguT B pexxum Tonbko coo6waTb 0 KOMIpPOMeTaLMmu npotecca.

MocmosinHas 3awjuma cepeepa
165



KASPER§KY3

5. B 6noke [leMCTBUA MO CHUXXEHUIO PUCKOB HACTPOITe criedytoLume napameTpbl:
e Coob6warb 0 CKOMMNPOMETUPOBAHHLIX NpoLeccax NocpeacTBOM CNyX6bl TepMUMHAIOB.

Ecnn cnaxok yctaHosneH, Kaspersky Security 10.1 gna Windows Server BbiBOAWUT
Ha 9KpaH TepMuMHanbHOE OKHO C OMMCaHMEM MpuYUHbl  cpabaTbiBaHMS  3alUUThI
1 yKasaHueM Ha npouecc, rae obina obHapyKeHa NonbITka aKCnnyaTauumn ya3BumocTy.

Ecnun dnaxok cHaT, Kaspersky Security 10.1 gna Windows Server He 6yaeT BbIBOAUTb
Ha 9KpaH TepMWHanbHOe OKHO npw obHapyXkeHun akTa MOMbITKM 3KCnyaTauuu
YSI3BUMOCTM UNWN 3aBEPLUEHNA CKOMNPOMETUPOBAHHOIO npouecca. TepMuHanbHoe OKHO
oTobpakaeTcs He3aBUCMMO OT cTaTyca paboTbl cnyxobl Kaspersky Security Broker Host.
Mo ymonyaHuio hnaxxok yCTaHOBMEH.

e 3awmwartb NpPouecchbl OT IKCNJyaTauuu yA3BUMOCTEN BHE 3aBUCMMOCTM OT cTaTyca CNnyXObl
Kaspersky Security.

Ecnn dnaxok yctaHoBneH, Kaspersky Security 10.1 gna Windows Server 6yget
CHMWXaTb PUCKM 3KCMMyaTauum ysa3BUMOCTEN yXKe 3anyLueHHbIX NpoLecCOB He 3aBUCUMO
OT cTatyca BbinonHeHus cnyxbbl Kaspersky Security. Kaspersky Security 10.1 gns
Windows Server He bygeT 3awmwiaTe npouecchl, KoTopble Obinv gobaBneHbl nocre
ocTaHoBKM cnyx0Obl Kaspersky Security. MNMocne Toro kak cnyxba 6yget 3anyuieHa,
CHIKEHME PUCKOB 3KCMyaTauum ysa3BMMOCTEN BCEX NpoLeccoB ByaeT 0CTaHOBMEHO.

Ecnn dnaxok cHat, Kaspersky Security 10.1 ans Windows Server He sawuwaet
npouecchl OT 3KcnnyaTauumn ya3sumocTen npu octaHoBke cryx0Obl Kaspersky Security.

Mo ymonuyaHuio oria>kok yCTaHOBIEH.

Ecnn dnaxok yctaHosneH, Kaspersky Security 10.1 gna Windows Server cHwxaet
PUCKN 3KCMyaTaumMn ysi3BMMOCTEN NPOLEeCcCOB, HaxXOASLUMXCA B CMKUCKe 3alumLiaembiX
npoLLeccoB.

Ecnn dnaxok cHat, Kaspersky Security 10.1 gns Windows Server He 3awumwaet
npoLecchl Ha cepBepe OT AKCnyaTaunm ysa3BMMOCTEN.

Mo ymonyaHuio oraxok CHAT.
6. Haxmute Ha kHonky OK.

Kaspersky Security 10.1 gna Windows Server cOoxpaHuWT W NPMMEHUT HacTpPOEHHble MapameTpbl 3awwuThbl
namsaTu NPoLLEeCcCcoB.

No6GaBneHue 3awuiLiaeMoro npowecca

KoMnoHeHT 3aiwimTta OT 3KCMIIOMTOB 3allMLiaeT HEeCKONbKO MPOLECCOB MO yMOMYaHuoo. Bbl MOXeTe WCKYUTb
Kakon-nnbo npouecc 13 3awmuTbl, CHAB hIaXKoK B COOTBETCTBYIOLLIEN CTPOKE npoLecca.

» UYmobkl dobasumb npouecc 8 CriucoK 3aujuiaeMbiX rnPoyeccos, 8bInoHuUme
cnedyrowue delicmeus:

1. B pepeBe KoHconu agmunmucTpupoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsieMble
ycTpoMncTBa 1 BbibepuTe rpynny agMMHUCTPUPOBAHMS, O KOMMbIOTEPOB KOTOPOW Bbl XOTUTE HAacTPOUTb
napameTpbl NporpamMmmel.
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2. B naHenu pesynbTaTtoB BblGpaHHON rpynnbl aAMUHUCTPUPOBAHNSA BbINOMHUTE OJHO
13 cnegylowmnx 4encTBui:

e Ecnu Bbl xoTUTEe HacTpouTb MapameTpbl MOMAWTUKM AN FPynnbl CEPBEpPOB, BblbepuTe 3aknagky
Monutnkn n otkponTe OkHO <CBomcTBa>: <UmMA nonutuku>(cMm. pasgen "HacTpoika NONUTUKK"
Ha cTp.76).

e Ecnu Bbl xoTuTEe HacTpouTb NapameTpbl MporpamMmbl AN OQHOrO cepBepa, BblibepuTe 3aknagky
YcTpouncTBa 1 oTkpoinTe okHo MapameTpbl nporpammbl (CM. pa3gen "HacTponka nokasnbHbIX 3agad
B okHe [MapameTpbl nporpaMmmbl B Kaspersky Security Center” Ha cTp. 89).

Ecnn yctponcteo paboTtaeTt nopg ynpaerneHnem akTuBHon nonutuku Kaspersky Security Center
M B 3TOW MOMUTUKE HamnoXeH 3anpeT Ha U3MEHEHWe MapameTpoB MPOrpaMmbl, 3TM MapameTpbl
HeAOCTYNHbI AN U3MeHeHUsi B OkHe MapamMeTpbl NporpamMmmei.

3. B pasgene [octosiHHas 3awmTta cepBepa HaxmuTe HakHonky Hactpomka B OGnoke 3awwura
OT 3KCMNJIONTOB.

OTKpoeTcs OKHO 3alMTa OT IKCNIIOMTOB.

4. Ha 3aknagke 3awmiliaemblie NPOLECChl, HAXMNTE Ha kHorky O630p..
OTtkpoeTca craHaapTHoe okHO Microsoft Windows OTKpbITb.

5. BbiGepuTte npouecc, KoTopbili Bbl XOTUTE J06aBUTE B CMMCOK.

6. Haxmwute Ha kHOMKY OTKPbITb.

7. Haxmwute Ha kHonky [lo6aBuThb.
YKasaHHbIN npouecc obaBMTCSA B CMUCOK 3aLLMLLAEMbIX NMPOLECCOB.

8. Bbibepute fobaBneHHbIN MPOLECC U HAXXMUTE Ha KHOMKY YKa3aTb TEXHUKU CHUXKEHUSA PUCKOB.
OTkpoeTcs okHO TeXHUKM 3amUTbl OT 3KCMNIIONTOB.

9. BbibepuTe oanH M3 BapnaHToOB NPUMEHEHNST TEXHWUK CHUXKEHUSA PUCKOB:
e [MpumeHATbL BCe AOCTYNHbIe TEXHUKU 3alUUThbI OT IKCMSIONTA.

Ecnun Bbl6paH 9TOT BapuaHT, pedakTUupoBaHMe Chnucka HeOOCTYNHO, BCe TEXHUKU MNPUMEHAKTCA
no ymMmoOJi4aHuio.

(] an/IMeHﬂTb YKa3aHHbleé TeXHUKU 3allnUTbl OT aKcnnounra.

Ecnn Bbl6paH 3TOT BapuaHT, Bbl MOXeTe OTpeaakKTupoBaTb CIUNCOK MNPUMEHAEMbIX TEXHUK
CHMXEeHUA pucka:

a. YcraHoBute ij'la)KKI/I HanpoTuB TEXHUK, KOTOpbleé Bbl XOTUTE NPUMEHATb O514 3allUThbl
BbIOpaHHOro npouecca.

b. YcrtaHosute unu chnmnte dnaxok MpumeHaTb TexHuKy Attack Surface Reduciton.
10. HacTtpoiite napameTpbl paboTbl AN TEXHUKK CHMKeHUs puckoB Attack Surface Reduciton:

e BHecuTe HasBaHuMa mogynen, koTopble OyayT 3anpelleHbl K 3amycky W3 3aluMLiaemMoro npoiecca
B none 3anpewaTtb MOAynu.

(] B none He 3anpewartb moaynu, ecnu 3anyueHo B 30He VlHTepHeTa yCTaHoBUTE (bnam(m HanpoTunB
TeX BapunaHTOB, 3anyck MOﬂ,yJ'IeVI B KOTOPbIX Bbl XOTUTE pa3peLlnNTb:

o WHTepHeT
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e VHTpaHeT

e [loBepeHHbIe canTbl

e CaliTbl C orpaHMyYeHHbIM JOCTYNOM

e KowmnbtoTep

[aHHble napameTpbl NpUMeHNMbI Tonbko Ans Internet Explorer®.

11. HaxwmuTe Ha kHornky OK.

Mpouecc pobaensieTcsa B o6nacTb 3aWmThl 3agayun.

TeXHUKN CHUXeHus pUckKkoB

Tabnuua 21. TexHUKU CHUXXeHUS pUCKo8

TexHUKa CHMXKeHusA PUCKoB

OnucaHue

Data Execution Prevention (DEP)

MpepoTBpalleHe BbINOMHEHUS OaHHbIX - 3anpeT  UCMOJTHEHUS
NPON3BOIILHOIO KoAa B 3aLyMLLEHHOM 06nacT namaTu.

Address Space Layout | N3meHeHune  pacnonoxeHuss  CTPYKTYp  OaHHbIX B aApecHOM
Randomization (ASLR) npocTpaHCTBE npouecca.
Structured Exeption Handler MoameHa 3anucy B CTPYKTYPE UCKIIOYEHUI Unu nogMeHa obpaboTynka

Overwrite Protection (SEHOP)

VUCKITIOYEHNN.

Null Page Allocation

MpegoTBpalleHe NepeopueHTaLmMmn Hynesoro ykasaTernsi.

LoadLibrary Network Call Check

(Anti ROP)

3awmTa oT 3arpy3ku AMHaMUYeCcKnx GubnmoTek ¢ ceTeBbiX MyTEN.

Executable Stack (Anti ROP)

3ar|peT Ha HeECaHKLUMOHNPOBAHHOE NUCMNOJIHEHNE obnacrTel cTeka.

Anti RET Check (Anti ROP)

lMpoBepka 6e3onacHoro BbldoBa yHkunn Yepes CALL nHCTpykumio.

Anti Stack Pivoting (Anti ROP)

3awuTta oT nepemMelleHmns ykasatens cteka ESP Ha akcnnyaTupyembin
appec.

Export Adress Table Access Moitor
(EAT Access Monitor & EAT Access
Monitor via Debug Register)

3awmta pgoctyna Ha uTeHue Tabnuubl akcnopTa agpecoB (Export
Address Table) ana moaynei kernel32.dll, kernelbase.dll, ntdll.dll

Heapspray Allocation

3aLL|,VITa OT BblgeneHnda namMmAaTu nog ucnosfiHeHmne BpegoHOCHOIo koaa.

Execution Flow Simulation (Anti
Return Oriented Programming)

O6GHapyXeHne noJo3pUTESNbHBIX LIENOYEK MHCTPYKUMIA (BO3MOXHbI
ROP ragxeT) B komnoHeHTe Windows API.

IntervalProfile Calling Monitor
(Ancillary Function Driver Protection
(AFDP))

3awmrta OoT ackanauum npuBUIErMn 4Yepes Ys3BUMOCTb B ApaniBepe
AFD (BbINOMHEHME NPOU3BONBHOIO KOAA Ha HYNMEBOM KOmbLe 4Yepes
BbI30B QuerylntervalProfile.

Attack Surface Reduction

BriokMpoBaHue 3anycka YsA3BUMbIX MOAynew Yepes 3alluilaeMbii
npouecc.
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NpoBepka ckpuntoB

OTOT pasgen copepxut wuHdopmaumio o 3agadve [lpoBepka CKPUMTOB M UHCTPYKLUUW O TOM, Kak HacTpouTb
napameTpbl 3TOW 3agaym.

B aTtom pasgene
O 33004E [TPOBEPKA CKPUIMTOB ...eeeiutttieeiiteteeaatteeaeaauteteesasteeeesasteeeeaaabeeeeaasbeeeeaambeeeeeambeeeeeasbeeeeeanbbeeeeanbseeesanbneeesannns

HacTpovika napameTpoB 3a0a4MN [TPOBEPKA CKPUITTOB ......ciuurtierurreeeitreetesatrreeesasseeeesassseeesasnneeesansseeesannseeessneeeess 170

O 3apauye lNpoBepka CKpUNToB

B xope BbinonHeHust 3agaun lNMposepka ckpuntoB Kaspersky Security 10.1 ana Windows Server koHTponupyet
BbINOSIHEHNE CKPUMNTOB, CO3A4aHHbIX Mo TexHonoruam Microsoft Windows Script Technologies (unu Active
Scripting), Hanpumep, ckpuntoB VBScript nnn JScript®. Kaspersky Security 10.1 ana Windows Server paspeluaet
BbINOMTHEHWE CKPUMTa, TONbKO €CNK OH NpU3Han aToT ckpunT 6e3onacHbiM. Kaspersky Security 10.1 gna Windows
Server 3anpeliaeT BbINOMHEHNE CKpUNTa, KOTOPbIM OH npusHan onacHbiM. Ecnn Kaspersky Security 10.1 gns
Windows Server npusHan cKpunT NpeanonoXuTernbHO OnacHbIM, OH BbIMOMHAET BbiOpaHHOE BamMu OeNCTBUE:
3anpeLuaeT unm paspeLuaeT BhINOSHEHNE 3TOr0 CKpUNTa.

Mo ymonuaHuio 3afaya NpoBepka CKpMNTOB aBTOMaTUYECKM 3anyckaeTcsa npu ctapTe Kaspersky Security 10.1 ans
Windows Server.

Mo ymonyaHuio koMnoHeHT MNpoBepka CKPUNTOB He yCTaHaBNMBAETCS HA CEpBep B COCTaBe NporpaMmbi.

Vcnonb3oBaHne AaHHOrO KOMMOHEHTA MOXeT OblTb HecoBMecTMMa C pa60T017| HEKOTOpPbIX CTOPOHHUX
nporpaMmm Ha 3aluujaeMom cepBepe. B atom Clny4yae BbllNoJIHEHNE 3a4adn NPOBEPKM CTOPOHHUX CKPUNTOB
MOXeT npumBoauUTb K owubkam B pa60Te OaHHbIX  CKPUNTOB. PeKOMeH,EI,yeTCﬂ nmbo  oTkasaTbcs
OT UCMNOJ1b30BaHUA CTOpOHHeIZ nporpamMmmebil, nnbo OCTaHOBUTb 3agavy HpOBepKa CKpUMNTOB. Ecnn 3apava
OCTaHOBJ1EHaA, PUCKN CBA3aHHbIE C KOHTpOJieM ©e30MacHOCTM BbINONTHEHUS CKpUnNTOB BO3pacTatoT.
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Ecnn Bbl xO0TUTe wncnonb3oBaTb KOMMOHEHT [lpoBepka CKpUNTOB, BaM HYXHO BbibpaTb ero B cnucke
yCTaHaBMMBaeMbIX KOMNOHEHTOB BPYYHYHO BO BpeMsi MHcTannsaumm Kaspersky Security 10.1 gnsa Windows Server.

MogpobHas wuHdopmMaums O BbIGOPE KOMMOHEHTOB MporpaMmbl NpW YCTAHOBKE COAEpPXUTCA B pasdene
06 ycmaHoseke Pykosodcmea admuHucmpamopa Kaspersky Security 10.1 gna Windows Server.

Bbl MOXeTe HacTpanBaTb napameTpbl 3agayn [poBepka CKpUNTOB.

HacTpoika napameTpoB 3agaum MpoBepka cCKpMnToB

Mo ymonuyaHuio cuctemHas 3agada [lpoBepka CKpPUNTOB MMEET napameTpbl, OnucaHHble B Tabnuue Huke. Bbl
MOXETE U3MEHATb 3HAaYEHMS1 ATUX NapamMeTpPOB.

Tabnuya 22. lNapamempei 3adaqu NposepKa CKpUMMOB Mo yMosi4aHuUro

MapameTp 3HauveHune OnucaHune

Mo yMon4aHuIo
BbinonHeHune 3anpelleHo Kaspersky Security 10.1 gna Windows Server Bcerga 3anpeliaet
OnacHbIX CKPUMNTOB BbIMOJTHEHNE CKPUMTOB, KOTOPbIE OH NPU3HAET ONaCHbIMM.
BbinonHeHue 3anpelleHo Bbl MoXeTe ykasbiBaTb AEWCTBUS, BLINOMHSAEMbIE NPU 0BHApPYXeHUN
nNpeanonoXnTensHO npeanonoXnTensHO OMacHbIX CKPUMTOB: 3anpeLlaTb Unu paspeLluarb
OnacHbIX CKPUMNTOB MX BbINOMHEHME.
OBpuCTUYECKUN MpumeHseTca Bbl MOXeTe BKMYaTh W BbIKMOYATL MPUMEHEHUE 3BPUCTUYECKOTO
aHanusartop YPOBEHb aHanusaTopa, perynmpoBaTb YPOBEHb aHanmaa.

©6e3onacHocTn

CpeaHunn.
[loBepeHHas 30Ha MpumeHsieTcs EOVHBIA  CNWCOK MWCKMIOYEHWU, KOTOPbIA Bbl MOXETE MPUMEHATH

B BblOpaHHbIX 3agavax.

» Umobbl Hacmpoume 3adaqy Nposepka CKpunmos, ebirnosiHUme credyroujue 0elicmeusi:

1. B pepeBe KoHconu agmunuctpupoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsieMble
ycTpoMncTBa 1 BbibepuTe rpynny agMMHUCTPUPOBAHUS, ONS1 KOMMbIOTEPOB KOTOPOW Bbl XOTUTE HACTPOUTb
napameTpbl NPOrpaMmmsl.

2. B naHenu pesynbTaTtoB BblOpaHHOW rpynnbl aAMUHUCTPUPOBAHNSA BbINOMHUTE OOHO
13 cnegyowmnx AencTBui:

e Ecnu Bbl xoTuTe HacTpouTb MapameTpbl MOAWTUKM ANiA FPynnbl CepBepoB, BblbepuTe 3aknagky
Monutukn u oTkponTe OkHO <CBomcTBa>: <UMsA nonuTukmM>(cMm. pasgen "Hactpomnka nonuTukn"
Ha cTp.76).

e Ecnu Bbl XOTUTE HACTpPOUTb MapamMeTpbl MpOrpaMmbl Afis OOHOTO cepBepa, BblbepuTe 3aknagky
YcTpoucTBa 1 oTkponte okHo MapameTpbl nporpammbl (CM. pa3gen "HacTponka nokasnbHbIX 3agad
B okHe lMapameTpbl nporpammel B Kaspersky Security Center” Ha cTp. 89).

MocmosinHas 3awjuma cepeepa
170




KASPER§KY3

Ecnn yctponcteo paboTtaeT nopg ynpaerneHnem akTuBHowm nonutuku Kaspersky Security Center
M B 9TOM MONUTUKE HANOXeH 3anpeT Ha M3MEHEeHWe napameTpoB MporpamMMbl, 3TU NapameTpbl
HeOOCTYMNHbI AN n3MeHeHus B okHe MapameTpbl NporpaMmmbi.

OTtkpoeTca okHo CBoncTBa: OTkpoeTcs okHO MpoBepKa CKPUNTOB.

3. B ©Onoke [OenctBusa Hap NpeanonioXUTeNIbHO OMacHbIMM  CKPUNTaMM  BLINOJIHATE  OAHO
13 cnegylowmnx AencTBui:

. Ecnn Bbl xoTuTE pa3pelwnTb BblMOJIHEHNE NPeanoJioXKUTESIbHO OnacCHbIX CKPUNTOB, Bbl6epV|Te NYHKT
Pa3pe|.uaTb BblMOJIHEHUe.

Kaspersky Security 10.1 gna Windows Server allows execution of a probably
dangerous script.

. Ecnn Bbl xoTute 3anpeTuTb BbINOJIHEHNE NPeanoSIoXKUTENTbHO OMacHbIX CKPUNTOB, Bbl6epI/ITe MNYHKT
BHOKVIpOBaTb BbiMOJIHEHUe.

Kaspersky Security 10.1 gns Windows Server 3anpeliaeTt BbINOMHEHWE BO3MOXHO
OnacHOro ckpunra.

OTOT BapuaHT BbIGpaH No YMON4YaHuio.
4. B 6Gnoke dBpUCTUYECKMIA aHANU3aATOP BLIMOMNHMUTE OOHO U3 CrieayloLnX AeACTBUIA:
e  CHuMUTe unu yctaHoBuTe prnaxok Mcnonb3oBaTb 3BPUCTUYECKUA aHanNU3aTop.

®naxok BKMYaeT WM BbIKMIOYAET MWCMOMb30BaHWE 3IBPUCTUYECKOrO aHanvMsatopa
npu NpoBepke 0O BHLEKTOB.

Ecnu donaxok ycTaHoBNeH, 3BpUCTUYECKUIA aHanNn3aTop BKIHOYEH.
Ecnun conaxok CHAT, 3BPUCTUYECKUIA aHanNn3aTop BbIKIHOYEH.
Mo ymonyaHuio naxok ycTaHOBIMNEH.

e Ecnu tpebyeTcs, oTperynupyinTte ypoBeHb aHanm3a ¢ NOMOLLbIO MOM3YHKa.

MonayHoOK Mo3BONAET perynMpoBaTb YPOBEHb 3BPUCTMYECKOro aHanusa. YpoBeHb
Aetanusauuy nposepku obecrnieumsaeT GanaHc mexay TLIATENbHOCTHIO MOMCKa Yrpos,
CTeneHbio 3arpysku PecypcoB onepaLoHHON CUCTEMbI U BPEMEHEM NPOBEPKU.

CyLLI,eCTBYIOT cneaywuime ypoBHM getanndaumnm npoBepKu:

e [MoBEepXHOCTHbIA. JBPUCTUYECKUIN aHanM3aTop BbINOMHAET MEHbLle AENCTBUN,
cogepxawmxca B ucnonHsaemom anrne. [lpy Takom pexume BepOATHOCTb
0BHapyxuTb yrpo3y cHwxkaeTcs. lMpoBepka TpebOyeT MeHbLle PecypcoB CUCTEMBI
1 npoxoauTt bbicTpee.

e CpeaHuin. 3BPUCTMYECKMA aHanNM3aTop BbIMNOMHAET TO KOMMYECTBO WHCTPYKLMNA
B MUCMOMNHsAeMoM dhairie, KOTOpoe pekoMeHOoBaHO cneunanuctamu «Jlabopatopum
Kacnepckoro.

OTOT ypoBeHb BbIBpaH Mo yMON4YaHuio.
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e [ny6GoKun. OBPUCTMYECKUA aHanmu3aTop BbIMNONHSAET Gonblle AEWCTBUIA, KOTOpble
cogepxartcs B UcnonHsieMoM doaine. Npu TakoM pexume BEPOSITHOCTb OGHapPYXUTb
yrpo3y Bo3pacTtaeT. [lpoBepka TpebyeT 6onblue pecypcoB CUCTEMbl, 3aHMMaeT
6onblule BpeMeHN, a Takxe BO3MOXHO yBennyeHmne Konmn4yecTBa
NOXHbIX cpabaTbiBaHUA.

Mon3yHok aKTMBEH, ecnu yCTaHOBIIEH hraxkok Ucnonb3oBaTb
3BPUCTUYECKUIM aHanu3aTop.

5. B 6noke [loBepeHHas 30Ha CHUMUTE UNK yctaHoBuTe pnaxok MpUMeHATL AOBEPEHHYIO 30HY.
®raxoK BKITOYAET UNu BbIKIIOYaeT NPUMEHEHNe JOBEPEHHOW 30HbI B paboTe 3agayuv.

Ecnn dnaxok yctaHosneH, Kaspersky Security 10.1 ana Windows Servergo6asnset
K VCKITHOYEHUSIM 3 MPOBEPKN, YCTAHOBMIEHHBIM MpPW HACTPOMKE MNapaMeTpoB 3ajdaudu,
havinoBble onepaunn 4OBEPEHHbIX NPOLIECCOB.

Ecnn dnaxok cHat, Kaspersky Security 10.1 gna Windows ServerHe yyntbiBaet
dhannoBble onepauun OOBEPEHHbIX MPOLECCOB Npu hOpMUPOBaAHUKM 0BnacTM 3awuThbl
B 3agadve lNocTosiHHaA 3awuTa gannos.

Mo ymon4yaHuio oria>kok yCTaHOBIEH.
6. Haxmute Ha kHonky OK.

HacTpoeHHble napaMeTpbl 3aaayv 6yayT NpUMeHeHbI.

3awumTa Tpacdpuka

OTOT pasgen cogepXnT MHpopMauuio o 3agade 3awmrta Tpaduka u UHCTPYKLUUKM O TOM, KaK HacTpoUTb napameTpbl
3TON 3agaun.

B aTtom pasgene
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O 3apave 3awumTta Tpacdmka

KomnoHeHT 3awwmTa Tpadmka obpabaTbiBaeT ceTeBon Tpaduk, BKItovas Tpadumk, NOCTynaroLWmi Yepes noyToBbIe
cepBepbl, nepexsaTbiBaeT U npoBepsieT 0ObeKTbl, NepefaBaemble MO BeG-TpaduKy, Ha Hanmyune W3BECTHbIX
KOMMbIOTEPHBIX UM APYrMX Yrpo3 Ha 3awuuwaemom cepepe. Cnyxb6a ICAP nposepsieT Bxogawmmn Tpaduk
Ha Hanuuue yrpo3 K 6nokMpyeT wnM paspewaeT TpaduK B 3aBUCUMOCTW OT pe3ynbTaTOB W HACTPOEHHbIX
napameTpoB MPOBEPKU.

Kaspersky Security 10.1 gna Windows Server Takke obHapyXuBaeT M nepexBaTbiBa€T CKOMMPOMETMPOBAHHbLIN
Tpaduk, 3anpoLLeHHbIn ¢ noMoLbio npoueccoB noacuctembl Windows Subsystem for Linux. [ns gaHHbIX Lenen
3apava 3awmTta Tpaduka npuMeHsieT AENCTBUS, YKa3aHHbIe B TEKYLLIMX HACTPOMKaXx.

KomnoHeHT 3awumTta Tpadwmka YycTaHOBNEH nNo ymonyaHuio. [lo 3aBeplleHun YCTaHOBKM PErNCTPUpPYOTCH
1 3anyckaroTcsa criegyrolme cnyxobi:

e Cnyxba Kaspersky Security Broker Host (KAVFSWH)
KomnoHeHT obecneunBaeT criegyoLime Tunbl 3auUThbl:
e 3awmTa OT MOYTOBbLIX YrpoO3:
o AHTUULLNHT.
e 3awmTa OT BPEAOHOCHbIX NPOrpaMM, nepeaaroLLmMxcs Yepes NoYToBbIN TpaduK.
e 3awuTa OT Yrpos, nepegaBaemMbIx MO CETU:
e AHTUULLIKHT.
e CurHaTtypHbIi aHanms.
e 3awmTa OT BpeAOHOCHBIX Nporpamm, nepegaroLmxcsa yepes sBeb-tTpaduk.
e Beb-kOHTpOnb:
e KoHTponb BeG-agpecos.
o KoHTponb cepTudmkaTos.

e BebB-kOHTpPOMNb Ha OCHOBE KaTeropui.

HactostenbsHo pekomeHaoyeTca wucnonb3oBaTth cnyxbbel KSN npwu 3anycke 3agaun 3awmrta Tpaduka
ONg ynydweHus pacnosHaBaHust yrpo3. Ob6nauvHble 6a3bl KSN cogepxat Gonee akTyanbHble AaHHble
O nocTynarLmx Yepes Tpaduk yrposax, Yem rokanbHble aHTUBMPYCHbIE 6a3bl. AHaNn3 HEKOTOPbIX KaTeropum
BEO-KOHTPOS NPOBOAMTCS TOSBKO MO 3aKMHYEHUAM, NOMy4YEeHHbIM OT cry6 KSN.

Pexumbl 3agayun 3awmta Tpaduka

3awuTa Tpaduka MoXeT paboTaTb B CNeAylLWNX pexumax:

e [panBepHbIN NnepexBaT: NporpaMmma nepexsartbiBaeT Tpadurk ¢ NOMOLLBI ceTeBoro gpareepa. Ceteon
ApanBep WCMNoOnb3yeTcs AN nepexeata W aHanmMsa BXxogsuwero Tpaduka, MocTynawwero 4yepes
yKa3aHHble NopThl.

e [epeHanpaBneHue Tpadmka: [lporpamma nepeHanpaBnseT TpaduK MyTeEM HACTpPOMKM Opay3epos.
lMporpamMma nepeHanpaBnaeT BxoAsawmi Tpaduk u3 6pay3epoB B OTKPbITOW TEPMUHANbHOW Ceccum
Ha BHYTPEHHUI NpoKcu-cepBep. B kauecTBe BHYTpeHHeEro npokcu-cepeepa ykasaH Kaspersky Security 10.1
ana Windows Server.
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e BHewHun npokcu-cepBep: nporpamma obpabaTtbiBaeT TpaduK C BHELLHEro MpoKcu-cepsepa. Tpadmk
nepegaeTcsa c BHellHero npokcu-cepeepa B Kaspersky Security 10.1 ana Windows Server. lNporpamma
aHanuaupyeT Tpaduk 1 pekomeHayeT AencTBue ANng BHELIHEro npokcu-cepsepa. Kaspersky Security 10.1
ana Windows Server coBMeCTMM TOMbKO C peLUeHns MU Ang NPoKCU-cepBepa, KOTopble nepeaatT Tpaduk
no npotokony ICAP.

O npaBunax Be6-KOHTpoONA

Kaspersky Security 10.1 gns Windows Server nossonsieT [o6aBnATe W HacTpamMBaTb paspeluarliune unm
3anpellawowme npasuna Ans ceptndukatoB u Be6-agpecoB UM UCMNofb3oBaTb NpPeAyCTaHOBMEHHbIE MNpaBuna
Ons kateropuii, 4Tobbl OGroKMpoBaTb HexenaTenbHoe cogepxumoe. [lpaBuna Ans cepTUdPUKATOB MOXHO
MCrnonb3oBaTh TOMbKO B pexume pabdoTel ipaniBepHbIM nepexBat nnv NepeHanpaBneHne Tpaduka.

Be6-koHTponb

OTOT TN KOHTPONS peanusyeTcs NyTeM MpUMEHEHUs paspeLuarmnx 1 anpeLuaromx npasun ans seb-agpecos
n ceptudpmkaTos. Y paspeluatlowmx npasmn 6onee BbICOKUIA NpUopuTeT, YeMm y 3akntodeHnin KSN nnm curHatypHoro
aHanusa.

Be6-ap,pec mnnn cemechKaT MOXXHO pa3pelnTb unn Sa6ﬂ0KI/IpOBaTb Ha OCHOBE 3aKIllo4eHunda C NpUopUTETOM
OT BbICOKOIro 4O HMN3KOro:

1. paspeliatowme 1 3anpeLuaroLime npasnna;
2. aHTUMULLMHIOBLIE N aHTMBUPYCHbIE 6a3bl;
3. KSN;

4. Karteropum.

Beb-KOHTPOSib HA OCHOBE KaTeropumn.

Kaspersky Security 10.1 gna Windows Server nossonsiet 6rnokupoBaTb BeG-agpeca Ha OCHOBe kaTeropuid. Bbl
MoXeTe BblbpaTb YpOBEHb 3BPUCTMYECKOrO aHanusa, MUCnonb3yeMoro [Ans kateropusauun. KoHTponb
no Beb-KaTeropmsiM MCMONb3yeT ANA aHanu3a npegonpeneneHHbli CNMCOK KaTeropuin. Bel He MOXeTe M3MEHATb
CMMCOK, HO MOXeTe BblOpaTb KaTeropuu pecypcoB, KOTopble OyayT paspelleHbl unu 3abrokMpoBaHbl, UK
BbIKITKOYUTb KOHTPOIb kaTeropui. Kateropus lNMpoune BkntoyaeT Bce BEG-peCypChl, KOTOpbIE HE MONagatoT B Apyrue
KaTeropuun n3 cnucka. Ecnn atot dnaxok ycraHosneH, Kaspersky Security 10.1 gnsa Windows Server paspeluaet
BCe HekaTeropusnpoBaHHble BeO-pecypcbl. Ecnv donaxok cHAT, Bce BeO-pecypchbl 6rokupyoTcs.

Y kateropmsauumn caMblil HU3KUIA NMPUOPUTET.

Mo ymonuanuto Kaspersky Security 10.1 gna Windows Server npumMeHsieT TONbKO OAHO NPaBuUIio — 3anpelyatollee
npasuno ans TOR-cepTudukaToB. Bbl MOXeTe OTKNIOYUTL MpPaBuUo B NapameTpax npaBuna, 4Tobbl paspelunTb
coeamHeHusa TOR.Ecnu npaBuno NnpuMeHsieTcs:, Bce Bxogswme un ncxogsawme coeanHeHms TOR 6nokmpyroTtcs.

3awmta Tpadwuka Takke YyYMTbIBAET 3aKMlYeHusi Mo Macke not-a-virus, NpPeacTaBnsloWwmne pecypcbl uUnm
O0OBEKTbI, KOTOpblE CaMW He SABNAKTCA BMpyCamMu, HO MOryT OblTb WCMONb30BaHbl 511 HAHECEHUS] Bpeda
3awuwaemomy cepepy. Mo ymonuanuio Kaspersky Security 10.1 gns Windows Server He npyMeHsieT Macky
not-a-virus ans kareropun (cMm. pasgen "HacTporika koHTpons no Be6-kateropusim” Ha cTp. 193).
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3awmuTa OT NOYTOBbIX yrpos

3apava 3awwuTa Tpaduka NpPoOBEPSET SNEKTPOHHYH nouty ans Bepcui Microsoft Outlook 2010, 2013 n 2016
(32-paspsagHbix 1 64-pa3psagHbix). 3awmrta OT NOYTOBLIX YrpO3 NpefocTaBnsaeTcs vepes3 pacwumpeHue Kaspersky
Security 10.1 gnsa Microsoft Outlook n yctaHaBnuBaeTcst oTaensHO OT KomnoHeHToB Kaspersky Security 10.1 ons
Windows Server.

Bbl moxeTe ycTtaHoBuTb pacwumpeHne Kaspersky Security 10.1 ansa Microsoft Outlook Tonbko ecnu
Ha 3awmiaemomM cepBepe yctaHoBneHbl Kaspersky Security 10.1 gna Windows Server 1 noyYToBbIA KNNEHT
Microsoft Outlook.

» Umobbl ycmaHo8UMb pacwupeHue, 3arnycmume rakem ksmail_x86(x64).msi u3 narnku
\email_plugin.

3alumTa oT NoYTOBbIX Yyrpo3 BKNn4aeT:

e [lpoBepKy BXoAsLLEN SNIEKTPOHHOW NOYTHI.

e  AHTUBMPYCHYIO MPOBEPKY 3MEKTPOHHOMN NOYThHI.

e AHTMBMPYCHYIO NPOBEPKY BIOXEHWI (BKIOYAsA yNakoBaHHble OObeKTbI).

e  AHTUMULLMHIOBYIO NPOBEPKY SMEKTPOHHOW NOYTHI.

e AHTUUMLLIMHrOBYIO NPOBEPKY BMOXEHU (BKIMOYas ynakoBaHHbIe 0ObeKThI).

Mpun obHapyxxeHumn yrposbl Kaspersky Security 10.1 gna Windows Server BbInonHsAeT crneayloLwme AencTBus:

e yOanseT BNOXeHus:;
e  3MEHSIeT TeNo 3apaxeHHOro N1cbMa;
e perucTpupyet cobbiTue ObHapyxeHa nouymoeas y2po3a.

Kaspersky Security 10.1 gns Windows Server npoBepsieT cOOOLLEHWUsI MpU OTKPbITUK, a He Npu NONy4YeHUn
coobLieHns Ha cepsep. [MpoBepka BbINOMHAETCS TONbKO OOUH pas, Koraa Bbl OTKpbiBaeTe coobLueHue Bnepsble.
[MpoBepeHHble COOBLLEHNS U BIOXEHNS XpaHATCH B kelwe Ao nepesanycka Microsoft Outlook. Nocne nepesanycka
BCe COODLLEHNSA CHOBA NPOBEPSAIOTCA NPU OTKPLITUN.

» PacwupeHue 3aepyxaemcs 8 Microsoft Outlook rpu 3amnycke noymoegoeo krueHma. Ecnu bl
ycmaHaenueaeme pacwupeHue, koeda Outlook Haxodumcsi 8 paboyem coCmosiHUU,
8bIrnoniHUMe credyruwee:

1. Ortkponite ®ann — MNapameTpbl — HagcTpomnku.

2. Y6eputecb, 4To pacwmperne Kaspersky Security ans Microsoft Outlook gobaeneHo B cnucok (B ctaTyce
AKTUBHbIVA Unu HeakTuBHbIN).

3. Tlepesanyctute Microsoft Outlook.

4. TlpoepbTe cTaTyc pacwmpeHus Kaspersky Security anga Microsoft Outlook (ctatyc usmeHuTcs
Ha AKMUBHO).

MocmosinHas 3awjuma cepeepa
175



KASPER§KY3

HacTtpouka 3agaum 3awmra Tpacpumka

Bbl MOXeTe U3MeHsITb NapaMeTpbl 3aaayv 3awmTa Tpaduka, 3agaHHble Mo YMOYaHuto (CM.Tabnmuy Huxe).

Tabnuya 23. lNapamempel 3adaqu Sawuma mpagbuka no ymMosiHaHuro
Tabnuua 24.
MapameTp 3HauveHue OnucaHwme
Mo ymon4yaHuio

Pexum paboTbl BHewHun ICAP cnyxba obpabatbiBaeT TpaduK C BHELUHErO
3apayu npokKcu-cepeep npokcu-cepeepa.
Howmep ceteBoro 1345 MopT ICAP cnyx6bl N0 ymonyaHmio.
nopra
NpeHtudmkatop webscan MaoeHTndgukatop CNYyXObl ICAP ansa agpeca
CnyXx06bl YCTaHOBEHHOIO aHTMBUPYCHOIO cepBepa.
Wcnonb3oBaTtb 6a3y MpumeHsieTcs Bkniovyaetr wunuM  BbIKMKOYAET  CUrHATYpPHbIN  aHanus
BPEeAOHOCHbIX ans kaxgoro Beb-agpeca.
BebG-agpecoB
AN NpoBepKu
CCbINOK
Ucnonb3oBatb MpumeHsieTcA Bknoyaetr unu oTkNoYaeT aHTUULLNMHIOBYIO MPOBEPKY
aHTUPULLMHIOBYHO Beb-aqpecoB Ha OCHOBE 3BPUCTMYECKOrO aHanmaa.
6a3y Ansa npoBepku
Beb6-cTpaHuL
Ucnonb3oBatb KSN MpumeHseTcs Bbl MoxeTe wucnonb3oBaTb AaHHble KSN o penyTtauum
ANnA 3aWmThbl nporpaMm Ans 3alnTbl NPU BbINOMHEHWUM 3a4auN.
Wcnonkbsosaknue MNpumensaeTcs Mpy Heob6XO0AMMOCTM Bbl MOXETE MPUMEHUTb AOBEPEHHYIO

[AOBEPEHHOMN 30HbI

30HY.

YpoBeHb PekomeHayemblin Bbibepute W HacTponTte ypoBeHb BesonacHocTu
6e3onacHocTu 0N aHTUBUPYCHOM 3aLUUThI.
PacnucaHue Cnegyowmn sanyck 3agava 3awmTa Tpadumka He 3anyckaetcs

3anycka 3agaviu

He onpeaenex

aBTOMaTU4eckn. Bbl MoxeTe 3anycTuTb 3agayy BPYYHYHO
W HacTPOUTb 3anyck 3agadn No pacnucaHuio.

» Ymobbl Hacmpoums 3adayvy 3awuma mpaguka, ebinosiHUme credyroujue delicmeus:

1. B pepee KoHconu agmunHucTpupoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsieMble
ycTpoMncTBa 1 BbibepuTe rpynny aaMMHUCTPUPOBAHUS, ONS1 KOMMbIOTEPOB KOTOPOW Bbl XOTUTE HACTPOUTL
napamMeTpbl NporpamMmei.

2. B naHenu

pesynbTaToB

13 cnegyowmnx AencTBui:

BblIGpaHHON

rpynnbl aAMUHUCTpUpoBaHuUA BbIMOJTHUTE OAHO

e Ecnu Bbl xoTUTe HacTpouTb MapameTpbl MOMAWTUKM AONIA FPYnnbl CEPBEPOB, BbibepuTe 3aknagky
Monutukn un otkponte okHo <CBomctBa>: <UmMA nonutuku>(cMm. pasgen "HacTtponka nONUTUKK"

Ha cTp.76).
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e Ecnn Bbl XOTUTE HACTpOUTb MapamMeTpbl MporpaMmmbl Afis OOHOTO cepBepa, BblbepuTe 3aknagky
YcTpounctBa 1 otkponte okHo MapameTpbl nporpammsbl (CM. pa3gen "HacTponka nokanbeHbIX 3agad
B okHe [MapameTpbl nporpammel B Kaspersky Security Center" Ha cTp. 89).

Ecnu ycTporictBo paboTaeT noAa ynpaereHunem akTmBHol nonutukm Kaspersky Security Center
M B 9TOV MOMNUTMKE HamnoOXeH 3arnpeT Ha M3MEeHEeHWe napameTpoB MporpamMMmbl, 3TW NapameTpbl
HeJOCTYMHbI N5 UsMeHeHus B okHe MapameTpbl nporpaMmmbl.

B paspene MNocTtosiHHas 3awmTa cepBepa B 6roke 3awmTa Tpaduka HaxkmuTe Ha kHornky MapameTpsbl.
OTkpoeTcs okHO 3awmTa Tpadmka.

Ha 3aknagke Pexum pabotbl BbiOepute M HacTponte pexmm paboTbl 3agaym (cm. pasgen "Bbibop
pexuma paboTbl 3agaun” Ha cTp. 177).

Ha 3aknagke OOpabGoTka Be6-agpecoB HacTpPoWTe aHTUMULIMHIOBYIO W aHTMBUPYCHYIO MNPOBEPKY
BebG-agpecoB u Beb-koHTeHTa (cMm. pasgen "Hactpomka o6paboTkm Beb-agpecoB U BeG-kOHTEHTA"
Ha cTp. 187).

Ha 3aknagke AHTMBMpPYCHas 3awmTta HacTpoWTe 3BPUCTUYECKUA aHanm3 W ypoBeHb GesonacHocTu
(cm. pasgen "HacTponka 3awmTbl OT BPEAOHOCHbIX MporpamMm, nepegarowmxca 4epes Beb-tpaduk”
Ha cTp. 183).

Ha 3aknagke YnpaBneHue 3apayven 3anyctute 3agady Ha 6ase pacnucaHus (cm. pasgen "PabGota
C pacnucaHvem 3agay” Ha cTp. 111).

Haxmute Ha kHonky OK.

MapameTpbl 3agayn GyayT COXpaHeHbI.

Bbi6op pexuma paboTbl 3agaum

» Umobbl Hacmpoume pexum pabomsi 3adaqyu, ebinosHUMe criedyrouue delicmeus:

1.

B pepese KoHconu agmuHuctpmpoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsiembie
ycTpomncTBa 1 BoibepuTe rpynny agMMHUCTPUPOBAHUS, AN KOMMbIOTEPOB KOTOPOW Bbl XOTUTE HAacTpOUTb
napameTpbl NporpamMmmbi.

B naHenu pesynbTaTtoB BblOpaHHOM rpynnel a4MVHUCTPUPOBAHUS BbINOMHUTE 0OJHO
n3 criefyoLwmx encTBum:

e Ecnu Bbl xoTUTe HacTpouTb MapameTpbl MOMAWTUKM ANiA FPynnbl CepBepoB, BblbepuTe 3aknagky
Monutukn un oTkponTe OkHO <CBomctBa>: <UMa nonutukmn>(cm. pasgen "HacTtpomnka nonuMTukn"
Ha cTp.76).

e Ecnu Bbl XOTUTE HACTPOMTb MapaMeTpbl MporpaMmbl A1 OOHOTO cepBepa, BblbepuTe 3aknagky
YcTpouncTBa n oTkponte okHo MapameTpbl nporpammbl (CM. pasgen "HacTponka nokasnbHbIX 3agad
B okHe lMapameTpbl nporpammel B Kaspersky Security Center” Ha cTp. 89).

Ecnn yctponcteo paboTtaeT nofg ynpaerneHnem akTuBHow nonutuku Kaspersky Security Center
M B 9TOW MOMUTUKE HANOXEH 3anpeT Ha M3MEHEeHWe MnapameTpoB MporpamMMbl, 3TW NapameTpbl
HeLOCTYNHbI ANS U3MeHeHUs1 B OkHe MapamMeTpbl nporpamMmmei.

3. B pasgene NocTosiHHas 3awmTa cepBepa B 6noke 3awmTa Tpadmka HaxxmmTe Ha KHOMNKy MapameTpsbl.

OTkpoeTca okHO 3awmTa Tpadmka.
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Ha saknagke O6wwue BbiGepuTe oOMH K3 OOCTYMHbLIX PEXWMOB B packpbiBaloLEMCs crnucke Pexunm
paboThl:

e [panBepHbIn nepexBart (cM. pasgen "Hactponka pexuma [ipanBepHbIN nepexBaT” Ha cTp. 178)

e T[lepeHanpaBneHue Tpadumka (cm. pasgen "Hactpowka pexuma [epeHanpaBneHue Ttpacumka"
Ha cTp. 180)

e BHelHuI Npokcu-cepBep
Ykaxute napameTpbl coeguHeHuns cnyxobl ICAP (TpebyeTcst ansa Bcex Tpex pexnmoB):
e Howmep ceTeBOro nopra

Howmep nopta cnyx6bl ICAP Kaspersky Security 10.1 gna Windows Server.
e WpeHTndukaTop cnyxobl

WoeHTtndukaTtop, KoTopbiv sBnseTca yacTtoto napametpa RESPMOD URI npotokona
ICAP (cm. pokymeHT RFC 3507). RESPMOD URI o6o3HayaeT agpec aHTMBMPYCHOrO
ICAP-cepBepa, YyCTaHOBIEHHbIN ANA CETEBOr0 XpaHunumLa.

Hanpumep, ecnu IP-agpec 3awmwaemoro cepsepa — 192.168.0, Homep nopta — 1345,
a ngerHtudpmkatop ICAP cnyxbbl — webscan, 3T napameTpbl COOTBETCTBYIOT agpecy
RESPMOD URI —icap://192.168.0/webscan:1345.

HacTtpoliTe BbIOpaHHbI pexnm paboThl 3agayn.

Ona pexuma BHewWHW npoKcu-cepBep [OOMOMHUTENbHAs HacTpoiika He TpebyeTtcsa. HacTtpoiika
BbIMOMHSAETCS HA CTOPOHE BHELLHEro NpoKcU-cepeepa.

Haxmute Ha kHornky OK.

MapameTpbl 6yAyT COXpaHEeHbI.

HacTtpownka pexuma [dpaneepHbln nepexsaT

» B okHe 3awuma mpadgbuka ebirosiHume credyrouue delicmeus:

1.
2.

Beibepute 3aknagky O6uwume.

BbibepuTe pexum paboTbl 3agayn OpariBepHbIM NnepexBar.

B 6noke NapameTpbl pexuma paboTbl HACTPONTE cneaytoLive napameTpbi:
o [poBepsaTb 6e3onacHble coeamHeHus no npotokony HTTPS.

Ecnu dpnaxok ycTtaHOBNeH, nporpamma pacnakoBbiBaeT nepexsadeHHbin HTTPS-Tpaduk
1 MPOBEPSIET Ha Hanu4me yrpos.

Ecnn dpnaxok cHAT, nporpammMa He pacnakoBbiBaeT 3alimdpoBaHHbin HTTPS-Tpaduk.

Mo ymonyaHuio onaxok yCTaHOBMEH.

[NpoBepka gocTynHa, TorbKo ecnn oTKpbIT HTTPS-nopT.

e BbibepuTe Bepcuio NpoTokona WndpoBaHns, KOTOPYHO Bbl XOTUTE UCMONb30BaTh!

e TLS1.0;
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e TLS1.1;
e TLS1.2.

Mo ymonyaHuto yctaHoBneH donaxok TLS 1.0, 1 ero Henb34a CHATb.

e He poBepATb Be6-cepBepam ¢ HeAeWCTBUTENbHLIMU cepTUdUKaTaMm.

OT0T hnaxoK OOCTYNeH, TOMNbKO ecnu yctaHoBneH ¢naxok lNpoBepAaTb Ge3onacHble
coeauHeHus no npotokony HTTPS.

Ecnu atoT chnaxok yctaHoBneH, BebG-CTpaHuua C HeAeWCTBUTENbHbIM cepTudrkaTom
OnoknpyeTcsa (3aKOHYMIICA CPOK AEWCTBUS cepTudukaTa, BO3HMKaeT owmbka MpoBeEpKu
noanucu, ceptudmkaT OTO3BaH U T. 4.).

e [opT 6e3onacHocTy.

Ykaxute HOMep nMopTa, KOTOpbIA WCNONb3yeTcsa [ANns nepeHanpasneHvs Tpaduka
u3 Opay3epa wnu ceTeBOro [fpaviBepa Ha BHYTPEHHWA MOPT, co3daHHbIi Kaspersky
Security 10.1 ans Windows Server ans obHapyxXeHus yrpos, nepegaBaemblX MO CeTU.
He pekomeHayeTcss M3MeHATb MNOPT, YCTaHOBMEHHbLIA MO ymonyaHutoo. Homep nopTta
He [JOIMKEH coBnagaTtb C NopTamu, OTKpbITbIMKU A5 cnyx6bl ICAP. Ecnin Bbl ncnone3yete
pexum lNMepeHanpaBneHue Tpadmka, yke nUcnonb3yemble NOpThbl NepeyncreHsl B none
MpoBepaTbL 6e3onacHble coeguHeHUs no npotokony HTTPS.

Uto6bl gob6aBMTbL NopThbl B 06nacTb nepexsata MM UCKITHOYUTL U3 Hee, HaXXMUTEe Ha kHomnky HactpouTtb
obnacTb nepexsara.

OTKkpoeTcsa okHo O6nacTb nepexBaTa.

Ha 3aknagke MNepexBaTbiBaTb MO NopTaM BbiGepUTe 04MH 13 CrieayoLnX BapuaHToB:
e [lepexBaTbiBaTh BCe;

¢ [epexBaTbiBaTb NO yKadaHHbLIM NoOpTaMm:

a. Beepgute Homep nopTa B TekcToBOe none. MoxHo [o06aBUTL HECKONBKO HOMEPOB MOPTOB Yepes
TOUKY C 3anAToNn.

b. Haxmwute Ha kHornky [lo6aBUTb.

MopT 6yaeT BKMoYeH B 0bracTb Nepexeara.

Mo ymonuaHuto Kaspersky Security 10.1 gna Windows Server nepexBaTbiBaeT Tpaduik,
nepegasaembi Yepes cnegyowne noptol: 80, 8080, 3128, 443.

YT06bl yKa3aTb MOPT, KOTOPbLIA Bbl XOTUTE MCKMOYMTL U3 0bracTu nepexeaTta, Ha 3aknagke Ucknwouvartb
no NopTam BhINOSHUTE cneayowme AeNCTBUS:

a. BseguTe Homep nopTa B TekcToBOE nosne. MoxHo 006aBUTbL HECKONBKO HOMEPOB MOPTOB YeEPEe3 TOUKY
C 3andaTon.

b. Haxmute Ha kHonky [lo6aBUTb.

|_|0pT 6y,u,eT NCKNIoYeH 13 obnactu nepexsarta.
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Mo ymonuanuio Kaspersky Security 10.1 gns Windows Server uckniodaeT nopThbl, KOTOpbIe
MCMNONb3YTCA APYrMMM NporpamMmmamMy M MOTyT Bbi3blBaTb Npo6GnemMbl nNpu NOMbITKE MpocMoTpa
COAEPXKMMOro, NnepegaBaemMoro no 3awmnmgpoBaHHOMY coeanHenuto: 3389, 1723, 13291.

7. Yt06bl Mcknountb IP-agpec n3 obnactm nepexearta, Ha 3aknagke Wcknouutb IP-agpec BbinonHuTe
cnefywoLine oencTeus:

a. Haxmute Ha kHONKy 3agaTb CMUCOK UCKIHOYEHUN.
OTtkpoeTca okHo UcknioveHune IP-agpecos.

b. BeeguTte IP-agpeca, ucnonbsysa cdopmart IPv4 unun macky.

c. Haxwmute Ha kHONKy [lo6aBUTb.

d. Haxwmute Ha kHonky OK, 4Tobbl COXpaHUTbL N3MEHEHMS.

8. UYTOBbI MCKNIOYMTBL NPOLECC UNKN UCMONHSAEMbIN dhann, KOTopbln TpebyeT obMeHa TpaduKoMm, Ha 3aknagke
McknioyeHne npoLeccoB:

a. YcrtaHoBuTte dnaxok MpMMeHATb UCKITIYEeHUsA ANs NPoLeccoB.
b. YT0BbI nckno4MTL hann, BLINONHWUTE criegyolmne AencTBUS:
1. Haxmwute kHonky McnonHsiemble dhannbl.
OTo6pa3sutca ctaHgapTHOE OKHO OTKPbITh.
2. Bblbepute ncnonHaembin ann, KOTOpbIN XOTUTE NCKMYNTL, N HaXMUTE OTKPbITb.

c. YrtobObl UCKITIOYUTb npovecc, BbIMOJTHAEMbIN Ha NoKanbHOM KomnbloTepe
cnegyowine OencTBUS:

, BbIMOJTHUTE

1. Haxmwute Ha KHOMKy BbeinonHsaemble npouecchbl.
OTkpoeTcst OKHO AKTMBHbIE NPOLecChl.

2. BbibepuTe BbINOMHAEMBIN NPOLECC U HaXMnUTe Ha kHomnky OK.

Bbl He MoxeTe BbIOpaTh npouecchl B Kaspersky Security Center.

9. B okHe 3awmTta Tpacdmka Haxkmute Ha kHomky OK.

MapameTpbl pexxuma paboTbl 3a4a4v ByAyT COXpaHEHbI.

HacTtpownka pexunma lNepeHanpasneHne Tpaduka
» B okHe 3awuma mpadgbuka ebirosiTHuUme criedyrouue delicmeus:

1. Bbibepute 3aknagky O6wme.

2. Bblbepute pexum paboTel NepeHanpaBneHue Tpaduka.

3. B 6noke MapameTpbl pexuma paboTbl HAaCTPOWTE CreayroLLne napameTphbl:
e [poBepsaTb 6e3onacHble coeamHeHus no npotokony HTTPS.

Ecnu dpnaxok ycTtaHOBNEH, nporpamma pacnakoBbiBaeT nepexsayveHHbin HTTPS-Tpaduk
W NpoBepsieT Ha Hanu4yme yrpos.

MocmosinHas 3awjuma cepeepa
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Ecnu dnaxok cHAT, nporpammMa He pacnakoBbIBaeT 3alumdppoBaHHbin HTTPS-Tpadumk.

Mo ymon4aHuio pnaxkok yCTaHOBIIEH.

[NpoBepka gocTynHa, TorbKo ecnn oTKpbIT HTTPS-nopT.

e BbibepuTe Bepcuio NpoTokona WndpoBaHus, KOTOPYIO Bbl XOTUTE UCMOSb30BaTh:

e TLS1.0;
e TLS1.1;
e TLS1.2.

Mo ymon4yaHuto yctaHoBneH dpnaxok TLS 1.0, 1 ero Henb3s CHATb.

e [lepeHanpaBnATb Tpacmk Ha BHELLHUIA NPOKCU-CepBEpP NOcrie NMPOBEpPKM.

Ecnn naxok yctaHoBneH, Kaspersky Security 10.1 gns Windows Server
nepeHanpaBnseT yXe MpPOBEpPeHHbI TpaduK Ha BHELIHWUIN NPOKCU-CepBep, Hanpumep,
Ha KOpNopaTUBHbIN MPOKCU-CEPBEP, UCMOMb3yeMbI B CETU OpraHmM3aumu.

Ecnu cnaxok cHAT, Tpadmk HanpaensaeTcs Ha BHYTPEHHUI NPOKCU-CepBep.
e Aapec npokcu-cepsepa.

AZlpec BHYTPEHHEero TepMmnHarbHOro NpoKcU-cepBepa Ans nepeHanpasneHns Tpaduka.
Besegute agpec B hopmarte IPv4.

e [opr.
Homep nopTa Anst BHyTpEHHEro NpoKcu-cepeepa.
e [opT 6e3onacHoCTH.

Ykaxute HOMep MopTa, KOTOpbIA WCMNONb3yeTcsa [ANns nepeHanpasneHvs Tpaduka
n3 6paysepa unM ceTeBOro [gpamBepa Ha BHYTPEHHUM MOpPT, co3daHHbin Kaspersky
Security 10.1 gna Windows Server ans obHapyxeHus yrpos, nepegasaeMbiX MO CETW.
He pekomeHayeTcssi M3MeHATb MNOPT, YCTAHOBMEHHbLIW Mo ymonyaHuto. Homep nopTta
He [JOIMKEH coBnagaTtb C NopTamMu, OTKpbITbIMKU AN cnyxobl ICAP. Ecnv Bbl ucnone3yeTte
pexum lNMepeHanpaBneHue Tpadumka, yke Ucnonb3yemble NOpPThbl NepeyncneHsbl B nomne
MpoBepATL 6e3onacHble coegMHeHUs No npotokony HTTPS.

Ona pexuma lMepeHanpaBneHne Tpaduka B onepalMoOHHOW CUCTEME AOJMKHO OblTb HACTPOEHO
nepeHanpasneHne 3awmgpoBaHHoro Tpaduka yepes Kaspersky Security 10.1 gns Windows Server.

4. Haxmute Ha kHonky OK.

MapameTpbl pexnma paboTbl 3agadm OyayT COXpaHeHbI.

MapameTpbl NnpeayCcTaHOBMEHHbIX YPOBHEN 6e30nacHOCTHU

MOXXHO NPMMEHUTb OAMH M3 TPeX NpenyCcTaHOBIEHHbLIX YPOBHEN Ge3onacHOCTW Anis y3na, BbibpaHHOro B gepese
dannoBbix pecypcoB cepBepa: MakcumaneHoe 6bicTpogencTtBue, Pekomengyembin 1 MakcnmanbHas
3awmTa.Kaxagbin n3 aTux ypoBHEN UMeET CBoW Habop 3HaveHui napaMeTpoB 6e30nacHOCTM (CM. Tabnuuy Hmxe).
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MakcumanbHoe ObicTpogencTeme

YpoBeHb 6e3onacHocTM MakcumanbHoe ObICTpoAencTBME PEKOMEHOYeTCS NPUMEHATb, eCnn B Ballen CeTw,
KpoMme wucnonb3oBaHus Kaspersky Security 10.1 ana Windows Server Ha cepBepax u paboumx cTaHuusx,
NMPUHUMAIOTCA OOMNOMHUTENbHbIE MeEpbl CepBepHOM Ge3onacHOCTW, HanpuMmep, CeTeBble 3JKpaHbl W MOJIUTUKK
6esonacHoOCTV Ans nonb3oBaTenemn ceTu.

PekomeHayembin

ypOBeHb 6esonacHocTn PeKOMeHAyeMbIﬁ obecneynBaeT onTMMarbHOe COYETaHWE KavyecTBa 3alMTbl U BIIUSHNE
Ha Npon3BoANTENIbHOCTb 3alluliaeMblX CepBepoOB. o107 YpOBEHb peKoMeHOoBaH cneyunannctamm "J'Ia6opaTopV|V|

Kacnepckoro" kak [JocTaTOuHbI ANd 3aWuTbl CepBepoB B OBOMbLUMHCTBE CeTen opraHusauuin. YpoBeHb
6e3onacHocT PekoMeHAyeMbIA YCTAHOBIEH MO YMOTYAHMIO.

MakcumanbHas 3awmTa

YpoBeHb Oe3onacHocTM MakcumanbHasa 3awuTa peKkoMeHOyeTCd nMNpPUMEHATb, ecnv  Bbl NpPeabsABnsieTe

MOBbILLEHHbIE TPEOOBAHNS K KOMMBbIOTEPHOM 6€30NacHOCTM B CETU OpraHm3aLmm.

Tabnuua 25. lMpedycmaHoesneHHble yposHU 6esornacHocmu U coomeemcmeayouue um

rnapamempasl besonacHocmu

MapameTpbl YpoBeHb 6e3onacHoOCTH
MakcumanbHoe PekomeHayembin MakcumanbHas
ObicTpogencTBue 3awumTa

lMpoBepka 06LEKTOB. CornacHo cnucky Mo dhopmary Bce obbekThI.
paclumpeHun B 6ase
OaHHBbIX.
[dencTBuA Hap 3apaXeHHbIMU Bnokuposatb Bnokuposatb BnokupoBaTtb
M APYrMMyn OGHapy>XeHHbIMU
obbeKTamu.
He obHapyxuBaTtb HeT HeT HeT
OcTtaHaBnMBaTb NPOBEPKY, 60 cek. 60 cek. 60 cek.
ecnu oHa gnuTcsa bonee (cek.)
He npoBepsATb 06bEKTHI 20 MB; 20 MB HeT

pa3mepowm 6onee (MB)

MpoBepATb cocTaBHbIe
00 bEKTbI.

YnakoBaHHble 0ObeKTbI*

* Tonbko HoOBble
U U3MEHEHHbIe

ApxuBbl*
SFX-apxuBbl*

YnakoBaHHble
0bObeKTbI*

BrioxeHHble
OLE-0b6bekTbI*

* Tonbko HOBble
1 U3MEHEHHble

ApxuBblI*
SFX-apxuBbl*

YnakoBaHHble
0bObeKTbI*

BrioxeHHbie
OLE-0b6bekTbI*

*Bce 06beKTbl
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HacTtpoika 3awWmuTbl OT BpegOHOCHbIX NporpamMm, nepeaaroLmxcs
yepe3 Beb-Tpadmk

[aHHble HacTpPOMKN 3aLlUnTbl Takke NMPUMEHAIOTCA K MOYTOBOMY Tpaduky. [encTBua Hag 3apakeHHbIMU U
OpYrumMun o6bEKTaMU NPUMEHSIOTCS TOMBKO K BIIOXKEHUSM.

» 4Ymobbl Hacmpoume 3gpucmuYeckul aHanu3 o551 0bHapyxeHUs1 8UPYCo8 U Opyaux y2po3
KomribromepHoU 6e3onacHocmu, nepedasaemMbix 4epe3 8eb-mpachuk, 8bINoSTHUME
cnedyrowue delicmaus:

1. B pepee KoHconu agmunuctpmpoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsieMble
ycTpomncTBa 1 BoibepuTe rpynny agMMHUCTPUPOBAHMUS, AN KOMMbIOTEPOB KOTOPOW Bbl XOTUTE HAacTpoOUTb
napameTpbl NporpamMmmebil.

2. B naHenu pesynbTaTtoB BblOpaHHOM rpynnel a4MVHUCTPUPOBaHUS BbINOMHUTE OJHO
13 cnegylowmnx 4encTBui:

e Ecnu Bbl xoTMTe HacTpouTb MapameTpbl MOMAWTUKM AONIA FPynnbl CEpBEpPOB, BblbepuTe 3aknagky
Monutukn 1 oTkponTe OkHO <CBomcTBa>: <UMaA nonuTukmM>(cm. pa3gen "Hactponka nonmTukm"

Ha cTp.76).

e Ecnu Bbl XOTUTE HACTPOMTb MapaMeTpbl MNporpaMmbl AN OOHOrO cepBepa, BblbepuTe 3aknagky
YcTtpounctBa 1 oTkponTe okHO MapameTpbl nporpammbl (CM. pa3gen "HacTpownka nokanbHbiX 3agay
B okHe [MapameTpbl Nnporpammbl B Kaspersky Security Center” Ha cTp. 89).

Ecnn yctponctso paboTtaeT nofg ynpaerneHnem akTtuBHom nonutukum Kaspersky Security Center
M B 3TOW MOMUTUKE HamnoXeH 3anpeT Ha U3MEHEHWe MnapameTpoB MporpaMmbl, 3TM MapameTpbl
HeJOCTYNHbI AN n3MeHeHus B okHe MapameTpbl NporpaMmmbil.

3. B pasgene NocTtosiHHas 3awmTa cepBepa B 6noke 3awmTa Tpadumka HaxxmmTe Ha KHONKy MapameTpsbl.
OTkpoeTtcs okHO 3awmTa Tpaduka.

4. Ha 3aknagke AHTUBMpPYCHAaA 3al4MTa BbINOMHUTE crneayowmne AeicTBUS:
e YcTaHoBuTe dhnaxok Mcnonb3oBaTb IBPUCTUYECKUIN aHANU3aTop.
e BbibepuTte HyXHbIN YpOBEHb 3BPUCTUYECKOrO aHannsa Ans aHTMBUPYCHON NPOBEPKN.

e Bbibepute ypoBeHb ©Oe3onacHocTu (cM. pasgen "lNapameTpbl NpefyCTaHOBIEHHBIX YPOBHEW
B6esonacHocTn" Ha cTp. 181) n3 packpbiBaloLLEerocs crmcka:

e PekomeHaoyembIn
e MakcnmanbHas 3awmTta
e MakcumanbHoe GbicTpogencTBue

e [lonb3oBaTtenbLCKun
5. Ha 3aknagke OnucaHue HXe Bbl MOXETE NPOCMOTPETL NapamMeTpbl BbIOPAHHOrO YpoBHA 6€30MacHOCTMY.

6. Ha saknagke O6wwme B 6noke 3awmra OOBLEKTOB YyKaxuTe OOBEKTbl, KOTOpbIE€ Bbl XOTUTE BKIHOYUTH
B 06nacTb NPOBEPKM:

e Bce 00BbeKThI.
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Kaspersky Security 10.1 ana Windows Server npoBepsieT Bce 00beKThbl.
e OOBbekTbl, NpoBepsaeMbie No hopmary.

Kaspersky Security 10.1 gns Windows Server npoBepsieT TONbKO MNOTEHLUMANsHO
3apaxaemble 06beKkTbl Ha OCHOBaHWUM bopmaTa danna.

Cnmncok dopmaToB cocTaBnsietca cneumanuctamm "Jllabopatopum Kacnepckoro". OH
BXoOuT B cocTaB 0a3 Kaspersky Security 10.1 gna Windows Server.

e OO6bBeKTbl, NpoBepsAeMble MO CNUCKY paclUMpPEeHUid, yKa3aHHOMY B aHTUBUPYCHbIX Ga3ax.

Kaspersky Security 10.1 gns Windows Server npoBepsieT TONbKO MNOTEHLUMANbHO
3apaxaemble 0ObEKTbI HA OCHOBaHUN paclunpeHnst channa.

Cnuncok pacwmpeHuin coctaenseTtcs cneunanuctamm "flabopatopumn Kacnepckoro". OH
BXoauT B cocTaB 0a3 Kaspersky Security 10.1 gna Windows Server.

e OOGBeKTbl, NpoBepsieMble MO YKa3aHHOMY CMMUCKY pacLUMPEeHUN.

Kaspersky Security 10.1 gna Windows Server npoBepsieT annbsl Ha OCHOBaHWUU
pacwupeHns danna. Cnvcok paclumpeHui ainoB, KOTOpbIE HY)XHO MNPOBEPSTb, Bbl
MOXeTe 3agaTb BPYYHY0 MO KHonke U3mMeHuTb B OkHe CNUCOK pacluMpeHUn.

a. Haxmute Ha kHoMKy M3aMeHUTb, YTOObl U3MEHWUTL CMMCOK PacLUMPEHWIA.
b. B OTKpbIBLUEMCS OKHE YKaXWUTe pacLuMpeHue.

c. Haxmute Ha kHoMKy [lo6aBUTL.

Haxmute Ha kHonky [lo ymonuyaHuto, 4Ttobbl [06aBuUTb  NpeayCTaHOBMEHHbIM  CMMCOK
NCKIIOYEHHbIX pacLUMPEHUN.
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7. B 6noke 3awmTa cocTaBHbIX OGBLEKTOB YKaXkWTe COCTaBHble OOBLEKTbI, KOTOPbIE Bbl XOTUTE BKMOYUTL
B 06r1acTb NpOBEPKU:

e Apxusbl
Mpoeepka apxmeoB ZIP, CAB, RAR, ARJ u gpyrux coopmaros.

Ecnn cnaxok ycrtaHoBneH, Kaspersky Security 10.1 pgna Windows Server
npoBepsieT apXuBhbI.

Ecnn dnaxok cHaT, Kaspersky Security 10.1 gns Windows Server nponyckaeT apxuBbl
npw NpoBepKe.

3HayeHWe Mo yMONYaHuo 3aBUCUT OT BbIGPaHHOIO YPOBHSI 6€30MacHOCTY.
e SFX-apxuBbI*
MpoBepka camopacnakoBbIBaOLLMXCS apXMBOB.

Ecnn cnaxok ycrtaHoBneH, Kaspersky Security 10.1 pgna Windows Server
nposepseT SFX-apxuBbl.

Ecnn dnaxok cHaT, Kaspersky Security 10.1 gna Windows Server nponyckaet
SFX-apxuBbl Mpu NpoBepKe.

3Ha4eHue No yMOnyaHuio 3aB1CUT OT BbIBpaHHOro ypoBHS 6e3onacHoCTK.
[MapameTp aKkTMBEH, eCnin CHAT hnaxxok ApxmuBbl.

e YnakoBaHHble 0OBbEKTbI*

lMpoBepka McCMOMHSIEMbIX  QalNoB, yNakKoBaHHbLIX  MporpamMmmMaMu-ynakoBLLMKaMK
JBOMYHOro koaa, Takmmum kak UPX nnn ASPack.

Ecnn dnaxok ycraHoeneH, Kaspersky Security 10.1 ana Windows Server npoeepsieT
nucnosnHsiemble hannbl, ynakoBaHHbIE NPorpamMmmMamMum-ynakoBLMKaMu.

Ecnn dnaxok cHaT, Kaspersky Security 10.1 gns Windows Server nponyckaet
ucnonHsemble davinbl, ynakoBaHHble MporpamMmmamMu-ynakoBLuKamm, Npu NpoBepke.

3HaveHne No yMOonyaHuio 3aBNCUT OT BbIBpaHHOro ypoBHS 6e30nacHoOCTL.
e BnoxeHHble OLE-06beKTbI

lMpoBepka BCTPOEHHbIX B hanin obbekToB (Hanpumep, Makpoc Microsoft Word unu
BINOXEHNe COOBLLEHNSA 3NEKTPOHHON NOYTHI).

Ecnu dnaxok ycraHosneH, Kaspersky Security 10.1 ana Windows Server npoBepsieT
BCTPOEHHbIE B (halin 00bEeKTbI.

Ecnn dnaxok cHaT, Kaspersky Security 10.1 gna Windows Server nponyckaet
BCTPOEHHble B davinn 06beKTbl MPU NpOBEpPKeE.

3HaveHne No yMOonyaHuio 3aB1CUT OT BbIBpaHHOro ypoBHS 6e3onacHoCcTy.

8. Ha 3aknagke DencTBus BblbepuTe nencrene Haj 3apaxeHHbIMU n opyrumm
oBHapyxnBaeMbiM1 06 bEeKTaMu:

e bBrnokupoBaTb

Kaspersky Security 10.1 ans Windows Server 6nokupyeT 3arpy3ky Beb-CTpaHuubl
npu obHapyxeHun BPELOHOCHOMO COOEPXKMMOTrO. BmecTto 3anpalLmBaemMoi
Beb-CTpaHuLbl 0TobpaxkaeTcs npuymMHa GNoKMpoBaHMsS.

e Paspewuntb

Kaspersky Security 10.1 gns Windows Server He 6nokvpyet 3anpalinBaemyio
Beb-CcTpaHuuy, Ho pernctpupyet cobbiTne OBHapyXeHO BpeJOHOCHOE COAEPKMMOE.
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9. Ha saknagke Mpon3BoaUTENbLHOCTb HAacTpolTe Crieaylolne napameTphbl:

e B Gnoke UckniouyeHusa yctaHoBuTe unum cHumute drnaxok He obHapyxuBatb. YUT0ObI HacTpoutb
CMMCOK UCKINIOYEHHbIX 0OBHEKTOB, BbINONMHUTE criegyoLlime AenCTBuUS:

WNcknioyeHne obBHapyxuBaembix OOBLEKTOB W3 MPOBEPKW MO UMEHU WM Macke WMeHU
obHapyxuBaemoro ob6bekTa. Bbl MOXeTe HaWTM CNMCOK MMEH OBHapyXuBaeMbix
06bekTOoB Ha canTe BupycHon sHuuknoneamm http://www.securelist.ru.

Ecnn dnaxok ycraHosneH, Kaspersky Security 10.1 gna Windows Server nponyckaet
npw NpoBepKe yKka3aHHble OOHapyXMBaeMble 0O bEKTHI.

Ecnn dnaxok cHaT, Kaspersky Security 10.1 gna Windows Server ob6HapyxunBaeT Bce
00beKTbI, yKa3aHHble B MporpamMmmMe no yMOn4aHuio.

Mo ymon4yaHuio rakok CHAT.
a. Haxmute Ha kHOMKy USMEHUTB.
b. B OTKpbIBLUEMCS OKHE yKaXkuTe UMs 06bekTa Unm Macky.
c. Haxmute Ha kHonky [Jo6aBUTb.
e B 6noke [lononHuTenbHbIe NapamMeTpbl OrpaHMybTEe UHTEPBAN NPOBEPKU U pa3mep obbekTa:
¢ OcTtaHaBnMBaTb NPOBEPKY, eCNX OHa AnuTcs 6ornee (cek.)

OrpaHuyeHne BpeMeHU MnpoBepkun obbekTa. [1o yMOn4aHWio YCTaHOBIEHO 3HadeHue
60 cek.

Ecnn naxok yctaHoBMneH, MakcumarbHasi NPOAOIMKMTENbHOCTb MPOBEPKN ObbekTa
orpaHvyeHa ykasaHHbIM 3HaYeHUeEM.

Ecnu donaxok CHAT, MakcumanbHas NnpoaoKUTENLHOCTbL NPOBEPKN HE OrpaHuYeHa.
Mo ymon4aHuio pnaxok yCTaHOBIIEH.

¢ He npoBepsaTb 06LekTbl pasmepom 6onee (MB)
WcknioveHne 13 npoBepkn 00bEKTOB Gorblle yka3aHHOro pa3mepa.

Ecnun dnaxok yctaHoBneH, Kaspersky Security 10.1 gns Windows Server nponyckaet
npw aHTUBUPYCHON npoBepke 00BbeKTHI, Yen pasmep npesbllaeT
YCTaHOBINEHHOE 3HaYeHe.

Ecnun dnaxok cHaT, Kaspersky Security 10.1 ana Windows Server npoBepsieT 06beKThbl,
He y4nTbiBasi pasmep.

Mo ymonuyaHuio naxok ycTaHOBMEH Anis ypoBHew 6GesonacHocTn PekomeHAayewmbiin
n MakcumanbHoOe ObicTpoaencTBUE.

10. HaxmuTe Ha kHornky OK B okHe MapameTpbl aHTUBUPYCHOW 3alUUThI.

MapameTpbl YpOBHSA Ge3onacHOCTM ByayT COXpaHeHbI.

HaCTpOﬁKa 3alnUTbl OT NOYTOBbLIX Yrpo3

[na ncnonb3oBaHMs 3aluTbl OT MOYTOBLIX Yrpo3 TpebyeTcs ycTaHoBUTL paclumpeHune Kaspersky Security
ans Microsoft Outlook v npaBuMnbHO HacTpouTb 3awumaeMbli cepBep (CM. pasgen "3awmra OT NOYTOBbIX
yrpos" Ha cTp. 175).
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»  Umobbl 8KMOYUMB 3alUmy om rno4Ymosbix y2po3, ebirnonHume credyrouwue delicmeusi:

1.

B nepeBe KoHconu agmuHuctpupoBaHust Kaspersky Security Center passepHute y3en YnpaBnsieMble
ycTponcTBa 1 Bbibepute rpynny agMUHUCTPUPOBAHNS, ANS KOMNbIOTEPOB KOTOPOW Bbl XOTUTE HACTPOUTb
napamMeTpbl NporpamMmei.

B naHenu pesynbTaTtoB BblGpaHHON rpynnbl aAMUHUCTPUPOBAHNSA BbINOMHUTE OJHO
13 cnegylowmx 4encTBui:

e Ecnu Bbl xoTUTEe HacTpouTb MapameTpbl MOMAWTUKM AN FPynnbl CEPBEpPOB, BblbepuTe 3aknagky
Monutnkn n otkponTe OkHO <CBonctBa>: <UmMA nonutuku>(cMm. pasgen "HacTponka NONUTUKK"
Ha cTp.76).

e Ecnu Bbl xoTuTe HacTpouTb NapameTpbl MporpamMmbl A8 OQHOrO cepBepa, BblibepuTe 3aknagky
YcTtpowncTBa 1 oTkponTe okHO MapameTpbl nporpammbl (CM. pasgen "HacTporika nokanbHbiX 3agad
B okHe [MapameTpbl Nnporpammbl B Kaspersky Security Center” Ha cTp. 89).

Ecnu yctporictBo paboTaeT noa ynpaeneHuem aktmBHon nonutukm Kaspersky Security Center
1 B 3TOW MOMWUTUKE HamNoXeH 3anpeT Ha U3MEeHeHWe napameTpoB MPOrpaMmbl, 3TM MapameTpbl
HeOCTYNHbl AN 3MeHeHus B okHe MapameTpbl nporpamMmmei.

B paspene MNocTtosiHHas 3awmTa cepBepa B 6roke 3awmTa Tpadmka HaxxmuTe Ha kHornky MapameTpsbl.
OTtkpoeTca okHo 3awmTa Tpaduka.

Ha 3aknagke 3awmMra OT NOYTOBbLIX Yrpo3, YycTaHoBMTe dnaxok 3awuwatb cepBep
OT NOYTOBbLIX Yrpoa3.

Ecnn atoT dnaxok ycTtaHoBneH, Kaspersky Security 10.1 ana Windows Server
BbINOMHAET aHTUBUPYCHYH U aHTUULLMHIOBYIO NMPOBEPKM BCEX BXOASLUMX COOBLLEHWI
yepes pacumpeHne Kaspersky Security ana Microsoft Outlook.

Ecnn Cb]'la)KOK He YCTaHOBJ1E€H, 3JIEKTPOHHAadA no4vta He NpoBepAEeTCA.

Mo ymonyaHuio raxok ycTaHOBIMEH.

5. Haxmute Ha kHonky OK.

N3meHeHus OyoyT coxpaHeHbl.

Hactpouka o6paboTkn Beb6-agpecoB

» Umobhki nposepsime 8eb-pecypchl Ha Hanu4due uwuHaa u obHapyxueamb 8pe00HOCHbIE
eeb-adpeca coasiacHO aHmugupycHol 6ase OaHHbIX U periymauyuu geb-adpeca 8 KSN, ebirnosiHume
cnedyrouwue delicmausi:

1. B pepee KoHconu agmunHucTpupoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsieMble

yCTpoMcTBa 1 BbiGepute rpynny agMUHUCTPUMPOBaHMUS, AN KOMMbIOTEPOB KOTOPOM Bbl XOTUTE HACTPOUTb
napameTpbl NPoOrpammbi.

B naHenu pesynbTaTtoB BblGpaHHON rpynnbl agMUHUCTPUPOBAHUSA BbIMONHUTE ofHO
13 cnegyowmnx AencTBui:

e Ecnu Bbl xoTUTe HacTpouTb MapameTpbl MOMAWUTUKM AONIA FPYnnbl CEPBEPOB, BblbepuTe 3aknagky
Monutukn un otkponte okHO <CBomctBa>: <UmMa nonuTuku>(cMm. pasgen "HacTtponka nONUTUKK"
Ha cTp.76).
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e Ecnn Bbl XOTUTE HACTpOUTb MapamMeTpbl MporpaMmmbl Afis OOHOTO cepBepa, BblbepuTe 3aknagky
YcTpounctBa 1 otkponte okHo MapameTpbl nporpammsbl (CM. pa3gen "HacTponka nokanbeHbIX 3agad
B okHe [MapameTpbl nporpammel B Kaspersky Security Center" Ha cTp. 89).

Ecnu ycTporictBo paboTaeT noAa ynpaereHunem akTmBHol nonutukm Kaspersky Security Center
M B 9TOV MOMNUTMKE HamnoOXeH 3arnpeT Ha M3MEeHEeHWe napameTpoB MporpamMMmbl, 3TW NapameTpbl
HeJOCTYMHbI N5 UsMeHeHus B okHe MapameTpbl nporpaMmmbl.

3. B pasgene MNocTosiHHas 3awmTa cepBepa B 651oke 3awmrta Tpadmka HaxmuTe Ha kHonky MapameTpbi.
OTtkpoeTca okHo 3awmTa Tpaduka.

4. Ha 3aknagke Pexum paboTbl BblbepuTe M HacTponTe pexum pabdoTbl 3agayn (cMm. pasgen "Bwibop
pexuma paboTbl 3agaun” Ha cTp. 177).

5. Ha 3aknagke ObpaboTka Be6-aapecoB BbINOMHUTE Crieaylolne AeNCcTBUS:

e CHumute wunu ycrtaHosute naxok Wenonb3oBaTtb 6a3ly BpeAoOHOCHbIX Beb-agpecoB
Ansi NPOBEpPKU Be6-CCbINOK.

Ecnn dnaxok yctaHoBneH, Kaspersky Security 10.1 gns Windows Server BbINOfHSeT
CUrHaTypHbIV aHanu3 kaxgoro Beb-agpeca.

Ecnun donaxok cHAT, aHTUBUPYCHble H6a3bl HE UCNONb3YTCA AN1S NPOBEpPKN BEG-aapecoB.
Mo ymon4aHuio pnaxkok yCTaHOBIEH.

e CHumute wnmu yctaHoBute ¢naxok WMcnonb3oBaTb aHTU(PUILMHIOBYH 0a3sy AnsA npoBepKu
Beb6-cTpaHuu,.

Ecnun cpnaxok yctaHosneH, Kaspersky Security 10.1 gna Windows Server nposepsieTt
Kaxabln Beb-agpec C NOMOLWBI aHTMPUWNHIOBOM 6asbl. AHTUdUWINHIOBAS MNpoBepka
OCHOBaHa Ha 3BPUCTUYECKOM aHanuse.

Ecnu dnaxok cHaTt, Kaspersky Security 10.1 ans Windows Server He obHapyxuBaeT
dULLIMHIOBbIE aTakKw.

Mo ymonyaHuio raxok ycTaHOBMNEH.

06paT|/|Te BHMMaHMeE, 4YTO Korga Bbl HACTpamBaeTe aHTI/I(bl/ILIJI/IHFOBYIO NPOBEPKY CCbINOK,
aHTVId)VILIJI/IHr aBTOMATU4YECKN NPUMEHAETCA U K 3JTEKTPOHHbIM coobLeHuaM.

e  CHumuTe unu yctaHosuTe hnaxok Mcnonb3oBaHne AOBEPEHHOW 30HbI.
®naxxok BKIMHOYAET UMK BbIKMIOYAET NPUMEHEHNE JOBEPEHHOW 30HbI B paboTe 3ajaun.

Ecnu dnaxok yctaHoeneH, Kaspersky Security 10.1 gna Windows Servergobasnset
K UCKITIOYEHUSIM U3 NMPOBEPKN, YCTAHOBMEHHBbIM MpPW HACTPOMKE NapaMeTpoB 3adaudu,
hannosble onepaunn JoBEPEHHbIX NPOLIECCOB.

Ecnn dnaxok cHat, Kaspersky Security 10.1 gna Windows ServerHe yyntbiBaet
channoBsble onepauuyn LOBEPEHHbIX MPOLEeCcCoB npu dOpMUPOBaHUKM 06nactTu 3almThl
B 3agadve lNocTosiHHaA 3awuTa annos.

Mo ymon4aHuio hnaxxok yCTaHOBIIEH.
e CHumuTe nnm yctaHosute grnaxok Mcnonb3oBatb KSN ansa 3awmrbl.
OTOT (hnaxok BKMOYAET MUNU BbIKMOYAET Ucnonb3oBaHne cnyx6 KSN.

Ecnn cnaxok ycrtaHoBneH, nporpamma wucnonb3yeT pfaHHble Kaspersky Security
Network, yto obecneumBaeT Gonee BbICOKYIO CKOPOCTb peakuuy nporpamMmmbl Ha HOBble
Yrpo3bl U CHKaeT BEPOATHOCTb NIOXHbIX cpabaTbiBaHWNA.

Ecnu cnaxok cHAT, 3agadva He ncnonb3yeT crnyxbbl KSN.

Mo ymonyaHuio onaxok ycTaHOBMEH.
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Penytaums Be6-agpecoB B KSN pgocTynHa, TOMbKO €CNM  BbIMNOMHEHbI  OOHOBPEMEHHO
cnegywowme ycrnoBus:

a. Bnapametpax 3agaun 3awmta Tpaduka yctaHoBrneH dnaxok Wcnonb3oBate KSN
Ons 3aWnThbl.

b. MpuHaTo MNonoxeHne o KSN.

c. YcTtaHoBrneH dnaxok OTnpaBnATb AaHHble O 3anpawuvBaeMbiX Beb-agpecax (Cm.pasgen
Hactpoika napameTpoB 3agaum Ucnonb3oBaHne KSN Ha cTp.158).

d. 3agayva Vcnonb3oBaHne KSN 3anyuieHa.

6. Haxmute Ha kHonky OK.

MapameTpbl 06paboTkn Be6-aapecoB OyayT COXpaHeEHbI.

[No6aBneHne KOHTpons Beb-agpecoB

Bbol moxeTe pobaBuTb MpaBuno KOHTponsd Beb-agpecoB, 4TOObI 3anpeTuTb WKW paspewlnTb KOHKPETHbIN
BeG-aagpec. Y npaBun caMblil BbICOKUI MPUOPUTET MO CPABHEHMIO C NMIOBBLIMU APYrMMM 3aKITHOYEHUSMMU.

» 4mobki co3damb HOBOE rpasusio KOHMpPoris eeb-adpecos, ebinosiHUme criedyrujue 0elicmaeus:

1. B pepeBe KoHconu agmunuctpupoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsieMble
ycTpomncTBa 1 BbibepuTe rpynny agMmMHUCTPUPOBAHMWS, ONS1 KOMMbIOTEPOB KOTOPOW Bbl XOTUTE HAacTPOUTb
napamMeTpbl NporpamMmei.

2. B naHenm pes3ynbTatoB  BblOpaHHON rpynnel a4MVHUCTPUPOBaHUS BbIMNOMHUTE  OAHO
13 criefyoLmx enNcTBum:

e Ecnu Bbl xoTUTEe HacTpouTb MapameTpbl MOMWTUKM LANiA FPynnbl CEpBEpoB, BbibepuTe 3aknagky
Monutukn 1 oTkponTe OkHO <CBoMcTBa>: <UMsaA nonuTukmM>(cm. pa3gen "Hactponka nonuTukm"
Ha cTp.76).

e Ecnu Bbl xoTuTe HacTpouTb napameTpbl MpoOrpamMmbl AN OAHOrO cepBepa, BblibepuTe 3aknagky
YctpownctBa 1 oTkponTe okHO MapameTpbl nporpammbl (CM. pasgen "HacTporka nokanbHbiX 3agad
B okHe [MapameTpbl Nnporpammbl B Kaspersky Security Center” Ha cTp. 89).

Ecnn yctponctBo paboTtaeT nog ynpasreHnem akTtuBHom nonutuku Kaspersky Security Center
M B 3TOW MOMUTUKE HamnoXeH 3anpeT Ha U3MEHEHWe MnapameTpoB MpPOrpaMmbl, 3TM MapameTpbl
HeJOCTYNHbl AN n3MeHeHus B okHe MapameTpbl nporpaMmmbil.

3. B 6noke 3awwmTa Tpadmka HaxxmmTe Ha kHoMKy Mpasuna.
OTkpoeTcs okHo lMpaBuna Be6-KOHTpONS.

4. Ha 3aknagke Be6-koHTponb yctaHoBuTe ¢rnaxok NMpuMeHUTbL npaBuna Ans Be6-KOHTPOMs, 4TOObI
NPUMEHUTb NpaBuna.

Ecnn cdnaxok ycraHosneH, Kaspersky Security 10.1 gna Windows Server 6nokupyeT
HTTPS-cepTndumkatbl € NOMOLbIO  MOMb30BATENbCKMX  3anpeLljatoimx  npasun
anga cepTnukaTos.

Ecnn dpnaxok CHAT, npasuna He NPUMEHSOTCA.
Mo ymonyaHuio oraxokK CHAT.

OT0T hnaxok JOCTYMNEH, TONbKO ecnn ycTaHoBneH driaxok CkaHupoBatb HTTPS.
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5. Haxmute Ha kHOMKy [lo6aBuTb, 4TOObI 4O6aBUTE HOBOE MPaBUITO.
6. B KoHTeKkcTHOM MeHio kHomMku [lo6aBuTb BbibepuTe NyHKT KOHTponbL Be6-aapecos.
7. B oTkpbiBluEMCS OKHE KOHTpONb Be6-aApecoB BbINOMHUTE CrneayoLlimne AenCTBIS:
a. Beepgute umsa npasuna.
b. Beibepute Tun npasuna: 3anpewatowiee unn Paspelsatollee.
c. YcrtaHosuTte dnaxok MpumMeHATb npaBuIo.
d. Ykaxute Beb-agpec B none Huxe.
e. Haxmute Ha kHonky OK.
8. UT06bl NI3MEeHUTb NpaBunio, BbibeprTe Hy)KHOE NPaBuIo U3 CNIMCKa U HAXMUTE Ha KHONKy U3meHuTb.
9. HaxmuTe Ha kHonky OK B okHe lMpaBuna Be6-KOHTpOnS.

Hosble npaBuna 6yayT NpUMEHEHbI.

Hactpouka Be6-KOHTpons

HactpoiiTe uvcnonb3oBaHve npaBwm, YNpaBnsiTe napaMeTpaMy MNPOBEPKU CEPTUMUKATOB U KOHTpONem
no BeG-kaTeropusim.

B atom pasgene

HacTpOViKa MPOBEPKM CEPTUMIMKATOB ......eeeiurreeeeiutreteesttetaestaeeeesasaeeeeaaseeeeesabseeeeabbeeeessbeeeesbbbeeeabbbeeesanbbeeeeannneeess 190
HacTtpolika BEG-KOHTPOMSI HA OCHOBE KATETOPUM ...eeieeeiiiiiuiirieeeeeeeeiittsreeseeeesasisstsseessesessasssssssessseesasssssssssessessaannes 193
(O3 oo =N =T o] o) 1 OO U PP OTPRR 195

Hactpowka npoBepku ceptucpukaTon

Kaspersky Security 10.1 gna Windows Server nossonseTr npoBepsaTb WU brnokuposatb Beb-pecypchl
C HeeNcTBUTENbHBIMU cepTudMKaTamn Unu ceptudmkaTamm C UCTEKLUM CPOKOM AeNCTBUSA. YTobbl HacTpouTb
NpoBepKy CEPTUDUKATOB, BbINOMHUTE Creayolime AeNCTBUS:

Beibepute pexum paboTbl ipanBepHbin nepexsat unu NepeHanpasneHue Tpadmka.

a
b. HactponTe 3agadvy 3awmTa Tpadmka (cM. pasgen "Boibop u HacTponka pexnma paboTbl” Ha cTp. 191).

o

MpymeHnTe npaBuna Be6-KOHTPOnS.

d. [Hobaebte wunpumeHute [paBuna  ans ceptudukatoB  (cM. pasgen  "[oGaBneHne  npasun
anga ceptudukaToB” Ha cTp. 192).

MpaBuna ans cepTMMKaTOB MOXHO WCMOMb30BaTb TONbKO B pexume paboTel [padBepHbIA nepexBaT Unu
MepeHanpasneHue Tpadwmka. Mo ymonuaHuio Kaspersky Security 10.1 ana Windows Server co3gaeT TOMbKo
3anpeluaroLme npaesuna ans ceptudmkaTos.

locmosiHHas 3awuma cepeepa
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Bbibop 1 HacTponka pexmma paboThbl

>

Umobbi 8bibpamb u Hacmpoume pexxum pabomsl ¢ cepmucbukamamu, ebINoIHUMe
cnedyrowue delicmaus:

1.

B pnepeBe KoHconu agmuHuctpupoBaHust Kaspersky Security Center passepHute y3en YnpaBnsieMble
ycTponcTBa 1 Bbibepute rpynny agMMHUCTPUPOBAHUS, ANS KOMNbIOTEPOB KOTOPOW Bbl XOTUTE HACTPOUTb
napameTpbl NPOrpaMmsl.

B naHenu pesynbTaTtoB BblGpaHHON rpynnbl aAMUHUCTPUPOBAHNS BbINONMHUTE 0HO
13 cnegylowmnx 4encTBui:

e Ecnu Bbl xoTUTEe HacTpouTb MapameTpbl MOMAWTUKM ANiA FPynnbl CEpBEpPOB, BblbepuTe 3aknagky
Monutukn 1 oTkponTe OkHO <CBomcTBa>: <UMaA nonuTukmM>(cm. pa3gen "Hactporka nonmTukm"
Ha cTp.76).

e Ecnu Bbl XOTUTE HacTpOUTb MapamMeTpbl MporpaMmbl AN OOHOrO cepBepa, BblbepuTe 3aknagky
YcTtpounctBa 1 oTkponTe OkHO MapameTpbl nporpammbl (CM. pa3gen "HacTpownka nokanbHbIX 3agay
B okHe [MapameTpbl Nnporpammbl B Kaspersky Security Center” Ha cTp. 89).

Ecnn yctponctso paboTtaeT nofg ynpasrneHnem akTtuBHowm nonutuku Kaspersky Security Center
M B 3TOW MOMUTUKE HamnoXeH 3anpeT Ha U3MEHEHWe MnapameTpoB MpPOrpaMmbl, 3TM MapameTpbl
HeJOCTYNHbI AN U3MeHeHus B okHe MapameTpbl nporpaMmmbil.

B paspene MNocTtosiHHas 3awmTa cepBepa B 6roke 3awmTa Tpadmka HaxkmuTe Ha kHornky MapameTpsbl.
OTtkpoeTca okHo 3awmTa Tpaduka.

Ha 3aknagke OOwme u©3 packpbiBaloweroca cnucka Pexum paboTbl  Bbibepute  pexuM,
noaaepXxusaroLLmMim NPoBepKy cepTUdPUKaToB:

o [lpanBepHbIN nepexsarT (cMm. pasgen "Hactpoika pexuma [panBepHbI nepexsat” Ha cTp. 178);

o [lepeHanpaBneHue Tpadmka (cMm.pasgen "Hactponka pexuma [lepeHanpasneHue Tpaduka'
Ha cTp. 180).

B 6noke MapameTpbl pexxuma paboTbl HACTPONTE cneayLlmne napameTpbl:
¢ [poBepsaTb 6e3onacHble coegMHeHus no npotokony HTTPS.

Ecnu dnaxok yctaHOoBMeH, nporpaMma pacnakoBblBaeT nepexsayeHHblt HTTPS-Tpaduk
W NPOBEPSIET HA HanM4ne yrpos.

Ecnu donaxok cHAT, nporpammMa He pacnakoBbiBaeT 3alumdpoBaHHbin HTTPS-Tpaduk.

Mo ymonyaHuio raxok ycTaHOBIMNEH.

[NpoBepka gocTynHa, TorbKo ecrnn oTKpbIT HTTPS-nopT.

locmosiHHas 3awuma cepeepa
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e Bbibepute Bepcuto npoTokona LwnpoBaHnsi, KOTOPYIO Bbl XOTUTE UCMOMb30BaThb:

e TLS1.0;
e TLS1.1;
e TLS1.2

Mo ymonyaHuto yctaHoBneH donaxok TLS 1.0, n ero Henb34 CHATb.

6. Haxmute Ha kHonky OK.

MapameTpbl 3agaym 6yoyT COXpaHeHsb!.

[lo6aeneHue npasun ans ceptTudukaTos

MpaBuna ans cepTMMKaTOB MOXHO WMCMOMb30BaTb TONbBKO B pexvuMe paboTel [pavBepHbIA nepexBaT WUnu
MepeHanpaBneHue Tpadwmka. Mo ymonuaHuio Kaspersky Security 10.1 ana Windows Server co3gaeT TONbKo
3anpellarome npasuna ansa ceptudmkartos.

» Ymobkl dobasumb unu Hacmpoums npasusio cepmucbukama, ebirnosiHume credyroujue delicmausi:

1. B pepeBe KoHconu agmunuctpupoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsieMmble
ycTpomncTBa 1 BbibepuTe rpynny agMMHUCTPUPOBAHMUS, ONS1 KOMMbIOTEPOB KOTOPOW Bbl XOTUTE HAacTPOUTb
napamMeTpbl NporpamMmei.

2. B naHenu pe3ynbTatoB  BblOpaHHON rpynnbl aOMUHUCTPUPOBAHNS BbINOMHUTE  OOHO
13 criefyoLmx enNcTBum:

e Ecnu Bbl xoTuTe HacTpouTb MapameTpbl MOMAWTUKM ANiA FPynnbl CepBepoB, BblibepuTe 3aknagky
Monutukn un oTkponTe OkHO <CBomctBa>: <UMsa nonutukmu>(cm. pasgen "Hactpomnka nonuTukn"
Ha cTp.76).

e Ecnu Bbl xoTuTe HacTpouTb nNapamMeTpbl Nporpammbl AN OQHOrO cepBepa, BblibepuTe 3aknagky
YcTponcTBa 1 oTkponTe okHO MapameTpbl nporpammbl (CM. pasgen "HacTporika nokanbHbiX 3agad
B okHe [MapameTpbl nporpammbl B Kaspersky Security Center" Ha cTp. 89).

Ecnu yctporictBo paboTaeT noa ynpaeneHuem aktmBHon nonutukm Kaspersky Security Center
M B 3TOW MOMNUTUKE HamNOXeH 3anpeT Ha U3MeHeHWe napameTpoB MporpamMMbl, 3TW NapameTpbl
HeOOCTYNHbl ANS U3MeHeHus B okHe MapameTpbl nporpamMmmei.

3. B 6noke 3awwmTa Tpadmka HaxxmmTe Ha kKHoMKy MpaBuna.
OTkpoeTcs okHo MpaBuna Be6-KOHTpons.

4. Ha  3aknagke MpaBuna Beb6-koHTpons ycTaHoBute  onaxok MpumeHAaTb npaBuna
Ha OoCHOBe cepTuduKaToB.

Ecnn cdnaxok yctaHosneH, Kaspersky Security 10.1 gna Windows Server 6nokupyet
HTTPS-cepTndumkatbl € NMOMOLbIO  MOMb30BATENbCKMX  3anpeljaroimx  npasun
anga cepTnukaTos.

Ecnn pnaxok CHAT, nporpammMa He npoBepsieTcsa cepTudmKkaThbl.
Mo ymonyaHuio draxokK CHAT.

OT0T hnaxok JOCTYMEH, TONbKO ecnn ycTaHoBMeH driaxok CkaHupoBatb HTTPS.

MocmosinHas 3awjuma cepeepa
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Haxmute Ha kHornky [lo6aBuTb, 4TOObLI 406aBUTL HOBOE NPABMIIO.

B kOoHTEKCTHOM MeHIo kKHomnku [lo6aBuTb BbibepuTe nyHKT MpaBuno KoHTpons ceptudukaToB.

B oTkpbiBLieMcs okHe KOHTponb cepTudmMKaToOB BbINONMHUTE CrieayoLime AeUCTBIS:

a. Beepgute umsa npasuna.

b. YcrtaHoBuTe dnaxok MpuMeHATbL NpaBuIo.

c. Bbibepute Tun onepatopa: Macka nnv PerynsipHoe BbipaxeHue.

d. Ykaxute macky unu sbipaxkeHue B none Oneparop.

e. Haxmute Ha kHonky OK.

YToObl U3MEHNTE NPABMUIO, BbIOEPUTE HY>KHOE NPaBMUIIO N3 CMIMCKA U HAXXMUTE Ha KHOMNKY U3MeHUTD.

Haxmunte Ha kHonky OK B okHe lNMpaBuna Be6-KOHTpons.

Hosble npaBuna 6yayT NpUMEHEHbI.

HacTpoika Be6-KOHTpONsi Ha OCHOBE KaTeropumu

» UYmobbl 0obasumb unu udMeHUMb fPasusio 3auumsl mpaguka Ha OCHo8e Kamea20opull, 8bINoIHUMe
cnedyrowue Oelicmaus:

1.

B nepeee KoHconu agmuHuctpupoBaHust Kaspersky Security Center passepHute y3en YnpaBnsieMmble
ycTponcTBa 1 Bbibepute rpynny agMMHUCTPUPOBAHUS, ANS KOMNbIOTEPOB KOTOPOW Bbl XOTUTE HACTPOMUTb
napameTpbl NPOrpaMmmbl.

B naHenn  pesynbTatoB  BblOpaHHON rpynnbl  agMUHUCTPUMPOBaHUS BbIMOMHUTE  OOHO

13 cnegyowmnx AencTBuin:

e Ecnu Bbl xoTUTe HacTpouTb MapameTpbl MOMAWTUKM ANiA FPynnbl CepBepoB, BblibepuTe 3aknagky
Monutukn un oTkponTe OkHO <CBomctBa>: <UMsa nonuTukmn>(cMm. pasgen "HacTtpomnka nonuMTukn"
Ha cTp.76).

e [Ecnu Bbl x0TWTe HacTpouTb MapamMeTpbl NporpaMmbl Af5 OOQHOTO cepBepa, BblbepuTe 3aknagky

YcTponcTBa 1 oTkponTe okHO MapameTpbl nporpammbl (CM. pasgen "HacTporika nokanbHbIX 3agad
B okHe [MapameTpbl nporpammbl B Kaspersky Security Center" Ha cTp. 89).

Ecnu yctporictBo paboTaeT noa ynpaeneHuem aktmBHon nonutukm Kaspersky Security Center
M B 3TOW MOMNUTUKE HamnOXeH 3anpeT Ha U3MeHeHWe napameTpoB MporpamMMbl, 3TW NapameTpbl
HeJOCTYNHbI AN n3MeHeHus B okHe MapameTpbl nporpaMmmbil.

B 6noke 3awwmTa Tpadumka HaxxMmTe Ha KHoMky MpaBwuna.

OTkpoeTcs okHo MNMpaBuna Be6-KOHTPONS.

OTtkpowTe 3aknagky Kateropusauus.

YcTtaHoBute donaxok MpumeHATb NnpaBuna Ans Be6-KOHTPONA Ha OCHOBE KaTeropum.

Ecnm cnaxok ycrtaHoBneH, Kaspersky Security 10.1 pgna Windows Server
KkaTteropusupyet n 6roknpyet BeG-pecypchl, nonagawLme B BbiOpaHHbIE KaTEropum.

Ecnm  dnaxok cHat, Kaspersky Security 10.1 gna Windows  Server
He BbINOMHSAET KaTeropmnsaLmio.

Mo ymonyaHuio naxok CHAT.
[MapameTpbl KOHTPOSSA MO BEO-KAaTEropusaM CTaHOBATCS LOCTYIMHbI.

locmosiHHas 3awuma cepeepa
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6. YcTaHOBUTE UNK CHUMUTE creaytome naxku:
e Paspewatb 3arpy3ky Beb-cTpaHuLbl, €CNY He yaanocb NPUCBOUTbL KaTeropuio.

e Paspewartb 3arpy3Ky neranbHbiXx BebG-pecypcoB, KOTOpble MOryT ObiTb MWCNOMb30BaHbI
ONs HaHeceHus Bpeda cepBepy.

e Paspewatb 3arpy3Ky neranbHbIX peKnaMHbIX Be6-pecypcoB.
7. B cnucke goctynHblx Kateropun (cm. pasgen "Cnucok kateropun” Ha ctp. 195):
e YCTaHOBMTE COOTBETCTBYIOLLUI (PrIaXKOK, YTOObI pa3peLlunTb KaTeroputo.
3HaueHue B rpace Tun nameHntcs Ha Paspewarowyee.
e  CHMMUTE COOTBETCTBYHOLLUUIN (pnaxokK, 4TOObl 3anNpeTuTb KaTeropuio.

3HaueHue B rpade Tun nameHuTcsa Ha 3anpejaroulee.

Cnncok kaTeropuin npegonpeaeneH, U ero Henb3s W3MeHuTb (Bbl He moxeTe [06aBnsaTb Wnn
yoandaTb Kateropun).

8. Haxmute Ha kHonky OK.

MapameTpbl NpaBun 6yayT COXpaHEHBI.
Vcnonb3oBaHne macku not-a-virus

» 4Ymobnbi ucronb3o8ame MackKy not-a-virus O/ aHanusa kameaopud, 8bIrnosIHuUme
cnedyrowue Oelicmaus:

1. B KoHcomm agmuHuctpupoBaHus Kaspersky Security Center oTkponte napameTpbl 3agayv
Wcnonb3oBaHne KSN (cMm. pasgen "Hactpoiika sagaym Mcnonb3osaHue KSN™ Ha cTp. 158).

2. YctaHoBute hnaxok PaspewuTb oTnpaBKy AaHHbIX O 3anpaliMBaeMbix Beb-agpecax, ecrnim raxok
He yCTaHOBMEH.

3. Banyctute 3agayy VMicnonb3oBaHne KSN.

4. B okHe napameTpoB 3afjaun 3awwuta Tpaduka (cMm. pasgen "HacTpoinka 3sagaun 3awwuta Tpaduka”
Ha cTp. 176) yctaHoBuTe chnaxok Ucnonb3oBatb KSN ansa 3awunTthbl.

5. B okHe [lMpaBuna BeG-KOHTpons, Ha 3aknagke Kateropusauus, yctaHoBuTe dnaxok MpuMeHATb
npaBuna KaTeropmMsauumn BeG-pecypcos.

6. B cnucke KaTerOpMVI Bbl6epl/ITe KaTteropum, K KOTopbiM Bbl XOTUTE NPUMEHUTb MaCKy not-a-virus.

3apgavya 3awwuta Tpadwmka He OyaeT obOHapyxmBaTb OObEKTbl K3 BbIOpaHHbIX KaTeropuin, KoTopble
COOTBETCTBYHOT 3a4aHHON Macke.

Mcnonb3oBaHMe Mackm not-a-virus MOXHO HACTPOUTb B MapaMeTpax KOMMoHeHTa [JoBepeHHas 30Ha
(cm. Pasgen "Micnonb3oBaHne macku not-a-virus» Ha cTp. 126).

MocmosinHas 3awjuma cepeepa
194



KASPER§KY3

Cnucok Kateropumn

Beb6 pecypcol

aHannM3npyroTcA

1 KaTeropuampyroTcs

Kateropusam(cm.Tabnuuy Huxe).

no Teram. Tern

Tabrnuua 26.

npuHagnexart pa3nny4HbIM

Teau kameeaopuli seb pecypcos

Ter

OnucaHue

Cnucok kateropumn

18+ (adult)

B atM kateropum Moryt nonagaTb
Beb-pecypchbl, MOTEHUMANbLHO coaepxaline
mMartepuansbl Ons1 B3pOChbIX (18+),
Hanpumep onucanHus Hacunus,
nopHorpaduo NnNn HeLeH3ypHyto BpaHb.

AbopT, 3HakomcTBa Ansi B3poCrbiX, AHOpPEKCHs,
HeposonbctBo, AuckpumuHauus, OpoTuka,
He3akoHHbIe npenaparTbl, HesakoHHoe
ckauymBaHue, JIFBT, HwkHee 6enbe, CanTbl
3HakomcTB, Hyamam, lNonuTuyeckoe pelleHune,
MopHo, 3anpeLyeHo MWPOBbLIM
3aKoHOAAaTENbCTBOM, 3anpeLlleHo
3aKoHOgaTenbCTBOM Po, 3anpellyeHo
PockomHagsopom (P®), lNonosoe BocnutaHue,
Cekc-wonbl, CounanbHble cetn, Cyuuma,
HeueHaypHas 6paHb, XXecTokocTb, Opyxue.

children

B oatm «kateropum wMoryT nonagaTb
Beb-pecypcbl, MOTEHUManbHO cogepXxallne
mMaTepwuansl ans geTen. Hanpuwmep:
obpasoBartenbHble CauThl,
pasBriekaTenbHble  cawWTbl  Ans AeTewn,
dopymbl 1 6110rM 0 BOCNUTaHMMN.

Hetn, 3anpeweHo PepepanbHbiM 3akoHOM 436
(P®), LLUKOMbI U yHNBEPCUTETBI.

drug

B oatM «kaTeropum Moryt nonagatb
Beb-pecypcChbl, NOTEHUMANbHO cogepxalume
MHpOPMaLMIO O HAPKOTUYECKUX W OPYruX
BELLEeCTBax, pacnpocTpaHseMbIX fieranbHO
wnu HeneranbHo. Hanpumep, AaHHble
0 pacnpocTpaHeHun 3anpeLLeHHbIX
npenapaToB, ankorone unu Beb-cTpaHuLbl
3apermcTpupoBaHHbIX
dapMOKONOrM4eCcKnx KOMMnaHumn.

AGopT, Ankoronb, AHopekcus, HapkoTuku,
Kpacota 1 300poBbe, He3akoHHble
npenapatbl,MegnunHa, ®apmakonorus, Tabak.

education

B aTM «kaTeropuu Moryt nonagatb
Be6-pecypchbl, NOTEHLUMANBHO coaepKallme
y4ebHble MaTtepuarsi unm
MNOCBSALLEHHbIE 0BYYEHMIO.

Hanpumep: oHnanH-aHUMknoneauun, 6a3bl
3HaHW, BUWKW, Beb-cpaHuubl Y4eOHbIX
3aBedeHU UNM  CTpaHuubl O NOMOBOM
BOCMUTaHUN.

KHurn, ObpasoBaHue, Oetn, VHdbopmMaLMOHHbIE
TexHonorun, OHnanH-3HUMKNoneanu, LLkonsl
N YHUBEPCUTETHI, lMNounckoBble CUCTEMBbI,
[NonoBoe BocnuTaHue.
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Ter OnucaHue Cnucok kateropumn

hobby&entertainme (B 3Tm kateropum MoOryT nonagaTb | 3HakOMCTBa ONs B3POCTbIX, Xob6m

nt Beb-pecypchl, noTeHumManbHo | 1 passneyeHusi, OHnanH obuweHne, Actponorusi
OTHOCALUMECS K pa3BrneyeHusMm, xobbwu [u a3oTtepuka, Ayavo, BMAOEO W AUCTPUOYTMBEI,

1 cBOGOAHOMY BPEMSNPENPOBOXKAEHMWIO.

Hanpumep: OHNalH-Urpbl pasHbIX TUMOB,
BKIMOYas asapTHble, couManbHble CeTH,
CTPaHWUbl O KHUrax unuM oxoTte, ©Grnoru
0 300pPOBbE W KpacoTe WM HOBOCTHbIE
NEHTBI.

CtaBku, brnoru, KasuHo, KasyanbHble urpsbl,
Yatel  n copymbl, KomnbloTEpHbIE  UrpHl,
KynbTypa, 3OpoTuka, Moga, daiinoobmeHHuKu,
Oxota wpblbanka, [detu, A3apTHble Wrpbl,
Kpacota u3gopoBbe, Xo66u 1 passreveHus,
Oom u cembs, KOmop, JIFBT, HwxHee 6enbé,
Jlotepen, TlloTokoBoe BelaHne, MeguunHa,
Myabika, HoBoctn, CanTbl 3HakomcTB, Hyauam,
OHnanH-marasuHbil, OHnawnH LLOMMUHT
(cobcTBEHHBIE CUCTEMBbI onnaTbl), KMBOTHbIE,
MopHo, PectopaHbl, kade, ema, Cekc-wwonsbl,

CounanbHble cetn, Cnopr, ToppeHThl,
MyTewecTtBus, Pagvo 1 TenesuageHue,
Wargaming.
gaming B otm «kaTteropum moryT nonagaTb |KasyanbHble wurpbl, KomnbloTepHble  Urpsl,
Beb-pecypcbl, noTeHuuanbHo umetowme | CnopT, BoeHHble nrpbi.
OTHOWEHVWE K pasHbiM  Tunam  urp.
Hanpvmep: asapTHble Wrpbl U CTaBKy,
noTtepew, ceTeBble UMW KasyarnbHble UIpbl,
a Takke Beb-caviTbl 1 POPYMbI Ha UFPOBYIO
TemaTuky.
hazard B oty kateropuio BxogaT BebO-cTpaHuubl, | CtaBku, KasuvHo, KapTouyHble urpbl, A3apTHble

KOTOpble coaepxar:

e AsapTHble wurpbl B dpopmMaTte «nnaTtu
n urpam».

o CraBku.

o JloTepen C HEOOXOOUMOCTbIO

npuobpeTeHns GuneTos.

urpbl, Jlotepen.

health&medicine

Beb-cTpaHuubl 0 300poBOM 0bpase XU3HW.
MoryT cogepxaTb CTpaHuubl O UTHECE,

3400pOBOM  MUTaHWW,  anbTEPHaATMBHbIX
npakTuKax 1 metogax fnevyeHns; cTtpaHubl
0 MeaunuuHe, dapmaueBTUKe,

d)apmaueBqueCKmx KOMMaHUAX, antekax,
JleKapcTBax.

A6opT, AHopekcus, HapkoTukn, HesakoHHble
npenapatsl, Kpacota u 3goposbe, MeauuuHa,
dapmakonorus, Cnopr.
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Ter OnucaHue Cnucok kateropumn

illegal B atm kateropum Mmoryt nonagaTtb | Ankoronb, Ayauo, BMOEO U OUCTPUOYTUMBSI,
NOTEHUNanbLHO HeneranbHble | HapkoTukn, ®dannoodbmeHHukn, HesakoHHbIEe
BeO-pecypcbl. Hanpumep: HeneranbHoe | npenaparTsl, HesakoHHOEe ckaymBaHue,
pacnpocTpaHeHne Meaua-cannoB wnuv|AsapTHble  urpbl,  3anpeweHo  MUPOBBLIM
aNcTpmbyTnBOB unu CTpaHuupl, | 3aKoHOA4ATENBCTBOM, 3anpeLyeHo
3anpeLleHHble odmumanbHbIM | 3aKOHO4ATENLCTBOM Po, 3anpeLleHo
3aKOHOAATENbCTBOM pPasHbIX CTPaH. PockomHagsopom (P®), Tabak.

T Be6-pecypchl, KOTOpbIe noagonsitoT | AHOHUMU3ALMS,  [JOMEHHbIE 1 XOCTUHIOBbIE
nonb3oBaTensim (metoLmm | CEPBHUCEI, HeneransHble
M HE UMEIOLLMM  akkayHT) oBMeHuBaTbcsi | MPOrPaMMel, MHdoTMaLMOHHbIE  TeXHOMormu,

coobLieHnsMn (B TOM 4uUcrne, MNOYTOBblE
cepBuChl, colmarbHble ceTu, 6rorm u T.4.)

Nounckosble cuctemsl, lNo4vtoBLIE Be6-CepBI/ICbI.

forbidden by law

B oaTm «kateropum MoryT nonagaTb
Beb-pecypchl, noTeHumnarnsHo
Haxoadwmecsd noAa KOHTponem
benepanbHOro  3akoHodaTenbCTBa WU

nMewuwmne oTHolweHne KI'Ocyﬂ,apTCBeHHOIZ
UK NONNTUYECKON TEMATUKE.

3akoH 1 nonuTtuka, YnomsiHyto B ®egepanbHom
CMUCKEe 9IKCTPEMUCTCKMX MaTepuanoB (PD),
3anpeweHo PenepanbHbiM 3akoHOM 436 (PP),
3anpelweHo  MUPOBLIM  3aKOHOOATENbCTBOM,
3anpelleHo 3aKoHOOaTeNbCTBOM Po,
3anpeweHo PockomHaasopom (P®).

legal

B atm «karteropum MoryT nonagatb
noTeHUMarnbHO nerasnbHble BEG-pecypchl.

Ankoronb, Ayauo,  BuUgeo 1 AUCTpUbYTKMBSI,
Hapkotukn,  ®annoobmeHHukn,  JleranbHble
peknamMHble pecypchbl, JloTepen,

Apmus, dapmakonorus, Penvrus,lNonosoe
BocnutaHue, Peknama, Tabak, Wargaming.

media sharing

B atm «kateropum MoryT nonagatb
Beb-pecypchl, noTeHumnanbHo
nossornsoLime coBepLiaTb

bannoBbIi 0GMEH.

Hanpumep: ToppeHThl, dannoobMeHHUKH,
My3blkanbHble U BUMOEO XOCTUHIM, Kak
neraneHble, TaK U HenerasbHbIE.

Ayavo, BUAEO 1 oucTpmndyTmBSI, KHurn,
darnoobmeHHukn, LOetn, OHNaMH-cepBUCHI,
[MoTokoBoe BelwaHne, Mysbika, [louckoBble

CUCTEMBbI, TOppeHTbI, Pagno n TenesnaeHue.

money&paying

B 9tm «kateropum Moryt nonagaTb
Beb-pecypchbl, MOTEHUUanbHO CBsI3aHHbIE
¢ hnHaHcamun

1 OMHAHCOBLIMM OMNepauUsMu.

Hanpumep: oduumanbHble cantbl 6aHKOB,
OHnarH-6aHKK, OHNaH-Maras3uHel, a TaKkke
CTPaHUUbl  ANS COBEPLUEHUS  OEHEXHbIX
nepesoaoB.

BaHku, KHuru, KasyanbHble urpbl, OnekTpoHHas
Toproens, OHnamH wonnuHr (cobCTBEHHbIE
cuctembl onnatbl), OHNanH onnara, lNnaTéxHble
CUCTEMBI, PecTtopaHbl, kade, ena,
MyTewecTtBuA.

locmosiHHasa 3awuma cepeepa
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Ter

OnucaHue

Cnucok kateropumn

online collaboration

B 9T «kateropum MoryT nonagaTb
Beb-pecypcbl, MoTeHUMansHO CBS3aHHbIe
C 0bLlEeHMEM B UHTEpHEeTe.

Hanpumep: TemaTuyeckme 6norn
n bopymbl, NpUBaTHbLIE YaTbl, COUMANbHbIE
ceTun Unu 3HaKoMcTBa 4S5 B3POCHbIX.

3HakomcTBa  Ons B3pocnblx, brorn, Yatbl
n chopymbl, Odetn, Kpacota u 3goposbe, lMounck
pabotbl, MeguumnHa, CaiTbl  3HAKOMCTB,
CoumanbHble ceTu, lNMyTewecTsus.

psychotropic&drug |3V KaTeropum  MOryT  BKMKYaTb | Hapkotuki, HesakoHHble npenapathl, Kpacota
BeO-pecypchl  CBsi3aHHble  CIOOBLIMU |y 3n0poBbe, MeanumHa, ®apmakonorvs, Tabak.
TMnamm HapPKOTUYECKMX BELLECTB,
MCUXOTPOMHbLIX NpenapaToB unn Tabakom.

sex&adult B oatM «kaTeropum moryt nonagatb |3HakomcTBa And B3pocnblX, 3poTtuka, JIIBT,
Beb-pecypchl, NOTEHUManbHO cogepxaiume | HmwkHee ©6envé, Hyguam, [lopHo, [lonosoe
matepuansi ceKkcyanbHoro [ BocnmTtanue, Cekc-Luonbl.
N 3POTMYECKOTO Xapakrepa.
Hanpumep: nopHorpadunyeckne XOCTUHIU,
CTpaHuLUbl O NOMOBOM BOCMAUTAHUU UMK
canTsl, NoCBSLLEHHbIe
CEKC-MEHbLUNHCTBAM.

society&law OTta «karteropus BknovaeT MHOxecTBO |KynbTypa wuobwectBo, 3akoH w nonutuka,
acnekToB >XM3HM obulecTBa WU 4venoseka, | Apmusi, Penurusa, Opyxue.
BKIIOYAA Penuruio, npaBUTenbCTBEHHbIE
opraHu3aumu, 3aKkoHOA4aTenbCTBO;  AOM
N CEMbIO; HOBOCTW; apMUIO U OPYXUE.

shopping B atn «kateropum moryt nonagatb | Khurn,HuwxHee 6enbé, OHnanH-marasuHel,
Beb-pecypchl, noteHumanbHo | OHNavH  wonnuHr  (COBCTBEHHbIE  CUCTEMBI
OTHOCALLMECH K OHMaMH LUOMMUHTY. onnatbl), OHnanH onnata, PectopaHbl, kade,

ena,Cekc-wonsl, [NyTewecTsus.
violence B oatm «kaTteropum moryT nonagatb |HegoBonbcTBO, [AMCKpUMUHAUMSA, SKCTPEMMU3M

Beb-pecypchl, NOTeHUManbHO cogepxalume |n pacmuam, OxoTa  wu pblibanka, HeHaBucTb
npsMoe BbIpaXXeHWe arpeccu, onucaHus | v AMckpuMmnHauus, YnomsaHyto B ®egepansHoM
XeCToKoro obpalleHus, nponaraHgy | cnnucke 9KCTpeMucTckux martepuanos  (P®),
3KCTpemMmnsma unu cymumaa. Apmus, Monutnyeckoe pelueHve (JP),
3anpeleHo  MUPOBbLIM  3aKOHOAATENbCTBOM,
3anpeLueHo 3aKkoHoOaTeNnbCTBOM Po,
3anpeweHo PockomHagsopom (P®), Cyuung,
XectokocTb, Wargaming, Opyxue.
web services B oa9tm kateropum Moryt nonagaTb | AHOHUMM3aAUMA, [OMEHHble U XOCTUHIOBblE
Beb-pecypchl, NoTeHUManbLHoO | CepBUCHI, OHnawH-cepBuchl,lNonckosble
npepocTasnsoLme pa3nuyHble | cuctemsl, Peknama, Mo4toBble Be6-cepBuUChI.

Beb-cepBucbl. Hanpumep: aHoHumM3aums,
BEO-XOCTUHIN UNN CEPBUCHI 3MEKTPOHHOM
NoYThbI.

locmosiHHas 3awuma cepeepa
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KOHTpONb akTMBHOCTU
Ha KOMNbITEpax

OTOT pasgen coaepXut uHdopmaumio o dyHKkumoHanbHoctn Kaspersky Security 10.1 gna Windows Server,
KOTOpas no3BOMsSeT KOHTPOMMpOBaTb 3amnyCku M Nporpamm MOAKMYEHUs dnell-Hakonutenem Apyrux BHELIHMX
ycTpowncTs no USB

YnpaBrneHue 3anyckom nporpamm n3 Kaspersky
Security Center

Bbl MOXeTe 3anpelyaTb UM paspellaTb 3anyck Nporpamm Ha BCEX CepBepax B CETU opraHusauuun, opMupys
eVHble CNUCKM NpaBuil KOHTPOSS 3anycka nporpamm Ha ctopoHe Kaspersky Security Center ans rpynn cepeepos.

B aTtom pasgene

HacTpovika napameTpoB 3aga4m KOHTPOMb 3AMYCKA MPOTPAMM .....ccciiurriteiirreeeiirretesasreeeesssnneeesassseeessssseeessnneeees 200
HacTpovika KOHTPOMS pacnpoCTpaHEHUs MPOrPAMMHOIO OBECTIEUEHUS ... ..vvieiiireeeiiiiieeeisiiaeeessnereeessnseeeessneeeens 205
BkritoueHme pexknma PaspellaTrh MO YMOITUAHMED ... ..uuuuuuueeeeeenuae s 208

O cbopmurpoBaHMM NpaBu KOHTPONSA 3anycka nporpamm ans Bcen cetn yepes Kaspersky Security Center .....209

KOHmpOﬂb aKmusHocmu Ha KoMribromepax
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HacTtponka napameTtpoB 3agaum KoHTponb 3anycka nporpamMmm

Bbl MOXeTe U3MEeHATb 3HaYeHus napameTpoB 3agayu KOHTpOJ'Ib 3anycKka nporpamm, 3agaHHbIX Mo ymMosn4yaHuro

(cm. Tabnumuy Huxe).

Tabnuuya 27.

lMapamempsi 3a0aqyu KoHmporib 3arycka rnpogpamMm o yMoa4aHuro

MapameTp

3HavyeHue No ymon4yaHuro

OnucaHue

Pexunm paboTbl 3agaun

Tonbko cTaTucTuKa. 3agaya
duKkcupyeT cobbITUSI BIIOKMPOBKU
1 3anycka nporpamm

B COOTBETCTBUM C 3aaHHbIMU
npasunamu B XypHarne
BbINONHEHNS. DakTMYeckas
OnoknpoBka 3anycka nporpaMmm
He BbINOSHSIETCS.

Bbl MoxeTe BbiGpaTh pexum MpumeHaTb
npaBuna KOHTPOns 3anycka nporpaMmm
Ans 3aWuTbl cepBepa nocre Toro, kak byget
chopMMpPOBaH OKOHYATENbHbIN CINCOK
npasews.

MpaBuna

3ameHUTb npasunamMmum NOJIMTUKN
NOoKasnbHble npaBuna.

Bbl MOXeTe Bbl6paTb pexnm coBMeCcTHOro
npumMeHeHua npasun, 3agaHHbIX B NOJINTUKE,
1 npaBus Ha JTOKalribHOM KOMIMbOTEPE.

O6nacTb NpUMeHeHus
npaBun B 3agave

3agava KOHTPONMpYeT 3anyck
ncnonHsembix annos, CKPMNTOB
n MSI-nakeTos.

Bbl MOXeTe yKkasbiBaTb TUMNbl hansios, 3anyck
KOTOpPbIX ByAeT KOHTPONMPOBATLCA
npasunamMu.

Ncnonb3oBaHne KSN

[aHHble 0 penyTaumm nporpamm
B KSN He ucnonb3ayroTtcs.

Bbl MOXeTe ncnonb3oBaTb AaHHbIE
o penyTtauun nporpamm B KSN npu pabote
3agayun KoHTponb 3anycka nporpamm.

ABTOMaTN4YECKMN
paspeLwaTb
pacnpocTpaHeHue
Ans nporpamMmm

M NakeToB U3 cnuCKa.

He npumeHseTcs.

Bbl MOXeTe paspeluaTb pacnpocTpaHeHve
nporpaMMHoro obecne4yeHnst ¢ NOMOLLbHO
yKa3aHHbIX B HACTPOMKax MakeToB YCTAHOBKM
1 nporpamm. Mo ymonyaHuo paspeLleHo
TONbKO pacnpocTpaHeHe Nporpamm

¢ nomouupto cnyx6el Windows Installer.

PaspelueHue
pacnpocTpaHeHus
nporpamMm yepes
Windows Installer

MpumeHseTcs.

Bbl MOXeTe paspelnTb YCTaHOBKY MIK
obHoBneHne Nboro NPorpamMmmMHoro
obecneyeHus, ecnu onepaumm BbINOSHAITCS
yepes Windows Installer.

3anpeTuUTb 3anyck
KOMaHAHbIX
MHTepnpeTaTopoB
0e3 KoMaHpA,

K UCMOJTHEHUIO

He npumeHseTcs.

Bbl MOXeTe 3anpeluaTtb 3anyck KOMaHOHbIX
WHTepnpeTaTopoB 6e3 UcnonHAeMbIX
KoMaHg,.

PacnucaHwue 3anycka
3agauu

Cnepylowun 3anyck He onpegeneH.

3apava KoHTponb 3anycka nporpamm

He 3anycKaeTcs aBToMaTUYeCKn Npu 3anycke
Kaspersky Security 10.1 ana Windows
Server. Bbl MOXeTe 3anycTuTb 3agaydy
BPYYHYIO MMM HACTPOMUTb 3anycK 3agayu

no pacnucaHuio.
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» 4Ymobbl Hacmpoums napamempsbi 3adaqyu KoHmMporb 3arycka npoepamm, ebIrnoHUme
cnedyrowue delicmaus:

1. B pepeBe KoHconu agmunucTpupoBaHusa Kaspersky Security Center passepHuTe y3en YnpaBnsieMble
ycTponcTBa 1 Bbibepute rpynny agMMHUCTPUPOBAHUS, ANS KOMNbIOTEPOB KOTOPOW Bbl XOTUTE HACTPOUTb
napameTpbl NPOrpaMmmsl.

2. B naHenu pesynbTaTtoB BblGpaHHON rpynnbl aAMUHUCTPUPOBAHNA BbINOMHUTE OJHO
13 cnegylowmnx 4encTBui:

e Ecnu Bbl xoTUTe HacTpouTb NapameTpbl MONWUTMKWA ANiA FPYNnbl CEPBEPOB, BblbepuTe 3aknagky
Monutnkn n otkponTe OkHO <CBomctBa>: <UmA nonutuku>(cMm. pasgen "HacTpoika NONUTUKK"
Ha cTp.76).

e Ecnu Bbl XOTUTE HacTpPOUTb MapamMeTpbl MporpaMmbl AN OOHOTO cepBepa, BblbepuTe 3aknagky
YcTtpounctBa 1 oTkponTe OkHO MapameTpbl nporpammbl (CM. pa3gen "HacTpownka nokanbHbiX 3agay
B okHe [MapameTpbl Nnporpammbl B Kaspersky Security Center” Ha cTp. 89).

Ecnn yctponctBo paboTtaeT nofg ynpasneHnem akTtuBHowm nonutukum Kaspersky Security Center
M B 3TOW MOMUTUKE HaroXeH 3anpeT Ha U3MEHEHWe napameTpoB MpPOrpaMmbl, 3TM MapameTpbl
HeJOCTYNHbI AN U3MeHeHus B okHe MapameTpbl nporpaMmmbil.

3. B paspene KoHTponb aKTMBHOCTM Ha KOMMbKOTEpax Haxmute kHonky HacTtpouka B 6rnoke KoHTponb
3anycka nporpamm.

OTkpoeTcs okHo KoHTponb 3anycka nporpamMmm.
4. Ha 3aknagke O6wme B 6roke Pexxum paboTbl HacTponTe creayolie napameTphbi:
e B packpbiBaowemcs cnvcke Pexum paboTtbl BoibepuTe pexxum paboTbl 3agayun.

B packpbiBatolleMcsi cnucke Bbl MoXeTe BblbpaTb OAMH M3 PeXMMOB paboTbl 3adauu
KoHTponb 3anycka nporpamm:

e [pumeHsaTbL npaBuna KoHTponsA 3anycka nporpamm. Kaspersky Security 10.1 gns
Windows Server KOHTPONMPYeT 3anyCck NporpamMm ¢ NOMOLLbIO 3a4aHHbIX MpaBun.

e Tonbko cratuctuka. Kaspersky Security 10.1 gnas Windows  Server
He KOHTpONMpyeT 3anyck nporpamm C MOMOLUBI 3aAaHHbIX MpaBurl, a TOMbKO
duKcMpyeT BIKypHane BbIMONHEHMA 3agjadvy MHopMauuio o 3anyckax nporpamm.
3anyck Bcex mnporpaMMm paspelleH. Bbl MoxeTe wucnonb3oBaTb 3TOT PeEXUM
Anst OpMUPOBaHUSA CNMCKa MpaBui  KOHTPOMsS 3anycka nporpaMM Ha OCHOBe
WHopmaunn, 3adUKCMPOBaHHOW B XypHane BbINONHEHNS 3a4au.

Mo ymonyaHuio 3agava KoHTponb 3anycka MporpaMMm 3anyckaeTcsi B pexunme
TonbKo cTaTUCTUKA.

KOHmpOﬂb aKmugeHoCcmu Ha KomMmribromepax
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e  CHuMMUTE unu ycTaHoBuTe criakok MoBTOpATbL AeNCTBUA, BbINOMHEHHbIe € (haityioM NMpu NepBoMm
3anycke, Npy Bcex nocnegylowmx 3anyckax.

dna)ok BKIOYAET UMK BbIKTOYaeT KOHTPOJ1b NOBTOPHOro 3anycka nporpaMmm Ha OCHOBe
3anucen Kelwa o npeLeaeHTax.

Ecnn dnaxok yctaHoBneH, Kaspersky Security 10.1 gna Windows Server 3anpeluaet
UNn paspellaeT BbINOMIHEHNE MOBTOPHO 3anyLLEHHOW NporpaMMbl HAa OCHOBE pELUEHUS,
KoTopoe Obino MPUHATO NMpuW NEPBOM 3anycke nNporpaMmbl 3agadert KOHTPOns 3anycka
nporpamm. Hanpumep, ecnv nepBbI 3anyck nporpammbl Gbin paspelleH npasunamu
KOHTpONs 3anycka mnporpaMM, 3anucb 00 3TOM CODObITUM COXpaHseTcs B Kelle,
W NMOBTOPHbIA 3anyck 3TOM nporpamMmmbl GyaeTt paspelleH ©Ge3 NOBTOPHOW MNPOBEPKU
Ha Hanunuyue paspeLlaoLLnX NpaBus.

Ecnn dnaxok cHaT, Kaspersky Security 10.1 gna Windows Server npoBepsieT
nporpamMmy npwv Kaxgom ee nocreayLem 3anycke 3aHoBO.

Mo ymon4yaHuio oria>kok yCTaHOBIEH.

e CHumute wnn  yctaHoBuTe  Gnaxok 3anpeTuTb 3anyCKk UWHTEepPnpeTaTopoB  KOMaHA
npu OTCYTCTBUUN KOMaHA,

Ecnn dnaxok yctaHosneH, Kaspersky Security 10 gna Windows Server 3anpewaet
3anyck MWHTeprnpetatopa KOMaHOHOW CTPOKM, [aXe ecnu 3anyck WHTepnpeTtatopa
paspelleH. 3anyck KoMaHOHOW  CTpokuM  6e3 KOMaH4  paspellaeTcsl  TONbKO
npw BbINOMHEHNN 0BOUX YCMOBUIA:

e 3anyck uHTepnpeTaTopa KOMaHOHOW CTPOKM paspeLleH.
e BbinonHAemas KoMaH4a paspeLleHa.

Ecnun dnaxok cHaTt, Kaspersky Security 10.1 ana Windows Server yyuTbiBaeT TOMbKO
paspelualoliMe npaeBuna And 3anycka KoMaHgHow cTpoku. 3anyck 6nokupyetcs, ecnuv
He MPMMEHEHO paspeLlaloLLee NpPaBumo, UM BbIMOMHSAEMbIN NPOLIECC HE UMEEeT cTaTyca
poBepeHHoro B KSN. Ecnu paspeluatoliee npaBurio NpUMEHEHo, unu y npouecca ectb
cratyc poepeHHoro B KSN, 3anyck koMaHOHOM CTPOKM paspeLlaeTcsl Kak ¢ KOMaHOow,
Tak n 6e3 Hee.

Kaspersky Security 10.1 ans Windows Server pabotaet
CO crneayLlmMm UHTEpNpeTaTopamm:

e cmd.exe;

e powershell.exe;
e python.exe;

e perl.exe.

5. B 6noke MNpaBuna HacTporiTe NnapameTpbl MPUMEHEHUS NPaBUIT:

a. HaxmuTte HakHonky Cnucok npasun, 4To6bl [06aBUTL paspellallme npasuna KOHTPOMs
3anycka 3agau.

Kaspersky Security 10.1 ana Windows Server He pacno3HaeT nyTb, BKIIOYAOLWLMIA HAKITOHHY YepTy
"I". cnonb3ynTe obpaTHY HaKMOHHYH YepTy "\", 4TOObl NPaBWUIbHO BBECTU MYTb.

KOHmpOﬂb aKmugeHoCcmu Ha KomMmribromepax
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b. Bbibepute pexvm npMMeHeHns NpaBun:
e 3amMeHUTb NpaBUilaMU NOJIUTUKMN JNOKanbHbIe NpaBuna.

MporpaMma MpuUMEHsIeT CMAUMCOK MpaBwil, 3afdaHHblA B NONUTMKE, [ANs LEHTPanM3oBaHHOIo
KOHTPOMsi 3arnyckoB Mporpamm Ha rpynne KomnbioTepoB. PopmupoBaHue, pegakTupoBaHue
N NPYMEHEHNE NOKanbHbIX CMCKOB NPaBu HEAOCTYMHO.

. ,EloGanm: npaBuia NOJINTUKM K NOKanbHbIM NpaBuiam.

I'Iporpamma NPpUMEHAET CMUCOK npaBwun, 3aJaHHbI B MONUTUKE, COBMECTHO C fOKasnbHbLIMU
cCnncKkamMmun npaBul. Bbl moxeTe penaktupoBaTtb JiOKallbHbl€ CIMUCKK NMpaBwuil C NOMOLLbHO 3adaud
aBTOMaTU4eCKOM reHepauunn npasusl KOHTPOJ1A 3anycka nporpamMmm.

Mo ymonuaHumwo Kaspersky Security 10.1 gna Windows Server npumeHaeT [Ba
npefonpeneneHHbIX npasuna, KOTopble paspeLlarT 3anyck ckpuntos, naketoB MSI u cdannos
3anycka no ceptudumkary.

6. B 6noke ObnacTb NpMMeHeHUA NpaBun 3ajante cneayowmne napameTpbl:
¢ Wcnonb3oBaTb NpaBuna Ansi UCNOMNHAEMbIX dainos.
®naxok BKrtoYaeT / BbIKIOYaAET KOHTPOIb 3anycka UCMOSHSAeMbIX (ainoB nporpamm.

Ecnn dnaxok yctaHoBneH, Kaspersky Security 10.1 gna Windows Server paspeluaet
Unun 3anpeLyaeT 3anyck UCNOMNHSAEMbIX (0arnoB NporpaMm € NOMOLLBIO 3aaHHbIX NpaBun,
B MapamMeTpax KoTopbiX ykasdaHa obractb NnpuMeHeHus VicnonHsaemble dannbl.

Ecnn dnaxok cHaT, Kaspersky Security 10.1 ana Windows Server He KOHTponupyet
3anycKk WUCMNofHsemblx annoB nporpaMM C NOMOLLbLIO 3adaHHbIX MpaBumn. 3anyck
UCNoNHAEMbIX annoB NPorpaMm paspeLleH.

Mo ymonyaHuio raxok ycTaHOBIMEH.
e KoHtponupoBatb 3arpy3ky DLL-moaynemn.
dnaxkoKk BKIOYaeT/BbIKMOYaeT KOHTPOnb 3arpy3ku DLL-mogynen.

Ecnu cnaxok yctaHoBneH, Kaspersky Security 10.1 gna Windows Server paspeluaet
unu 3anpewaeT 3arpy3ky DLL-mogynen ¢ nomoLlblo 3afaHHbIX NpaBusl, B napameTtpax
KOTOpbIX yka3aHa obnactb npumeHeHus cnonHsemele dannbi.

Ecnu dnaxok cHAT, Kaspersky Security 10.1 ana Windows Server He KoHTponupyeT
3arpysky DLL-moaynewn C MOMOLLI0 3aflaHHbIX npasun. 3arpyska
DLL-mogynen paspelueHa.

dnaxok  OOCTyneH, €Ccnn  yCTaHOBIEeH dnaxok  Mcnonb3oBaTtb npasuna
Ans ncnonHaembix dannos.

Mo ymon4yaHuio oraxokK CHAT.

KoHTporb 3arpysku DLL-mogynen MOXeT BINATb Ha NPou3BOANTENBHOCTb
onepawmoHHON CUCTEMbI.

KoHmporb akmusHocmu Ha KoMribromepax
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e MWcnonb3oBaTb NpaBuna ansa cKpunNToB U naketoB MSI.
dnaxokK BKMYaeT UNn BbIKNIOYAET KOHTPOIb 3anycka CKpUnToB 1 naketoB MSI.

Ecnu cdnaxok yctaHoBneH, Kaspersky Security 10.1 gna Windows Server paspelwuaet
uUnu 3anpellaet 3anyck CKpUNTOB M naketoB MSI ¢ nomolbio 3agaHHbIX npaBum,
B MapaMeTpax KoTopbiX ykasdaHa obnactb npuMmeHeHust CKpunTtbl 1 nakeTbl MSI.

Ecnn dnaxok cHaT, Kaspersky Security 10.1 ana Windows Server He KOHTponvpyet
3anyck ckpuyntoB u naketoB MSI ¢ nomowpio 3agaHHbIX npasun. 3anyck CKpMnToB
n naketoB MSI paspeLueH.

Mo ymon4aHuio pnaxkok yCTaHOBIIEH.
7. B 6noke Ucnonb3oBaHne KSN HacTponTe cnegylowme napameTpbl 3anycka nporpaMmm:
¢ He paspewartb 3anyck nporpamm, HegoBepeHHbIx B KSN.

dnaxok BKIOYaeT UMK BbIKITHOYAET KOHTPOJIb 3amnycka NporpaMm COrflacHO X penyTaumu
B KSN.

Ecnun dnaxok yctaHosneH, Kaspersky Security 10.1 ans Windows Server 3anpewaet
3anyck nporpamm, MMerolmx ctatyc HegoBepeHHbix B KSN. [Npu aTom paspeluarowive
npasuna KOHTPONS 3amnycka nporpamm, nog KoTopble nognagatroT HegoBepeHHble B KSN
nporpamMmebl, He cpabaTbiBaloT. YcTaHOBKa naxka obecnedyvBaeT AOMONHUTENbHYIO
3aWwmTy OT BPEAOHOCHbBIX NPOrpamMm.

Ecnn dnaxok cHat, Kaspersky Security 10.1 gna Windows Server He yuuTbiBaeT
penyTaunto HegoBepeHHbix B KSN nporpamm n paspeluaeTt mnu 3anpeLlaeTt mx 3anyck
B COOTBETCTBUM C NpaBunamu, nof KoTopble nognagatoT nporpaMmbl.

Mo ymon4aHmio priaxkok CHAT.
e Pa3spewaTtb 3anyck nporpamm, goBepeHHbIX B KSN.

dnaXkok BKNOYaeT Unum BbIKNoYaeT KOHTPOJ1b 3anyCka nporpamMmm cormacHO Ux penyrtayum
B KSN.

Ecnun dnaxok yctaHosneH, Kaspersky Security 10.1 ans Windows Server paspeluaet
3anyck nporpamm, umelwmx cratyc gosepeHHbix B KSN. [Npu aTom 3anpewatouime
npaBuna KOHTPONS 3amnycka nporpaMmM, Mog KoTopble nognagatoT goBepeHHble B KSN
nporpammbl, UmerT GomnblniA NpUOPUTET: ecnyu nporpaMma npusHaHa [OBEepeHHON
cnyx6amn KSN, HO 3anpelleHa npaBuniaMm KOHTPOMsS 3anycka nporpamm, 3anyck Takoun
nporpammbl 6yaeT 3abrnokupoBaH.

Ecnun dnaxok cHat, Kaspersky Security 10.1 gna Windows Server He yuuTbiBaeT
penytaumio gosepeHHbix B KSN nporpamm u paspelwlaet wnnu 3anpewjaet Mx 3anyck
B COOTBETCTBMM C NpaBunamu, nog KOTopble NognagatT Nporpammel.

Mo ymonyaHuio naxok CHAT.

e [lonb3oBatenn wu/ WM Tpynnbl  NONMb30OBaTENEN, KOTOPbIM pas3pelleH 3anyck [LOBEPEHHbIX
B KSN nporpamm.

8. Ha 3aknagke KoHTponb nakeToB YyCTaHOBKW HacTpoWTe MapameTpbl KOHTPOMNSA MNakeToB YCTaHOBKM
(cm. pasgen "HacTporika KOHTPONS NakeToB yCTaHOBKN" Ha cTp. 205).

9. Ha 3aknagke YnpaBneHue 3agayen HacTponTe napameTpbl 3anycka 3agadu no pacnucaHuo (CM. pasgen
"HacTpoiika napameTpoB pacnucaHus 3anycka 3agay” Ha cTp. 111).

10. B okHe MapameTpbl 3agayum HaxxmuTe Ha kKHomnKy OK.
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Kaspersky Security 10.1 gns Windows Server HemeaneHHO NPUMEHUT HOBble 3HAYeHMs MNapameTpoB
B BbINOJSHSAOLENCS 3adade. [JaHHble O BpeMEHW M3MEHEHUs MapameTpoB, a Takke 3Ha4YeHus napameTpoB
[0 1 nocrne nx n3aMeHeHus 6ygyT coxpaHeHbl B XXypHarne BbINOMHEHNUs 3agayun.

HacTpounka KOHTpOns pacnpoCcTpaHeHUsa NporpamMmMHoOro obecne4vyeHus

Bbl MOXeTe ynpocTuTb npouenypy yCTaHOBKM UM OOHOBMEHUSA NpOrpaMMHOro obecneyeHnsi ¢ NOMOLLbIO PYHKLMK
KOHTPONS MakeToB YCTaHOBKW. KOHTpOMb NakeToB YCTAHOBKM MO3BOMSET aBTOMaTUMYeCKM paspeluaTtb 3anyck
NporpaMm, €criv OH BbINOMHEH C MOMOLLbIO JOBEPEHHON NporpaMmMbl UNM JOBEPEHHOrO nakeTa ycTtaHoBku. Nocne
3anycka [JoBepeHHoro naketa ycrtaHoBku Kaspersky Security 10.1 ana Windows Server aBToMaTtudecku
paccuynTbiBaeT KOHTPOMbHYO CYMMY ANSA KaXOO0ro BMOXEHHOro ¢harina v B JanbHenweM He NpUMeHsieT NpuHumn
OMOKMPOBKM MO yMOMYaHUo K Takum dannam. Kaspersky Security 10.1 ana Windows Server paspeliaet
pacnakoBKy AOBEPEHHOro MakeTa yCTaHOBKM W 3aMyCK BCEX BMOXEHHbIX (palfoB, €Criv Mx 3anyck He 3anpelyeH
npasunamu 3agayum KoHTpomnb 3anycka nporpamMm UM OHWU HE UMEKOT CTaTyC HeaoBepeHHbIX B KSN.

N3meHeHVe nnu nepemMeLleHne BroXKeHHOro dainia MoxeT NPUBECTU K BII0KMpOBaHMIo 3anycka aToro daiina.

» Umobbl 0obasumb dosepeHHbIl nakem ycmaHOo8KU, 8bInosIHUMe criedyroujue delicmeus:

1. B pepee KoHconu agmunucTtpupoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsieMble
ycTpomncTBa 1 BbibepuTe rpynny agMMHUCTPUPOBAHMUS, AN KOMMbIOTEPOB KOTOPOW Bbl XOTUTE HAacTPOUTb
napamMeTpbl NporpamMmei.

2. B naHenm pesynbTaTtoB BblIOpaHHON rpynnbl afMWHUCTPUPOBaHUS BbINOSTHUTE OfHO
13 cnegylowmnx AencTBuin:

e Ecnu Bbl xoTuTe HacTpouTb MapameTpbl MOMAWTUKM ANiA FPynnbl CepBepoB, BblbepuTe 3aknagky
Monutukn un oTkponTe OkHO <CBomctBa>: <UMa nonutukmn>(cm. pasgen "HacTtpomnka nonuMTukn"
Ha cTp.76).

e Ecnu Bbl xoTuTe HacTpouTb nNapameTpbl MporpamMmbl AN OAHOrO cepBepa, BblibepuTe 3aknagky
YctpounctBa u oTkporite okHo MapameTpbl nporpaMmmbl (CM. pasgen "HacTponka nokanbHbIX 3agay
B okHe [MapameTpbl nporpammbl B Kaspersky Security Center" Ha cTp. 89).

Ecnn yctponctBo paboTtaeT nofg ynpaereHnem akTtuBHom nonutuku Kaspersky Security Center
N B 3TOM MONUTMKE HAaNOXEeH 3anpeT Ha M3MEHEeHWe napamMeTpoB MporpamMmmbl, 3TM NapameTpbl
HeAOCTYNHbI 4NS U3MeHeHusi B okHe MapamMeTpbl NporpamMmmei.

3. B pasgene KoHTponb akTMBHOCTM Ha KOMMbIOTepax HaxmuTe kHornky Hactponka B 6noke KoHTponb
3anycka nporpamm.

OTkpoeTcsl okHo KoHTponb 3anycka nporpamMmm.

4. Ha BbiOpaHHOM 3aknagke ycTaHoBUTE riaxxok ABTOMaTUYeCKM paspellatb pacnpocTpaHeHue
C NOMOLWbI YKa3aHHbIX NporpaMm “ naketToB yCTaHOBKMW.

®naxok BKMOYAET UMM BbLIKMHOYAET BO3MOXHOCTb aBTOMATMYECKOrO  CO3A4aHus
UCKITIOYEHWI Anst BCeX halnos, 3anyLeHHbIX C MOMOLLbIO YKa3aHHbIX B CIMCKE NPOrpamMm
1 NaKeTOB YCTAHOBKM.

Ecnn cdnaxok ycTaHOBMEH, nporpaMma aBTOMaTU4YeCKM paspellaeT 3anyck (annos,
3anyLweHHbIX C NOMOLLbI AOBEPEHHbIX NMakeToB YCTAaHOBKM. Cnmcok nporpamMmm u nakeToB
ANsi YCTAaHOBKW, pa3peLUEHHbIX K 3anycKy, AOCTYNeH Ansi pe4akTUpOoBaHus.
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Ecnn d)na>|<0|< CHAT, nporpamMma He NpuMeHAeT yKa3aHHble B CMNCKE UCKITHYEeHUA.

Mo ymon4aHuio iaxkok CHAT.

Bbl MoXxeTe ycTaHOBUTb briakok ABTOMaTMYECKU paspeluaTb pacrnpocTpaHeHue C NOMOLLbHO
yKa3saHHbIX NporpaMm U NakeToB YCTaHOBKM, ECNV yCTaHOBIEeH dnaxok Ucnonb3oBaTb NnpaBuna
ONA UcnornHsieMbix darnoB B napameTpax 3agayn KoHTpornb 3anycka nporpaMmm.

5. Ecnu Tpebyetcs, cHumMuTe dnaxkok Bcerga paspewartb pacnpocTpaHeHue MporpaMm C NOMOLUbH
Windows Installer.

dnaxok BKMAYaeT WM BbIKIOYAET BO3MOXHOCTb aBTOMaTUYECKOro Cco3gaHus
UCKITIOYEHNN ansa Bcex Gannos, 3anyLeHHbIX C NOMOLLbIO NnoaCUCTEMbI
Windows Installer.

Ecnn naxok yctaHoBneH, nporpaMma Bcerga paspeliaetr 3anyck pannos,
yCTaHoOBMEHHbIX ¢ nomoLbio Windows Installer.

Ecnn dnaxok cHat, ucnonb3oBanve Windows Installer gns 3anycka nporpammbi
He ABnAeTCH KpUTepueM Ans pa3peLleHns Takon nporpaMmbl.

Mo ymon4aHuio pnaxkok yCTaHOBIEH.

dnaxok HeOoCTyneH [Ans pedakTUPOBaHWUA, €Cn CHAT naxok ABTOMaTUYeCKU
paspewaTb pacnpocTpaHeHue C NomMoLbIo yKasaHHbIX nporpamm
M NakeToOB YCTaHOBKM.

dnaxok Bcerpa paspewarb pacnpocTpaHeHue nporpamm c nomowbio Windows Installer
pPEKOMEHAYETCA CHMMaTb TONbKO B Cryyae KpanHenm Heobxogumoctu. CHaTMe dnaxka MOoXeT
npuBecTX K Nnpobrnemam npu 0OHOBNEHUN halifioB onepaLMoHHON CUCTEMbI, a Takke BGNTOKMPOBaHNIO
3anycka d)aI7IJ'IOB, O04YepHKUX MO OTHOLLEHUIO K AOBEPEHHbIM NakeTaM YCTaHOBKW.

6. Ecnun TpebyeTtcs, yctaHoBUTE hnaxok Becerga paspewarb pacnpoctpaHeHue nporpamm yepe3 SCCM
C noMolbio (hOHOBOW UHTENNEKTyarbHOW CRyX0bl nepefayu.

dnaxok BKMOYAeT WM BbIKMOYAET aBTOMAaTUYeCcKoe paspeLleHne pacrnpoCTpaHeHus
nporpaMMHoro obecneyeHus C NOMOLLbIO peLueHus System Center
Configuration Manager.

Ecnn naxok ycrtaHoBneH, Kaspersky Security 10.1 gns Windows Server
aBTOMaTUYecKn paspeluaet pasBepTbiBaHve Microsoft Windows ¢ ucnonb3oBaHvem
System Center Configuration Manager. [Nporpamma paspellaet pacnpocTpaHeHue
nporpaMmHoro obecneyeHns TOMbKO C MOMOLLBIO CyX6bl (POHOBOW MHTENNEKTyanbHOW
nepenauun gaHHelx (Background Intelligent Transfer Service).

Cucrtema KOHTPOJIMpYyeT 3anyck 00BEKTOB CO cnegywownmm paclwmpeHnamm:

e .exe
e .MmSi

Mo ymon4yaHuio riaxokK CHAT.

MporpaMmmMa KOHTPONMpyeT LMK pacnpocTpaHeHUst NporpaMMHOro obecrneyeHmnst oT 4OCTaBKM nakeTa
Ha cepBep [0 hakTta YycTaHOBKW/OGHOBMNEHUs. [lporpamma He KOHTPONMPYeT npoLecchl, €ecrnu
KaKoW-TO M3 3TanoB pacnpocTpaHeHus bbin BbINOMHEH 4O YCTAHOBKM CUCTEMbI Ha cepBep.
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7. YT0bBI OTpenakTnpoBaTb CMNCOK AOBEPEHHbIX NMakeToB YCTAHOBKU, HAXKMUTE Ha KHOMKY N3mMeHUTb cnucok
nakeToB U B pacKpbiBLLEMCA MEHIO Bbl6epVITe OAWH U3 OOCTYNMHbIX cnoco6os:

e [l06aBUTL OAMH BPYUHYHO.
a. Haxmute Ha kHonky O630p v BbibepeTe dhann 3anycka Nporpammbl UM NakeT yCTaHOBKM.
Bnok Kputepun noBepeHHOCTN aBTOMaTMYECK/ 3anONHUTCS AaHHbIMK O BbibpaHHOM channe.

b. Bblbepute oaMH 13 OBYX [OOCTYMHbIX BapWaHTOB KPUTEPUEB [OOBEPEHHOCTW, OCHOBbLIBAsICb
Ha KOTOpbIX dhann nnun nakeT yCTaHOBKM ByAeT CUMTATbCA JOBEPEHHbBIM:

e Wcnonb3oBaTb undpoBon ceptTudmkar

Ecnu BbibpaH 3TOT BapuaHT, TO B napameTpax (GOpMMpyeMbIX paspeLuarolmx npasBui
KOHTpOMs 3anycka nporpaMMm B KayecTBe KpuTepus cpabaTtbiBaHus npasuna
yKasbiBaeTCA Hanuuve umdpoBoro ceptudmkata. B ganbHernwem nporpamma 6Gyaet
paspewaTb 3anyck nporpaMM C NOMOLIb0 (PanmnoB, Y KOTOpbIX €CTb  L1POBOK
cepTudukat. STOT BapuaHT peKoOMeHAYeTCs, eCnn Bbl XOTUTE paspeLuaTtb 3anyck fobbix
nporpamm, JOBEPEHHbIX B ONEPaLnOHHON CUCTEME.

¢ Wcnonb3oBartb xew SHA256

Ecnun BbIGpaH 3TOT BapuaHT, TO B napameTpax PopMUpPYEMbIX paspeLlatolmx npaBun
KOHTPONS  3amycka MporpaMM B KayecTBe KpuTepusi cpabaTbiBaHMs npaswuna
yKasblBaeTCH 3HayeHne KOHTPOSIbHOM CyMMbl dhaina, Ha OCHOBE KOTOPOro hopmmnpyeTcs
npaswno. B gansHenwem nporpamma 6yaeT paspewaTtb 3anyck nporpamm, 3anyckaembix
havinamu ¢ ykasaHHbIM 3HA4YEHNEM KOHTPOMNBHON CyMMbI.

OTOT BapuaHT peKkoMeHOyeTCs MpUMEeHsiTb, ecnu TpebyeTcs co3gaTe MakcumarnbHO
HageXHble MpaBuna: KOHTPONbHAasi CymMa, paccuuMTaHHas no anroputmy SHA256,
ABNSAETCA YHUKaNbHbIM  naeHTUdukatopom danna. Wcnonb3oBaHWe MNofy4eHHOro
3Ha4YeHMs Xelwa B KayecTBe Kputepusi cpabaTbiBaHUs MpaBuna cyxaeT obnacTtb
npuMeHeHuUsi Npasuna 4o ogHoro danna.

OTOT BapuaHT BblibpaH No ymon4aHumio.

e [lo6aBUTb HECKONbKO NO xeuwly.

Bbl MOxeTe BbibpaTb HeorpaHnyeHHoe YMcno hannos 3anycka v NakeToB YCTaHOBKM 1 A06aBuTb
X B CNMCok ogHoBpeMeHHo. Kaspersky Security 10.1 gna Windows Server yunTbiBaeT xeLl
N paspeLuaeT 3anyck npu obpalleHnn onepaumoHHbIN CUCTEMbI K YKa3aHHbIM dannam.

e WN3MeHUTb BbIOpPaHHbIN.

Wcnonb3yiiTe aToT BapuaHT, 4Tobbl BbIOpaTh Apyroi chain 3amycka My nakeT YCTAHOBKW, a Takke
N3MEHUTb KpUTEPUN JOBEPEHHOCTU.

¢ WmnopTtupoBaTtb 13 TEKCTOBOrO chamna.

Bbl MOXeTe MMNopTMpoBaTh CMMWCOK AOBEPEHHbIX MAKeTOB YCTAHOBKU M3 COXPAHEHHOTO
KoHdurypauuoHHoro cavina. PacnosHaBaembii Kaspersky Security 10.1 gna Windows
Server chann gomkeH yooBneTBOpATb Cneaylwum napaMeTpam:

e UMeTb TEKCTOBOE pacCLUMpPEHUE;

e copepxaTb MH(OPMaUUIO B BUAE CNUCKa CTPOK, Kaxaasl M3 KOTOPbIX — [OaHHble
Ans 04HOro AOBEPEHHOrO hanna;

e copAepxaTb CMMUCOK, COOTBETCTBYOLLNIA OAHOMY U3 ABYX (DOPMAaTOB:

e  <umga davna>:<xew SHA256>;
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e <xew SHA256>*<ums canna>.
B okHe OTKpPbITb YKaXXUTe KOHUIypaLMOHHbIA dhain co CMMCKOM AOBEPEHHbIX MakeToB YyCTaHOBKU.

8. [Ecnu Bbl XOTUTe yaanuTb paHee O06aBMNeHHY NporpaMmy MW NakeT YyCTaHOBKMA U3 CMUCKa AOBEPEHHbIX,
HaXXMUTE Ha KHOMKY YAanuTb NakeT YCTAaHOBKU. 3anyck BIOXeHHbIX (haiinoB 6yaeT paspeLueH.

YT0o6bl 3anpeTuTb 3amnyck BrOXEHHbIX (dalnoB, MOMHOCTbIO yganuTe nporpaMMmy C 3aliyaemMoro
cepBepa wnu  cos3ganiTe  3anpellalollee  MNpaBurio B napameTpax — 3adaunm  KoHTpornb
3anycka nporpamm.

9. Haxmute Ha kHonky OK.

HactpoeHHble napameTpbl 3agauv 6yayT COXpaHeHbl.

BknroyeHue pexnma PaspemeHMﬂ no ymosn4vaHuio

Pexxum PaspelueHvne no ymonuyaHuio paspeluaeT 3anyck BCeX Mporpamm, €Criv OHU He 3anpeLleHbl npasuiamu
numetoT goeepeHHbin ctatyc B KSN. Pexum PaspelleHve no ymonyaHuio MOXHO BKMIOYUTb  C MOMOLLBHO
cneumanbHbIX paspelualowmx npasun. Bbl MoxeTe BKMIOYUTL PEXMM TOMNbKO AN CKPUNTOB UMW ANS BCeX
ncnonHaembIx annos.

» UYmobbidobasumsb rpasusio pa3peweHus rno yMos4aHuro, 8binosiHume criedyroujue delicmeusi:

1. B pepeBe KoHconu agmunuctpupoBaHusa Kaspersky Security Center passepHuTe y3en YnpaBnsieMble
ycTpomncTBa 1 BbibepuTe rpynny agMMHUCTPUPOBAHMUS, AN KOMMbIOTEPOB KOTOPOW Bbl XOTUTE HAacTpOUTb
napamMeTpbl NporpamMmei.

2. B naHenm pesynbTaTtoB BblIOpaHHOM rpynnbl agMWHUCTPUPOBaHUS BbINOSTHUTE OoflHO
13 cnegyowmnx AencTBuin:

e Ecnu Bbl xoTUTe HacTpouTb NapameTpbl MOMNWUTUKM ANIA FPYNnbl CEPBEPOB, BbibepuTe 3aknagky
Monutukn 1 oTkponTe OkHO <CBoMcTBa>: <UMsaA nonuTukmM>(cm. pa3gen "Hactporka nonuTukn"
Ha cTp.76).

e Ecnu Bbl xoTuTe HacTpouTb nNapameTpbl MporpamMmbl AN OQHOrO cepBepa, BblibepuTe 3aknagky
YcTponcTBa 1 oTkponte okHO MapamMeTpbl nporpammbl (CM. pa3gen "HacTporika nokanbHbIX 3agad
B okHe [MapameTpbl nporpammbl B Kaspersky Security Center" Ha cTp. 89).

Ecnu yctporictBo paboTaeT noa ynpaeneHuem aktmBHon nonutukm Kaspersky Security Center
M B 3TOW MOMNUTUKE HamnoXeH 3arnpeT Ha U3MeHeHWe napameTpoB MporpamMMmbl, 3TW NapameTpbl
HeOOCTYMNHbI AN U3MeHeHns B okHe MNMapameTpbl nporpaMmmeil.

3. B pasgene KoHTponb aKTUBHOCTM Ha KOMMbIHOTEpax HaxMWTe Ha kHonky HacTponka B 6noke
KoHTponb 3anycka nporpamMmm.

4. Ha 3aknagke O6wme HaxmunTe Ha KHoMKy CnMcok npaBunn.
OTkpoeTcs okHO MpaBuna KOHTPoOss 3anycka nporpamMm.

5. HaxmuTe Ha kHonky [lo6aBUTb 1 B KOHTEKCTHOM MEHHO KHOMKK BbibepuTe [lo6aBUTL 0AHO NpaBuIo.
OTtkpoetcsa okHo MapameTpsbi NMpaBuna.

6. B none HasBaHwue BBeauTe Ha3BaHWe npasuna.
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7. B packpbiBatowemcs cnucke Tun BoiGepuTe BapuaHT Paspeluarolyee.

8. B packpbiBatowemcs cnucke Obnactb npumeHeHusi Bbibepute Tun annos, 3anyck KOTopbix Gyaer
KOHTPOMNMpOBaTb NPaBuUIIO:

e MWcnonHsewmble cdannbl, ecnu Bbl XOTUTE, YTOObLI MPaBWIO KOHTPOMMPOBArNo 3anyck WUCMOMHSEMbIX
¢annos nporpamm.

e Ckpuntbl v naketbl MSI, ecnn Bbl xoTuTe, 4YTOObI NPaBWMO KOHTPOMNMPOBANO 3anyck CKPWUMTOB
n naketoB MSI.

9. B 6noke Kputepun cpabaTtbiBaHuMA npaBuna Bbibepute MyThb Kk ¢hanny.
10. Beeaute cneaytoLyto macky: ?:\
11. B okHe MapameTpbl MpaBuna Haxxmnte Ha kHorky OK.

Kaspersky Security 10.1 ans Windows Server npuMeHUT pexnm paspeLleHnsi No YMOMYaHuio.

O dbopmupoBaHMM NpaBuUIT KOHTPONSA 3anycka NnporpaMmm Ans Bceun
cetn yepe3 Kaspersky Security Center

Bbl moxeTe cosgaBaTb CMMCKM MPaBU KOHTPOMS 3anycka nporpamMm C NOMOLWbIO 3agay v nonutuk Kaspersky
Security Center cpasy ans Bcex cepBepoB W rpynn cepBepoB B CETW OpraHu3aumun. TOT BapuaHT pekoMeHayeTcs,
€Cnv B CEeTM OpraHnsauMn HeT 3TanoHHOW MalUWHbI, U Bbl HE MOXeTe COpPMMPOBaTL OOLIMIA CMMCOK NpaBun
C NOMOLLbI0 3af4advM aBTOMATMYECKOW reHepauuv paspellalwmnx npasun Mo nporpaMmam, YCTaHOBIEHHbIM
Ha TakoW 3TaNOHHOWN MaLUnHeE.

Bbl MoXeTe cosgaBaTb CMMCKM MpaBWIT KOHTPONS 3anycka nporpaMm Ha cTopoHe Kaspersky Security Center
ABYMs cniocoGamu:

e C nomouubto prrIFIOBOIZ 3agayn aBToMaTtn4ecKkoro (bOpMI/IpOBaHI/IFI npaBui KOHTPOIA 3anycka nporpamMm.

Mpn ncnonb3oBaHMM ATOrO CUEeHapua rpynnoBas 3agadva popmupyeT AN Kaxaoro cepsepa B CETU CBOW
CMUCOK MpaBui KOHTPOMS 3anycka MporpaMM W coxpaHsieT 3Tu cnuckn B XML-gan B yka3aHHOW obLuen
nanke cetn. [anee Bbl MOXeTe BPYYHYO UMMNOPTUPOBaTb CHOPMUPOBAHHLIE CMMCKU Mpasun B 3agjavy
KoHTponb 3anycka nporpamm B nonutuke Kaspersky Security Center. Bbl Takke MOXeTe HacTpOUTb
aBTOoMaTuyeckoe pobaBneHMe CO3OaHHbIX NpaBwuil B CMMCOK MpaBuUIT KOHTPOMS 3arnycka nporpamm
no 3aBepLUEeHNN rPYNNoBOKN 3aga4vn reHepauumn NpaBUIIKOHTPOMNS 3amnycka Nporpamm.

PekomeHOyeTcss Ucnonb3oBaTh 3TOT CLEHApUii, ecrnu Heobxogumo cdopMUpoBaTh CMMCKM MpPaBun
KOHTPONs 3anycka nporpamm B KOPOTKME Cpoku. 3anyck 3agauv eHepauus npaBun KOHTPONs 3anycka
nporpaMm o pacnucaHul pPeKkoMeHAyeTcs HacTpavMBaTb TONbkO B TOM criydae, ecnu obnacTb
NpUMeHeHWs1 paspeLuaroLLmMX NpaBun BKMOYAET Nanku, cogepxallme 3aBegomo 6esonacHsle dannsbl.

Mpy npumMeHeHWM MNONMUTUKN KOHTPOMsS 3anycka nporpamm B ceTu ybeamtecb, 4TO AN BCeX
3almaeMbiX CEPBEPOB HACTPOEH AOCTyn K obuier ceTeBon nanke. B cnyyae, ecnv npumeHeHune
obwen ceteBor nanku B paboTe KOMMbLIOTEPOB CETU He NpedycMaTpuBaeTCa  MOJSIUTMKON
opraHmMsaumu, pekoMeHayeTcs 3anyckaTb 3ajaqy aBTOMaTUyeckoro hopMUpoOBaHMS paspeLuaroLmx
npaeBuIi  KOHTPONS  cCepBepa  Ha TEeCTOBOM  rpynne  KOMMbHTEPOB WM Ha 3TaNOHHOW
MallvHe opraHusauuu.

e Ha ocHoBe oTyeTa o0 cobbiTusX 3agauun, cdopmupoBaHHoro B Kaspersky Security Center no pa6ote
3agaun KoHTponb 3anycka nporpamm B pexvMe TONbKO cTaTUCTUKA.
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Mpun ncnonb3oBaHuu atoro cueHapusa Kaspersky Security 10.1 ana Windows Server He BnokupyeT 3anycku
nporpamm, Ho dmkcupyet B pasgene CobGbiTua Kaspersky Security Center Bce 3anycku 1 6GrioKMpOBKU
3anycKkoB NporpaMM Ha BCeX cepBepax CeTu 3a nepvog paboTbl 3aJayvm KOHTPONsS 3anycka MnporpaMm
B pexume Tonbko ctatuctuka. 3atem Kaspersky Security Center cosgaeT Ha ocHoBe XypHana
BbINONTHEHWNS 3aa4yn eQuHbIA CMMCOK COBbITUI BNOKNPOBaHNS 3anycka Nporpamm.

Bam HyxHO HacTpouTb Mepuof BbIMOMHEHUS 3adayun Tak, 4YTOObl 3a yKasaHHbI BPEMEHHOW MPOMEXYTOK
BbIMOSMHSANINCb BCE BO3MOXHbIE CLEeHapun paboTbl 3aluiiaeMbIX CEPBEPOB U FPynn CEPBEPOB U XOTS Obl
ofgHa ux nepesarpyska. [anee npu gobaBneHuu npaBun B 3aJayvyy KOHTPONSA 3anycka nporpaMm Bbl
MOXeTe WMMOPTMPOBaTb AaHHble O 3amyckax nporpamm W3 COXpaHeHHoro chamna otyetra o cobbITUsIX
Kaspersky Security Center (B doopmate TXT) n cchopMmpoBaTh Ha OCHOBE 3TMX AAHHbLIX paspeluaroLine
npaBuna KOHTPOMs 3anycka TakMx nporpamMmm.

PeKOMeH,D,yeTCﬂ ncnonb3oBaTb 3TOT cu,eHapvuZ, eCnn CeTb opraHn3auunn BKIo4YaeT OonblLoe KONM4YecTBo
cepBepoB pa3HbIX TUMNOB.

Ha ocHoBe co6bITMn O BnokMpoBaHWM nporpamMm, MonydeHHbix Yepe3 Kaspersky Security Center,
0e3 co3gaHus n nmnopTa KoHdUrypaumoHHoro danna.

YT106bI BOCNONBb30BaTbCA AaHHOW BO3MOXHOCTbIO, 3adaya KOoHTponb 3amycka mporpaMM Ha fioKarbHOM
KOMMbIOTEPE AOIMKHA HaxoaMTbCs nog ynpasneHveM aktuBHon nonutukn Kaspersky Security Center. Bece
CcoBbITVSA Ha NOoKanbHOM KOMMNbIOTEPE Npu 3TOM nepegatoTca Ha Cepeep agMUHUCTPUPOBAHMS.

PekomeHayeTcs BbINOMHATL OOHOBIIEHME CNMCKa NPaBWi NPU U3MEHEHUW cocTaBa Mporpamm, YCTaHOBMEHHbIX
Ha cepBepax ceTu (Hanpumep, npv ycTaHOBKE OOHOBMEHWA WM MepeycTaHOBKe OnepauvoHHON CUCTEMbl).
PekomeHayeTcs cbopmmupoBaTb OOBHOBMEHHLIN CMMCOK NPaBui C MOMOLLLIO FPYMNMNOBOM 3agavm ABTOMaTu4eckoe
hopMUpoBaHMe paspeLlarolmx MnpaBuil UM C MOMOLLBI MONMUTMKM KOHTpomnb 3amycka nporpaMM B pexume
TonbKo cTaTMCTUKA, BbINOMHSAEMbIX Ha cepBepax TEeCTOBOM Ipynnbl agMUHUCTPUPOBaHWS. TecToBad rpynna
aAMVHUCTPUPOBaHUS BKIOYaeT cepBepbl, Heobxoanmble Afs NPOBEPOYHOro 3amnycka HOBbIX MporpamMm nepeg ux
YyCTaHOBKOW Ha cepBepbl CETU.

Mepen Tem kak gobaBuTb paspellarollme npasuna, Bbibepute OAWH U3 AOCTYMNHbLIX PEXUMOB MPUMEHEHUS
npaeun (cM. pasgen "HacTtpoiika napameTpoB 3agaun KoHTponb 3anycka nporpamm” Ha cTp. 200). B cnicke
npasun nonutukn Kaspersky Security Center oTob6paxatoTcs TONbKO Te npaBuna, KoTopble 3adaHbl B 3TOM
NnonuTUKe, BHE 3aBUCUMOCTU OT pexuma npuMeHeHus npaeun. B cnvcke npaBun nokanbHOro KommnbtoTepa
oToDpakatTCcs BCe NMPUMEHSIIOLLMECS NpaBuna - 1 fiokanbHble, U 400aBMEHHbIE Yepe3 MONUTUKY.

B aTtom pasgene

Co3pgaHune paspeluatoimx npasmn m3 cobbituin Kaspersky Security Center..........ccvcvviiiieiiiiee s 211
MmnopT npasun KOHTpons 3anycka nporpaMmm n3 damna popmMata XML ... 212
WmnopT npasun n3 gavna otyeta Kaspersky Security Center o 3a6rokMpoBaHHbIX 3anyckax Nporpamm ........ 214
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Co3paHue paspelwarowmx npasun us cobbitun Kaspersky Security Center

» UYmobnsi chopmuposams paspewarouue rnpasusa ¢ nomowbro onyuu Co3damse paspewarouue
npasurna npogpamm u3 cobbimull Kaspersky Security Center e napamempax rnonumuku KoHmporsb
3arnycka rpoepamm, ebirnosTHUMe criedyrouwjue delicmaus:

1. B pepee KoHconu apgmuHuctpupoBaHusi Kaspersky Security Center pasBepHuTe  y3en
YnpaBnsiemble yCTpOMNCTBa.

2. PasBepHuTe rpynny agMUHUCTPUMPOBAHWUSI, MapaMeTpbl MOMUTUKM KOTOPOA Bbl XOTUTE HACTPOUTb
1 BbIGEpUTE B NaHenu pe3ynbTaTtoB 3aknagky MonuTtuku.

3. B KOHTEKCTHOM MEHIO MOMUTUKN, NapaMeTpbl KOTOPOW Bbl XOTUTE HACTPOUTb, BbibepuTe NnyHKT CBOMCTBA.
OTkpoeTcst OKHO<UMSA NONMUTUKKN>.

4. B pasgene KoHTponb aKTMBHOCTM Ha KOMMbKTepax HaxmMuTe Ha kHonky HacTtpoika B Gnoke
KoHTponb 3anycka nporpamm.

5. Ha saknagke O6wme HaxxmuTe Ha KHONKy Cnucok npasun.
OTkpoeTcsi okHo MpaBuna KOHTpons 3anycka NporpaMmm.

6. Haxmute Ha kHONKy [lo6aBUTb 1 B KOHTEKCTHOM MEHIO KHOMKU BblbepuTe NnyHKT Co3aaTh pa3speluarowme
npaBuna nporpamm u3 cobbiTun Kaspersky Security Center.

7. BbibepuTe npmHUMN Ao6GaBRNeHWs NPaBun K CMIMCKY YXXe 3aflaHHbIX NPaBu KOHTPONS 3anycka NporpaMmm:

e [ob6aButb npaBuna K CywecTByHOLWUM, €Clin Bbl XOTUTE, 4YTObbI nMmnopTrupyemble npasuna
AONOJIHANN CNUCOK CYLWECTBYOLWNX npaBwuil. npaBl/IJ'Ia C OAMHaKoBbIMKX napamMmeTpamMmun ,u,y6nl/|pyroT

Apyr fpyra.

e 3aMeHuUTb cyuwectBywowme npasBuna, eCciim Bbl XOTUTE, 4yTOObI nMmnopTupyembie npasuna
nobaBnsnncb BMECTO CyLleCTBYLWUNX npaBus.

e O6GbeAuHUTbL MpaBuna C CYWEeCTBYHOLWWUMU, ECNM Bbl XOTUTE, YTOObI MMNOPTMPYeMble NpaBuna
JOMONHANM  CNUCOK  cywlecTByloWwmUx npasun. [lpaBuna ¢ gybnvpylowmMmm  napameTpamu
He nobaBnstoTcs; ecnu xoTa 6bl OAMH NapameTp NpaBuna yHUKaneH, npasuno gobaenseTcs.

OTkpoeTcst okHo dopMUpoBaHMe NpaBUIl KOHTPOIS 3anycka Nporpamm.
8. HacrtpoiiTe cneaytowue napameTpsbl 3anpoca:
e apgpec cepBep aAMUHUCTPUPOBAHUS;
e noprT;
e nonb3oBaTenb;
e naponb.
9. BblbepuTe TUMNbI COBLITUI, KOTOPbIE AOMMKHBI CTaTb OCHOBOM ANA 3aAadv (opMUPOBaHUS:
e Pexunm TonbKo cTaTUCTUKA: 3anyCK NPorpaMmbl 3anpeLleH.
e 3anyck nporpamMmbl 3anpeLyeH.

10. Buibepute  nepuod M3 packpbiBalollerocs  cnucka — 3anpawumBaTtb  coObITUA, Cco3faHHble
B TeYeHue nepuopa.

11. HaxmuTe Ha kHonky Co3paTb npaBuna.

12. HaxmuTe Ha kHonky CoxpaHuTb B okHe MpaBuna KoHTpons 3anycka nporpamMmm.
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Cnucok npasun B nonutuke KoHTponb 3anycka nporpamm OyaeT AOMOMHEeH HOBbIMW NpaBuiamu,
CHOPMMPOBAHHBIMM HA OCHOBE [aHHbIX CUCTEMbl CepBepa, Ha KOTopoMm YycTaHoBreHa KoHcornb
agMuHucTpupoBaHus Kaspersky Security Center.

Ecnu cnucok npaBun KOHTPOMs 3anycka nporpaMm yxe 3agaH B nonutuke, Kaspersky Security 10.1
ana  Windows Server po6aBut BbibpaHHble npaBuna  u3 cobbiTUA  BNOKMPOBaHUS K yXe
3agaHHbIM NpaBunam. NpaBuna ¢ 0gUHAKOBbIMU XeLlaMu HE YYUTbIBAKOTCS, TaK Kak Kaxaoe npaBuio
ABMNSIETCS YHUKANbHbLIM.

UMnopT npaBun KOHTpons 3anycka nporpamm u3 cdanna cpopmarta XML

Bbl mMoxeTe wMnopTupoBaTb OTYETbl, CHOPMMPOBAHHbIE MO pe3ynbTataM BbIMOMHEHUS TPYNMNOBOW 3adaun
eHepaumsa npaBun KOHTPONSA 3anycka nporpamm, v MPUMEHWUTb UX B KayeCTBe ChucKa paspelualolimx npasBun
B HacCTpavMBaeMOn NOMUTUKE.

Mo 3aBeplieHMM rpynnoBOM 3adayn aBTOMATUYECKOTO (POPMMPOBAHUA paspeLlalrolmMx npasun nporpamma
3KCMOpPTMPYET CO3OaHHbIE paspeluatrolime npasuna B annbl gpopmata XML B ykazaHHyt oOLLy0 ceTeBYHO Marnky.
Kaxgbin cdann co CnnMckoM npaBuil CO30AETCH Ha OCHOBE aHanua3a 3anycka annoB v nporpamMm Ha Kaxaom
OTOeNnbHOM cepBepe ceTu opraHu3dauun. Cnuckm cogepkaTt paspeluarolimne npasuna Ans 3anycka ¢annos
W nporpaMM, TWM KOTOPbIX COOTBETCTBYET MNapaMeTpaM, YyKa3aHHbIM B rpynnoBON 3ajavyyM aBTOMaTMYeCcKOro
dopmMmnpoBaHUs Npasun.

lMpouenypa HacTpoKrkn napameTpoB yHKUMOHaNbHbIX KOMNoHeHToB Kaspersky Security 10.1 ans Windows
Server B Kaspersky Security Center aHanorndyHa npouegype HacTpOWKM 3TUX KOMMOHEHTOB B JTOKarbHOM
KoHconu Kaspersky Security 10.1. MHCTpyKUuK no HAcTpoWke napaMeTpoB 3afayvy U yHKUUA nporpamMmebl
B KoHconn Kaspersky Security 10.1 cogepxaTcsa B COOTBETCTBYWOLWMX pasgenax Pykogsodcmea
nonb3oeamernsi Kaspersky Security 10.1 dna Windows Server.

» Ymobkl 3a0amb paspewarowjue npasusa 3arycka rnpoepamm 01151 epyrnbl cepeepos Ha OCHO8e
asmomamuyecku cghopMUPOBaAHHOZ0 CrilicKa paspelwarouux rnpaesusi, 8bIrNoHUMe
cnedyrouwjue delicmeus:

1. Ha 3aknagke 3apgayv B naHenu ynpaereHUsi HacTpauvBaeMOW rpynnbl CEPBEPOB CO3[alTe rpynnoByto
3agadvy ABToMaTu4yeckoe hopMUpoBaHUE paspeLuatoLmnx npaBus Unm BelbepuTe yxke co3gaHHyo 3agadvy.

2. B cBoicTBax cosgaHHONM rpynnoBol 3agayn [eHepauusi npaBui KOHTPOMNsA 3anycka nporpaMM  unu
B MacTepe co3faHus 3afayn HacTpoiTe credylolime napameTpbl:

(] B 6noke YBegomMmneHus HaCTpOVITe napameTpbl COXpaHeHnaA oT4yeTa O BbINOJIHEHNWN 3aaudn.

MogpobHasa MHCTPYKUMSI MO HAaCTpOMKe MapaMeTpoB B 3TOM Grioke cogepxutcsa B Pykosodcmee
aomuHucmpamopa Kaspersky Security Center.

e B 6noke Hactpomka ykaxuTe Tunbl Mporpamm, 3anyck KOTOpbiX OyaeT paspelleH CcOo3fAaHHbIMU
npaBunamu. Takke Bbl MOXETE€ W3MEHATb COCTaB Narnok, 3amyck NporpaMM W3 KOTopbix OyaeT
paspelLleH: uckn4vaTh 3 obnactn 4encTBns 3agaym nanky, ykasaHHble No ymonyaHuo, n 4obaensite
HOBbIE Marnku BPYYHYHO.
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e B Onoke MapameTpbl ykaxuTe OENCTBMS 3adayuM BO BPEMsi €€ BbINOMHEHUSA U MO ee 3aBepLUeHu.
YKaXute KpuUTepui, Ha OCHOBE KOTOpOro GyayT cdhopMmpoBaHbl nNpaeuna, n nms danna, B KOTOpbI
OyayT aKCNopTUPOBaHbI 3TN NpaBuna.

e B 6noke PacnucaHue HacTpoliTe NapaMeTpbl 3anycka 3agayu no pacrnmcaHuio.

e B 6rnoke YueTHas 3anucb YyKaxuTe YYETHYIO 3anucb nomnb3oBaTens, € npaBamu KoTopoun 6yget
BbINOMHATLCA 3a4ava.

e B 6noke Wcknio4yeHuMs wu3 obnactu OencTBUA 3agdadum 3ajante rpynnbl CEpPBEPOB, KOTOpblE
TpebyeTcs MCKMoUYNTbL M3 06nacTy AeUCTBUSA 3aaaum.

Kaspersky Security 10.1 ana Windows Server He 6ygeT co3gaBaTb paspeluatroline npasuna
no nporpammam, 3anyckaembiM Ha UCKIOYEHHbIX CepBepaXx.

3. Ha saknagke 3agauum B NaHenu ynpaBfeHUs HacTpaumBaemoW rpynnbl CEpBEPOB B CMMCKE FPYMnoBbIX
3agay BbiGepuTe cosaaHHylo 3aaady aBToMaTM4eckoro (oopMUPOBaHUS pa3peLuaroLmnx NpaBum U HaxMuTe
Ha KHOMKy 3anycTUTb AnA 3anycka 3agadu.

Mo 3aBeplweHun 3agayv aBTOMATMYECKU CHOPMWPOBAHHBbIE CMMCKU paspeluarwmx npasun  Oyayt
COXpaHeHbl B yka3aHHoOM obLuen ceTeBon nanke B hannax opmarta XML.

Mpn npUMEHeHUW MONUTUKM KOHTPOSsl 3anycka nporpamm B ceTu ybeautecb, YTO [Ans BCEX
3alMLaeMbliX CEPBEPOB HACTPOEH AOCTyn K obuwien ceTeBow narnke. B cnyyae, ecnu npumeHeHue
obuiern ceTeBoM nanku B paboTe KOMMbIOTEPOB CETU He npegycmaTpuBaeTcsl  MONUTUKON
opraHusaummn, pekoMeHayeTcs 3anyckaTb 3afadu aBTOMaTUYECKOro hOpMUPOBaHUS paspeLuaroLLmxX
npaBuIii  KOHTPONS  cepBepa  Ha TeCTOBOWM  rpynne  KOMMbITEPOB UMW Ha 3TaNOHHOW
MallunHe opraHunsauunn.

4. [obaBbTe choOpMMpPOBaHHbIE CMMCKM paspeLlalrllinx NpaBun B 3agayvy KOHTPOMs 3anycka Mporpamm.
[na aToro B cBOMCTBax HacTpaumBaemMoW MOMUTUMKU B NapameTpax 3agayvm KoHTporb 3anycka nporpamm
BbINOMHUTE crieayoLwime AenCTBuS:

a. Ha saknagke O6wue HaxkmuTe Ha kHoMKy Cnucok npasun.
OTkpoeTcs okHo MpaBuna KOHTpoOssA 3anycka nporpamMm.

b. Haxmute Ha kHOnky J[o6aBuTb U B OTKPbIBLWIEMCS cnucke BblibepuTe nNyHKT WUmnoptupoBaTh
npaBuna u3 damna copmarta XML.

c. Bbibepute npuHuun gobaBneHust aBToMaTUYECKU CCPOPMUPOBAHHBIX paspeLlaoLLmx NpaBui K CIMCKY
YK€ 3afaHHbIX NPaBuIT KOHTPOMS 3anycka nporpamm:

e [lo6aBuTb nNpaBuna K CyLECTBYIOLWMUM, €CMM Bbl XOTUTE, 4YTOObI MMNOpTUpyemble npaBuna
[OMONHSANM CMUCOK CyLLeCTBYOWMUX NpaBun. MpaBuna ¢ oaMHakoBbIMKM NapameTpamu AyonvpytoT
Apyr Apyra.

e 3aMeHMTb cylLleCTBylOLWME MpaBuna, ecnu Bbl XOTUTe, YTOGbl MMMOPTMPYeMble nNpaBuna
A06aBNAnNMCL BMECTO CYLLECTBYIOLLUX NPaBun.

e 0O6bLEeAuHUTL NpaBuna C CYLIEeCTBYIOWMMU, €CIV Bbl XOTUTE, YTOOLI MMMNOPTUPYEMbIE MpaBuna
JOMOSIHANM  CMUCOK  cyulecTBylowmMx npaeun. [paeuna ¢ gybnvpylowmmy  napameTpamu
He 406aBNsOTCH; ecrny XoTs Obl OAMH NapamMeTp NpaBuna YHUKaneH, npaBuno gobaenseTcs.

d. B oTkpbiBweMcs cTaHgapTHom okHe Windows BbiGepute dannbl dopmaTta XML, cosgaHHble
Mo 3aBepLUEHUN rpynnoBon 3agayvm eHepaumst NpaBui KOHTPOA 3anycka nporpamMmm.
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e. Haxmute HakHonky OK BokHe [lpaBuna KOHTponsa 3anycka nporpaMm U B OKHE
MapameTpbl 3agaun.

5. Ecnv Bbl XOTUTE MNPUMEHSTb CO3f4aHHble MpaBuna Ans KOHTPOMNs 3anycka nporpaMm, B CBOWMCTBax
nonuTukn KoHTpomb 3anycka nporpaMm BblGepuTe pexum BbinonHeHus 3agaun MpuMeHATb npaBuna
3anycka nporpamm.

Paspelatowme npaBuna, aBTOMATMYECKM CHOPMUPOBAHHbIE HA OCHOBE 3amnyckoB 3a4ad Ha KaXaom
oTOenbHOM cepBepe, OyayT MpUMeEHEHbl [Nt BCEX CEPBEPOB B CETW, ANS KOTOPbIX MNPUMEHSIETCS
HacTpauBaemasi nonuTuka. [ns aTux cepBepoB nporpamma GyAeT paspellaTtb 3anycky TOMbKO TEX Nporpamm,
Onsi KOTOpbIX CO3aHbl paspeLlatoLme npasuna.

MmnopT npaBun u3s danna oryeta Kaspersky Security Center o 3a6nokMpoBaHHbIX
3anyckax nporpamm

Bbl MoxeTe MMNopTUpoBaTb AaHHble O 3abIIOKMPOBAaHHBLIX 3amnyckax nporpaMM K3 oTyeTa, CPOPMUPOBAHHOIO
B Kaspersky Security Center no pesynbTaTaM BbINONHEHUS 3adayn KoHTponb 3anycka Mporpamm B pexume
Tonbko cTaTUCTUKa, W NPUMEHWUTb 3TV [AaHHble ONs GOPMUPOBAHUS CMMCKa paspellalowyx npasBun 3anycka
nporpamm B HacTpavBaeMoW NosMTHKE.

|_|pl/l (*)OpMVIpOBaHVIVI oT4yeTa O CcoObLITMAX, BO3HMKAKOLWMX B XOAE BbIMOMHEHNA 3agadn KOHTpONA 3anycka
nporpamMmm, Bbl MOXeETe OTCIeAnTb, 3arnyCcK Kaknx rporpamMmm 6yp,eT 6J'IOKVIPOBaTbCﬂ.

Mpu MMnopTe M3 OoT4YeTa AaHHbIX O 3abNOKMPOBAHHLIX MpPOorpaMmax B HACTPOWKM NONUTUKKM ybeauTech, YTO
NMPUMEHSIEMBIN CMIUCOK COAEPXKUT TOMBKO Te MPorpaMMbl, 3anyck KOTOPLIX Bbl XOTUTE paspeLUnTb.

» UmobblI 3ad0amb paspewarowjue npasursa 3arnycka rpoepamm 01151 2pyrrbl Cepeepos8 Ha OCHO8E
omyema u3 Kaspersky Security Center o 3ab10kupogaHHbIX rpozspamMmax, 8birnoHume
cnedyrowjue deticmeus:

1. B ceounctBax nonnTukn B napamMeTpax 3agadu KOHTpOJ’Ib 3anycka nporpaMmm yCTaHOBUTE PEXUM pa6OTbI
Tonbko cTaTUCTUKA.

2. B ceoiictBax nonutukn B pasgene CobbIiTua y6eamTech, YTo:

e Ha 3zaknagke Kputuyeckoe coObiTme Ans cobbiTua 3anyck nporpammbl 3anpelleH YCTaHOBIEHO
BpeMsi XpaHeHusi cobbiTusA, NpeBbilLaloLLiee nraHMpyemoe Bpems paboTbl 3agayun B pexume Tonbko
cTaTUCTUKA (3Ha4yeHne no ymonyaHuto: 30 gHen).

o Ha 3aknagke MpepynpexaeHue nsa cobbltnsa TonbKko cmamucmuka: 3arycK rnpogpaMmmbl 3anpeueH
YCTaHOBMEHO BpEMS XpaHeHus CcoObITWsA, npeBblllakowee nnaHMpyemoe BpemMsi paboTbl 3agauv
B pexunme TonbKo cTtaTucTuka (3HavyeHue no ymonyvanuio: 30 gHewn).

Mo 3aBeplieHMn nepuoda, YkasaHHoro Brpadge Bpema xpaHenus, uHdopMaLus
0 perucTpupyembix cobbiTuax OyaeT yhaaneHa v He nonadeT B dhaiin otyeTa. lNMepen 3anyckom
3agaun KoHTponb 3anycka nporpamm B pexume TONbKO cTaTUCTUMKa ybGeauTecb, YTO BpeMms
BbIMNOMHEHNA 33434 He MPEeBbILLAeT YCTaHOBMNEHHOe BPEMS XpaHeHUs YKa3aHHbIX COBbITUA.

3. Mo 3aBeplueHMM 3a4a4m IKCMOPTUPYITE 3adMKCMPOBaHHLIE cOBbITUS B charn dopmaTa TXT.

a. [Ona atoro BcBoucTBax 3adaynm KoHTpomb 3anycka nporpamMm pasBepHuTe y3en OTvyeTsbl
M yBeO4OMIIeHUS.
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b. [Ona atoro passepHute y3en OT4yeTbl M yBeAOMIIEHUSI U BO BNOXEHHOM Yy3ne CobblTnsi cosganTe
BbIOOPKY COObLITUI MO Xxapaktepuctuke 3arnpeujeH, 4TOObI MPOCMOTPETb, 3anyCcK Kakvx nporpamm
OyneT 6nokmpoBaTbCsa 3a4adert KOHTPONs 3anycka nporpamm.

c. B naHenn pesynbTaTtoB cO3gaHHOW BbIOOPKM MNepenante Mo cCbifike JKCMOpPTUPOBaTb COOLITUSA
B ¢hann, 4ToObl COXpaHUTb OTYET O 3ab/IOKMPOBAHHbLIX YCTPOMCTBax B dann popmarta TXT.

Mepen vMnopTom U NpUMeHeHWeM cOpPMMPOBAHHOIO OTYeTa B MONUTUKE YOeauTecb, YTO OTYET
COOEPXKUT AaHHbIe TOMbKO O TEX NporpaMmMax, 3arnyck KOTOpbIX Bbl XOTUTE paspeLumnThb.

4. ViMnopTupyiiTe AaHHble O 3abGrOKMPOBAHHBIX 3aryckax MporpamMm B 3agady KOHTPOSs 3anycka nporpamm.
[lns aToro B CBOMCTBAx MOMUTUKM B NnapameTpax 3adayn KoHTponb 3anycka nporpamm BbIMNOMHUTE
creayloLime oencTBus:

a. Ha saknagke O6wume HaxmuTe Ha kHoMKy Cnncok npasun.
OTkpoeTcsi okHo MpaBuna KOHTpons 3anycka NporpaMmm.

b. Haxmute Ha kHonky Jlo6aBUTb W B KOHTEKCTHOM MEHIO KHOMKM BbibepuTe nyHKT UmnopTupoBaTb
AaHHble 0 3abNoKMpoBaHHbIX Nporpammax u3 otyeta Kaspersky Security Center.

c. Bbibepute npuHumMn pobGaBneHvs npaBurn U3 CNWMCKa, CO34AHHOTO Ha ocHoBe oTyeTa Kaspersky
Security Center, kK cnUCKy y>Xe 3agaHHbIX NpaBui KOHTPONSA 3amnycka NporpamMm:

e [lo6aBuTb npaBuna K CyLeCTBYIOLWMUM, €ClM Bbl XOTUTE, 4YTOObI MMNoOpTUpyemble npaBuna
[OMONHSANM CMUCOK CyLLEeCTBYOWMUX NpaBun. MpaBuna ¢ oaMHakoBbIMK NapameTpamu Ayonvpytot

Apyr Apyra.

e 3ameHMTb cyllecTBylOliMe NpaBuna, ecnu Bbl XOTUTE, 4YTOObl UMMOPTMPYyEMble NpaBwuna
[06aBnNsANMCb BMECTO CYLLIECTBYHIOLLMX NPaBuI.

e 06bLeauHUTL NpaBuna C CyLeCTBYHOLWMUMU, ECNIN Bbl XOTUTE, YTOOLI MMMNOPTUPYEMbIE MpaBuna
JOMOMHSANM  CNUCOK  cyulecTBylowmnx npaeun. [paeBuna c gybnupylowmmmn  napameTpamu
He nobaBnsiTCs; ecny XxoTs 6bl 0AMH NapamMeTp NpasBuna yHuKarneH, npasuno gobaenseTcs.

d. B oTkpbiBwemcs crtaHgaptHom okHe Windows Bbibepute davn dopmata TXT, B kOoTOpbI Gbinn
3KCMOPTUPOBaHbI COObLITUS M3 0THETa O 3abIOKMPOBAHHbLIX 3aMyckax nporpamm.

e. Haxmute Ha KHOMKY OK B okHe I'Ipanu'la KOHTPOI14 3anyCka nporpamMmm n B OKHe I'Iapameprl 3agayn.

MpaBuna, co3gaHHble Ha ocHoBe oTyeTa Kaspersky Security Center o 3abnokmpoBaHHbIX nporpammax, éyayt
AobaBneHbl K CNUCKY NpaBuil KOHTPOMSA 3anycka nporpamm.

KOHmpOﬂb aKmugeHoCcmu Ha KomMmribromepax
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KOHTpONb akTUBHOCTU B CEeTU

Q70T pasgen coaepXuT MHopMaLmio o 3agadve YnpaBrieHne CeTeBbIM 3KpaHOM U 3aaun
3awuTa oT WmncpoBaHusl.

3awmTa oT wmndpoBaHUA

OTOT pasgen coaepxut nHdopmauuio o 3agade 3awmrta oT WndgpoBaHUSA ¥ MHCTPYKLMM O TOM, Kak HacTpouTb
napameTpbl 9TON 3agayn.

B aTtom pasgene
O 33a4e 3aLUNTA OT LUNMMPOBAHMS ........uuvrrieeeeeeeiiiiiieeeeeeeessestateeeeeeesssasstaaeeeeaeessasastaaeeeeeeesassntaseeaaeesssansnnnnneeaeans 216

HacTtpoiika napamMeTpoB 3aa4m 3alnTa OT LLUMMPOBAHUS .......cveeeirreeereeeeteeeereeeeseeeeseeeseteeesteeeeseeessaeeasseeesaeeans 217

O 3apave 3awumTa ot WndpoBaHUA

3apava 3awmTa ot LLIVICprBaHI/IFI no3BondeT O6Hapy)KV|BaTb aKTUMBHOCTb BpeaOHOCHOro LLIl/I(prBaHVIﬂ CeTeBbIX
CbaVIﬂOBbIX pecypcoB 3alumaemMoro cepeepa Co CTOPOHbI yaarieHHbIX KOMMNbOTEPOB CETU.

B xoge BbinonHeHuns 3agayn 3awmta oT wudpoaHus, Kaspersky Security 10.1 ans Windows Server nposepsieT
obpalleHns yganeHHbIX KOMNbIOTEPOB CETU K (paniamM, pacnornoXeHHbIM B 00LMX CETEBBIX Mankax 3alluLiaeMoro
cepBepa. Ecnu nporpamma pacueHuBaeT AeWCTBUSA yOaneHHOro KoMmbloTepa Hag ceTeBbiMU  (hannoBbiMU
pecypcaMmn Kak akTUBHOCTb BPELOHOCHOro LWKMGPOBaHUS, TakoW KOMMbLIOTEP BHOCUTCA B CMUCOK HEeOOBEPEHHbIX
N TepseT JOCTYN K OOLLMM CeTEBbIM Nankam.

Kaspersky Security 10.1 ana Windows Server He pacLeH/BaeT akTUBHOCTb LWNMPOBAHUSA Kak BPEJOHOCHYI0, ecnu
obHapyxeHHas aKTUMBHOCTb LUMPOBAHUSA BeOeTCsA B KaTariorax, MCKMYEHHbIX M3 obnactu OencTeus 3agauu
3awmTta oT WwndpoBaHus.

Mo ymonyaHuio nporpamma GrokvpyeT OOCTYyN HeAOBEepEeHHbIX KOMMbIOTEPOB K CEeTEBbIM (havnoBbiM pecypcam
Ha 30 MUHYT.

3agada 3awmTa oT WKndpoBaHUA He No3BonseT GrokMpoBaTb AOCTYN yAareHHOro KoMnbioTepa K CeTeBbIM
hannoBbiM pecypcam [0 TeX Mop, NMoka aKTMBHOCTb 3TOrO KOMMbKTEPA HE MpuU3HaHa BPELOHOCHOW. JTO
MOXET 3aHATb HEKOTOpOoe BpEeMsi, B TEYEHWe KOTOpOro mnporpammMa-umndpoBanblimMK MOXET BeCTU
BPEOOHOCHYI0 aKTUBHOCTb.

Ecnu 3agava 3awwuta oT wundpoBaHua 3anyweHa B pexume Tonbko ctatuctuka, Kaspersky Security 10.1 gns
Windows Server Tonbko dmkcupyeT NONbITKN BPEAOHOCHOMO WMMPOBaHKS C yaaneHHbIX KOMMbIOTEPOB B XXypHarne
BbINOMHEHNSA 3aJauu.
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Hactpouka napameTpoB 3agaum 3awuTra ot wndcgpoBaHus

3apgava 3awuTa ot LLIVI(*)pOBaHI/IFI MMEET cneaywuime napameTpbl Mo yMOJ1HaHUIO:

e Pexum paboTtbl 3agaumn. 3agaya 3awmra OT WNgpPoBaHNS MOXET ObiTb 3anyLleHa B pexnme AKTUBHBLIN
unu TonbKo CTaTUCTUKA . AKTUBHbIN PEXNM MPUMEHSIETCA MO YMOJTHaHUIO.

e O6nacTtb 3awmTbl. Mo ymonuaHunio Kaspersky Security 10.1 gns Windows Server npumeHsieT 3agady
3awuta oT WndpoBaHNs KO BCEM OOLIMM CeTeBbIM Mankam 3aluwaemoro cepsepa. Bbl mMoxeTte
M3MeHUTb 06nacTb 3alUnThl, yKa3aB nanku obLlero AocTyna, K KOTOPbIM JOIDKHA NPUMEHATLCS 3agava.

o IBpucTHUecknin aHanusartop. Mo ymonyanuio Kaspersky Security 10.1 ana Windows Server npumeHsiet
ypoBeHb fAetanusauuv nposepks CpegHuin. Bbl MoxeTe BKMYaTb UM BbIKMIOYaTb MPUMEHEHMWE
3BPUCTUYECKOro aHanu3aTopa, a Takke perynmpoBatb ypoBEeHb AeTanu3aumm npoBepku.

e 3anyck 3agauum no pacnucatuio. 1o ymonyaHuio nepsbii 3anyck 3agadn He onpegeneH. 3agava 3awmTa
OT WudpoBaHnsA He 3anyckaeTcs aBTomaTuyecku npu ctapte Kaspersky Security 10.1 gna Windows
Server. Bbl MOXeTe 3anycTuTb 3a4ady BPY4YHYH UKW HACTPOUTL 3anyck 3aAayu No pacrnmcaHuio.

» UYmobkI Hacmpoums napamempsi 3adadu Sawuma om wugpo8aHuUs, 8bINOHUME
crnedyrouwjue deticmeusi:

1. B pepee KoHconu agmunucTpupoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsieMble
ycTpomncTBa 1 BbibepuTe rpynny agMMHUCTPUPOBAHMUS, AN KOMMbIOTEPOB KOTOPOW Bbl XOTUTE HAacTPOUTb
napamMeTpbl NporpamMmei.

2. B naHenu pe3ynbTatoB  BblOpaHHOM rpynnbl  agMWHUCTPUPOBaHUS BbIMOMHUTE  OOHO
13 criefyoLmx enNCcTBUN:

e Ecnu Bbl xoTUTe HacTpouTb MapameTpbl MOMAWTUKM ANiA FPynnbl CepBepoB, BblbepuTe 3aknagky
Monutukn un oTkponTe OkHO <CBomctBa>: <UMsa nonuTuku>(cMm. pasgen "HacTtpomnka nonmTukm"
Ha cTp.76).

e Ecnu Bbl xoTuTe HacTpouTb NapameTpbl MpoOrpamMmbl AN OAHOrO cepBepa, BblibepuTe 3aknagky
YctpounctBa u oTkporite okHo MapameTpbl nporpaMmmbl (CM. pasgen "HacTponka nokanbHbIX 3agay
B okHe [MapameTpbl nporpammbl B Kaspersky Security Center" Ha cTp. 89).

Ecnu yctporictBo paboTaeT noa ynpaeneHuem aktmBHon nonutukm Kaspersky Security Center
M B 3TOW MOMNUTUKE HamnOXeH 3anpeT Ha U3MeHeHWe napameTpoB MporpamMMbl, 3TW NapameTpbl
HeJOCTYNHbI AN U3MeHeHus B okHe MapameTpbl NporpaMmmbil.

3. B pasgene KoHTponb akTMBHOCTM B CeTW, HaxmuTe kHonky HacTtpowka B Onoke 3awuTa
OoT wucpoBaHnA.

OTkpoeTcs OkHO 3awmTa oT WNPpPOBaHUA.
4. B OTKPbIBLUEMCSI OKHE HAacTpOWTE CreayoLmne napameTphbi:

e Pexum paboTbl U UCMONb30BaHNE 3BPUCTUYECKOrO aHanmsatopa (cM. pasgen "OOwme napameTpbl
3apgaun” Ha cTp. 219) Ha 3aknagke O6wme.

e OO6nactb 3awutbl (cm. pasgen "dopmupoBaHMe obOnacTn 3awmTbl" Ha cTp. 220) Ha 3aknagke
O6nacTtb 3aWMUThI.

e VcknioveHus (cm.pasgen "[obaBneHune ncknoyeHnn" Ha cTp. 221) Ha 3aknagke UcknroveHus.

e 3anyck 3agauuM Mo pacnucaHuio (cm. pasgen "HacTtpowka 3anycka 3agadvM Mo pacnucaHui”
Ha cTp. 111) Ha 3aknagke YnpaBreHue 3agaven.
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5. HaxmuTe Ha KHOMKy 3aKpbITb.

Kaspersky Security 10.1 gns Windows Server HemeaneHHO NPUMEHUT HOBble 3HAYEeHMs MapaMeTpoB
B BbINOSHSAOLWENCS 3adade. [JaHHble O BpeMEHW M3MEHEHUS NnapaMeTpoB, a TakkKe 3Ha4YeHus napaMeTpoB
3aga4vn o 1 nocne nx uameHeHnst ByayT CoOXpaHeHbl B XXypHane BbINOMHEHMS 3a4ayun.
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O6wue napameTpbl 3aga4um
»  UYmobsl Hacmpoums obwue napamempsl 3adayu, ebinonHuUmMe credyrujue delicmeusi:

1. B pepee KoHconu apgmunuctpupoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsieMble
ycTpomncTBa 1 BbibepuTe rpynny agMMHUCTPUPOBAHMUS, AN KOMMbIOTEPOB KOTOPOW Bbl XOTUTE HAacTpoOUTb
napamMeTpbl NporpamMmei.

2. B naHenu pe3ynbTatoB  BblOpaHHON rpynnbl aOMUHUCTPUPOBAHNS BbIMOMHUTE  OOHO
13 criefyoLmx encTBum:

e Ecnn Bbl XOTUTE HaCTpOUTbL NapameTpbl NONUTUKM ANs rPYNnbl CEpBEpOB, BbibepuTe 3aknagky
Monutukn n otkponte okHO <CBomctBa>: <Uma nonutuku>(cMm. pasgen "HacTtponka nonuTUKK"
Ha cTp.76).

e Ecnu Bbl xoTuTe HacTpouTb napameTpbl NporpamMmbl AN OAHOrO cepBepa, BblibepuTe 3aknagky
YcTtpouncTtBa 1 oTKponTe OkHO MapameTpbl nporpammbl (CM. pa3gen "HacTpownka nokanbHbiX 3agay
B okHe [MapameTpbl nporpammbl B Kaspersky Security Center" Ha cTp. 89).

Ecnu yctporictBo paboTaeT noa ynpaeneHuem aktmBHon nonutukm Kaspersky Security Center
M B 3TOW MOMNUTUKE HamNOXeH 3anpeT Ha U3MEeHeHWe napameTpoB MporpamMMbl, 3TW NapameTpbl
HeJOCTYNHbl AN U3MeHeHus B okHe MapameTpbl nporpaMmmbi.

3. B pasgene KoHTponb akTMBHOCTM B CeTW, HaxmuTe kHonky Hactpowka B Onoke 3awmTa
oT wucpoBaHunA.

OTkpoeTca okHO 3awmTa oT WunpoBaHuUA.
4. B 6noke Pexum paboTbl ykaxuTe pexum paboTbl 3agayum:
e Tonbko cTaTUCTHKA.

Ecnun BbIOpaH 3TOT pexum, Bce MOMbITKM BPEOOHOCHOMO LUM(POBaHUSA 3anuncbiBatoTCs
B XKypHan cobbiTmi  3agadum  3awmta  OT WnpoBaHUs, U HUKakue  OencTsusi
He MCKIIYaloTCH. OTOT peXxnm BbiOpaH MO yMOMYaHuIo.

e AKTUBHbIWN.

Ecnu BbibpaH atoT pexum, Kaspersky Security 10.1 ans Windows Server 6nokupyet
poctyn knankam obwero goctyna AN CKOMNPOMETUPOBAHHbLIX  KOMMNbIOTEPOB
npu oBHapy>XeHUN NOMbITKN BPeAOHOCHOIO WNGPOBaHUS.

5. CHumute unu yCTaHOoBUTE (bﬂa)KOK Ucnonb3oBaTtb SBpMCTVI‘-IECKVIﬁ aHanuaartop.

®nakok BKMOYAET UMW BbIKMOYaeT WCMONb3oBaHWe 3IBPUCTUYECKOTO aHanusartopa
npu NpoBepke 0GBHEKTOB.

Ecnu gnaxok ycTaHOBMNEH, 3BPUCTUYECKUIN aHann3aTop BKIOYEH.
Ecnn pnaxok CHAT, 3BPUCTUYECKUIA aHann3aTop BbIKIMHOYEH.
Mo ymon4aHuio hnaxxok yCTaHOBIIEH.

6. Ecnwn TpebyeTcs, oTperynvpyinTe ypoBeHb aHanuaa ¢ NOMOLLbHO MOM3YHKa.

Mon3yHoK TMO3BONSET perynMpoBaTb YPOBEHb 3BPUCTUYECKOro aHanuaa. YpoBeHb
AeTanusauuy npoBepku obecneymBaeT GanaHc Mexay TLaTeNnbHOCTBbIO MoucKa Yrpos,
CTeneHbio 3arpysku pecypcoB onepaunoHHON CUCTEMbI U BPEMEHEM NPOBEPKU.

Konmpornb akmusHocmu e cemu
219



KASPER§KY3

CylLecTBYIOT crieaytoLive YyPpoBHM AeTann3aunm npoBepKu:

e [loBepXHOCTHbIN. OBPUCTUYECKMIN aHanNU3aTop BbLIMOMHAET MeHbLle OENCTBUMN,
cogepxawmxca B ucnonHaemom canne. [lpu Takom pexume BeEpPOSATHOCTb
0BHapyxuTb yrposy cHwxaeTcs. [lpoBepka TpebyeT MeHblUe pecypCoB CUCTEMbI
1 npoxoguT BbicTpee.

e CpeagHnn. 3BpPUCTMYECKUA aHanNU3aTop BbIMOMHAET TO KOMMYECTBO WHCTPYKLMN
B UCMOMHsieMOM dbanne, KOTOpoe pekoMeHAoBaHO cneuunanuctamu «Jlabopartopun
Kacnepckoroy.

3TOT ypoBeHb BbiGpaH Mo yMOnYaHmIo.

e [nNyOOKMIA. OBPUCTMYECKUA aHanu3aTop BbINOMHAEeT Gonblue AEWCTBUN, KOTOpPble
cogepxarca B ucrnonHsiemom danne. NMpn Takom pexmme BEPOATHOCTb OBHApPYXUTb
yrpo3dy Bo3pacTaeT. [lpoBepka TpebyeT Oonblue pecypcoB CUCTEMbI, 3aHUMaeT
fonbLue BPEMEHN, a TaKke BO3MOXHO yBenuyeHune KonunyecTtBsa
NOXHbIX cpabaTbiBaHWN.

Mon3yHok aKTMBEH, ecnu yCTaHOBIIEH dnaxok Ucnonb3oBaTb
3BPUCTUYECKUI aHanNu3arTop.

7. Haxmute Ha kHonky OK, 4ToGbl NPUMEHWUTL HOBbIE NapameTpbl.

dopmupoBaHMe ob6nacTu 3awmThbi

B 3agadve 3awuta oT WndpoBaHUsS NPUMEHNAIOTCS Crieayowmne Tunbl 06nacTu 3aLnThbI;

e [lMpepycTaHoBneHHas. Bbl MoXeTe MCMosfb3oBaTb 06nacTb 3alUTbl, YCTAHOBMEHHYIO MO YMOMYaHMWIo
1 BKIIOYaIOLLYIO B MPOBEpPKY BCce 06LUMe ceTeBble nanku cepeepa. [NpumeHsieTcs, ecnv BoibpaH napameTp
Bce o6wue ceTeBbie Nanku cepBepa.

¢ MMonb3oBaTenbckan. Bbl MOXeTe CaMOCTOATENBLHO HACTPOUTL 06NACTb 3almMTbI, BbIOpaB nanku, KoTopble
TpebyeTcs BKMOYUTL B 0OMNacTb 3awutbl OT WMGPOBaAHMSA, BpydHyto. [lpumeHsieTcsl, ecnvM BblOpaH
napameTp TONbKO yKa3aHHble OOLue nanku.

[Ona HacTpovkn obnactm 3awmtbl 3agadn 3awmuTta  OT WKMEPOBaAHMS MOXHO WUCMOMb30BaTb TOJSbKO
NoKanbHbIV MyTh.

» UYmobkl Hacmpoums obriacme 3awumel 015 3adadyu 3auwuma om wughpo8aHus, 8bINMOMHUME
cnedyrowjue delicmeus:

1. B pepee KoHconu agmuHuctpupoBaHus Kaspersky Security Center passepHuTe y3en YnpaBnsieMble
ycTpoMncTBa 1 BbibepuTe rpynny agMMHUCTPUPOBAHMUS, ONS1 KOMMbIOTEPOB KOTOPOW Bbl XOTUTE HAaCTPOUTb
napamMeTpbl NporpamMmei.

2. B naHenu pesynbTaTtoB BblOpaHHOW rpynnbl aAMUHUCTPUPOBAHNSA BbINOMHUTE OOHO
13 cnegyowmnx AencTBui:

e Ecnu Bbl xoTUTe HacTpouTb MapameTpbl MOMWTUKM ANiA FPynnbl CEpBepoB, BblbepuTe 3aknagky
Monutukn u oTkponTe OkHO <CBomcTBa>: <UmMsa nonuTtukm>(cm. pasgen "Hactpomnka nonuTukn"
Ha cTp.76).
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e Ecnn Bbl XOTUTE HACTpOUTb MapamMeTpbl MporpaMmmbl Afis OOHOTO cepBepa, BblbepuTe 3aknagky
YcTpouncTtBa 1 otkponte okHo MapameTpbl nporpammsbl (CM. pa3gen "HacTponka nokaneHbIX 3agad
B okHe [MapameTpbl nporpammel B Kaspersky Security Center” Ha cTp. 89).

Ecnn yctponcteo paboTtaeT nopg ynpaerneHnem akTuBHom nonutuku Kaspersky Security Center
1 B 9TOM MONUTUKE HANOXeH 3arnpeT Ha U3MEHEeHWe MnapameTpoB MporpamMMbl, 3TU NapameTpbl
HeLOCTYNHbI ANs U3MeHEHWs1 B OkHe MapamMeTpbl nporpamMmmei.

3. B pasgene KoHTponb aKTUBHOCTM B CeTU, Haxmute kHOnky HacTtpomka B6Gnoke 3awwmra
oT wudpoBaHus.

OTKpoeTcs OkHO 3awmTa oT WudpoBaHuUs.

4. Ha 3aknagke O6nacTtb 3awWmTbl BbibepuTe nanku, kotopble Kaspersky Security 10.1 ans Windows Server
OyaeT NpoBepATb NPy BbINONHEHUN 3aga4m 3alimTa oT LWNPOBaHUS:

e Bce o6wue ceTeBble Nanku cepsBepa.

Ecnun BbibpaH 3TOT BapuaHT, TO B XO4E BbINOMHEHNA 3agaun 3alumTta oT WndpoBaHUS
Kaspersky Security 10.1 gna Windows ServernpoBepsieT Bce o00uiMe ceTeBble
nanku cepeepa

OTOT BapuaHT BblibpaH No ymon4aHumio.
e Tonbko yKka3zaHHble O6LMe Nnanku.

Ecnu BbibpaH 3TOT BapuaHT, TO B XO4E BbINOMHEHUA 3agaun 3alumTta OT WudpoBaHUs
Kaspersky Security 10.1 gna Windows Server npoBepsieT Tonbko Te obwine ceTeBble
nanku cepeepa, KOTopble Bbl yKasanu BPY4HYHO.

5. Yto6bl ykaszaTb 0Oy nanky cepeepa, KOTOPYK Bbl XOTUTE BKIHOYUTbL B 06MacTb 3alnThbl, UCNOMb3YNTE
OIMH U3 CreayoLLmx cnocobos:

a. Haxmute Ha kHONKy [lo6aBUTb.
OTkpoeTcs okHO BbibepuTe nanky ansa pob6asneHus.
b. Haxmute Ha kHonky O630p, 4TOObI BbIOpaTh Nanky, UM BBeAMTe NyTb BPYYHYIO.
c. Haxmute Ha kHonky OK.
6. Haxmute Ha kHonky OK B okHe 3awmTa oT wucpoBaHus.

HacTtpoeHHble napameTpbl 6yAYyT COXPaHEHbI.

Jo6aBneHne ncknw4vYeHnn

» UYmobbI 0obasumpb ucKmoYeHuUs1 u3 obracmu 3awumsl om wughposaHusi, 8bINOSIHUME
cnedyrouwue delicmaus:

1. B pepee KoHconu agmunHucTtpupoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsiemble
ycTpoMncTBa 1 BbibepuTe rpynny agMMHUCTPUPOBAHUS, OS5 KOMMbIOTEPOB KOTOPOW Bbl XOTUTE HAaCcTPOUTb
napamMeTpbl NporpamMmei.

2. B naHenu pesynbTaTtoB BblIGpaHHON rpynnbi aaMUHUCTPMPOBaHUSA BbIMOJTHUTE ogHo
13 cnegyowmnx AencTBui:

e Ecnu Bbl xoTMTe HacTpouTb MapameTpbl MOMAWTUKM AONIA FPYNnbl CEPBEPOB, BbibepuTe 3aknagky
Monutukn n otkponte okHO <CBomctBa>: <UmMaA nonuTuku>(cMm. pasgen "HacTtponka nonNUTUKK"
Ha cTp.76).
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e Ecnn Bbl XOTUTE HACTpOUTb MapamMeTpbl MporpaMmmbl Afis OOHOTO cepBepa, BblbepuTe 3aknagky
YcTpouncTtBa 1 otkponte okHo MapameTpbl nporpammbl (CM. pa3gen "HacTponka nokaneHbIX 3agad
B okHe [MapameTpbl nporpammel B Kaspersky Security Center" Ha cTp. 89).

Ecnu ycTporictBo paboTaeT noAa ynpaereHunem akTmBHol nonutukm Kaspersky Security Center
M B 9TOV MOMNUTMKE HANOXeH 3anpeT Ha M3MEeHEeHWe napameTpoB MporpamMmbl, 3TW NapameTpbl
HeJOCTYMHbI N5 UsMeHeHus B okHe MapameTpbl nporpaMmmbl.

3. B pasgene KoHTponb aKTMBHOCTM B CeTU, Haxmute kHOnky HacTtpomka B6Gnoke 3awwmra
oT wudcpoBaHunA.

OTKpoeTcs OkHO 3awmTa oT WncpoBaHUA.
4. Ha 3aknagke UckntouyeHus, yctaHoBUTE (prnaxok YUMTbiBaTbh UCKIKOYEHHbIE 061acTu 3aWwnThbl.

Ecnu cnaxok yctaHoBneH, TO BO Bpems paboTbl 3agayn 3awmrta oT wudpoBaHus
Kaspersky Security 10.1 gna Windows Server He oBHapyxvuBaeT BpeaoOHOCHOe
wmncppoBaHme, ocyLLeCcTBRAAIOLWEECH B yKadaHHbIX 0bnacTax.

Ecnn dnaxok cHat, Kaspersky Security 10.1 gns Windows Server obHapyxuBaeT
NonbITKM LUM)POBAHUA Ha BCEX CETEBLIX Nankax cepesepa.

Mo ymonyaHuio oraxkok CHAT, CMMCOK UCKIMIOYEHNIA MyCT.
5. Haxmute Ha kHOMKy [lo6aBUTb.
OTKpoeTcs OkHO BbiGepuTe nanky ona go6aBneHus.
6. Beegnte MMs nanku Unu HaxmmTe KHorMkyOG30p, YTOOLI BbIOpaTh HEOOX0AMMYIO Narnky.
7. Haxmute Ha kHonky OK.

MckntoueHHble obnacty gobaBneHbl B CMUCOK.
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[InarHocTMkKa cucteMmMbl

JTOT pasgen cogepXuT MHopMaumilo O 3adade KOHTPONs haifoBbiX Onepaunini M BO3MOXHOCTSIX aHanusa
CMCTEMHOIO XXypHarna onepauvMoHHON CUCTEMBI.

B aTtom pasgene
MOHUTOPUHT (DANMOBBIX OMEPEALIMM ....vvveeeieeeeeiieteteeetaaessaaesteteeeeaeessaanbeseaeaeeasasasstseeeaaeeesaassbeseeaaeeesaaannsaseeaaaeesaansnes 223

N = T 0218 o] = =2 o )= PPNt 231

MoHuTopuHr cpannoBbIxX onepauun

QTOT pasgen coaepXXuT MHOpMaLMIO O 3anycke U HAacTpoike 3agayn MoOHUTOP LENOCTHOCTY dpairos.

B atom pasgene

O 3agaye MOHUTOPUHT (DAANOBDBIX OMEPALIMM .........uvureereeeeeesiiitareeeeeeesesasteseeeeeeessassrsssseeesssasssntesseesesssanssssnsseeseans 223
O npaBunax MOHUTOPUHIA PANIOBBIX OMEPALINM ......uvereeeeeeiiiuirreeeeeeeseiaatrrreeeeeesaasstrsereeeeesaaasrrsseeeeessaassrnnsseeeans 224
Hactpovika napameTpoB 3aga4ym MOHUTOPUHT (DANNOBBIX OMEPALIMM .....ceeiuvrreeeiirieeeiitieeessinneeesineeeesnsbreeesnnnneeens 227
HaCTPOMKA MPABUIT MOHUTOPUHIA ... .vuveeiieeeesiiuteieeeteesssaasnteseeeeeesssaassssseeaaaesssaasstsseeeeeeesssnssssseeesesessmmnsssseneeeessannnes 229

O 3apgayvye MoHuTOpPUHr channoBbIX onepauumn

3apadya MoHWTOPUMHI (hannoBbIX oOnepauui npegHasHadyeHa AN OTCNEeXMBaHUSA OEWCTBUW, BbIMOSHEHHbIX
C yKkasaHHbIMK hannamy nnu nankamu, B 06rnactax MOHUTOPWMHIA, 3adaHHbIX B napameTpax 3agayun. Bel moxeTe
ncnonb3oBaTb 3adadvy ANS BbISBNEHUA U3MEHEeHWUA (annos, KOTOpble MOrYT CBUOETENbCTBOBaTL O HapyLUEHUU
6e3onacHOCTM Ha 3awmaemMoM cepsepe. Bbl Takke MoxeTe HacTpouTb OTCREXWBaHWE WU3MEHeHWl dannos
B neprofbl 06pbiBa MOHUTOPWHrA.

O6pbie MOHUMOpPUHea — 3TO Nepuof, korga obracTb MOHWTOPWUHIA BPEMEHHO BbIMAZ4AeT M3 Nons OeCTBUst
3afjaun, HarnpuMmep u3-3a MPUOCTAHOBKM BbLIMNOMHEHMSA 3ajadv UnM (OU3NYECKOro OTCYTCTBMS 3arnoMMHAoLLEero
yCcTponcTBa Ha 3awmwaemom cepepe. Kaspersky Security 10.1 gna Windows Server coobwmTt 06 obHapyxeHuu
dannosbix onepauun B 061acTm MOHUTOPUHIA Kak TONMbKO 3anoMuHaloLLLee YCTPONCTBO OyaeT BHOBb MOAKITHOYEHO.

[MprocTaHoBKa BbINOMHEHUS 3ajayv B 3aJaHHOM 06racTM MOHUTOPUHra, Bbl3BaHHasi MepeycTaHOBKOM
KOMMOHeHTa MOHUTOPUHT halinoBbIxX onepauuii, He SBnseTca 00pbIBOM MOHMTOPUHra. B aTom crnyvae 3agava
MoHUTOPUHT (hannoBbIx ornepaumn He BbINOSHAETCS.
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TpeboBaHus Kk cpeae

[Ona 3anycka 3agayn MoHUTOPUHT palinoBbiX onepaLunii 4oMmKHbI BbITb COBMOAEHbI CrieaytoLLme YCNoBUs:

e Ha 3awmuuwaemomMm cepBepe YCTAHOBEHO 3anoOMMWHAlOLLEE YCTPOWCTBO, MNoadepxuBatoliee cannosble
cuctembl ReFS n NTFS.

e USN-xypHan Windows gomxeH ObiTb BkntoyeH. Ha ocHoBe onpoca USN >xypHana KOMMOHEHT nony4aet
AaHHble 0 hannoBbIX onepaunsx.

Ecnu Bbl Bkntounnu USN-kypHan nocne Toro, kak Gbino co3gaHo npasBuno s Toma v 3anylieHa
3agavya MoHuTOpuHra channoBbix onepauuii, TpebyeTca nepesanycTutb 3agady. B npoTuBHOM
cryyae, AaHHOe NpaBumo He ByaeT yYUTbIBATLCS NMPU MOHUTOPUHTE.

WcknoveHus ans obnactu MOHUTOPUHIa

Bbl MOXeTe co3gaTb MCKMYEHWs M3 obractu MoHuTOopuHra (cMm. pasgen "Hactporka npaBun MOHUTOpUHra"
Ha CcTp. 229). WcknioueHnsa 3apgatoTcsl ANS KaKAOro OoTAeNnbHOro npasvna v paboTaloT TOMbKO AN yKa3aHHOM
obnactn MmoHUTOpUWHra. Bel MoXeTe 3agaTb HEOrpaHUYEHHOE KOMMYECTBO UCKIMIOYEHUI AN KaXKO0ro npasuna.

McknioyeHunsa nmetot 6oree BbICOKUIN NPUOPUTET, YeM 0611acTb MOHUTOPKWHIA, U HE KOHTPONMPYIOTCS 3adadven,
JaXe ecnu ykasaHHasg nanka wmnu dann Bxoadatr B obracTtb MoHuUTOpuHra. Ecnu B napameTpax ogHOro
n3 npaBun 3agaHa obsiacTb MOHUTOPMHra, KOoTopasi SIBMSIETCA HMXHEYPOBHEBOW MO OTHOLLUEHWUIO K narike,
3a4aHHON B UCKITIOMEHUSX, Takas 06nacTb MOHUTOPUHIa He ByaeT y4nTbiBaTbCA NPU BbINOAHEHUN 3a4a4uu.

[na 3agaHna NCKIOYEeHU Bbl MOXETE MCMNOSb30BaTh TE XKe Macku, YTo 1 Ans 3agaHunsd obnacTten MOHUTOPWUHra.

O npaBunax MOHUTOpPUHra hannoBbIX onepauumn

3apada MoHMTOPUWHT hannoBbIX onepauuin BbIMONHAETCA Ha OCHOBE NPaBuil MOHMTOPUHIa (annoBbiX Onepauuii.
Bbl moxeTe HacTpamBaTb YCNoBus cpabaTblBaHWs 3adayv W perynupoBaTb YPOBEHb BaXHOCTM COOLITUNA
Ans obHapyxeHHbIX (annoBbIx onepauni, uKcMpyeMbiX B XXypHane BbIMOMHEHNs 3a4ayu, C MOMOLLBIO KpUTeprnes
cpabaTtbiBaHUS npasuna.

MpaBuno MoHUTOpPMHIra hannoBbix onepauun 3agaeTcsa s Kaaon ykazaHHON 06racTv MOHUTOPUHIa.
Bbl MOXeTe HacTpavBaTh cnefyroLimne kputepun cpabatbiBaHUS NpaBun:

° lD,OBepeHHble nonb3oBaTesin.

e Mapkepsbl hainosbix onepauui

,D,OBepeHHble norib3oBartesin

Mo ymonuaHuio OencTBUA Bcex Monb3oBaTernei pacueHMBaloTCs NMporpaMMoii kak noTeHuuarnbHble HapylueHus:
GesonacHocTu. CnNncok AOBEPEHHbIX Nonb3oBaTenei nycT. Bel MoXeTe HacTpanBaTe YPOBHM BaXHOCTU COOLITUS,
dhopMMpys CNMCOK A0BEPEHHbIX NoNb3oBaTenel B NapaMmeTpax npasuna MOHUTOPUHIa chaiinoBbIX onepauuii.

HedosepeHrHbili nonb3ogamens — NOON NOMb30BaTeNb, HE yKa3aHHbI B CMUCKE OOBEPEHHbIX B napameTpax
npaeuna obnactu monutopuHra. Ecnn Kaspersky Security 10.1 ans Windows Server obHapyxumBaeT daiinosyto
ornepaumnto, BbIMOMHEHHYO HEJOBEPEHHbIM Monb3oBaTenem, 3agada MOHUTOPUHT hansoBbIX onepaunn ukcupyet
cobbITME C YPOBHEM BaXKHOCTU KpuTuueckoe cobbiTe B XXypHarne BbIMONHEHUS 3a4aun.
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LosepeHHbili nonb308amesib — NONb30BaTENb UMK rpynna Monb3oBaTernie, KOTOPbIM pa3pelleHO BbINOJIHEHUE
dannoBbiX onepauuin B ykaszaHHOW obnactn moHuTopuHra. Ecnu Kaspersky Security 10.1 gns Windows Server
obHapyxvBaeT annoByld onepauuio, BbINOMHEHHYID [OOBEPEHHbIM MoONb3oBaTteneM, 3agadya MOHMTOPUHI
¢annosbix onepauun dukcupyet cobbiTue € ypoBHEM BaxHoCTU WHopMaLmoHHoe cobbiTne B XypHane
BbINONHEHNS 3a4a4u.

Kaspersky Security 10.1 ana Windows Server He MOXeT onpeaenntb Nonb3oBaTend-uHuymaTopa Ang onepauun,
BbIMOMHEHHbIX B Nepuod obpbiBa MoOHWTOpWHra. B aTom cnyyae cTtaTyc nonb3oBaTens onpegensercs
KaK HEM3BECTHBbIN.

HeussecmHblil ronb308amersib — AaHHbIA CTaTyc MnpucBaMBaeTCsl Mnonb3oBaTento B criydae, korga Kaspersky
Security 10.1 gna Windows Server He MOXeT NONy4MTb AaHHbIE O NONb30BaTEeNeBCneacTBNe NpepbiBaHWS 3a4a4yu
unu cbos cMHXpoHM3auun gaHHbix gpansepa n USN-xypHana. Ecnu Kaspersky Security 10.1 gns Windows Server
obHapyxuBaeT ainoByl0 oOnepawlmio, BbIMOMIHEHHYID HEWU3BECTHBIM MoNb3oBaTenem, 3agadya MOoOHUTOPWHT
dannoBbix  onepaumi  ukcupyeT  cobblTMe € ypoBHEM  BaxHocTu  [IpedynpexdeHue B XXypHane
BbINOMHEHNS 3a4a4u.

Mapkepbl darnosbix onepauunn

B xoge BbinonHeHus 3agaun MoHuTopuHr dannosbix onepauni Kaspersky Security 10.1 gna Windows Server
onpegensieT, YTo Hag hannom 6bino Npom3BeaeHO AeNCTBME, C MOMOLLLI0 MapkepoB hannoBbIX onepaumn.

Mapkep cpaiinoBoii onepauuv — 3TO €OWHWYHBLIA MPU3HAK, KOTOPbIM MOXeT OblTb OxapakTepu3oBaHa
hannosas onepauus.

Kaxxgas cannosasa onepaumsi MOXeT NpeacTaBnaTb coOOM OOHO AEWCTBUE MMM LeNnoYvKy AEWCTBMI C dhannamu.
Kaxxgoe Takoe AencTBue npvpaBHMBaETCH K Mapkepy dannoson onepauun. Ecnv B uenoyke annoson onepaumm
Obin OOHapyxeH MapKep, YyKa3aHHbIi BaMW B KayecTBe Kputepusi cpabaTbiBaHUs NpaBuia MOHWUTOPWHrA,
nporpaMmma 3adgumkcmpyeTt cobbiTve no hakTy coBepLueHns Takon hannoson onepaumu.

YpoBeHb BaXHOCTU (DUKCMPYEMbIX COOLITUMN HEe 3aBUCUT OT BblOpaHHbIX MapkepoB (anmnoBbIX onepauun unu
nX Konu4yecTsa.

Mo ymonuaHuto Kaspersky Security 10.1 gna Windows Server yuyuTbiBaeT BCe [JOCTYrMHblE Mapkepsbl
hannoBbix onepaunii. Bl MmoxeTe BbibpaTe MapKepbl halinoBbix onepauuMin BpyyHy B napameTpax npaBun
3agaun (cMm.Tabnuuy Huxe).

Tabnuua 28. Mapkepb! ¢batinosesix ornepauut
ID dhannoBon onepauumn Mapkep channoson onepauum NMoppepxnBaembie
¢hannoBbie
CUCTEMbI
BASIC_INFO_CHANGE M3MEeHEeHbl  aTpubyTbl UM METKU NTFS, ReFS
BpemMeHu darina unu nanku
COMPRESSION_CHANGE N3MeHeHo cxaTune danrna unu nanku NTFS, ReFS
DATA_EXTEND pa3mep harina unu nanku ysenmyeH NTFS, ReFS
DATA_OVERWRITE nepesanucaHbl faHHble B danne wunm NTFS, ReFS
nanke
DATA_TRUNCATION dann unu nanka yceyeHsl NTFS, ReFS
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ID hannoBon onepavyuu

Mapkep ¢hannoBomn onepauum

MoppepxnBaembie
¢hamnoBble
cucTembl

EA_CHANGE

M3MEHEHbl paclUMpeHHble  aTpubyThbl
darna nnu nankm

Tonbko NTFS

ENCRYPTION_CHANGE U3MeHeH cTtaTyc LwudpoBaHusa danna NTFS, ReFS
UNKn Narnku

FILE_CREATE dann nnu nanka cosgaHbl Bnepsble NTFS, ReFS

FILE_DELETE davn unuM nanka yaaneHbl, MWUHYS NTFS, ReFS

KOP3WHY, C NMOMOLLbIO KomaHpl
SHIFT+DEL

HARD_LINK_CHANGE

)KecTkasi CBsi3b cO3daHa wunu yaaneHa
ans darnna unu nanku

Tonbko NTFS

INDEXABLE_CHANGE

M3MEHEeH  cTaTyC  WHAEKCUpOBaHMs
danna unu nanku

NTFS, ReFS

INTEGRITY_CHANGE

N3MEeHEH anl/I6yT LLE€JTOCTHOCTH
Aana MMeHoBaHHOro (*)aVIﬂOBOFO NOTOKa

Tonbko ReFS

NAMED_DATA_EXTEND pasMep  MMEeHOBaHHOro  hannosoro NTFS, ReFS
noToka yBenuyeH

NAMED_DATA_OVERWRITE UMEHOBaHHbIV harinosbIn notok | NTFS, ReFS
nepesanucaH

NAMED_DATA_TRUNCATION WMEHOBaHHbIN (pannoBbIN NOTOK yCceyeH NTFS, ReFS

OBJECT_ID_CHANGE namMeHeH wuaeHTudukatop danna unm NTFS, ReFS
nanku

RENAME_NEW_NAME NPUCBOEHO HOBOE UMSA Ans danna nnm NTFS, ReFS
nanku

REPARSE_POINT_CHANGE co3faHa HoBas unu n3meHeHa NTFS, ReFS
CyllecTByOLLlasA  ToYka  MNOBTOPHOrO
aHanusa ansa gavna unu nankm

SECURITY_CHANGE n3MeHeHbl npasa gocTyna K channy unm NTFS, ReFS
nanke

STREAM_CHANGE co3aaH HOBbIN unm M3MeHeH NTFS, ReFS
CYLLIeCTBYIOLLMI MMEHOBaHHbIN

¢rannoBbI NOTOK

TRANSACTED_CHANGE

WMEHOBaHHbIN dannosbiii NMOTOK
n3MeHeH TpaH3akumen TxF

Tonbko ReFS
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Hactpouka napameTpoB 3agaum MoHUTopuHr chbannoBbIX onepauum

Bbl MOXeTe W3MEeHATb 3Ha4YeHUs Mo yMOMYaHW napamMeTpoB 3adadv MOHUTOPUHT halmnoBbIX onepauui
(cm.Tabnuuy Hmxe).

Tabnuua 29. lNMapamempesi 3adaqyu MoHumopuHa ¢hbalinnosbix oriepayuli o yMosn4aHuro
MapameTp 3HauveHue Kak HacTpouTb
O651aCT! MOHUTOPWHIA He 3apaHo Bbl MoxeTe 3agatb nanku u pannbl, OencTeuA

Hag KoTopbiMM ByayT oTcnexuBaTbed. [Ans katanoros
M pannoB 3agaHHOM o06nacTM MOHUTOpWHra 6yayT
dopMrpoBaTLCH COObLITUS MOHUTOPUHTA.

Cnuncok AoBepeHHbIX | He 3agaHo Bbl mMoxeTe 3agaTb nonb3oBaTenew wWunu rpynnbl
nonb3oBaTtenen nonb3oBatenen, [OEeNCTBMA KOTOPbIX B yKasaHHbIX
KaTanorax OyayT pacueHVMBaTbCA KOMMOHEHTOM Kak
GesonacHble.

KoHTporupoBaTb  daitrosble MpumenseTca Bbl MoxeTe BknoYaTb UM OTKMOYAaTL yyeT hannoBbix

onepauMn BO BpEMS MPOCTOS onepauun, KOTopble ObiNM BbINOMHEHblI B yKa3aHHbIX

3agaun obnactax MOHWUTOpUHra B MepuoAbl, Korga 3ajada
He BbIMOSHAMNACH.

VUnNTbIBaTh VCKMoYeHHble | He npumeHseTca Bbl MOXeTe KOHTpPONMpPOBaTb MPUMEHEHUE NCKIIOYEHWI

061acTi MOHUTOPUHIa Ans nanok, rae He TpebyeTcs MOHWUTOPWHI hannoBbIX

onepaumin. [lpu BbINONHEHMM 3agadn  MOHUTOPUHI
dannoBbix onepaumn Kaspersky Security 10.1 gns
Windows Server 6ygetr nponyckaTb  obnactu
MOHWUTOPWHTa, 3aaHHble B KA4YECTBE MCKITIOYEHNA.

YUUTLIBATD MapKepbl YuutbiBatoTcs Bce | Bbl MoxeTe 3apaTtb Habop MapKkepoB
hainoBbIx onepawmit JOCTYnHbIe ANs XapaKkTepucTukn  pannosbix  onepauuni.  Ecnu
Mapkepbl (havinoBass  onepauusi, BbINOMHEHHas B obnacTtu
dannosbIx MOHWTOPWHra, XapakTtepusyetcsa XOTd Obl  OgHUM
onepauumn 13 ykasaHHbIX MapkepoB, Kaspersky Security 10.1 ans

Windows Server coopmmpyeT cobbiTe MOHUTOPUHTA.

Pac4yeT KOHTPOMNBHON CyMMBbI He npumeHseTca Bbl MOXeTe HacTpouUTb pacyeT KOHTPONbHOW CyMMbI
havina nocne nNponsBefeHHbIX B HEM U3MEHEHUI.

YuutbiBaTh Mapkepbl | YuutbiBatoTca Bce | Bbl MoxeTe 3apaTtb Habop MapKkepoB

drannosbIx ornepauun OOCTYMHblE ONA XapakTepuctukn  dannoseix onepauui. Ecnu

Mapkepbl (havinoBass  onepauusi, BbINOMHEHHas B obnacTtu

dannosbIx MOHWTOPWHra, XapakTtepusyetcs XOTd Obl  OgHUM

onepauui 13 ykasaHHbIX MapkepoB, Kaspersky Security 10.1 ans

Windows Server hopmupyeT cobbiTne ayguTta.

Pacnncanue 3anycka 3agayun I'IepBb||7| 3anyck Bbl moxeTe HaCcTpoOuUTb NapaMeTpbl 3anyCcka 3agadu
He onpegeneH Nno pacnmcaHuto.
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UTobbl HacTpouTb NapamMeTpbl 3aga4ym MoHUTOPUHI hannoBbiX onepauuii, BoINONHUTE cnegyloLlne AenCcTBuS:

1. B pepeBe KoHconu agmuHuctpupoBaHust Kaspersky Security Center passepHuTe y3en YnpaBnsieMble
ycTpoMncTBa 1 BbibepuTe rpynny agMMHUCTPUPOBAHUS, AN KOMMbIOTEPOB KOTOPOW Bbl XOTUTE HAacTpoOUTb
napamMeTpbl NporpamMmei.

2. B naHenm pes3ynbTatoB  BblOpaHHON rpynnel a4MVHUCTPUPOBaHUS BbINOMHUTE  OOHO
13 criefyoLmx encTBum:

e Ecnu Bbl xoTUTEe HacTpouTb MapameTpbl MOMAWTUKM AN FPynnbl CEPBEpPOB, BbibepuTe 3aknagky
Monutnkn n otkponte OkHO <CBomctBa>: <UmMA nonuTuku>(cMm. pasgen "HacTponka NONUTUKK"
Ha cTp.7/6).

e Ecnu Bbl xoTuTEe HacTpouTb NapameTpbl MporpamMmbl AN OQHOrO cepBepa, BblibepuTe 3aknagky
YcTtpowncTBa 1 oTkponTe okHO MapameTpbl nporpammbl (CM. pasgen "HacTporika nokanbHbIX 3agad
B okHe [MapameTpbl Nnporpammbl B Kaspersky Security Center” Ha cTp. 89).

Ecnu yctporictBo paboTaeT noa ynpaeneHuem aktmBHon nonutukm Kaspersky Security Center
M B 3TOW MOMNUTUKE HamnoXeH 3arnpeT Ha U3MEeHeHWe napameTpoB MporpamMMbl, 3TW NapameTpbl
HedOCTYNHbl AN 3MeHeHus B okHe MapameTpbl nporpamMmmei.

3. B pasgene OuarHoctuka cucTembl B 65ioke MOHUTOPUHr  (havMnoBbIX  onepauun  Haxmute
Ha kHonky HacTtpoika.

OTtkpoeTcsa okHoO MOHUTOPUHT hanNoBbIX onepauuvi.

4, B oOTKpblBWEMCS OkHe Ha 3aknagke [MapameTpbl MOHUTOpUHra (palnoBbIX onepauuin
HacTpoiiTe NapaMeTpbl 0611acT MOHUTOPUHTa:

a. CHumuTe wunu ycraHoBute cnaxkok BocnonHATb co6biTUSA 0 (haWnoBbIX onepauusx,
BbINOMHEHHbIX B Nepuoa o6pbiBa MOHUTOPUHra.

®dnaxok BKMAYAET WM BbIKMKYAEeT KOHTPOMb  Hag hannoBbiMM  onepaumsiMu,
BbIOpaHHbIMKM B NapaMeTpax 3agadn MOoHUTOpUHr annoBbiX onepauui, BO Bpems
npocTos 3agayv no nbor nNpuynHe (M3BMNEYEHME XKECTKOro AWCKA, OCTaHOBKa 3afadu
nonb3oBartenem, cbon NporpaMMHoOro obecneyeHus).

Ecnn dnaxok yctaHoBneH, Kaspersky Security 10.1 gna Windows Server 6yget
dukenpoBaTb COObITUS BO BCex 06nacTax MOHMTOpPWHra Mpw NpepbiBaHUM 3adaydu
MoHUTOPUHT halnoBbIX onepauun.

Ecnn dnaxok cHAT, npw npepbiBaHuM 3agaunm pannosble onepaumm B obnacTsx
MOHMTOpUHra He 6yayT dmKcupoBaTbCA NPOrpamMmon.

Mo ymonyaHuio raxok ycTaHOBMNEH.

b. [HobaBbTe obnactm MoHuTOpuHra (cm. pasgen "HacTpowka npaBwn MOHWUTOPWHra" Ha cTp. 229),
KoTopble GyaeT KOHTpONMpoBaTh 3ajava.

5. Ha 3aknagke YnpaBneHue 3agadvem 3anyctute 3agadvy Ha 6ase pacnucaHusa (cm. pasgen "Paborta
C pacnucaHvem 3agay” Ha cTp. 111).

6. Haxmute Ha kHornky OK, 4TOObl COXpaHUTbL U3MEHEHWSI.
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HacTpoiika npaBun MOHUTOpPUHra

Mo ymonyaHuio obnactb MOHUTOPWHIa He 3aJaHa; 3aJadya He KOHTPONMPYET BbINOMHEHWE (danfoBbiX onepaumn Hx
B OAHOW ANPEKTOPUN.

» 4mobki 0obasumb obriacmb MOHUMOPUH2a, 8bINoHUME criedyruue delicmaus:

1. B pepeBe KoHconu agmunucTpupoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsieMble
ycTponcTBa 1 Bbibepute rpynny agMUHUCTPUPOBAHUS, A4Sl KOMNBIOTEPOB KOTOPOW Bbl XOTUTE HACTPOUTb
napameTpbl NPOrpaMmsl.

2. B naHenu pesynbTaTtoB BblGpaHHON rpynnbl aAMUHUCTPUPOBAHNSA BbINOMHUTE OJHO
13 cnegylowmx 4encTBui:

e Ecnu Bbl xoTMTe HacTpouTb MapameTpbl MOMAWTUKM AONIA FPynnbl CEpBEpPOB, BblbepuTe 3aknagky
Monutukn 1 oTkponTe OkHO <CBomcTBa>: <UMaA nonuTuKM>(cm. pa3gen "Hactporka nonuTukn"
Ha cTp.76).

e Ecnu Bbl xoTuTe HacTpouTb NapameTpbl MporpamMmbl AN OQHOrO cepBepa, BblibepuTe 3aknagky
YcTpownctBa 1 oTkponTte okHO MapamMeTpbl nporpammbl (CM. pa3gen "HacTporika nokaneHbiX 3agad
B okHe [MapameTpbl Nnporpammbl B Kaspersky Security Center” Ha cTp. 89).

Ecnn yctponctBo paboTtaeT nofg ynpasrneHnem akTtuBHowm nonutukum Kaspersky Security Center
M B 3TOW MOMUTUKE HamnoXeH 3anpeT Ha U3MEHEHWe MnapameTpoB MpPOrpaMmbl, 3TM MapameTpbl
HeAOCTYNHbI AN U3MeHeHUsi B okHe MapamMeTpbl NporpamMmmei.

3. B pasgene OuarHoctuka cuctembl B 6rioke MoHUTOpUHr  halnoBbIX  onepauum  HaOXMuUTe
Ha kHonky HacTtpoika.

OTtkpoeTcsa okHoOMoOHUTOPUHT harinoBbIX onepaLui.
4. B 6noke O6nacTtb MOHUTOPUHIa HAXXMUTE Ha KHOMKY [lo6aBUTb.
OTkpoeTcs okHO O6nacTb MOHUTOPUHra.
5. [obaBbTe 06r1acTb MOHUTOPUHIA OOHUM U3 CneayrLmnX cnocoboB:
e Ecnu BbI xoTuTE BbIGpaTh Nanku Yepes ctaHaapTHbIN guanor Microsoft Windows:
a. Haxmute Ha kHonky O630p.
OTtkpoeTca craHaapTHoe okHO Microsoft Windows O630p nanok.

b. B oTkpbiBweMcs oOkHe Bblbepute nanky, ¢annosble onepauunm B KOTOPOW Bbl XOTUTE
KOHTpOMNMpoBaTb, U HaxmuTe kHonky OK.

(] Ecnn Bbl x0TuUTe 3agatb ob6nacTb MOHUTOPWUHIA BPYYHYIO, nobaBbTe nyTb C NOMOLUbKO OoAHoMn
M3 noggepxnBaemMbiX MaCoK:

o <*ext>-Bce d)aVIﬂbl C pacwumpeHnem <ext> BHe 3aBUCUMOCTM OT UX PacCnosfioXeHUs;

e <*name.ext>- Bce annbl CuMeHeM name WU pacwupeHnem <ext> BHe 3aBUCUMOCTU
OT VX PacnosioKeHus;

o <\dir\*> - Bce cpannel B gupektopumn <\dir>;

o <\dir‘*\name.ext> - Bce dannbl C UMEHEM hame 1 paclumpeHnem <ext> B anpekropum <\dir> n Bcex
ee NnoaanpeKkTopusX.
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Mpn 3agaHum obnacTM MOHUTOPWHra BPYYHYHO YybeauTecb, YTO MyTb COOTBETCTBYET dopmaTy:
<volume letter>:\<mask>. lNpu otcyTcTBMM ykasaHua Toma Kaspersky Security 10.1 ana Windows
Server He 0o6aBuT ykasaHHY 06nacTb MOHUTOPUHrA.

6. Ha 3aknagke [loBepeHHbIe NONb30BaTeNn, HAXXMUTE Ha KHOMKY [lo6aBUTb.
OTkpoeTca ctaHaapTHoe okHO Microsoft Windows Bei6op "lMonb3oBatenu™ unu "Mpynnbi™.

7. Bblbepute nonb3oBaTenen unuM rpynnbl  Mofb3oBaTenen, KoTopbiM OyoyT paspelleHbl  onepauum
¢ barinamu ang BbibpaHHoOW 06NacTy MOHUTOPUHTA, U HaxxmuTe kHornky OK.

Mo ymonuaHuio Kaspersky Security 10.1 agna Windows Server cuvMtaeT HeOOBEPEHHLIMU BCEX
nosfib3oBaTefien, He ykasaHHbIX B CNUCKe AOBepeHHbIX (cM. pasgen "O npasumnax MOHUTOPUHra

haninoBbix onepaumn” Ha cTp. 224), © opMUpYyeT Ans HUX COObITUS C YPOBHEM BaXXHOCTU
Kputnyeckoe cobbiTue.

8. Bbibepute 3aknagky Mapkepbl ¢pannoBbIix onepauum.

9. Ecrm  TpebyeTcs, BblbepuTe  HECKOMbKO  MapkepoB  (hawWnoBbiXx  onepauun, BbIMOSTHUB
cnegyrouine oencTeus:

a. Bbibepute BapmaHT ObHapyxuBaTb thainoBble onepauun No crieayoLWmnM MapKepam.

b. B oTkpbiBweMcs cnucke OOCTYMHbIX annoBbix onepauui (cM. pasgen "O npaBunax MOHUTOPUMHra
haninoBbiX onepauun” Ha cTp. 224) ycTaHOBWUTE (Prnaxku HanpoTMB TeX oOnepauun, KOTopble Bbl
XOTUTE KOHTPONNPOBAaTh.

Mo ymonuyaHnuio Kaspersky Security 10.1 gna Windows Server KOHTponuvpyeT BCe [OCTYMHble
annosble onepauun, BblbpaH BapuaHT O6HapyxuBaTb ¢annoBble onepauuum Mo BCeM
pacrno3HaBaeMbIM MapKepam.

10. Ecnu BbI x0oTUTE, 4TOOLI Kaspersky Security 10.1 ana Windows Server paccuntbliBan KOHTPOSbHYO CyMMY
hannos rnocne N3MeHeHn, BoINONMHUTE criefyowme AencTBus:

a. B Gnoke KoHTponbHasi cymMma ycTaHOBUTE (riaXok PaccuYMTbiBaTb KOHTPOSNbHYH CYMMY
M3MeHeHHOoro cpanna, ecrnvm 3To BO3MOXHO.

Ecnu dpnaxok yctaHosneH, Kaspersky Security 10.1 ana Windows Server paccuntbiBaeTt
KOHTPOIbHYIO CYyMMY W3MEHEHHOro charnna, B KOTOpOM Obina obHapyxeHa dannosas
onepaums, COOTBETCTBYIOLLAA XOT Obl 0gHOMY Mapkepy dannoBov onepaumu.

Ecnn dannosas onepaums ob6HapyxuMBaeTcsa cpasy MO HECKOMbKUM  Mapkepam,
paccuuTbiBaeTCs TOMbKO (pMHanbHas KOHTpOrbHas cymMa awnna nocne BeCex
nocnefoBaTteribHbIX U3MEHEHWNIA.

Ecnu dnaxok cHat, Kaspersky Security 10.1 ana Windows Server He paccuuTbiBaeT
KOHTPOJTbHYIO CYMMY U3MEHEHHbIX (hanrnos.

I'Iporpamma He BbINOJTHAET pacyeT KOHTpOJ'IbHOIZ CyMMbI B clieayrolmx cryyvyasax:

e ecnu B pesynbTate ¢annoBon onepauuum ann crtan HegocTyneH (Hanpumep,
n3MeHeHbl Npasa gocTtyna K danny);

e ecnu dannosas onepauus dukcupyetca aAng damnna, KOTOpbIA BNOCHeaCTBUU
ObIn yaaneH.

Mo ymonyaHuio draxokK CHAT.
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b. B packpbiBatolemcsi cnicke PaccynTbiBaTb KOHTPOJIBHYIO CYMMY MO anropuTmy BbibepuTe oauH
13 BapuaHTOB:

e Xew MD5
e Xew SHA256

11. Ecnn Bbl XOTUTE KOHTPONMpOBaTb He BCe haiinoBble ornepauuv, B CMUCKe OOCTYMHbIX hainoBbixX

onepauun (cm. pasgen "O npaBunax MOHUTOpPUHra parnoBbIX onepauumn” Ha cTp. 224) ycTaHoBUTE
draxkn HaNPOTUB TEX Onepauunn, KOTOpble Bbl XOTUTE KOHTPONMPOBATh.

12. Ecnun TpebyeTcs, AobaBbTe UCKMIOYeHNs aAna obnacT MOHUTOPUWHIA, BbINOMHMB cregylowmne AencTBus:
a. Bbibepute 3aknagky UcknrouyeHus.
b. YcraHoBuTte hrnaxok YunTbiBaTbh UCKIIOYEHHbIE 0651IaCTU MOHUTOPUHTrA.

®Praxok BKMOYAET MMM BbIKIHOYAET MPUMMEHEHME WCKIIOYEHWUA ON1d ManoK, B KOTOPbIX
He TpebyeTcs MOHUTOPUHI (annoBbIX onepauui.

Ecnu dnaxok yctaHoBNEH, Npuy BbINONHEHNN 3aga4n MoOHUTOPUHT hannoBbiX onepaummn
Kaspersky Security 10.1 ans Windows Server 6yaet nponyckaTb 06n1acT MOHUTOPUHIA,
3aaHHble B CMIUCKe UCKITHYEHNN.

Ecnu cdnaxok cHAT, Kaspersky Security 10.1 gna Windows Server 6ygeTt dwukcmpoBaTb
cobbITHA And BCcex 3agaHHbIx obnacten MOHUTOPUHra.

Mo ymon4aHmo pniaxkok CHAT, CMIUCOK UCKIIOYEHNA NYCT.
c. Haxmute Ha kHONKy [lo6aBUTb.
OTKpoeTcs OkHO BbiGepuTe nanky onsa go6aBneHus.
d. B oTkpbiBLIEMCS OKHE BbiOepuTe namnky, KOTOPYy Bbl XOTUTE UCKITHOYUTBL U3 061acTh MOHUTOPUHTA.
e. Haxwmute Ha kHonky OK.
YkasaHHas nanka obaBnTCsa B CNUMCOK MCKNIOYEHHbIX obnacTen.
13. B okHe O6nacTb MOHUTOPUHIa HaxXmuTe Ha kHorky OK.

YKasaHHble napaMeTpbl MpaBun OyayT NpUMEHATBCA K BbiOpaHHOM ob6nact MOHWTOPWUHIa 3agayu
MOHUTOPUHT hannoBbIX onepaLnii.

AHanu3 XypHanos

3T10T pasgen cogepxuT MHpopMaumio o 3aaade AHanu3 XXypHanoB 1 napaMeTpax 3agauu.

B atom pasgene
O 38004E AHATTNS HKYPHEAITOB ....eeeeeitteeeeatteteeaatteteesaateeeesaatetaesasbeeeeaasbeeaeaasbeeeeaanbeteeeasbeeeeeasbeeeeeanbaeeesanbbeeesanbaeeesanrees 232
HacTporika napameTpoB npeasagaHHbIX Npasun 3agavn233

HacTpoika NPaBUI HAINNBE XKYPHATIOB ........couveiureireereeiteeiteeiteeateeasseaseesseessesssessasesssesssesssessseessessssssssseseasseessesns 235
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O 3apaye AHanus XypHarnos

B xoge BbinonHeHus 3agadn AHanus xypHanoB Kaspersky Security 10.1 ana Windows Server koHTponupyeT
LLeNIOCTHOCTb 3aluLLiaeMon cpefbl Ha OCHOBE pe3ynbTaToB aHanm3a xypHanoB cobbituii Windows. Mporpamma
WHopMUpyeT aaMUHUCTpaTopa Mpu oBHAPY>KEHUN MPU3HAKOB HETUMUYHOTO MNOBEOEHUA B CUCTEME, KOTOpble
MOTyT CBMOETENbCTBOBATL O NOMbITKAX KOMMbIOTEPHBIX aTak.

Kaspersky Security 10.1 gns Windows Server cuntbiBaeT AaHHble XXypHanoB cobbituin Windows v onpegenseT
HapyLleHMsl B COOTBETCTBUM C NpaBuiiamu, 3agaHHbIMU MONb30BaTeNeM WM napameTpamMu 3BPUCTUYECKOrO
aHanusaTopa, KOTOpbI NPUMEHSAETCA 3aadyen Ana aHanusa XypHanos.

MpensagaHHble NnpaBuna U 3BPUCTUYECKUIA aHanms

Bbl MoxeTe wucnonb3oBaTtb 3afavy AHanuna XypHanoB AO5nd KOHTPOnA COCTOAHUA 3au.|,V|u.|,aeM0|7| CUCTEMBbI
C MOMOLLbIO  MpeA3afaHHbiX NpaBwfl, OCYLWECTBMSALWMMM  aHanM3 Ha OCHOBE BCTPOEHHbIX  3BPUCTHK.
OBPUCTUYECKMI aHanM3aTop onpeaenseT Hannyne aHomanbHOW akTMBHOCTU Ha 3alluliaeMOM cepBepe, KoTopas
MOXeT 4ABNATbCA NPU3HAKOM MOMbITKU aTaku. LLlabnoHbl onpeaeneHua aHoOManbHOW aKTUBHOCTU 3anoXXeHbl
B JOCTYMHbIX MpaBunax B napameTpax 3agayu.

Ona 3agaun AHanua XypHanoB AOOCTYNMHO CeMb npeasagaHHbIX MpaBul. Bbl MOXeTe BKkMNtoYaTb W BbIKNOYaTh
npuMmeHeHue noboro npasuna. Bbl He MoxeTe yaanAaTb CywecTByrowmne nnm co3gaBatb HOBbIE NpaBuiia.

Bbl  MOXeTe  HacTpouTb  KpuTepum  cpabaTblBaHMsi  NpaBUil  KOTOPbIE  KOHTPONMPYKT  coBbITUSA
AN AaHHbIX onepavuii:

e (O6paboTka nogbopa napons
e (OOpaboTka ceTeBoro Bxoaa

B napameTpax 3agauv Bbl TakkKe MOXETE HACTPOUTb UCKIHOYEHMS. OBPUCTUYECKMI aHanu3aTop He cpabaTbiBaeT,
€CInu BX0[ B CUCTEMY BbIMOSTHEH JOBEPEHHBIM NOMb30oBaTeNeM Unu ¢ 4oBepeHHoro IP-agpeca.

Kaspersky Security 10.1 ana Windows Server He npuMeHsieT 3BpUCTUKM Ans aHanusa xypHanos Windows,
€Cnn  3BPUCTMYECKUI  aHanu3aTop  He ucnosnb3yetcsa  3agadven.  [1o ymonyaHuio  3BPUCTUYECKUI
aHanmaaTop BKITHOYEH.

Mpu cpabatbiBaHUM npaBuna, nporpamMma UKCUpyeT COObITUE C YPOBHEM BaxHOCTW Kpumuuyeckoe B XypHarne
BbINOMHEHWS 3a4a4n AHanu3 XXypHaros.

lNonb3oBaTernbCckue npasuna 3agaydn AHanus xxypHanos

C nomollblo NapamMeTpoB NpaBui 3agayn Bbl MOXeTe 3adaBaTb UM U3MEHATb KpuTepun cpabaTbiBaHUsi NpaBuna
Npu oBHapYXeHUM BbIGpaHHbIX COBbITUIA B YkazaHHOM ypHane Windows. Mo yMonyaHuio cnncok npaeun 3agaqv
AHanus xypHanoB CoAepXWUT YeTblipe NpasBuna. Bbl MoXeTe BKMOYaThb M BbIKMOYaTb NPUMEHEHME AaHHbIX NpaBur,
yOansaTh NpaBuna 1 peaakTupoBaTth UX NapameTpsbl.

Bbl moxeTe HaCTpOUTb cneayruine Kputepmumn Cpa6aTbIBaHVIF| KaXxaoro npasuna:

e Cnwncok ngeHtudmkaTopoB 3anmcen B xxypHane cobbitui Windows.

MpaBuno cpabaTbiBaeT Npu NOSIBIIEHUN HOBOW 3anucu B XypHane cobbitun Windows, ecnu B napameTtpax
coObITUA 0BHapyxeH uaeHTugurkaTop cobbITUs, yKasaHHbIN Ans npaBuna. Bl Takke Moxete 0obaBnsiTb
W yoansitb UaeHTUUKaTOPbI A8 KaK40ro 3agaHHoro npaeuna.
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e  /ICTOYHUK COOBITUI.

[nsa kaxgoro npaBuria Bbl MOXETe 3adaTb NopkypHan »kypHana cobbituin Windows. Nporpamma 6yget
BbIMNOMHATE MNOUCK 3anucen C yKasaHHbIMU naeHTurkaTopamm cobbiTUn TOMNBKO B 9TOM NogKypHane. Bbl
MOXeTe BblOpaTb OAMH U3 CTaHAapTHbIX nomkypHanos ([punoxeHue, bBesonacHocTb unn Cuctema),
a TaKkke ykasaTb Nofb30BaTeNbCKUIA NOAXYpHar, yKasaB ero uvs B nosne Bblbopa NCTOYHMKA.

lMporpammMa He BbINOMHSAET NPOBEPOK Ha hakTU4yeckoe Hanuune 3agaHHOro NnoakKypHana B XypHarne
cobbiTun Windows.

Mpn cpabatbiBaHuM npasuna Kaspersky Security 10.1 gna Windows Server cukcupyeT cobblTue C ypOBHEM
BaXkHOCTM KpuTuyeckoe B XypHarne BbIMOMHEHUS 3a4a4n AHanu3 XXypHarnos.

Mo ymMon4aHuio 3agava Ananus XypHanoB He y4uTbiBaeT nosib3oBaTesibCKkne npasuna.

Mepepn 3anyckom 3agayn AHanm3 xXypHanoB yoeautechb, YTO NMOMWTUKa ayauTa CUCTEMbl HACTPOEHa BEPHO.
bonee noapobHyo NHopMaLnto O HacTpomnke Bbl MoxeTe HanTN B J@HHOW
cratbehttps://technet.microsoft.com/en-us/library/cc952128.aspx.

HacTpoiika napameTpoB npeasanaHHbIX NpaBun 3agayumn

» Umobbl Hacmpoume napamempsl rnped3adaHHbIX ripasus 015 3ad0aqyu AHau3 XypHaros,
8binosTHUMe criedyroujue delicmaus:

1. B pepee KoHconu agmunHucTpupoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsiemble
ycTponcTBa 1 Bbibepute rpynny agMMHUCTPUPOBAHUS, ANs KOMNbIOTEPOB KOTOPOW Bbl XOTUTE HACTPOUTb
napamMeTpbl NporpamMmei.

2. B naHesnu pe3ynbTaTtoB BblOpaHHOM rpynnol aAMUHUCTPUPOBAHNSA BbIMOMNHUTE OfHO
13 cnegylowmnx AencTBuin:

e Ecnu Bbl xoTMTe HacTpouTb MapameTpbl MOMWTUKM AONIA FPYnnbl CEPBEPOB, BbibepuTe 3aknagky
Monutukn 1 oTkponTe OkHO <CBomcTBa>: <UMaA nonuTukM>(cm. pa3gen "Hactporka nonuTukn"

Ha cTp.76).

e Ecnu Bbl xoTuTe HacTpouTb nNapameTpbl Mporpammbl A8 OQHOrO cepBepa, BblibepuTe 3aknagky
YcTponcTBa 1 oTkponTe okHO MapameTpbl nporpammbl (CM. pasgen "HacTporika nokanbHbiX 3agad
B okHe [MapameTpbl Nnporpammbl B Kaspersky Security Center” Ha cTp. 89).

Ecnn yctponcteo paboTtaeT nofg ynpaerneHnem akTuBHow nonutukum Kaspersky Security Center
M B 9TOW MOMUTUKE HANOXEH 3anpeT Ha M3MEHEeHWe MnapameTpoB MporpamMMbl, 3TW NapameTpbl
HeLOCTYNHbI ANS U3MeHeHUs1 B OkHe MapamMeTpbl nporpamMmmei.

3. B pasgene MOHWUTOPUHI LENOCTHOCTM cCUCTEMbl B Onoke AHanNM3 XKypHamoB HaxmuTe
Ha kHonky HacTtpoika.

OTkpoeTcs okHo MapameTpbl aHanu3a XXypHarnos.

4. TMepengute Ha 3aknagky NpeasapaHHble npaBuna.
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5. CHumute nnm yCTaHoBUTE cbna>+<0|< Ucnonb3oBaTtb npeg3agaHHble npaBuna And aHanuaa XypHanosB.

Ecnn stoT dnaxok yctaHoBneH, Kaspersky Security 10.1 gns Windows Server
NPUMEHSAET 3BPUCTUYECKMA aHanusaTop A58 OOHapyXXeHUs aHOMarlbHOW aKTMBHOCTU
Ha 3alMLaemMoM cepBepe.

Ecnun aT0T hnaxok He yCTaHOBMEH, 3BPUCTUYECKUIN aHanu3aTop BblkMoyeH, Kaspersky
Security 10.1 pgna  Windows Server wucnonb3yeT MpeayCTaHOBEHHbIE WU
nonb3oBaTenbCckne npasuna ansg obHapykeHnus aHomanbHOW akTUBHOCTMW.

Mo ymonyaHuio naxxok yCTaHOBMEH.

[ns paboTtbl 3agaym oomkHO 6bITb BbIBpaHO XOTs 6bl OOHO NPaBUIO aHanMs3a XXypHarnos.

6. N3 cnucka npen3agaHHbiX  npaBwnl, Bbl6epV|Te npaswuna, KOTOpbleé Bbl XOTUTE MNPUMEHATb
ana aHanunsa XypHalioB:

e OBGHapyxeHa BO3MOXHas NONbITKa B3roMa napons ¢ NomoLLbo nogbopa.
e O6GHapyxeHbl NpU3HaKM KoMnpomMeTaumnn xxypHanos Windows.
e OBGHapyxeHa nogo3puTenbHas akTUBHOCTb CO CTOPOHbI HOBOW YCTAHOBNEHHOM CIyXObl.
e OO6HapyxeHa nogo3putenbHas ayTeHTUdMKaLUmUS € ABHbIM yYKasaHWeM YYeTHbIX AaHHbIX.
o O6HapyxeHbl npusHakm atakun Kerberos forged PAC (MS14-068).
e O6GHapyxeHbl NoA03pUTESNbHbIE U3MEHEHMWS NPUBUNETMPOBAHHON rpynnbl AAMUHUCTPATOPbI.
e OBGHapyxeHa nogo3puTenbHas akTMBHOCTb BO BPEMS CETEBOrO CeaHca BXOAa.
7. YTtobbl HAaCTpPOMTbL NapaMeTpbl BblOpPaHHbLIX NPaBui, HAKMUTE Ha KHOMKY [lononHUTenbHbIe NapameTpbl.
OTkpoeTcst okHo MapameTpbl aHanu3a xKypHarnos.

8. B 6Gnoke OGpaGoTka nepebopa Napons YKaXWUTe KONMYECTBO MOMbITOK W NMPOMEXYTOK BpeMeH!,
B KOTOPbIA  BBLIMOSIHANMCE ~ MOMbITKA,  KOTOpble  OyayT  SIBASTbCH  KpUTepusiMM  cpabaTbiBaHus
3BPUCTMYECKOro aHanm3aTopa.

9. B 6noke ObpaboTka aTUNMYHOWU ayTeHTUUKALIMM YKaXKXUTE Havano 1 KoHeL, BPEMEHHOro MHTepsana,
npu BbINOMHEHUN NOMbITKM Bxoda B koTopbin Kaspersky Security 10.1 gna Windows Server pacueHvsaet
AaHHOe AeNCTBUE Kak aHOMarbHYH0 akTUBHOCTb.

10. BbibepuTe 3aknaagky UcknroveHums.

11. Ytobbl pobaBuTb  MNonb3oBaTenen, KoTopble OyadyT cuuTaThCs  AOBEPEHHBIMW,  BbIMOMHUTE
cnegywowuve oencTaunsd:

a. Haxmute Ha kHonky O630p.
b. Bbibepute nonb3oBatens.
c. Haxmute Ha kHonky OK.
YKa3aHHbI nonb3oBaTtenb 400aBUTCHA B CMMCOK JOBEPEHHbIX.
12. Ytobbl nobaBuThb IP-agpeca, koTopble OyayT cUMTaThbCst 4OBEPEHHBIMU, BLIMOMNHUTE Cneayolime AeACTBUS:
a. BsegutelP-agpec.
b. Haxmute Ha kHOMKy [l06aBUTL.

13. YkasaHHbIln IP-agpec 0obaBntcsa B CNMCOK 4OBEPEHHbIX.
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14. Ha 3aknagke YnpaBneHue 3agayen HacTpowTe napameTpbl 3anycka 3agayqum Mo pacnmcaHuto (Cm. pasgen
"HacTpoWika napameTpoB pacnucaHusl 3anycka 3agayd” Ha cTp. 111).

15. HaxmwuTe Ha kHonky OK.

MapameTpbl 3aga4m AHanua xxypHanos 6yaoyT COXpaHeHbI.

HacTpoiika npaBun aHanu3a XypHanos

» UYmobbl dobasumb u Hacmpoums HOBOE 10/1b308aMe IbCKOE MPasuIio aHasu3a XypHarsos,
8binosiHUmMe criedyrowjue delicmeus:

1. B pepee KoHconu agmunuctpumpoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsieMble
ycTpomncTBa 1 BbibepuTe rpynny agMMHUCTPUPOBAHUS, AN KOMMbIOTEPOB KOTOPOW Bbl XOTUTE HAacTPOUTb
napameTpbl NporpamMmmebl.

2. B naHenu pe3ynbLTaToB BblOpaHHOWM rpynnbi aAMWHUCTPUPOBaHUS BbIMNOMNHUTE OfHO
13 cnegylowmnx 4encTBui:

e Ecnu Bbl xoTuTe HacTpouTb napameTpbl MOAWTUKM ANA FPynnbl CepBepoB, BblbepuTe 3aknagky
Monutukn 1 otkponte okHo <CBoucTBa>: <UmsA nonutukn> (CcMm. pasgen "HacTtponka MOMAWMTUKM'

Ha cTp.76).

e Ecnu Bbl xoTuTe HacTpouTb napameTpbl Nporpammbl AN OAHOrO cepBepa, BblibepuTe 3aknagky
YcTtpounctBa 1 oTkponTe okHO MapameTpbl nporpammbl (CM. pa3gen "HacTpownka nokanbHbiX 3agay
B okHe [MapameTpbl nporpammbl B Kaspersky Security Center" Ha cTp. 89).

Ecnn yctponctBo paboTtaeT nofg ynpaereHnem akTuBHoW nonutuku Kaspersky Security Center
M B 3TOW MOMUTUKE HamnoXeH 3anpeT Ha U3MEHEHWe napameTpoB MpPOrpaMmbl, 3TM MapameTpbl
HeJOCTYNHbl AN n3MeHeHus B okHe MapameTpbl nporpaMmmbil.

3. B pasgene MOHUTOPUHI LENOCTHOCTU CUCTEMblI B Onoke AHanMM3 XKypHamoB Haxmute
Ha kHonky HacTpomka.

OTkpoeTca OkHO AHanU3 XypHarnos.

4. Ha 3aknagke [paBuna aHanu3a XypHanoB CHUMWTE wunu YyctaHoBuTe dnaxok [pumeHAaTb
nornb3oBaTeNnbCKUe NpaBuna Ans aHanusa XXypHanos.

Ecnn atoT dnaxok yctaHoBneH, Kaspersky Security 10.1 gna Windows Server
npuMeHsieT nonb3oBaTenbCckMe MpaBuna Afs aHanusa >KypHanoB B COOTBETCTBUM
C HaCTPOEHHbIMW MapamMeTpamu Kaxaoro npasuna. Bel moxete gobasnsaTte, yoanats Unim
N3MeHATb NpaBuna aHanunsa >xypHarnos.

Ecnn dnaxok CHAT, Bbl He MOXeTe [00aBnATb UMM U3MEHSITb MONb30BAaTENbCKUE
npasuna. Kaspersky Security 10.1 ana Windows Server npumeHseT napameTpbl npaBun
Mo yMOSYaHuIo.

Mo ymonyaHuo naxok YyCTaHOBMEH. AKTMBHO TOmnbko npaBuno OBGHapyXeHo
BCMIbIBAIOLLLEE OKHO MPUIOXEHNUS.

Bbl MoXeTe KOHTpONnMpoBaTb MPUMEHEHMEe MpPeAyCTaHOBMEHHbIX MpaBui B CAMCKE MpaBurl.
YcTaHoBUTe dhriaxkkn HanpoTMB NpaBusl, KOTOPbIE Bbl XOTUTE NMPUMEHSATb AJsi aHanun3a XypHaros.
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5. Yt06bl JOGaBUTL HOBOE MONb30BATENBCKOE NMPABUIIO, HAXXMUTE Ha KHOMKY [lo06aBUTb.
OTtkpoeTca okHo MNMpaBuno aHanu3aTopa XXypHasnoB.

6. B 6noke Obwme BBEANTE CrieayloLMe JaHHbIE HOBOrO nNpasuna:
e WNma
e WUcTouHukK

Bbibepute xypHan, cobbiTua koToporo 6yayT mcnonb3oBaTbCAa AN aHanuaa.
[ns BeiGopa A4OCTyNHbI cneayowme Buabl xxypHanos Windows:

e Application
e Security
e System

Bbl moxeTe [o06aBUTb HOBBIM MOMb30BATENbCKUIM KypHAs, ykasaB WMS >KypHana
B none UcToYHuUK.

7. B 6noke MNMapameTpbl cpabaTbiBaHUA yKaxuTe MAEHTUUKATOPbI 3anucen, Npu oBHapyXeHUn KOTOPbIX
Oynet cpabaTtbiBaTh NpaBumo:

a. Beepgute uncnosoe 3HavyeHue naeHTUdUKaTopa.
b. Haxmute Ha kHoMNKy [lo6aBUTL.

YKasaHHbIN VI/J,eHTI/I(*)I/IKaTOp npasuna pobaeutcsa B cnncok. Bbl moxeTe nobaBnsatb HeorpaHun4yeHHoe
KOnn4ecTtBo I/I,CI,eHTI/Iq.)I/IKaTOpOB Ona KaXxaoro npasuna.

c. Haxwmute Ha kHonky OK.

MpaBuno aHanuaa XypHanos Ao0GaBUTCS B OOLLUIA CNMCOK NpaBus.

HuazHocmuka cucmembi
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Pabota ¢ Kaspersky Security 10.1
ana Windows Server
N3 KOMaHOHOUN CTPOKU

OT10T pa3sgen cogepxut onucaHue paboTtel ¢ Kaspersky Security 10.1 ana Windows Server ns komaHgHowm CTpoku.

B atom pasgene
KOMAHOb! KOMAHIHOWM CTPOKM ....evvveseseeeeesssssssesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnnnns 237
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KomaHabl KOMaHOHOW CTPOKM

Bbl MoXeTe BbINOMHATL OCHOBHble koMaHAbl ynpasneHnus Kaspersky Security 10.1 gns Windows Server
N3 KOMaHAHOW CTPOKM 3alUMULLIAeEMOro KomnbloTepa, ecnu npu yctaHoBke Kaspersky Security 10.1 ans Windows
Server Bbl BKIMIOYUIIN KOMMOHEHT Y TUNUTA KOMaHAHOW CTPOKM B CMINCOK YCTaHaBIMBaEMbIX.

C nomowplo KOMaHA KOMaHOHOW CTPOKM Bbl MOXeETe YNpaBnAaTb TOMbKO (OYHKUMAMW, AOCTYMHbIMW BaM
B COOTBETCTBMM C Bawmmum npasamm B Kaspersky Security 10.1 ans Windows Server.

HekoTopble 13 komaHg Kaspersky Security 10.1 ana Windows Server BbINONHAIOTCA B CNeOyLWUX PEXMMaX:

e CWHXPOHHbIA  pexum: ynpaeneHve Bo3BpawaeTcss Ha KoHconb Tonbko nocrie  3aBeplueHus
BbIMNONHEHNS KOMAHAbI.

(] ACVIHXpOHHbIVI pexXum: ynpaBrieHmne Bo3BpallaeTCq Ha KoHconb Cpasy nocne 3anycka KoMaHabl.
» Ymobbl npepeams 8bINMoIHEHUE KOMaHObI 8 CUHXPOHHOM Pexume,

HakmMuUTe Ha kombuHaumo knasmw CTRL+C.
Mpu BBOAE komaHa Kaspersky Security 10.1 gans Windows Server npumeHsanTe crnegylolime npasuna:
e BBOAMTE KUY M KOMaHAbl CUMBOIaMU BEPXHETO UINN HKHErO PerncTpa;

° pasp,enﬂme KN4 CMMBOJ1I0M npo6ena;

e ecnu ums avna, KoTopoe Bbl yKasblBaeTe B KauyeCTBE 3HAYEHWs Krko4a, cogepXuT cumson npobena,
3aKnynTe 3TO NMs darina (M NyTb K HEMY) B KaBblvkK, Hanpumep: «C: \TEST\test cpp.exe»

e ecnu TpebyeTcs, B Mackax MMeH chaiiioB Unv NyTen UCNonb3ynTe 3aMecTUTeNbHbIE CUMBOJIbI, Hanpumep:
“C:\Temp\Temp*\”, “C: \Temp\Temp???.doc”, “C: \Temp\Temp* .doc”

Mpn nomown KOMaHOHOW CTPOKM Bbl MOXETEe BbIMOMHUTL MOSHBLIM  CMEKTP onepauui no yrnpasreHuto
n agmmnHucTpupoBanuio Kaspersky Security 10.1 ana Windows Server (cm. Tabnuuy Huxe).

Paboma c Kaspersky Security 10.1 dnss Windows Server uz komaHOHOU cmpoKu
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Tabnuua 30. KomaHOb! Kaspersky Security 10.1 dnss Windows Server
KomaHpa OnucaHue
KAVSHELL APPCONTROL | [HdononHsieT CnMCOK COPMUPOBAHHBLIX MPaBuUi  KOHTPOMsS 3anycka
(cm. pasgen "HanonHeHuwe cnmcka | nporpamMm B COOTBETCTBMM C BbIOpaHHbIM MPUHLMNOM Jo6aBreHus.
npaswun KOHTpOnS 3anycka
nporpamm  u3 cpanna KAVSHELL

APPCONTROL" Ha cTp. 250).

KAVSHELL APPCONTROL YnpaBnsieT pexxumamMmu paboTbl 3aga4vm KoHTponb 3anycka nporpaMm.
/CONFIG (cm. pasgen "YnpasneHue

3agaven KoHTponb 3anycka

nporpaMmm KAVSHELL

APPCONTROL /CONFIG"

Ha CTp. 247).

KAVSHELL APPCONTROL 3anyckaeT 3agayy aBTOMaTMYecKkoro hopMUPOBaHMS paspeLuaroLmnx
/IGENERATE (cm. pasgen npaBunn KOHTPONSA 3arnycka nporpamm.

"ABTOMaTn4eckoe popmmpoBaHue

paspewawowmx npasun KAVSHELL
APPCONTROL /GENERATE"
Ha cTp. 248).

KAVSHELL VACUUM (cMm. pasgen
"OedparmeHTaumns annos
XypHana Kaspersky Security 10.1
ana  Windows Server.KAVSHELL
VACUUM" Ha cTp. 259).

HedparmeHTnpyeT dannbl XypHana BbinonHeHus Kaspersky Security
10.1 gns Windows Server.

KAVSHELL PASSWORD

YnpaBnsieT napaMmeTpamu 3aLimTbl Naponem.

KAVSHELL HELP (cMm. pasgen
"Bbl3oB cnpaBku 0 KOMaHgax
Kaspersky  Security 10.1 pgns

Windows Server.KAVSHELL HELP"
Ha cTp. 240).

BbisbiBaeT cnpaBky o komaHgax Kaspersky Security 10.1 gna Windows
Server.

KAVSHELL START (cMm. pasgen | 3anyckaeT cnyx0y Kaspersky Security 10.1 ans Windows Server.
"3anyck M OCTaHoBKa  CryxObl

Kaspersky Security Service

KAVSHELL START, KAVSHELL

STOP" Ha cTp. 240)

KAVSHELL START (cwm. pasgen OcrtaHaenusaet cnyx0y Kaspersky Security 10.1 ana Windows Server.
"3anyck M OCTaHoBKa cnyx6bl

Kaspersky Security Service

KAVSHELL START, KAVSHELL

STOP" Ha cTp. 240).

KAVSHELL SCAN (cm. pasgen Cos3naeTt n 3anyckaeT BpPEMEHHYI 3agadvy MpPOBEpPKM Mo TpeboBaHMIO
"MpoBepka BblOpaHHOW | C 0oGnacTblo MpoBepkM U napameTrpamu ©Ge3onacHOCTW, 3adaHHbIMU
obnactn.KAVSHELL SCAN" KrtoYamum KomaHabl.

Ha cTp. 240).

Paboma c Kaspersky Security 10.1 dnss Windows Server uz komaHOHOU cmpoKu
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KomaHpa OnucaHue

KAVSHELL SCANCRITICAL 3anyckaeT cuctemHyto 3agadvy lNpoBepka BakHbIX obnacrten.
(cm. pasgen "3anyck 3agaun

MpoBepka BaXKHbIX

obnacten.KAVSHELL
SCANCRITICAL" Ha cTp. 245).

KAVSHELL TASK (cwm. pasgen
"YnpaBneHue ykasaHHOW 3apaden
B aCUHXPOHHOM pexnme. KAVSHELL
TASK" Ha cTp. 246).

3anyckaet/ npuocTaHaBnMBaeT/  BO30OHOBNSET / ocTaHaBnMBaeT
yKa3aHHYI0 3afady B aCMHXPOHHOM pexume / BO3BpallaeT Tekyllee
COCTOsIHME 3afaun / CTaTUCTUKY 3adauun.

KAVSHELL RTP (cm. pasgen
"3anyck N OCTaHOBKa 3agaun
lNocTosiHHas 3awmTta.KAVSHELL

RTP" Ha cTp. 247).

3anyCKaeT WM OCTaHaBMMBAET BCe 3a4a4vn NOCTOSAHHON 3aLunThI.

KAVSHELL UPDATE (cMm. pasgen
"3anyck 3agaum obHoBneHus 06a3
Kaspersky  Security 10.1 gns
Windows Server.KAVSHELL
UPDATE" Ha cTp. 251).

3anyckaeT 3agadvy obHoBneHus 6a3 Kaspersky Security 10.1 agns
Windows Server ¢ napameTpamu, yKasaHHbIMU C MOMOLLBIO KIOYewn
KOMaHAb!.

KAVSHELL ROLLBACK
(cm. pasgen "OTtkaT oOHOBREHUSA
0a3 Kaspersky Security 10.1 ans
Windows Server.KAVSHELL
ROLLBACK" Ha cTp. 256).

OTtkatbiBaeT 6a3bl 40 NpeablayLlen Bepcum.

KAVSHELL LICENSE (cm. pasgen
"AkTnBaums nporpammbl KAVSHELL
LICENSE" Ha cTp. 256).

yl'lpaBJ'IﬂeT KInr4YamMum n kogamum aktnsauunu.

KAVSHELL TRACE (cm. pasgen BkritoyaeT unu BbIKMOYaET 3anucb XXypHana TpacCUpOBKKM, ynpasnseT
"BknioveHue, HacTpoWka napameTpamu XXypHana TpacCUpOBKHU.

W BbIKNOYeHne XypHana

TpaccupoBkn.KAVSHELL TRACE"

Ha cTp. 258).

KAVSHELL DUMP  (cm. pasgen |Bymiouaet unu BbikmioYaeT conaHue aitnos AaMMoB NamsTh NpoLeccoB

"BkroyeHre U BbIKNOYeHue danna

Kaspersky Security 10.1 pgna Windows Server npu aBapunHoOM

pamna.KAVSHELL DUMP" | 338epLieHun npoueccos.

Ha cTp. 261).

KAVSHELL IMPORT (cm. pasgen Wmnoptunpyer obwue napameTpbl Kaspersky Security 10.1 pgns
"MmnopT napameTtpoB.KAVSHELL Windows Server, napameTpbl ero OyHKLNA u 3agad

IMPORT" Ha cTp. 262).

13 npegBapuTenibHO CO34aHHOro KOHAUIrypaumoHHOro ganna.

KAVSHELL EXPORT (cm. pasgen
"Okcnopt napameTpoB.KAVSHELL
EXPORT" Ha cTp. 263).

OkcnopTtupyeT Bce napameTpbl Kaspersky Security 10.1 ana Windows
Server 1 CyLeCcTBYIOLLMX 3a4a4 B KOHUIrYypaLUOHHbIA dhann.

KAVSHELL DEVCONTROL
(cMm. pasgen "HanonHeHue cnucka
npasun KOHTpons

yctponcTe.KAVSHELL
DEVCONTROL" Ha cTp. 251).

[ononHsaeT cnuMcok COpPMUPOBaHHbLIX MpaBUil KOHTPOMS YCTPOWCTB
B COOTBETCTBUM C BbIGPaHHbLIM NPUHLMNOM J06GaBneHUs.

Paboma c Kaspersky Security 10.1 dnss Windows Server uz komaHOHOU cmpoKuU
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Bbi3oB cnpaBku o komaHaax Kaspersky Security 10.1 ana Windows
Server. KAVSHELL HELP

UTtobbl nmonyuntb cnmcok Bcex komaHg Kaspersky Security 10.1 gna Windows Server, BbINOnMHUTE OAOHY
13 criegyoLwmnx KomaHa:

KAVSHELL
KAVSHELL HELP
KAVSHELL /?
UToObl NONYy4nTb ONUCAHME U CUHTAKCUC KOMaHAbl, BbINOMHUTE OAHY U3 CreAYIoLLMX KOMaHA:
KAVSHELL HELP <xkomaHDa>
KAVSHELL <kxoMaHma> /?
Mpumepbl komaHabl KAVSHELL HELP
UTto6bl npocmoTpeTb NnogpobHyto nHdpopmaumo o komaHge KAVSHELL SCAN, BbINONHUTE CNeayoLLyo KOMaHAy:

KAVSHELL HELP SCAN

3anyck u octaHoBKa cnyx6bl Kaspersky Security Service KAVSHELL
START, KAVSHELL STOP

UTto6bl 3anycTutb cnyxby Kaspersky Security Service, BbINONHUTE KOMaHAy

KAVSHELL START

Mo ymonuaHuio npwu 3anycke cnyxo6bl Kaspersky Security Service 3anyckatotcst 3agaym NocTosiHHasa 3awumra
drannos u lNpoBepka Npu cTapTe cUCTEMbI, a Takke Apyrve 3agayn, B pacnucaHum KoTopbiX ykazaHa yactoTa
3anycka lNpu 3anycke nporpaMmmbl.

UTtobbl ocTaHoBUTL cnyx0y Kaspersky Security Service, BbinonHuTe KOMaHay

KAVSHELL STOP

[na BbINONHEHUs KOMaHObl MOXET noTpeboBaTbCsi BBOA4 napons. [nd BBoga Tekyllero napons
ncnonbaynte kmod [ /pwd:<password>].

NpoBepka ykazaHHou oonactn. KAVSHELL SCAN

YToObI 3anyCctnTb 3agadyy npoBepKn OTAEeSIbHbIX obnacten 3awmuiaemoro cepBepa, MCﬂOﬂbSyﬁTe KOMaHOy
KAVSHELL SCAN. Kntoun aTon KomaHabl 3agatoT napameTpbl obnactu NPOBEPKN W NapaMeTpbl ©Ge3onacHocTU
Bbl6paHHOr0 y3na.

Paboma c Kaspersky Security 10.1 dnss Windows Server uz komaHOHOU cmpoKu
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3apava nposepku no TpeboBaHuio, 3anylieHHaa 3anycTuTb NOMOLLLID KOMaHAbl KAVSHELL SCAN, aBnseTcs
BpemeHHon. OHa oTobpaxaeTtcsa B KoHconu Kaspersky Security 10.1 Tonbko Bo Bpems ee BbinonHeHuns (B KoHconum
Kaspersky Security 10.1 Bbl He MOXeTe npocmaTpvBaTb NapameTpbl 3agaym). B To e Bpemsi co3gaeTcs XypHan
BbINONHEeHNs1 3agayn. KypHan otobpaxaetca By3ne »XypHanbl BbinonHeHusi 3agad KoHconu Kaspersky
Security 10.1. K 3agayam, co3gaHHbIM U 3anyLeHHbIM ¢ noMoLbto komaHabl SCAN, MOryT NPUMEHSTLCS NONUTUKK
nporpammbl Kaspersky Security Center.

YkasbiBad NyTu B 3aa4ye NPOBEPKM OTAENbHbIX 06MnacTen, Bbl MOXETE UCMNONb30BaTb NEPEMEHHbBIE OKPY>KEHUS.
Ecnv Bbl ncnonb3yeTe MNEpeMEHHYI0 OKPYXEHWs, Has3HayeHHyl AN Nofb3oBaTens, BLINOMHAWTE KOMaHay
KAVSHELL SCAN c npaBaMu 3TOro nofis3oBaTens.

KomaHpga KAVSHELL SCAN BbINOSHAETCH B CUHXPOHHOM peXunme.

UToObl 3anycTUTb W3 KOMaHOHOW CTPOKM CYLLECTBYIOLLYIO 3adadyy MpoBepkn no TpeboBaHuio, MCnonb3ynTe
komaHgy KAVSHELL TASK (cm. pasgen "YnpaBneHue yka3aHHOW 3ajadven B aCMHXPOHHOM pexume.KAVSHELL
TASK" Ha cTp. 246).

CunTakcuc komanabl KAVSHELL SCAN

KAVSHELL SCAN <obryacTtu IIPOBEPKM>
[/MEMORY | /SHARED | /STARTUP | /REMDRIVES | /FIXDRIVES | /MYCOMP] [/L:< MMS banmna
CO CIIMCKOM obBjlacTen IPOBEPKU > [/F<A|C|E>] [ /NEWONLY ]
[/AI:<DISINFECT|DISINFDEL|DELETE | REPORT | AUTO>]

[/AS:<QUARANTINE | DELETE | REPORT | AUTO>] [/DISINFECT|/DELETE] [/E:<ABMSPO>]
[/EM:<"macku’”>] [/ES:<pazmep>] [/ET:<KOJIMUECTBO CeKyHI>] [/TZOFF]
[/OF:<SKIP|RESIDENT | SCAN [=<mHp>] [NORECALL] >]
[/NOICHECKER] [/NOISWIFT] [/ANALYZERLEVEL] [/NOCHECKMSSIGN] [/W:<muMs darsa xypHasa
BHIMIOJIHEHMA 3amaum>] [/ANSI] [/ALIAS:<ajibTepHATMBHOE MMS 3aIaun>]

B coctaB komaHabl KAVSHELL SCAN BxoaaT kak obsi3aTernbHble, Tak U JOMNONHUTENbHbIE KIHoYM, UCMOoNb30oBaHNe
KOTOpbIX He siBNAeTCA 0bs13aTenbHbIM (CM. Tabnuuy Huxe).

Mpumepbl komaHabl KAVSHELL SCAN

KAVSHELL SCAN Folder56 D:\Folderl\Folder2\Folder3\ C:\Folderl\ C:\Folder2\3.exe
“\\another server\Shared\” F:\123\*.fgb /SHARED /AI:DISINFDEL /AS:QUARANTINE /FA
/E :ABM /EM:"*.th,’*.fff,’*.ggg;*.bbb;*.info" /NOICHECKER /ANALYZERLEVEL:1
/NOISWIFT /W:log.log

KAVSHELL SCAN /L:scan objects.lst /W:c:\log.log

Paboma c Kaspersky Security 10.1 dnss Windows Server uz komaHOHOU cmpoKu
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Tabnuuya 31. Knroyu komaHObl KAVSHELL SCAN
Knrou OnucaHue
O6nactb npoBepku. O6A3aTenbHbIN KoY.
<cpannbl> O6nacTtb NpPoBEPKN — CMNNCOoK dannos, narok, ceTeBbIX nytemn
<nank> 1 npegonpeaeneHHsbIx obnacren.

<ceTeBOW NyTb>

YkasbiBante ceteBble Nyt B opmaTte UNC (Universal Naming Convention).

B cnegyowem npumepe nanka Folder4 ykaszaHa ©e3 nyTu K Hel — OHa HaxoAuTCs B Narke,
13 KoTopoWn Bbl 3anyckaeTte komaHay KAVSHELL:

KAVSHELL SCAN Folder4

Ecnn umsi obbekTa, KOTOpbIA Bbl XOTUTE MNPOBEPUTb, COAEPXUT npobenbl, Tpebyetcs
3aKMYNTb €0 B KaBbIYKN.

Ecnu BbI BoIBpanu nanky, To Kaspersky Security 10.1 gna Windows Server nposeput Takke
BCE BMOXEHHblE noAnanky Ans AaHHON narnku.

[ns npoBepku rpynnbl haiifioB Bbl MOXeTe UCNOMb30BaTb CUMBOSbI * Unn 2.

IMEMORY MpoBepsTb 06bEKTLI B ONEPATUBHON NaMSATW.

/SHARED MpoBepaTb Nanku obLero 4ocTyna Ha cepeepe.

ISTARTUP [MpoBepATb 06bEKTHLI aBTO3anycka.

/REMDRIVES [MpoBepATb CbeMHbIE ANCKMN.

[FIXDRIVES MpoBepsITh XKECTKNE ONCKM.

/IMYCOMP MpoBepsaTb BCe obnacTtu 3alumiaemMoro cepsepa.

/IL:  <ums  danna Nmsa danna co cnnckom obnactern NpoBepku, BKNOYasA MNOMNHbIN NyTb K dhanny.

CO cnnckom PaspensiTte obnacTu npoBepku B (phaiine CUMBOSIOM NepeBoga CTPOokM. Bbl MoxeTe
obnacreit ykasblBaTb npedonpeaeneHHbie 06nacTM NpOBEpKM, Kak MoKas3aHo B crefylowem
nposepku> B npumepe haina co CMCKOM obiacTei NpoBepKu:

C:\

D:\Docs\*.doc
E:\My Documents
ISTARTUP
/ISHARED

MNMpoBepsiemble 06bekThI (File types). Ecnu Bbl He ykaxeTe HMKakMX 3Ha4YeHWn aToro kntoda, Kaspersky Security
10.1 ana Windows Server 6yaeT npoBepsaTb 06bekTbl Mo chopmary.

/FA MpoBepsATb BCe 0OBEKTHI

/FC MpoBepsATb 06bekTHI No dopmaty (Mo ymonyaHmio). Kaspersky Security 10.1 ans Windows
Server npoBepsieT TONbKO 00bEeKTbl, hopmaTbl KOTOPbIX BXOAAT B CMUCOK ¢hopmaTos,
CBOWCTBEHHbIX 3apaXkaeMblM 06beKTaMm.

/[FE MpoBepsaATb 00bekTbI MO pacwupeHuto. Kaspersky Security 10.1 ana Windows Server
npoBepsieT TOMbKO OOBLEKTbl C pacLUMPEHUsIMU, KOTOpPble BXOAST B CMWUCOK pPacCLUMpPEHWH,
CBOWCTBEHHbIX 3apakaeMblM O6beKkTam.

INEWONLY [MpoBepsATL TONBLKO HOBbIE U N3MEHEHHbIE dhainbl.

Ecnun Bbl He ykaxeTe aTOT kntod, Kaspersky Security 10.1 ana Windows Server 6ypet
NpoBepPsATh BCE OOBEKTDI.

Paboma c Kaspersky Security 10.1 dnss Windows Server uz komaHOHOU cmpoKu
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Knoy

OnucaHue

/Al: OencTBUA Hap 3apaXeHHbIMU U APYrMMU OOHapyXeHHbIMU ObbekTamu. Ecnv Bbl He 3agaguTe HUKaKMX
3Ha4eHun atoro knio4a, Kaspersky Security 10.1 gna Windows Server 6ygeT BbinonHATe gencteue MponyckaTb.

DISINFECT Jleuntb, ecnn HEBO3MOXHO, MPONYCKaTb

DISINFDEL JleunTs, yoanaTe, ecnv nevyeHne HeBO3MOXHO

DELETE Ypoanartb
MapameTpbl DISINFECT 1 DELETE coxpaHeHbl B TekyLien Bepcumn Kaspersky Security 10.1
ans Windows Server ans obecneyeHusi COBMECTMMOCTM C nMpeabigywummn Bepcusivn. Bl
MOXEeTe UCMoNb30BaTh 3TU NapamMeTpbl BMECTO knoyen koMmaHa /Al n /AS:. B aTom cnyyae
Kaspersky Security 10.1 gns Windows Server He 6ygnet ob6pabaTtbiBaTb BO3MOXHO
3apaxeHHble 0O BEKTDI.

REPORT OTcbinatb OTYET (MO YMONYaHUio)

AUTO BbINONHATL pekoOMeHOOBaHHOE AENCTBUE

/AS: [leNcTBMA Hag BO3MOXHO 3apaXeHHbIMM o6bektamu/ Ecniv Bbl He 3aJaMTe HUKaKMX 3HAYeHWU 3TOro
kntova, Kaspersky Security 10.1 ans Windows Server 6ygeT BbiNnonHATb genctene MponyckaTtb.

QUARANTINE MomewaTb Ha KapaHTWH

DELETE Ypanartb

REPORT OTcbinatb OTYET (MO YMOMYaHUio)

AUTO BbinonHaTe pekoMeHgoBaHHOE AeNncTBue

UckniovyeHus

/E:ABMSPO Kniou ucknioyaeT coctaBHble 00BbEKTbI CReayoLWmMX TUMNOB:

A — SFX-apxuBbil,

B — nouToBble 6a3bl;

M — channbl NOYTOBbLIX POPMAaTOB;

S — apxuBbl (BKMtoyasa SFX-apxuBbl);
P — ynakoBaHHble 06BbEKTbI;

O — BnoxeHHble OLE-06bekThI.

[EM:<”"Mmackm” >

McknovaTb dhannsl No macke
MoxHO yKka3aTb HECKONbKO 3adad, Hanpumep: EM:”*.ixt;*.png; C\Videos\*.avi”.

/ET:<konuyecTtBoO
CekyHa>

Mpekpawate 00paboTky oObekTa, €CnuM OHa MNPOOOIPKAETCA [[Oornblue  yKa3aHHOro
KONMYecTBa CeKyHA.

Mo ymMmonyaHuio orpaHUYeHnid B NPOAOIIKUTENBHOCTU NPOBEPKU HET.

/ES:<pa3wvep>

WckniovaTb U3 NpoBEepKM cocTaBHble 06bEeKThl, pasmep KOTOpbIX B MerabainTax npesbillaeT
yKasaHHbllA 3Ha4YeHnem <pasmep>.

Mo ymonuanuto Kaspersky Security 10.1 gnss Windows Server npoBepsieT 06beKThbl nto6oro
pasmepa.

ITZOFF

OTMEHUTb UCKITHOYEHUS D,OBepeHHOﬁ 30HHblI.

[JononHutenbHbIe napameTpbl (Options)

/INOICHECKER

Bblkntountb ncnonb3oBaHue TexHonornm iChecker (Mo yMon4yaHuio BKITHOYEHO).
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Knou OnucaHue
INOISWIFT BbIKMOUNTb UCNONb30BaHUe TEXHONOrMM iSwift (Mo ymonuaHuio BKIOYEHO).
/ANALYZERLEVEL: BknounTb ncnonb3oBaHne 3BPUCTUYECKOTO aHanM3aTopa, HaCTPoOUTb YPOBEHb aHanmsa.

<ypoB€Hb aHanusa>

Croga BXoOdaT cnegylowme ypoBHM 9BPUCTMYECKOrO aHanmaa:
1 — NOBEPXHOCTHbIN;

2 — cpegHun;

3 — rnybokun.

Ecnun Bbl onyctute aTtoT kntod, Kaspersky Security 10.1 gns Windows Server He Gyget
NCnonb30BaTb 3BPUCTUYECKUIA aHann3aTop.

/ALIAS:<anbTepHaT
WBHOE NMS 3agayun>

Kniou nossomnsieT npucBOUTbL 3ajadve MpoBEPKM No TpeboBaHMIO BPEMEHHOE WMS,
Mo KOTOPOMY K 3agadye MOXHO obpaluatbCa BO BPEMS €€ BbINOMIHEHUSA, Hanpumep, YTobbI
NpOCMOTPETb ee CTaTUCTWKY C nomoLlbio KomaHabl TASK. AnbTepHaTvBHOE MMSA 3agauu
AOMKHO ObITb YHMKANbHBIM CPeau anbTepHATMBHBLIX MMEH 3adad Bcex (PYHKUMOHArbHbIX
komnoHeHTOB Kaspersky Security 10.1 ans Windows Server.

Ecnm atOoT  KNOM  He 3adaH, 3ajade  MpUCBaMBaETCsl  anbTEepPHATUBHOE  UMS
scan_<kavshell_pid>, Hanpumep, scan_1234. B KoHconu Kaspersky Security 10.1 3agaye
npuceamBaetcs ums lMpoBepka OOBLEKTOB (<gaTta u Bpems>), Hanpumep, lMpoBepka
ob6bekToB 8/16/2007 5:13:14.

MapameTpbl )KypHarnoB BbinosHeHus 3aaad (Report settings)

/W:<ums danna
XypHarna
BbIMOSNTHEHUS
3agaun>

Ecnun Bbl ykaxeTte atoT ko4, Kaspersky Security 10.1 gna Windows Server coxpaHut
havin xKypHana BbINOSIHEHMS 3a4a4un; NPUCBOUT hanny vs, 3agaHHOE 3HaYEHNEM Kroya.

dann XypHana BbINOJIHEHUA 3a4ayn COAEPXUT CTaTUCTUKY BbINONTHEHNA 3a4aun, BpemMda ee
3anycka u 3aBepLueHusi (OCTaHOBKM), a Takke MHPOPMaLMIO O CODbITUAX B HEN.

B XypHane peructpupyloTca coObiTus, 3adaHHble napameTpamy >XypHaroB BbIMOMHEHNS
3agady uxypHana cobbitun Kaspersky Security 10.1 gna Windows Server B KOHCOMM
"MpocmoTp cobbiTnin".

Bbl MOXeTe ykasaTb Kak abConOTHbIN, Tak U OTHOCUTENbHBIV NyTh K hanny xypHana. Ecniv
Bbl yKaeTe TOMbKo umsa danna, He ykasaB NyTb K HEMY, hann xypHana 6ygeTt cosgaH
B TeKyLlen narke.

[MoBTOPHLIN 3anyck KOMaHAbl C TEMU Xe napameTpaMy 3anucu B XXypHan nepesanucbiBaeT
CYLLeCTBYIOLLMI dhann xXypHana.

Bbl MOXeTe npocmatpuBaTth dainn xypHana Bo BpeMsi BbIMOMTHEHUS 3a4auun.

XKypHan otobpaxaeTtcs B yane XXypHanbl BbinonHeHus 3agady KoHconn Kaspersky Security
10.1.

Ecnun Kaspersky Security 10.1 ana Windows Server He yaaeTcsa co3gaTb avin xypHana,
OH He NpepbIBaeT BbIMNOMHEHNE KOMaHAbl, HO BblaaeT coobLleHne ob owmnbke.

IANSI

Kntoy nosBonsieT 3anucbiBatb COObITUS B KypHan BbINOMHEHUS 3agay B kogmposke ANSI.
Kntou ANSI He BygeT npuUMeHSTbCS, ecnun He 3agaH kv W.

Ecnn kmoy ANSI He ykasaH, TO XypHan BbINOMHEHUA 3ajady BefdeTCd B KOAMPOBKe
UNICODE.
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3anyck 3apaum lNpoBepka BaXXHbIX obnacTten.
KAVSHELL SCANCRITICAL

Wcnonesynte komaHgy KAVSHELL SCANCRITICAL, 4Tobbl 3anyCTUTb CUCTEMHYIO 3agady npoBEpPKM
no TpebosaHuio [NpoBepka BaxHbIX 0bnacten ¢ napameTpamu, 3agaHHbiMu B KoHconu Kaspersky Security 10.1.

CunTakcuc komanabl KAVSHELL SCANCRITICAL
KAVSHELL SCANCRITICAL [/W:<mmsa daria xypHaljia BHIIOJHEHMI 3adaun> ]

Mpumepsbl komaHabl KAVSHELL SCANCRITICAL

UTtobbl BbINONHUTE 3agady npoBepku no TpeboBaHuio [lpoBepka BaxHbIX oObGnacTen; COXpaHUTb KypHan
BbINOMHEHNs 3ada4n B danne scancritical.log B TekyLuen nanke, BoINOMHUTE CrieayloLLyl0 KOMaHay:

KAVSHELL SCANCRITICAL /W:scancritical.log

B 3aBucumocTM OT cuHTakcuca knoda /W Bbl MOXETe HacTpauBaTb MeCTOoronoxeHue daina XypHana
BbINOMHEHNSA 3adaun (CM. Tabnuuy Hxke).

Tabnuua 32. CuHmakcuc Kiro4ya /W komaHObl KAVSHELL SCANCRITICAL

Knrou OnucaHue

W:<umsa danna xypHana Ecnn Bbl ykaxeTte atoT kntod, Kaspersky Security 10.1 gna Windows Server
BbINOMHEHNs 3aja4yn> COXpaHuUT ann XypHana BbINOMHEHUS 3adayn; NpMCcBoOuUT danny ums, 3agaHHoe
3Ha4yeHuneM Kntova.

dain xypHana BbINONIHEHMS 3a4a4M COOEPXKUT CTaTUCTUKY BbINOSHEHUSI 3a4auu,
BpeMsi ee 3anycka W 3aBeplleHusi (OCTaHOBKM), a Takke WHdopMaUmio
O CODObITUSAX B HEMN.

B >xypHane pervctpupyloTcs cobbiTusl, 3afdaHHble MapamMeTpamMu XypHanos
BbINOMHEHNS 3aday M XypHana cobbiTui nporpammbl B KOHconu "lpocmoTp
cobbiTun".

Bbl MOxeTe ykasaTb kak abCOMOTHbINA, Tak M OTHOCUTENbHbIA NyTb K dhanny
XypHana. Ecnu Bbl ykaxeTe TONbKO UMA dpanna, He ykasas MyTb K HeMy, dann
XypHana 6yaeT cos3faH B TekyLlen nanke.

[MoBTOPHBLIN 3anyck KoMaHAbl CTEMU Xe napameTpamu 3arnucu B IKypHan
nepesanucbiBaeT CyLLEeCTBYOLLMIA dhann xXypHana.

Bbl MOXXeTe npocmatpusaTh ann xypHana BO BpEMS BbINOMHEHNs 3adayu.
XKypHan oTobpaxaetcs By3ne XypHanbl BbinonHeHua 3agad KoHconu
Kaspersky Security 10.1.

Ecnun Kaspersky Security 10.1 gna Windows Server He ygaetca co3gatb hain

XKYpHana, OH He npepbliBaeT BbINOSIHEHWE KOMaHAbl, HO BblAaeT CoOOLUeHne
06 oLndKe.
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YnpaBneHue ykazaHHOMW 3agavyel B aCUHXPOHHOM pexunme.
KAVSHELL TASK

C nomowbio koMaHabl KAVSHELIL, TASK Bbl MOXeTe YNpaenATb YKasaHHOM 3ajayen: 3anyckatb,
npuocTaHaBnMeBaTb, BO30OHOBMNATL W OCTaHaBNMBaTb 3ajady, a Takke npocMaTpuBaTb €€ TeKyllee COCTOsHWe
n cTaTMcTUKy. KomaHaa BbINOMHAETCS B @CMHXPOHHOM peXxumMe.

[nsa BbINONMHEHUSA KOMaHObl MOXeT noTpeboBaTbCsl BBOA Napons. [ns BBOAA TEKyLLEro napons UCnosnb3ynTte
kntod [ /pwd:<password>].

CunTakcuc komanabl KAVSHELL TASK

KAVSHELL TASK [<anbTepHaTwBHOE uMg 3amaum> </START | /STOP | /PAUSE | /RESUME |
/STATE | /STATISTICS >]

Mpumepbl komaHabl KAVSHELL TASK
KAVSHELL TASK

KAVSHELL TASK on-access /START
KAVSHELL TASK user-task 1 /STOP
KAVSHELL TASK scan-computer /STATE

KomaHga KAVSHELL TASK MOXeT OblTb BblNONHEHa Kak 6e3 kntoyen, Tak M ¢ UCnonb3oBaHMEM OAHOro nmbo
HEeCKONbKUX Krtoyewn (cMm. Tabnuuy Hmke).

Tabnuua 33. Knroyu komaHObl KAVSHELL TASK

Knoy OnucaHue

Bes knoven KomaHaa Bo3BpallaeT CMMCOK BCeX CyLLecTBYOLWMX 3agad Kaspersky Security 10.1
ana Windows Server. CnnMcok cCOAEpXWT MNOMs: anbTepHaTUBHOE MMS 3agauu,
KaTeropus 3agayu (CucTemMHas nnm Nonb3oBaTenbCckasa) U TEKYLNIA CTaTyC 3agaqun.

<anbTepHaTUBHOE UWMS Bmecto nmeHn 3agaum B komaHae SCAN TASK mncnonb3yite ee anbTepHaTUBHOE
3agayn> umsa (Task alias) — gononHuTensHoe, KpaTkoe mmsA, kotopoe Kaspersky Security
10.1 pgna Windows Server npucBamBaeT 3agadam. YTobObl nNpocMoOTpeTb
anbTepHaTuBHble MMmeHa 3agadv Kaspersky Security 10.1 gna Windows Server,
BBeauTe komaHaoy KAVSHELL TASK 6e3 kntoyel.

ISTART 3anycTuTb yKkasaHHy 3a4a4yy B aCUHXPOHHOM pexume

/ISTOP OcTaHOoBUTL YKa3aHHYI0 3agadvy

/PAUSE lMprocTaHOBUTL yKasaHHYO 3adady

/RESUME B0306HOBUTE yKkasaHHy0 3agady B aCMHXPOHHOM pEXMMEe

ISTATE Monyuntb Tekyllee cocTosHWe 3apadvu (Hanpumep, BbinonHaeTca, 3aBeplueHa,
MpuocTtaHoBneHa, OcTaHoBneHa, 3aBeplieHa C owmbkon, 3anyckaertcs,
BoccraHaBnuBaeTtcs)

ISTATISTICS Monyuntb  CTAaTUCTMKY  3adavM —  MHQOPMAaLM0 O KONMYecTBe  ODOBLEKTOB,

00paboTaHHbIX C Havana BbIMNOMHEHUS 3a4a4mM NoO TEKYLLMIA MOMEHT.

KomaHnpga "Kogbl Bo3BpaTa komaHabl KAVSHELL TASK" (cm. pasgen "Kogbl Bo3BpaTa komaHabl KAVSHELL TASK"
Ha cTp. 266).
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3anyck un octaHoBKa 3agayd noctosiHHou 3awmTtbl. KAVSHELL RTP

C nomoubio kKomaHabl KAVSHELL RTP Bbl MOXeETe 3anyCTtnuTb UM OCTaHOBUTbL BCE 3adauyn NOCTOSIHHOM 3aLUMThI.

[ns BBINOMHEHMA KOMaHAbl MOXeT noTpeboBaThca BBOA Napons. [Insa BBoAa TEKyLLEro Napons UCMornbayiiTe
ko [ /pwd:<password>].

CunTakcuc komanabl KAVSHELL RTP
KAVSHELL RTP </START | /STOP>

Mpumepbl komaHabl KAVSHELL RTP

YT06kI 3anyCcTWTb BCE 3afa4M NOCTOSIHHOM 3aLUThl, BLINOMHUTE CNEAYOLW Y0 KOMaHAY:

KAVSHELL RTP /START

KomaHga KAVSHELL RTP MOXET BKo4aTh Mobon n3 AByx ob6A3aTenbHbIX KIMHOYen (CM. Tabnuuy Huxe).

Tabrnuua 34. Krroyu komaHObl KAVSHELL RTP

Knoy OnucaHue

ISTART 3anycTutb Bce 3agadn MNOCTOSIHHOW 3awmTbl: [MocTosiHHasa 3awuTta  annos,
Mcnonb3oBaHne KSN.

ISTOP OcTaHoBUTb BCe 3a4a4u NOCTOSAHHOWM 3aLUUThI.

YnpaBneHue 3apavyen KoHtponb 3anycka nporpamm KAVSHELL
APPCONTROL /CONFIG

C nomouwpto komaHgbl KAVSHELIL, APPCONTROL /CONFIG Bbl MOXETe HacTpauBaTb pexum paboTbl 3agaqu
KoHTponb 3anycka nporpaMmm 1 KOHTponupoBaTb 3arpy3ky DLL-moaynen.

CuHtakcuc komanabl KAVSHELL APPCONTROL /CONFIG

/config /mode:<applyrules|statistics> [/dll:<no|yes>] /config
/savetofile:<monHelM NyTh K XML dainmy>

Mpumepbl komaHasl KAVSHELL APPCONTROL /CONFIG

» Ymobni ebinonHAmMb 3adady KoHmpornb 3anycka npospamm 6 pexume lNMpumeHsmb npasuna
KOHMPpOJisi 3anycka npoz2pamm 6e3 3azpy3ku DLL-mo0yris u coxpaHume napamemps! 3adaqu
10 3agepweHuu, 8bIrNoIHUMe KOMaHOoy:

KAVSHELL APPCONTROL /CONFIG /mode:applyrules /dll:<no>
/savetofile:c:\appcontrol\config.xml

Bbl MoxeTe HacTpavBaTb napameTpbl 3agauum KoHTponb 3anycka nporpaMm € MOMOLLbIO  KMouen
(cm.Tabnumuy Hmke).
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Tabnuua 35.

Kntoyu komaHObl KAVSHELL APPCONTROL /GENERATE

Kntou

OnucaHue

/mode:<applyrules|statistics>

Pexxum paboTbl 3agayun KoHTponb 3anycka nporpaMm.

Bbl  MoxeTe
paboTbl 3agauun:

Bbl6paTb OoAMH M3 cneayrwwmnx  pexnmnmonB

e active - [pumMeHATbL NpaBMna KOHTPONS 3anycka Nporpamm;
e statistics - Tonbko cTaTUCTMKA.

/dll:<no|yes>

BbIKNIOYMTE UNK BKNIOYUTB KOHTPOMb 3arpy3ku DLL-mogynen.

/savetofile: <moJsHEM OyTh kK XML OKkcnopTvpoBaTh 3afaHHble nNpaBufa B ykasaHHbIn  dhann
bany> B hopmate XML.

/savetofile: <IlojHOE uMs | CoxpaHuTb CNMCOK Npasui B dann.

xml-daniaa>

/savetofile: <IlojiHoE M CoxpaHnTb CNUCOK NpaBWil KOHTPOSS pacnpocTpaHeHus

xml-daiyna> /sdc

nporpaMmHoro obecneyeHus B chawn.

/clearsdc

Ypanute Bce npaBwna
nporpaMmHoro obecneyeHus.

KOHTPONs  pacnpocTpaHeHust

ABTOMaTU4Yeckoe chopmmpoBaHue paspewarowmux npasun KAVSHELL

APPCONTROL /GENERATE

C nomoulplo komaHgbl KAVSHELL APPCONTROL /GENERATE Bbl MOXeTe (DOPMUPOBATHL CMUCKA NpaBui

KOHTPOIA 3anyCka nporpamMmm.

ﬂ,ﬂﬂ BbIMNOJIHEHNA KOMaHObl MOXEeT FIOTp66OBaTbCF| BBOA MNMapons. ,D,J'IFI BBOAa TeKyuwlero napond I/ICﬂOJ'IbByI?ITe

kniou [ /pwd:<password>].

CunTakcuc komaHabl KAVSHELL APPCONTROL /GENERATE

KAVSHELL APPCONTROL /GENERATE <nyTh K namnke> | /source:<nyThb K Galjy CcO CIMCKOM
Iarnok> [/masks:<edms>] [/runapp] [/rules:<ch|cp|h>] [/strong]
[/user:<mojib30BaTejyib WM TPYINa [oJib30BaTejyiert>] [/export:<mosHell OyTs K XML
bamny>] [/import:<a|r|m>] [/prefix:<mpedukc misa HasBauum npaewi>] [/unique]

Mpumepsbl komaHabl KAVSHELL APPCONTROL /GENERATE
» UYmobkiI cohopmuposame ripasursia 0ris ¢halisios U3 yKa3aHHbIX rarok, 8bIrNofIHUMe KoMaHoy:

KAVSHELL APPCONTROL
/export:c:\rules\appctrlrules.xml

/GENERATE /source:c\folderslist.txt
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» 4mobki cchopmuposame ripasuria Orisi UCMONHAEMbIX ¢halifios ecex AoCmyriHbIX pacluupeHul
8 yKasaHHOU narike u o 3asepweHuu 3adayu coxpaHume cqhoOpMUpPOB8aHHbIE rpasusia 8 yka3aHHbll
¢patin gpopmama XML, ebinonHume KomaHoy:

KAVSHELL APPCONTROL /GENERATE c:\folder /masks:edms
/export:c\rules\appctrlrules.xml

B 3aBMCMMOCTM OT CMHTaKcuca KIYen Bbl MOXETEe HacTpauBaTb napamMeTpbl aBTOMaTU4ECKoro oopM1MpoBaHns
npaBwun KOHTPONSA 3anycka nporpamm (CM. Tabnuuy Huxe).

Tabnuua 36. Knroyu komaHObl KAVSHELL APPCONTROL /GENERATE

Knoy OnucaHue

O6nacTb NpMMeHeHUs pa3speLllaroLwmx npasun

<nyTb k nanke=> MyTe Knanke, coAepxallei ucnonHsemble annbl, A8 KOTopbliX Tpebyercs
aBTOMaTUYECKN CO3AaThb paspeluatoLe npasmna.

/source: <nyTb K Dainy |Myrs k daiiny B opmate TXT, COAEPXKALMIA CMIMCOK MAMOK C UCMOMHSEMBIMM

CO CnMCKOM nanok> cdainamn, Ona KoTopbix TpebyeTcs aBTOMaTMYecKu cosdaTh — paspeluarolime
npasuna.
/masks: <edms> PacwmpeHuss  ucronHsaembix — ainos, AN KOTopbIX — TpebyeTca  co3daTtb

paspeluatolne npaBuna KOHTPOSS 3anycka nporpamMm.

Bbl mMOxeTe BkNouuTb B 0OnacTb cpabaTbiBaHMS co3daBaeMbix MpaBui danrnb
crneayoLwmnx paclMpeHunin:

e e - (pannbl ¢ paclumpeHem exe;

e d - dannbl ¢ pacumpenmem dll;

e M - cbannbl C pacluMpeHeM msi;

e S - CKPUMTHI.

/runapp YyutbiBath Npv OOPMUPOBAHUM paspeLLaolmx npasus nporpaMMbl, 3anyLieHHble
Ha 3alMLLAEMOM CepBepa B MOMEHT BbIMOSHEHVS 3a4a4M.

OdenctBusa npmn aBTomatuyeckom hopMmmpoBaHum npasun

/rules: <chicp|h> YKkasaTb [OeiCTBMSA, KOTOpble 3adada CcoBepluiaeT BO Bpemsi (hOpMUMPOBaHMS
paspeLuaroLLMX NPaBu KOHTPONS 3anycka Nporpamm:

e ch - ucnonbsoBaTb uUudpoBON cepTudukaT. Ecnu cepTudukat OTCYTCTBYET,
ncnonb3oBaTb xew SHA256.

e Cp - ucnonb3oBaTb UudpoBOM cepTudukaT. Ecnn ceptudukat OTCYTCTBYET,
MCNonb30BaThb 3HAYEHME NYTU K UCMIOSNTHAEMOMY dhanny.

¢ h - ncnonb3oBatb xewl SHA256.

Istrong Wcnonb3osaTtb 3aronoBoK 1 OTrneYaTok LUMPOBOTo cepTudmkarta
Npy aBTOMaTU4ECKOM (DOPMMPOBAHUM MPaBUIT  KOHTPOSNS  3anycka Mporpamm.
KomaHaa BbinonHaeTcd, ecnv 3agaHo 3HadeHue Krtoda /rules: <ch|cp>.
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Knoy OnucaHue

/user: <nmonb3oBaTerb |YkaszaTb MMs NOMb3OBaTENs MMM rpynnel Nonb3oBaTtenen, Ans KOTOPbIX OOMKHbI
nnu rpynna | npumenatbca npasuna. lMporpamma 6ydoeT KOHTPONMMPOBaTb 3arycku Mporpamm
nonb3oBarenen> yKasaHHbIM Nonb3oBaTenem v / Unu yKasaHHoM rpynnoi.

OencTBUA No 3aBepLueHMN aBTOMaTu4yeckoro oopmMmpoBaHus npaBus

/export: <nonHbIA NYTb | CoxpaHsiTh copMUpOBaHHbIe Npasuna B daitn dopmata XML.
K XML dpanny>

/unique JobaBnate MHGOPMAaLMIO O cepeepa, MO NPOrpamMmmam KOTOpPoro HOPMUPYHOTCS
paspeLuatoLLme npasuna KOHTPOrs 3anycka Nporpamm.

Iprefix: < 3 Mpedrke | Mpedmke anst Has3BaHMI co3naBaeMbix NPABUM KOHTPOIS 3anycKa NPOrpaM.
[N Ha3BaHwWil Npasun>

/import: <a|rjm> NmnopTupoBaTb cOpMMPOBaHHbIE NMpaBuna B CMIMCOK 3aAaHHbIX NPaBui KOHTPOMs
3anycka nporpaMm B COOTBETCTBUM C YKa3aHHbIM MPUHLMMIOM [06aBNEeHUs HOBbIX
npasun: :

e a - Hob6aBnAatb K CYLLECTBYIOLMM npaBunam (oavHakoBble
npaswna gyénupytorcs);

e I - 3aMeHATb CyLiecTBYHOLWME NpaBuna (HOBble Npasuna gobaBnaTCs BMECTO
3aJaHHbIX NpaBun);

e M - OObeAMHATb C cywecTBYOWUMM npaBunamm (obaBnAlTCs HOBble
npasuna, napameTpbl KOTOPbIX HE COBMagaloT C napameTpamu yxe 3afaHHbIX
npaswun).

3anonHeHue cnucka npasun 3agavn KoHTponb 3anycka nporpamm
KAVSHELL APPCONTROL

C nomouwpto komaHabl KAVSHELL APPCONTROL Bbl MOxeTe Ao6aBnsTb npasuna B CMMCOK NpaBun 3agayu
KoHTponb 3anycka nporpamm u3 davna ¢opmata XML B COOTBETCTBUM C BbIGpaHHbIM MPUMHUUMAOM, a Takke
yOanaTb BCe 3afaHHble npasunia U3 crvcka.

[na BbINONMHEHUs KOoMaHabl MOXeT noTpeGoBaTbCcs BBOA napond. [ns BBoAa TeKyLlero napons Ucnonb3yinte
knoy [ /pwd:<password>].

CunTakcuc komanabl KAVSHELL APPCONTROL

KAVSHELL APPCONTROL /append <MNOJHBIM NyThs Kk XML barnny> | /replace <mOJHHM Ny Th K XML
banny> | /merge <moJsHBM NyTh kK XML danny> | /clear

Mpumep komaHabl KAVSHELL APPCONTROL

» UYmobkl 0obasumb K 3adaHHbIM ripasuriaM KOHmMPOIis 3arycka rnpoepamMm rpasusna u3 ¢gadna
popmama XML no npuHuuny [Jobasums K cyuiecmesyrowum rpasusiam, 8bIrnosIHUMe KoMaHoy:

KAVSHELL APPCONTROL /append c:\rules\appctrlrules.xml

Paboma c Kaspersky Security 10.1 dnss Windows Server uz komaHOHOU cmpoKu
250



KASPER§KY3

B 3aBMCUMOCTM OT CMHTaKCUCa KIoYen Bbl MOXeTe Bblibupate NnpuHLmMn gobaBneHns HOBbIX NpaBuil U3 ykazaHHOro
danna dopmata XML B cnmcok 3agaHHbIX Npaeuin 3agayn KoHTponb 3anycka nporpamMm (CM. Tabnuuy Huxe).

Tabnuua 37. Knroyu komaHObl KAVSHELL APPCONTROL

Knoy OnucaHue

/append <nonHbi nyTb kK XML danny> [ononHnTe CAMCOK npaBwuSil  KOHTPOMS  3anycka
nporpamMMm  npaBunamu U3 ykasaHHoro  hanna
B popmaTte XML. MpuHumn pobaeneHus - lobaBUTb
K CYLLeCTBYHOLIUM npasunam (oanHakoBble
npasuna gyénupyroTcs).

/replace <nonHbIn nyTb K XML canny> JononHnTb CNUCOK MpaBwun  KOHTPONs  3anycka
nporpaMm  npaBunamMyM U3 ykasaHHoro  channa
B bopmate XML. MNpuHumn pobaeBneHus - 3aMeHUTb
cywlecTBylLWMe npaBuna (HoBble  npaBuna
0o6aBnsTCsA BMECTO 3a[aHHbIX NpaBus).

/merge <nonHbI NyTb kK XML dpanny> [ononHMTb CAMCOK npaBuil  KOHTPOMsS  3anycka
nporpaMm  npaBunamMmM U3 ykasaHHoro  channa
B bopmate  XML. MpuvHumMn  gobaBnenua -
O6beanHNTL NpaBuia € CyWwecTBYIOWUMU (HOBbIE
npasuna He OyONUPYIOT yXKe 3agaHHble Npasuna).

Iclear OuMcTuUTb  CNUCOK  MpaBWUN  KOHTPOMS  3anycka
nporpamm.

3anyck 3apa4 o6HoBneHusa 6a3 Kaspersky Security 10.1 gna Windows
Server. KAVSHELL UPDATE

C nomoubto komaHabl KAVSHELTL, UPDATE Bbl MOXeTe 3anyckatb 3agady obHoBneHus 6a3 Kaspersky Security
10.1 gns Windows Server B CUHXPOHHOM pexume.

3apava ob6HoBneHuss 6a3 Kaspersky Security 10.1 gna Windows Server, 3anylieHHasi C MOMOLLbO KOMaHAbl
KAVSHELL UPDATE, siBnsieTca BpemeHHow. OHa otobpaxaeTtca B KoHconn Kaspersky Security 10.1 Tonbko
BO BpPEMSI €€ BbINOSHEHNS. B TO e Bpemsa co3gaeTcs )ypHan BbiNonHeHus 3agayvun. XXypHan otobpaxaeTca B yane
XypHanbl BbinonHeHusi 3apgady KoHconu Kaspersky Security 10.1. K3agayam OGHOBNEHusi, CO34aHHbLIM
W 3anyLleHHbIM C MOMOLLBbI0 KOMaHabl KAVSHELL UPDATE, Kak M K 3agadaM oOHOBMNEHUs, co3daHHbIM B KoHcomnu
Kaspersky Security 10.1, MoryT npumeHaTbca nonutuku nporpammbl Kaspersky Security Center. O6 ynpaBneHuu
Kaspersky Security 10.1 ana Windows Server Ha koMnbioTepax ¢ noMoLLblo nporpammel Kaspersky Security Center
untanTe B pasgene "Ynpaenenue Kaspersky Security 10.1 ans Windows Server us Kaspersky Security Center".

Yka3sbiBasd nyTb K UCTOYHUKY OOHOBNEHUN B 3TOM 3afadve, Bbl MOXXeTe UCNOoJib30BaTb MepeMeHHble OKPYXeHUA.
Ecnn Bbl ncnonb3dyete nMnepeMeHHY OKpyXeHUda, Ha3HavYeHHY A5A nonb3oBaTtend, BbINOSHANTE KOMaHay
KAVSHELL UPDATE c npaBamu 3TOro nosib3oBaTend.

CunTakcuc komanabl KAVSHELL UPDATE

KAVSHELL UPDATE < VICTOUHUK OOHOBJIEHUSA \ /AK \ /KL> [ /NOUSEKL]
[ /PROXY :<ampec>:<mnopT>] [/AUTHTYPE :<0-2>] [ /PROXYUSER:<mMA I[IOJIb30BaTEJIA> ]
[/PROXYPWD:<napose>] [/NOPROXYFORKL] [/USEPROXYFORCUSTOM] [/USEPROXYFORLOCAL]
[/NOFTPPASSIVE] [/TIMEOUT:<koJmuecTBO cekyHI>] [/REG:<xonm iso3166>] [/W:<uMmsa
baria xypHajia BHIIOJHEeHMI 3amaur>] [/ALIAS:<ajibTepHATMBHOE UMS 3amaun> ]
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B cocraB komanabl KAVSHELL UPDATE BxoosaT kak o0si3aTenbHble, Tak W OONOMHUTENbHbIE KIOYN,
NCNONb30BaHNE KOTOPbIX He sIBNsieTcs 06A3aTenbHbIM (CM. Tabnuuy HMKe).

Mpumepbl komaHabl KAVSHELL UPDATE

» Umobki 3arycmums rosfb308amernbCcKyto 3adady obHoeneHuUs1 bas, 8bIrnoHUMe
crnedyrouwyro KomaHoy:

KAVSHELL UPDATE

» 4mobki 3arnycmumpb 3adady obHoeneHuUs1 bas, chalisibi 06Ho8eHUU it KOMOpPOU XpaHSIMCcsi
8 cemesou narike \server\databases, ebirnosiHume credyouwyro KomaHoy:

KAVSHELL UPDATE \\server\bases

» 4Ymobnki 3arnnycmumpb 3adady obHoeneHusi ¢ FTP-cepesepa ftp://dnl-rul.kaspersky-labs.com/, 3anucame
8ce cobbimusi 3adayu 8 ¢halsn xypHana c:\update_report.log, ebinoriHUmMe KomaHoy:

KAVSHELL UPDATE ftp://dnl-rul.kaspersky-labs.com /W:c:\update report.log

» Umobnki nonyyums 0bHosneHus 6as Kaspersky Security 10.1 dns Windows Server ¢ cepgepa
obHoeneHut «Jlabopamopuu Kacriepckoz2o», coeQuHUMbLCS ¢ UCMOYHUKOM 0BHO81eHUl Yepe3d
rpoKcu-cepsep (adpec rpokcu-cepsepa: 8080), driss docmyna K cepgepa Ucrosib3o8ams
8CcmMpoeHHYyo rposepKy nodnuHHocmu Microsoft Windows (NTLM-authentication) mod yyemHod
3anucbto (ums rionib3ogamens: 123456, ebinosiHUMe KomaHoy:

KAVSHELL UPDATE /KL /PROXY:proxy.company.com: 8080 /AUTHTYPE: 1
/PROXYUSER:inetuser /PROXYPWD:123456

Mpn wncnonb3oBaHMM AaHHOrO crnocoba OOHOBMEHW nporpaMma  BbIXOAUT U3 cepTUdULMPOBAHHOIO
COCTOSIHUSA.

Tabrnuua 38. Knroyu komaHObl KAVSHELL UPDATE

Knoy OnucaHue

McTouHukn obHoBneHus (0bA3aTenbHbI KNoY). YKaXuTe OAWH WKW HEeCKOmnbkKo McTovHMKOB. Kaspersky
Security 10.1 gna Windows Server 6ygetr o6palwaTbCs K MCTOMHMKaM B NOpsAAKe WX MepedvncrneHus.
Pasgenante NCTOYHUKM cMMBOSIOM Npobena.

<nyTb B dopmaTe | [Monb3oBaTenbckne UCTOYHMKU OOHOBNEHUSA. MyTb K CeTeBOM nanke ¢ 0OHOBMNEHUAMMU
UNC> B popmate UNC.

<URL> Nonb3oBaTenbckne NCTOYHUKN obHoBMEHUS. Nonb3oBaTenbCknin NCTOYHUK
obHoBnenun — agpec HTTP- wnn FTP-cepBepa, Ha KOTOPOM MOMELLAeTCs nanka
C OOHOBMNEHUAMM.

<JlokanbHas nanka> Monb3oBaTenbckue UCTOYHUKN 0OHOBMEHuUs. NManka Ha 3aluLaeMom cepBepe.

/AK CepBep agmuHucTpupoBaHua Kaspersky Security Center B kayecTBe WCTOYHMKA
OGHOBIEHNN.
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Knou OnucaHwue

/KL CepBepbl 0obHoBneHun "llabopatopmm Kacnepckoro" B KayecTBe UCTOYHMKA
OGHOBIEHNI

/INOUSEKL He vcnonb3oBatb cepBepbl 06HoBNeHu "lMabopatopun Kacnepckoro", ecnu apyrue
yKa3aHHbl€ UCTOYHWUKN OBHOBNEHMI HEAOCTYNHbI (MO YMOMYaHUIO UCMOMb3YIOTCS).
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Knoy

OnucaHue

MapameTpbl NPOKCU-cepBepa

/PROXY:<agpec>:<
nopt>

CeTteBoe ums unu IP-agpec npokcu-cepsepa u ero nopt. Ecnu Bel He ykaxkeTe 3TOT Ko,
Kaspersky Security 10.1 gna Windows Server OygeT aBTOMaTM4yecku pacno3HaBaTb
napameTpbl MPOKCU-CepBepa, KOTOPbIN UCMONb3YeTCs B FTOKarnbHOW CETU.

/IAUTHTYPE:<0-2>

OTOT KoY 3agaeT MeToq npoBepPKMN NOANMMHHOCTU AONA A0CTYyNna K NPOKCU-CepBepy. OH
MOXeT NpMHUMaThb crieayrLline sHa4eHnaA:

0 — BCTpoeHHas npoBepka noanuHHocTn Microsoft Windows (NTLM-authentication);
Kaspersky Security 10.1 gns Windows Server 6ygeT obpawaTbcsa K NPOKCU-CEPBEPY
noAa yyetHom 3anuceto JlokanbHas cuctema (SYSTEM);

1 — BcTpoeHHast npoBepka noanuHHoctM Microsoft Windows (NTLM-authentication);
Kaspersky Security 10.1 gns Windows Server 6ygeT obpawaTbcsa K NpOKCU-CEpPBEPY
noA y4eTHOM 3anucbio, [AaHHble KOoTopon onucaHbl  kniovamn /PROXYUSER
n /PROXYPWD;

2 — MpoBepKa MOAJSIMHHOCTM MO MMEHM M Naposiio Nosfb3oBaTensi, 3agaHHbIM KroYamu
/PROXYUSER n /PROXYPWD (Basic authentication).

Ecnn pans poctyna Kk npokcu-cepBepy He TpebyeTcsa npoBepka  MOAMMHHOCTY,
yKasblBaTb 3TOT K04 HET HEOOXOANMOCTM.

/PROXYUSER:<um
4 nonb3oBaTensa>

Mmsa nonb3oBaTtens, koTopoe OyaeT Mcnonb3oBaTbCs ANS OOCTyNa K NPOKCU-CepBepy.
Ecnu Bbl ykaxeTe 3HadyeHume kroda /AUTHTYPE:O, 1o kntoun /PROXYUSER:<umsa
nonb3osatens> n /PROXYPWD:<naposnb> UrHopupyoTcs.

/PROXYPWD:<napo
nb>

Nmsa nonb3oBaTtens, koTopoe OyaeT MCnonb3oBaTbCa ANA AOCTyNa K NPOKCU-CepBepy.
Ecnu Bbl ykaxeTe 3HayeHue krntoya /AUTHTYPE:O, 1o kntoun /PROXYUSER:<umg
nonb3osatens> u/PROXYPWD:<napone> wurHopupytotca. Ecnu Bbl ykaxeTte ko4
/PROXYUSER, a knito4 /PROXYPWD onycTtuTe, cuutaeTcs 4To naporsb NycTOW.

/INOPROXYFORKL He wucnonb3oBaTb nNapameTpbl NPOKCU-CEpBeEpa [Ans COeQMHEHUST C cepBepamu
o6HoBneHui "NTabopatopuun Kacnepckoro" (mo ymon4aHuio UCrnonb3ykTcs)

/JUSEPROXYFORC Mcnone3oBaTb mapameTpbl MPOKCU-cepBepa AN COeAUHEHUS C MOSib30BaTelbCKUMU

USTOM WUCTOYHMKaMUN OBHOBMEHUI (MO YMONYaHWUIO HE NCMOMb3YIOTCS)

/USEPROXYFORL Mcnonb3oBatb NapamMeTpbl  MPOKCU-CepBepa AN COeAMHEHNA  C floKanbHbIMU

OCAL WUCTOYHMKaMN OGHOBMEHWIA. Ecnu He yka3saHo, npuUMeHsieTcs 3HayeHue

He ucnonb3oBaTb HaCTpOVIKM NMPOKCUu-cepBepa AnAa coegunHeHusa C NnokasibHbIMU
UCTOYHUKAMU OOHOBIEHMUS.

O6wume napameTpbl FTP- u HTTP-cepBepa

INOFTPPASSIVE

Ecnun Bbl ykaxeTe aToT Kntod, Kaspersky Security 10.1 gna Windows Server 6ypet
Mcnonb3oBaTb akTUBHbIM pexnm FTP-cepBepa and coeaMHeHnsa C 3awumaemMbiv
KOMMbloTepPOM. Ecnn Bbl He ykaxkeTe 3TOT Kntod, Kaspersky Security 10.1 gna Windows
Server 6ygeT ucnonb3oBaTb NAaccUBHbIV pexum FTP-cepBepa, ecrnv BO3MOXHO.

/ITIMEOUT :<konu4e
CTBO CEKyHO>

Bpemsa oxugaHua npu coeguHeHun ¢ FTP- unu HTTP-cepsepoM. Ecnu Bbl He ykaxeTe
aToT Koy, Kaspersky Security 10.1 gna Windows Server Oyget wucnonb3oBaTb
3HayeHue no ymonyaHuio: 10 c. B kayecTBe 3HayYeHUs Knova Bbl MOXETe BBOAUTb
TOMbKO Lienble Yncna.
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Knou OnucaHue
/REG:<kop PernoHanbHble napameTtpbl. Knioy "PervoHanbHble WCMNOnb3yeTcs Mpuv NofyyYyeHuu
is03166> obHoBneHnn c cepBepoB o6HOBNeHun "lNabopaTtopum Kacnepckoro". Kaspersky

Security 10.1 gna Windows Server ontumusmpyet 3arpysky O6GHOBNEHMN
Ha 3alLuMLlaeMbIi KOMMbIOTEp, BblIbupas dnvxanwnm Kk Hemy cepsep 06HOBMEHUN.

B kauyecTBe 3HadeHua Kno4va yKaxuTe OYKBEHHbIN KOA4 CTpaHbl MECTOMONOXEHUS
3alMLLIaeEMOro cepBepa B COOTBETCTBUM co cTaHgapTom I1SO 3166-1, Hanpumep,
/REG:gr nnn /REG:RU. Ecnun Bbl onycTuTe 3TOT KIOY UMW YKaXKeTe HeCYLLIECTBYOLWMIA
koa cTpaHbl, Kaspersky Security 10.1 ana Windows Server 6ynet pacnosHaBaTb
MECTOMONIOXEHNE 3allMLLIaeMOro KoMMbioTepa B COOTBETCTBUN C PermoHanbHbIMU
HaCTpOMKaMu 3aLLMLLaeMOro KomMnbloTepa.

/ALIAS:<anbTepHaT
MBHOE NMs 3aga4yun>

OTOT KN4 NO3BOMSIET NPUCBOUTL 3a[a4Ye BPEMEHHOE MMsI, MO KOTOPOMY K HEW MOXHO
obpawateCss BO BpeMsi ee BbINOMHeHMs. Hanpumep, Bbl MOXeTe NpPOCMOTPETb
CTaTUCTMKY 3adayn c nomowibio komaHabl TASK. AnbTepHaTvBHOE MMs 3adauu
OOIMKHO  OblTb  YHMKanbHbIM  CpPeauM  anbTepHaTMBHbIX MMeH 3agad  Bcex
yHKUMOHanNbHbIX KoMnoHeHToB Kaspersky Security 10.1 gna Windows Server.

Ecnn sT1oT KMOY  He 3agaH, 3agjade  NpucBauBaeTCa  anbTepHaTMBHOE  MMS
update_<kavshell_pid>, Hanpumep, update_1234. B KoHconn Kaspersky Security 10.1
3agave npuceBavmBaetca ums OO6GHoBneHwe 6a3 nporpammbl (<gaTta  w Bpems™>),
Hanpumep: O6HoBneHue 6a3 nporpammbl 8/16/2007 5:41:02.

W:<nms danna
XypHana
BbINOSHEHNS
3agaun>

Ecnu Bbl ykaxkeTe 3TOT kitod, Kaspersky Security 10.1 ana Windows Server coxpaHut
davn  KypHana BbINOMHEHUA  3agadyn; npuceBouT hanny wumsd, 3agaHHoe
3HaYeHVeM Kniova.

dann XypHana BbINOMHEHUS 3a4ayn COLAEPXKWT CTaTUCTMKY BbIMOMHEHUNA 3aJauu,
BpeMS ee 3anycka U 3aBeplueHusi (OCTaHOBKW), a Takke WMHAOPMaLMI0 O CODObITUSIX
B HEN.

B KypHane perucTpupyloTca CoObITMS, 3adaHHble MapaMeTpamMu KypHaros
BbINOMHEHNS 3a4ay 1 XypHana cobbiTuin Kaspersky Security 10.1 anss Windows Server
B koHconu "MpocmoTp cobbiTnin”.

Bbl MOXeTe ykasaTb kak abCONIOTHLIN, TaK MU OTHOCUTENbBHbLIA NYThb K channy xypHana.
Ecnu Bbl ykaxknte TONbKO nMa ¢anna, He ykasaB MyTb K HEMY, dpann xxypHana oyaet
co3faH B TeKyLLen narke.

[MOBTOPHBLIN  3amyck KOMaHAbl CTeMM Ke napameTpamu 3anucu B KypHan
nepesanucbiBaeT CyLLEeCTBYOLLMIA dhann xXypHana.

Bbl MOXeTe npocmatpueaTth dann xxypHarna Bo BpeMsi BbIMOSTHEHUA 3a4a4un.

XKypHan otobpaxaetcs B y3ne XypHanbl BbinonHeHus 3aga4y KoHconu Kaspersky
Security 10.1.

Ecnn Kaspersky Security 10.1 gna Windows Server He ygaeTca cosgatb ann

)KypHana, OH He npepbiBaeT BbINOSIHEHWE KOMaHAbl W He oToGpaxaeT cooblieHune
006 oLnbKe.

Kokl Bo3BpaTta komaHabl KAVSHELL UPDATE (Ha cTp. 267).
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OTtkaT obHoBneHusa 6a3 Kaspersky Security 10.1 ana Windows Server.
KAVSHELL ROLLBACK

C nomowpbio komaHabl KAVSHELL ROLLBACK Bbl MOXeTE BbINOMHUTL CUCTEMHYO 3agady OTkaTt oBGHOBNEHWs
6a3 — otkaTuTb 6a3bl Kaspersky Security 10.1 gna Windows Server oo npeapiayLux yCTaHOBMEHHbIX O0GHOBNEHWIA.
KomaHaa BbINOMHAETCH CUHXPOHHO.

CuHTaKkcmc KoMmaHAabl

KAVSHELL ROLLBACK

Kogbl Bo3BpaTta komaHabl KAVSHELL ROLLBACK (Ha cTp. 267).

YnpaBneHune aHanusom xypHanoB. KAVSHELL LOG-INSPECTOR

KomaHga KAVSHELL LOG-INSPECTOR nO3BONSAET HACTPOWUTb KOHTPOfb LENOCTHOCTM cpedbl cepsBepa
OCHOBbIBasiCb Ha aHanm3ae XypHana cobbitun Windows.

CuHTaKkcmc KomaHabl

KAVSHELL TASK LOG-INSPECTOR

MpvMep komaHapbl

KAVSHELL TASK LOG-INSPECTOR /stop

Tabnuua 39. Knroyu komaHObl KAVSHELL LOG-INSPECTOR

Knrou OnucaHwue

ISTART 3anycTutb yKkasaHHy 3aga4vy B aCUHXPOHHOM pexume

/STOP OcTaHoBUTL YKa3aHHYIO0 3agadvy

ISTATE Monyuntb Tekyllee cocTosHWe 3apadvu (Hanpumep, BbinonHaeTca, 3aBeplueHa,
MpuoctaHoBneHa, OcTaHoBneHa, 3aBeplleHa C OWMOKoOM, 3amnyckaeTcs,
BoccraHaBnuBaeTtcs)

ISTATISTICS Monyuntb CcTaTUCTUKY  3adayn — MHoOpMauUulo O KONMYecTBe  OOBEKTOB,
06paboTaHHbIX C Havana BbINOMHEHUS 3a4a4u MO TEKYLUUA MOMEHT.

KomaHga "Kogpbl BodspaTta komaHabl KAVSHELL TASK LOG-INSPECTOR" (cm. pasgen "Koabl Bo3BpaTa KOMaHabl
KAVSHELL LOG-INSPECTOR" Ha cTp. 265).

AktnBauumsa nporpammbl KAVSHELL LICENSE

C nomoupbto koMaHabl KAVSHELL LICENSE Bbl MOXETe YNpaBnsaTb KroYamy 1 kogamu akTueaummn B Kaspersky
Security 10.1 gns Windows Server.

Ons BLINOMHEHUS KOMaHbl MOXeT noTpeboBaThcs BBOA napons. [ns BBoaa TeKyLero naponst Ucnonb3aynTe
krou [ /pwd:<password>].
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CunTakcuc komanabl KAVSHELL LICENSE

KAVSHELL LICENSE [/ADD:<damnn wJjoua | kon akTwmBaumm> [/R] | /DEL:<HOMep kJoYa |
HOMEp KOoJa aKTuBalLMM>]

Mpumepbl komaHabl KAVSHELL LICENSE
» Umobbl akmuesupogame rpoepammy, ebIrnosIHUmMe KoMaHoy:
KAVSHELL.EXE LICENSE / ADD: <KOI akKTMBALUM WUJIM HOMEP KJoua>

»  Umobnbi nonyyums uHghopmayuo o 0obaessieHHbIX Ko4yax, ebinosiHuUme KoMaHoy:

KAVSHELL LICENSE

» Ymobnsi ydanums 0obasneHHbIU Koy ¢ Homepom 0000-000000-00000001, ebinoniHUme KomaHoy:

KAVSHELL LICENSE /DEL:0000-000000-00000001

Komanpa KAVSHELL LICENSE MOXeT ObiTb BbINOMHEHa Kak 0e3 Knw4en, Tak M C UX MCMNoSib30BaHUEM
(cm. Tabnmuy Huxe).

Tabrnuua 40. Krroyu komaHObl KAVSHELL LICENSE

Knoy OnucaHue

Be3s kntouen KomaHga Bo3BpallaeT cnegylowyto MHdopmaumnio o 4o6aBnNeHHbIX Kroyax:
e Homep kntova.

e Twvn nuueH3un (KoMMepyeckas nnu npobHas).

o CpOK OeNCTBUS CBA3AHHOM C KNHOYOM SINLEH3UMN.

e CTaTyc Knoya (akTMBHbIA MM OOMNOMNHUTENbHbLIA). ECnu ykasaHo 3HadeHue *, Krod
AobaBneH B ka4ecTBe AOMNOMHUTENBHOIO.

/ADD:<umsa  dpanna [obaBnsieT kN4 ¢ MOMOLLLIO YKa3aHHOro charina unm koga akTuBaLmm.
Knioda  wim KOO | YgkaswiBasg nyTb K painy Kroda, Bbl MOXETE UCMOMNb30BaTb CUCTEMHbIE NepeMeHHble

aktusauumn> OKPYXEHUsl; Bbl He MOXeTe WCMOoNb30BaTh  MONb30BaTeNlbCkUe  NepeMeHHbIe
OKPYXXEHMUS.
IR Koa aktmBauum mnm kmtod /R SIBNAETCS LOMOMHUTENbHLIM K KOAY akTvBauuu unu

knoyy /ADD 4 ykasblBaeT Ha TO, 4YTO KOA4 aktMeBauuu wnu knod pobasnsercs
B Ka4yecTBe AOMOSTHUTENBLHOrO.

/DEL:<HOMep knova YpanseT kntoY ¢ yKazaHHbIM HOMEPOM UMK YKa3aHHbIN KO akTuBauuu.
WUnn Kop aktusaumm>

Kogbl Bo3BpaTta komaHabl KAVSHELL LICENSE (cwm. pasgen "Koabl Bo3BpaTta komaHabl KAVSHELL LICENSE"
Ha cTp. 268).
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BkriroyeHue, HACTPOMKa M BbIKNOYEHNE CO3AaHUSA XypHana
TpaccupoBkun. KAVSHELL TRACE

C nomoLbio koMaHabl KAVSHELL TRACE Bbl MOXETE BKMOYATb UMK BbIKMOYaTh BEAEHME XypHana TpacCupoBKU
Bcex noacuctem Kaspersky Security 10.1 gna Windows Server, a Takke ycTaHaBnuBaTb YpOBEHb AeTanu3auuu
nHdOPMaLMKM B XXypHarne.

Kaspersky Security 10.1 gna Windows Server 3anucbiBaeT nHdopMaumio B pannbl TPAacCUpPOBKA U hain
Aamvna B He3awndpoBaHHOM BUAE.

CunTakcuc komanabl KAVSHELL TRACE

KAVSHELL TRACE </ON /F:<namnka c ¢aijiaMmy xypHaljia TPacCUpOBKMK> [/S:<MakCuUMallbHbIM
pasMmep dania xypHajia B Merabanrax>] [/LVL:debug|info|warning|error|critical] |
/OFEF>

Ecnu xypHan TpaccuMpoBKkM BedeTCcd W Bbl XOTUTE W3MEHUTb ero napameTpbl, BBegute komaHay KAVSHELL
TRACE c kntoyom /ON 1 3agarite napameTpbl XypHarna 3HadeHusamu knoven /S n /LVL (cMm. Tabnuuy Huxe).

Tabrnuua 41. Krroyu komaHObl KAVSHELL TRACE

Knioy OnucaHue

/ON BknounTb BegeHve xxypHana TpacCMpOoBKN.

/F:<nanka ¢ channamu XypHana | OTOT knioY ykasbiBaeT MOMHbLIW NyTb K nanke, B KOTOpon OyayT
TpaccupoBKK> COXpaHeHbl thannsl XypHana TpaccupoBKu

(obs3aTenbHbIV KIHOY).

Ecnn Bbl ykaxeTe NyTb K HeCylWecTBYylOLEH nanke, XypHan
TpaccupoBkM He OyaeT co3gaH. Bbl MoxeTe ykasbiBaTb ceTeBble
nytn B dopmate UNC (Universal Naming Convention), Ho
He MOXeTe YykasblBaTb MNyTWU KMankam Ha ceTeBblX AMcKax
3awmLaemMoro cepsepa.

Ecnn vmMa nanku, nyTb K KOTOPOW Bbl YyKa3blBaeTe B KayecTse
3HaYeHUs Kr4a, CoaepXuT cumBon npobena, 3akniuute aTOT
nyTb B KaBbldykn, Hanpumep, /F:’C\Trace Folder”. /F:"C\Trace
Folder".

YkasbiBasd nyTb K nanke ccbaﬁnaMM XypHana TpacCUMpPOBKWU, Bbl
MOXeTe UCNoNb30BaTb CUCTEMHbIE NepeMeHHbIe OKPYXeHUA; Bbl
He MOXeTe UCMNoJIb30BaThb MOJib30BATENIbCKME NepeMeHHble
OKpYy>XeHu4.

[S: <makcumanbHbIl  pasmep danna OTOT KM yCTaHaBnMBaeT MaKCUMarbHbI pasmMep OOHOro
XypHana B merabanrtax> danna XypHana TpaccupoBku. Kak Tonbko pann KypHana
OOCTUIHET MakcumanbHoro pasmepa, Kaspersky Security 10.1
ana Windows Server HayHeT 3anucbiBaTb MHPOPMaLNO B HOBLIN
hann; npeablayLinii dann xxypHana CoxXpaHUTCcS.

Ecnu Bbl He yKkaxeTe 3TOT K4, MakcumarsbHbli pasMep O4HOro
danna xypHana coctasut 50 Mb.
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Knoy OnucaHue

/LVL:debuglinfolwarning|error]critical OTOT KN4 yCTaHaBNMBAET YPOBEHb [JeTanusaumm XypHana
OT MakcumanbHoro (OTnago4yHas uHdopmauus), Npu KOTOPOM
B )XypHan 3anucbiBaloTcs BCe COObITUS, [0 MUHMMAanbHOIO
(Kputnueckue cobbITHsA), npu KOTOPOM B XXypHan
3annCbIBalOTCS TOMbKO KpUTUYECKNE CODBITUS.

Ecnu Bbl He ykaxeTe 3TOT K4, BKypHan TpaccupoBku ByayT
3anucbiBatbCcsa cobbiTuS C ypoBHEM AeTanusauuun OTnagoyHas
WHcpopmauums.

/OFF OTOT KIOY BIKNIOYAET BEAEHME XypHana TpacCUpOBKMU.

Mpumepsbl komaHabl KAVSHELL TRACE

» Umobhki ekroHUMb 8e0eHUE XypHaria mpaccuposKku ¢ yposHem demarnuisauuu Omado4Hasi
UHghopMayusi u MakcumarbHbIM pasmepom ¢hadna xypHana 200 Mb u coxpaHume ¢balin XypHarna
8 nanke C:Trace Folder, ebinonHume KomaHOy:

KAVSHELL TRACE /ON /F:”C:\Trace Folder” /S:200

»  Umobnbi 8knoHUMb 8e0eHUE XypHasia mpaccuposKkuU ¢ yposHeM demaru3ayuu BaxHbie cobbimus
u coxpaHumb ¢halin xypHana 8 narnke C:\Trace Folder, ebinonHume komaHdy:

KAVSHELL TRACE /ON /F:”C:\Trace Folder” /LVL:warning
»  4Ymobhbl 8biIKkNoYUMb 8edeHUe XypHaria mpacCuposKU, 8bIMOTHUME KOMaHAy:

KAVSHELL TRACE /OFF

Kogbl BosBpaTa komaHabl KAVSHELL TRACE (cm. pasgen "Kogbl Bospata komangbl KAVSHELL TRACE"
Ha cTp. 268).

HedparmeHtaumnsa cdannos xypHana Kaspersky Security 10.1 gns
Windows Server. KAVSHELL VACUUM

C nomoubto komaHdbl KAVSHELL VACUUM Bbl MOXeTe NpoBecTn gedparmeHTaumio hannos xXypHana cobbiTumn
nporpaMmmbl. 3To no3sonseT m3bexaTb owmMbok B paboTe cuctembl nnu Kaspersky Security 10.1 gna Windows
Server, CBsI3aHHbIX C XpaHeHWeM OonblIoro KommyectTBa pannioB OTYETOB, CCHOPMUPOBAHHBLIX MO COOLITMAM
paboThbl NporpaMmmsl.

Ons BbINOMHEHUS KOMaHbl MOXeT noTpeboBaThcs BBO napons. [ns BBoAa TeKyLlero naponst Ucnonb3aynTe
kmod [ /pwd:<password>].

PekomeHayeTcss MpuMeHATb komaHdy KAVSHELL VACUUM Ans onTUMU3auuMu XpaHeHus halnoB OT4ETOB
npy YacTbIX 3arnyckax 3ajad npoBepku Mo TpeboBaHuo uMnKu 3agad o6HoBMeHusl. Npuv BbINOMHEHUUM KOMaHAb
Kaspersky Security 10.1 gna Windows Server oGHOBNSiET NOrMYECKyo CTPYKTYpy (hannoB XypHana nporpammel,
XpaHAWnXcA Ha 3alumiaeMomM KoMnboTepe no ykazaHHOMY NMyTwu.
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Mo ymonuaHuio channel xxypHana cobbiTuii paboTel NnporpaMmmel coxpaHsitotest no nytn C:\ProgramData\Kaspersky
Lab\Kaspersky Security 10.1 ana Windows Server\Reports. Ecnv Bbl Bpy4HYHO ykasanu Apyrov nyTb Ansg XpaHeHus
¢annoB XypHanos, koMaHga KAVSHELL VACUUM BbliNonHAET gedparmeHTaumio annos B nanke, ykasaHHOM
B NapameTpax xypHanoB Kaspersky Security 10.1 gna Windows Server.

Bonblwon pasmep gedparmeHTMpyembix annoB XypHana cobbiTui yBenuyMBaeT BPEMsI BbINOSIHEHUS
komaHabl KAVSHELL VACUUM.

Bo Bpems BbinonHeHus komaHAbl KAVSHELL VACUUM HEBO3MOXHO BbIMOMHEHWE 3aday MOCTOSIHHOW
3awmTbl 1 koHTponsa Cepsepa. lMpouenypa gedparmeHTaumm OnokMpyeT AOCTyn KikypHanam Kaspersky
Security 10.1 gna Windows Server u 3anpewjaet 3anucb cobbiTUIA B XKypHan. Bo nabexaHue CHmkeHus
YPOBHA 3alyuTbl KOMMbOTEPA PEKOMEHAYETCS 3apaHee MNMaHMpoBaTb BbIMNOMHEHME KoMaHnabl KAVSHELL
VACUUM B Hepaboyee Bpemsi.

» UYmobnbi ebinonHUMe deghpacmeHmayuro galnnos XypHaos, co30aHHbIX Mo cobbimusim pabomal
Kaspersky Security 10.1 dnsa Windows Server, gbirnoniHume KomMaHoy:

KAVSHELL VACUUM

BbinonHeHne koMaHabl AOCTYMNHO MpKY 3anycke ¢ NpaBaMm y4eTHOWN 3anucy NIoKanbHOro agMUHUCTpaTopa.

OunweHue 6a3bl iSwift. KAVSHELL FBRESET

Kaspersky Security 10.1 gna Windows Server ncnonb3yet TexHonoruto iSwift, nossonsiowyto He NnposepaTb dann
MOBTOPHO, ECNN C MOMEHTAa NocrneaHen NPOBEPKN OH He Obin n3MeHeH (Ucnonb3oBaTb TeXHONOIMKO iSwift).

B cucrtemHom katanore %SYSTEMDRIVE%\System Volume Information Kaspersky Security 10.1 ana Windows
Server cosgaet cdannbl fidbox.dat u fidbox2.dat, koTopble cogepxaT wHdopMaumio 06 yXe NPOBEepPEHHbIX
HesapaXeHHbIXx 06bekTax. Yem Gonble pasnuuHblix ¢dannos nposepun Kaspersky Security 10.1 gns Windows
Server, Tem 6onblwe pasvep darnna fidbox.dat (fidbox2.dat). B paHHOM channe xpaHWTCS TOMbKO akTyanbHas
nHGOpMaLMa O pearbHO CYLLECTBYHOLIMX B cucTeme dainnax: ecnu Kakon-nmbo dann B cucteMme ygansietcs, To
Kaspersky Security 10.1 gna Windows Server yganseT nHgopmaumio o Hem 13 cpanna fidbox.dat (fidbox2.dat).

[nsa ounweHns gaHHoro anna ucnonb3dynTte kKomaHagy KAVSHELL FBRESET.
YuntbiBanTe cnegyowmne ocobeHHOCTM paboTbl komanabl KAVSHELL FBRESET:

e [lpu ounctke canna fidbox.dat ¢ nomowbto komaHabl KAVSHELL FBRESET Kaspersky Security 10.1
ana  Windows Server He npuocTaHaBnuBaeT 3awuTy (B OTAMYMe  OT yoaneHus  dpavina
fidbox.dat Bpy4Hyto).

e [locne ounctkm cpanna fidbox.dat Kaspersky Security 10.1 ana Windows Server moxeT yBenuuntb
Harpy3ky Ha komnbtoTep. [lpu 3TOM aHTMBMpYCHas nporpammMa npoBepseT Bce dannbl, K KOTOPbIM
obpawaetcs Bnepsble nocne ovnctkn panna fidbox.dat. Mocne nposepku Kaspersky Security 10.1
ana Windows Server BHoBb 3aHocut B chann fidbox.dat nHdbopmaumio o nposepeHHOM obbekTe.
Mpn NOBTOpHOM OOpaLLeHMn K 3TOMY XXe 0ObeKTy TexHororust iSwift Nno3BonuMT He ckaHupoBaTtb chann
MOBTOPHO, €CINN OH HE OblfT UBMEHEH.
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[na BbinonHeHns komaHapl KAVSHELL FBRESET HeobxoAumo 3anyckaTb KOMaHOHYH CTPOKY Nog y4eTHOM
3anucbto SYSTEM.

BknrouyeHue 1 BbIKNOYeHMe co3aaHus canna gamna.
KAVSHELL DUMP

C nomowpbio koMaHabl KAVSHELL DUMP Bbl MOXETE BKMOYaTb WM BbIKMOYaTh co3gaHne obpas3oB namsaTu
(barina pamna) npoueccoB Kaspersky Security 10.1 gna Windows Server npu ux aBapuiHOM 3aBepLUEHUU
(cM. Tabnmuy Huxe). Kpome atoro Bbl MOXeTe B NOOON MOMEHT CHATb 00pasbl NamsiTM  BbIMOMHSAKOLNXCA
npoueccos Kaspersky Security 10.1 ana Windows Server.

[ns ycnewHoro co3ganug cdanna gamna, komaHga KAVSHELL DUMP gomkHa ObiTb 3anyLieHa nog y4eTHown
3anuncbto nokanbHom cuctemsl (SYSTEM).

CunTakcuc komanabl KAVSHELL DUMP

KAVSHELL DUMP </ON /F:<nanka c oannoMm mamna> | /SNAPSHOT /F:<namnka c ¢aljigoM mamia>
/ P:<pid> | /OFF>

Mpumepbl komaHabl KAVSHELL DUMP

» Umobnki skrirodums coddaHue ¢hatna damna; coxpaHsame ¢hatisl 0amna e nanky C\Dump Folder,
8bIMOIHUME KOMaHOy:

KAVSHELL DUMP /ON /F:”C:\Dump Folder”

» Umobki cHaMbB 0bpa3 namsmu rpouyecca ¢ udeHmucpukamopom 1234 e narky C:/Dumps,
8bIM0fIHUMeE KoMaHOy:

KAVSHELL DUMP /SNAPSHOT /F: C:\Dumps /P:1234
» 4Ymobni sbiknoyume co30aHue ¢hatina damria, 8bIrnoIHUMe KoMaHoy:

KAVSHELL DUMP /OFF

Tabnuua 42. Knrowyu komaHObl KAVSHELL DUMP

Knrou OnucaHue
/ON BknitoyaeT co3gaHue cdanna gamna npowecca npy ero aBapunHoM 3aBepLUeHUN.
/F:<nanka OT10 obsazarTenbHbIn kntod. OBsi3aTenbHbIN KNOY; yka3biBaeT MyTb K narnke, B KOTOPOW

¢ thannamn gamnos> OyneT coxpaHeH dhavin gamna. Ecnv Bbl ykaxeTe MNyTb K HECYLLECTBYHOLLEN narke,
dann gamna He OyaeTt co3gaH. Bbl MoXeTe Mcnonb3oBaTh ceTeBble Nyt B doopmMaTe
UNC (Universal Naming Convention), HO He MOXeTe Yyka3biBaTb MNyTW K nankam
Ha CeTeBbIX AUCKax 3alluLLaemMoro cepeepa.

YKkasbiBas NyTb Knarnke c awnoM gamna, Bbl MOXETe WUCMNofb3oBaTb CUCTEMHbIE

NepemMeHHble  OKPYXXEHWs; Bbl He MOXEeTe  MCMnonb3oBaTb  NOMb3oBaTeNbCKUE
NnepeMeHHbIE OKPYXKEHMSI.
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Knou OnucaHue

/ISNAPSHOT CHumaeT obpas namsaATu ykasaHHOro BbiNonHswowerocs npouecca Kaspersky Security
10.1 gns Windows Server u coxpaHsieT cain gamna B nanke, NyTb K KOTOPOW ykasaH
kntoyom /F.

/P WoeHtngpukatop PID npouecca; oTtobpaxaetca B /[ucnetyepe 3apgad  Microsoft
Windows.

/OFF BblkntoyaeT cosgaHune hainna gamna npy aBapumHOM 3aBepLUEHUN.

Kogbl Bo3Bpata komaHgbl KAVSHELL DUMP (cwm. pasgen "Kogbl BosBpata komanabl KAVSHELL DUMP"
Ha cTp. 269).

UmnopT napameTtpoB. KAVSHELL IMPORT

C nomouubio kKoMaHabl KAVSHELL IMPORT Bbl MOXeTe MMnopTMpoBaTth NapameTpbl Kaspersky Security 10.1 gns
Windows Server, ero cdyHkUMIA 1 3agad 13 KoHdurypaumoHHoro cana B Kaspersky Security 10.1 gns Windows
Server Ha 3awwMaemMoMm KomnbtoTepe. Bbl MoXeTe co3gaTb KOHMUIypauuoHHbI ¢oanmn € NOMOLLbI0 KOMaHabl
KAVSHELL EXPORT.

[ns BbINOMHEHWA KoMaHObl MOXeT noTpe6GoBaTbca BBOA napons. [ns BBoAa TEKyLLero napons Ucrosb3ynTe
knoy [ /pwd:<password>].

CunTakeuc komanabsl KAVSHELL IMPORT

KAVSHELL IMPORT <mMda KOHOUI'YPaLUMOHHOTO Galjya ¥ OyThb k oGanay>

Mpumepsbl komaHabl KAVSHELL IMPORT
KAVSHELL IMPORT Hostl.xml

Tabrnuua 43. Krroyu komaHObl KAVSHELL IMPORT

Kntoy OnucaHue

<ums Nms KoHdUrypaLMoHHOro doaiina, U3 KoToporo 6yayT MMNOPTUMPOBaHbLI NapamMeTpbl.
KOH(UIYPaLIMOHHOTO | Yyaspiasi nyTb K chairly, Bbl MOXETE WCMOMb30BATb CUCTEMHbIE MEPEMEHHbIE
tanna NTYTe | okpyXeHUs; Bbl HE MOXETE MUCMOMb30BaTh NOMb30BaTENbCKUE NePEeMEHHbIE OKPYKEHMS.
K cbanny>

Kogbl BosBpata komanabl KAVSHELL IMPORT (cm. pasgen "Kogpl Bo3BpaTa komaHgbl KAVSHELL IMPORT"
Ha cTp. 269).
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AkcnopTt napameTtpoB. KAVSHELL EXPORT

C nomoubio kKoMmaHabl KAVSHELL EXPORT Bbl MOXETe 3KCNOPTUPOBaTh Bce napameTpbl Kaspersky Security 10.1
ans Windows Server u cywecTBylolWMX 3aday B KOHQUIrypauuoHHbIA dain, 4Tobbl MOTOM UMMNOPTUPOBATb WX
B Kaspersky Security 10.1 gna Windows Server Ha apyrnx KoMmnbioTepax.

CunTakcuc komanabl KAVSHELL EXPORT

KAVSHELL EXPORT <mMda KOHOUI'YPauUMOHHOTO dalya ¥ OyThb k Odanay>

Mpumepbl komaHabl KAVSHELL EXPORT
KAVSHELL EXPORT Hostl.xml

Tabrnuua 44. Krroyu komaHObl KAVSHELL EXPORT

Knioy OnucaHue

<ums Nms koHdurypaumoHHoro dainna, B KOTOpoOM ByayT COXpaHeHbl napameTpbl.
KOH(UrypaLmMoHHoro Bbl MOXeTe NpucBoWTL KOHDUIypaLMoHHoMy chalny nioGoe paclumpeHue.
danna N NyTb

YkasbiBas nyTb K cpainy, Bbl MOXETE MWCMoNb3oBaTb CUCTEMHbIE MEPEMEHHbIE
OKPYXXEHMS1; Bbl He MOXeTe WCMoNb30BaTb MOMb30BaTENbCKME MNepeMeHHble
OKpYXXeHMS1.

K channy>

Kogbl Bosspata komaHabl KAVSHELL EXPORT (cwm. pasgen "Kogbl BosspaTta komaHabl KAVSHELL EXPORT"
Ha cTp. 270).

UHTerpaumusa ¢ MS Operation Management Suite. KAVSHELL OMSINFO

C nomowbto komaHabl KAVSHELL OMSINFO mMoxHO npocmaTtpuBaTb cTaTyc nporpammbl U MHGOpMaL Mo
00 yrposax, OOHapyXeHHbIX aHTMBUPYCHbIMK Gaszamu wucnyxbon KSN. [aHHble 006 yrposax mnocTtynarwT
13 AOCTYMNHbIX XXYpPHAaNoB COObLITUN.

CunTakcuc komanabl KAVSHELL OMSINFO

KAVSHELL OMSINFO <moJiHBEIM NyThb K CIeHepMpOBaHHOMY Galjly C muMeHeM OGanja>

Mpumepsbl komaHabl KAVSHELL OMSINFO
KAVSHELL OMSINFO C:\Users\Admin\Desktop\omsinfo.json

Tabrnuua 45. Krroyu komaHObl KAVSHELL OMSINFO

Knrou OnucaHue

<nyTb Mmsa creHepupoBaHHOro anna, KoTopbii OyaeT cogepxaTtb MHGOPMaUUIo O cTaTyce
K CreHepMpoBaHHOMY | nporpammbl 1 OGHAPYXEHHbIX yrpo3ax.

danny C UMeHeM
danna>
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Koabl BoO3BpaTa KOMaHAHOU CTPOKMU

B aTtom pasgene

Kogpbl BosBpaTta komaHg KAVSHELL START 1 KAVSHELL STOP......uciiiiii e n e e e 264
Kookl Bosspata komaHa KAVSHELL SCAN 1 KAVSHELL SCANCRITICAL.......vvviiiiiiiiieeeeeeeeeveeevevevesesesesenssennnes 265
Kookl BosspaTa kKomaHAbl KAVSHELL LOG-INSPECTOR .....oooiiiiiiiiiiiiieiiieeeeeeeeseesessssesssssssssssssssssessssssrsressrsrerene. 265
Kogpbl Bo3BpaTa KOMaHObl KAVSHELL TASK ..ottt s st e e e e e s s e e e e e e s s sanbaneeeaeeesannnnes 266
Koabl BodBpaTa KOMaHABI KAVSHELL RTP .....eeiiiiiiiiiiiiiiiiiiieieieieteteeeteseeeeeesesessssssssssssssssssssssssssssssssssssssssssssssssnnnes 266
Kogpbl Bo3BpaTa KoMaHObl KAVSHELL UPDATE ..ottt a e e e e e e e e e s nnnnne 267
Kogpbl Bo3BpaTa koMaHObl KAVSHELL ROLLBACK ...ttt e e e e s st e e e e e e s s e sanranee e e e e e s e nnnnes 267
Kogpbl Bo3BpaTa koMaHObl KAVSHELL LICENSE ...ttt e e ieare e e e e e sanranee e e e e e s e annes 268
Kogpl Bo3BpaTa KoMaHObl KAVSHELL TRAGCE ...ttt e e e e e e e e s ennnnes 268
Kogpbl Bo3BpaTa koMaHObl KAVSHELL FBRESET .......ccoiiiiiiiie ettt e s sttt aae e e e e e s s sanranen e e e e e s e nnnnes 269
Kogpbl Bo3BpaTa kKoMaHObl KAVSHELL DUMP ...ttt e et e e e e s n e e e e e e e s aanes 269
Kogpbl Bo3BpaTa KoMaHObl KAVSHELL IMPORT ..ottt e e e e s e e e e e e s nnnnnes 269
Kogpbl Bo3BpaTa KoMaHObl KAVSHELL EXPORT ....covii ittt a e e e s n e e e e e s annnnes 270

Koabl Bo3BpaTta komaHa KAVSHELL START un KAVSHELL STOP

Tabnuua 46. Kodbi eozepama komaHO KAVSHELL START u KAVSHELL STOP

Kop OnucaHue

BO3BpaTa

0 Onepauus BbINOMHEHA YCMNELLHO

-3 Owwnbka npas goctyna

-5 HeBepHbI CUHTaKCHUC KOMaHAabl

-6 HesepHas onepauusa (Hanpumep, cnyxba Kaspersky Security 10.1 ana Windows Server yxe
3anyLeHa Unm yxxe ocTaHOBIEHa)

-7 Cnyxba He 3apernctpmpoBaHa

-8 ABTOMAaTUYECKUI 3anycK CIy>Obl OTKMOYEH

-9 MonbITka 3anycTuTb Cryx0y nog ApYyron y4eTHOW 3anuchbio He Obina ycnewwHon (Mo yMon4aHuo

cnyxba Kaspersky Security 10.1 ans Windows Server paboTtaeT nopg y4eTHOW 3anucbio
JlokanbHas cuctema).

-99 HeunsBecTHasa owumnbKa
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Koabl Bo3BpaTa komaHa KAVSHELL SCAN
m KAVSHELL SCANCRITICAL

Tabnuuya 47. Kodbi sozepama komaHO KAVSHELL SCAN u KAVSHELL SCANCRITICAL

Kop OnucaHue

BO3BpaTa

0 Onepauus BbINofHeHa ycneLwHo (Yrpo3 He 0OHapyXeHo)

1 Onepauus oTMeHeHa

-2 Cnyx6a He 3anyLieHa

-3 Owwubka npae gocTyna

-4 OObeKT He HanaeH (He HanaeH aln co CNMCKOM obriacTen NpoBEpPKM)
-5 HeBepHbI CMHTaKCUC KOMaHAbl NNy He onpegeneHa obnacTe NPOBEPKU
-80 O6HapyXeHbl 3apa)keHHble U Opyrme oobeKTbI

-81 O6HapyXeHbl BO3MOXHO 3apa)KeHHbIe 00BHEKTbI

-82 OGHapyxeHbl oMbk 06paboTkm

-83 O6HapyXeHbl HENPOBEPEHHbIE OOBEKTDI

-84 O6HapyXeHbl NoBpeXaeHHble 0O6bEKTbI

-85 He yganoch co3gaTe daiin xypHana BbIMoNIHEHMS 3a4a4uum

-99 HemnsBecTHas owwmnbka

-301 HepenctBuTenbHbIN KItOY

Koabl Bo3BpaTta komaHabl KAVSHELL TASK LOG-INSPECTOR

Tabnuua 48. Kookl eozepama komaHObl KAVSHELL LOG-INSPECTOR

Kop OnucaHue

BO3Bparta

0 Onepauus BbINoNHeHa ycnewHo (Yrpo3 He 0GHapyXeHO)

-6 HeBepHas onepauus (Hanpumep, cnyxba Kaspersky Security 10.1 gns Windows Server yxe
3anyLieHa Unm yxxe ocTaHoBMeHa)

402 3apgayva yxe 3anywieHa (gns knoda /STATE)
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Koabl Bo3BpaTta komaHabl KAVSHELL TASK

Tabnuua 49. Kodbi so3epama komaHObl KAVSHELL TASK

Kon OnucaHue

BO3BpaTa

0 Onepaums BbINOMHEHA YCMNELLHO

-2 Cnyx6a He 3anyLieHa

-3 Owwnbka npae gocTyna

-4 OO6bekT He HanaeH (3agava He HaraeHa)

-5 HeBepHbI CMHTaKCMC KOMaHAbI

-6 HeBepHas onepauus (Hanpumep, 3ajaya He 3anylleHa, YXKe 3anylleHa unm He MoXeT OblTb
NpUOCTaHOBIEHA)

-99 HeunsBecTHasi owumbka

-301 HepenctBuTenbHbIN KNtoY

401 3apada He 3anyuwieHa (ans kntoya /STATE)

402 3apava yxe 3anyweHa (ons knova /STATE)

403 3apava yxe npuocTtaHoBneHa (ang knova /STATE)

-404 Owwbka BbINONHEHMS onepaunmn (M3MeHeHe COCTOSIHUA 3aga4vmn nNpueerno ee K cboto)

Koabl Bo3BpaTta komaHabl KAVSHELL RTP

Tabnuuya 50. Kookl eozepama komaHObl KAVSHELL RTP

Kopn OnucaHue

BO3Bparta

0 Onepauus BbINONIHEHA YCNELLHO

-2 Cnyxb6a He 3anyLieHa

-3 Owwubka npae gocTyna

-4 OO6bekT He HanaeH (He HargeHa kakasa-nMbo U3 3agay NOCTOSTHHOW 3alUUThl UK BCe 3agayu
NMOCTOSIHHOWN 3aLLUMUThbI)

-5 HeBepHbI CUHTaKCKUC KOMaHAabl

-6 HeBepHas onepauus (Hanpymep, 3agaya yxe 3anylleHa Unm y)ke oOCTaHOBIIEHA)

-99 HeunseecTHas ownbka

-301 HepenctBuTenbHbIN KITHOY
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Koabl Bo3BpaTta komaHabl KAVSHELL UPDATE

Tabnuua 51. KoObi so3epama komaHObl KAVSHELL UPDATE

Kon OnucaHue

BO3BpaTa

0 Onepauus BbINONHEHa ycneLwHo

200 Bce 06bekTbl akTyanbHbl (6asbl nnvM nporpamMmmMHble KOMMOHEHTLI B aKTyarbHOM COCTOSIHWM)

-2 Cnyx6a He 3anyLwieHa

-3 Owwubka npae gocTyna

-5 HeBepHbI CUHTaKCKUC KOMaHAabl

-99 HemnsBecTtHas owwmnbka

-206 dannbl 06HOBNEHWI OTCYTCTBYIOT B YKa3aHHOM UCTOYHUKE UMW UMEHT HEU3BECTHbIN dhopMaT

-209 Owwnbka noaKNtoYeHNs K UICTOYHMKY OBHOBMNEHUN

-232 Owwnbka ayTeHTUdUKaLmMn Npm NOAKMIOYEHUN K MPOKCU-CepBepy

-234 Owwmbka nogkrtodeHms kK nporpamme Kaspersky Security Center

-235 Kaspersky Security 10.1 ana Windows Server He npowen MpoBepKy MNOASIMHHOCTY
npy COeaUHEHUN C UCTOYHMKOM OOHOBMEHUN

-236 Basbl Kaspersky Security 10.1 gana Windows Server nospexaeHsl

-301 HepenctBuTenbHbIN KIToY

Koabl Bo3BpaTta komaHabl KAVSHELL ROLLBACK

Tabnuua 52. Kookl eozepama komaHObl KAVSHELL ROLLBACK

Kop OnucaHue

BOo3BpaTa

0 OnepaLus BbINONHEHA YCNeLHO

-2 Cnyxb6a He 3anyLieHa

-3 Owwnbka npas goctyna

-99 HeunsBecTHasi oumbka

-221 Pe3epBHas konus 6a3 He HarigeHa
-222 Pe3sepBHas konusa 6a3 noBpexaeHa
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Koabl Bo3BpaTa komaHabl KAVSHELL LICENSE

Tabnuua 53. Kodbi so3epama komaHObl KAVSHELL LICENSE

Kop OnucaHue

BO3BpaTa

0 Onepaums BbINOMHEHA YCMNELLHO

-2 Cnyx6a He 3anyLieHa

-3 HepocTtaToyHo npae ons ynpaBrneHus Knovamm
-4 Knto4 ¢ yka3aHHbIM HOMEPOM He HanZeH

-5 HeBepHbI CUHTaKCKUC KOMaHAabl

-6 HeBepHas onepauus (knod yxxe gobasneH)

-99 HeunsBecTtHas owwmnbka

-301 HepenctBuTenbHbIN KMoy

-303 JInueHsmns pacnpocTpaHsaeTca Ha ApYrylo nporpammy

Koabl Bo3BpaTa komaHabl KAVSHELL TRACE

Tabnuua 54. Kodbi eo3epama komaHObl KAVSHELL TRACE

Kopn OnucaHue

BO3Bparta

0 Onepauus BbINONIHEHA YCNELLHO

-2 Cnyxb6a He 3anylieHa

-3 Owwubka npae gocTyna

-4 O6bekT He HamgeH (He HanWgeH MyTb, YKasaHHbIA B KayecTBe NyTW K namnke c davnamu
XypHarna TpacCupOoBKM)

-5 HeBepHbI CUHTaKCUC KOMaHAabl

-6 HesepHasa onepauusa (nonbiTka BbinonHeHus komanabl KAVSHELL TRACE /OFF, ecnu
CO3[aHue XXypHarna TPacCUPOBKN yXKe BbIKITHOYEHO)

-99 HewnseecTHas owmnbka
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Koabl Bo3BpaTa komaHabl KAVSHELL FBRESET

Tabnuua 55. Kodbi eo3epama komaHObl KAVSHELL FBRESET

Kopn OnucaHue

BO3Bpata

0 Onepauus BbINONHEHa ycneLHo
-99 HeunsBecTtHasa oumnbka

Koabl Bo3BpaTa komaHabl KAVSHELL DUMP

Tabnuua 56. Koodbi eoszspama komaHObl KAVSHELL DUMP

Kop, OnucaHune

BO3BpaTa

0 Onepauus BbINONIHEHA YCMNELLIHO

-2 Cnyx6a He 3anyLieHa

-3 Owwubka npae gocTyna

-4 O6bekT He HargeH (He HamgeH NyTb, yKaszaHHbIN C KAa4eCcTBe MyTW K nanke ¢ hannom gamna;

He HanAeH npouecc ¢ ykasaHHbIM PID)

-5 HeBepHbI CUHTaKCHUC KOMaHAabl

-6 HesepHas onepauus (nonbiTka BbliNonHeHWs komanabl KAVSHELL DUMP /OFF, ecnu
co3gaHve darnna gamna yxe BblKNoYeHO)

-99 HeunsBecTtHas owumnbKa

Koabl Bo3BpaTa komaHabl KAVSHELL IMPORT

Tabnuua 57. Kookl eo3spama komaHObl KAVSHELL IMPORT

Kopn OnucaHue

BO3Bparta

0 Onepaums BbINOMHEHa ycneLwHo

-2 Cnyx6a He 3anyuieHa

-3 Owwnbka npae gocTyna

-4 OGbekT He HavdeH (He HaaeH UMNOPTUPYEMBIN KOHUIrypaunoHHbI darn)
-5 HeBepHbI cnuHTakcuc

-99 HeusBecTHas owimnbka
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Kon OnucaHwue

BO3BpaTta

501 Onepauus BbINOMHEHA YCMNELIHO, OAHAKO BO BpeMS BbINOMHEHUST KOMaHAbl BO3HMKNA ownbka /
3amevaHue, Hanpumep, Kaspersky Security 10.1 gns Windows Server He nmnoptupoBan
napameTpbl Kakoro-nnbo n3 pyHKLMOHaNbHbIX KOMNOHEHTOB

-502 MmnopTupyembivi hann OTCyTCTBYET UM UMEET HEN3BECTHBIN hopmaT

-503 HecoBmecTnmble napameTpbl  (KOHMUrypauuoHHbIA  bain  3KCMOpTUPOBaH M3 APYrom

nporpammbl  unu Kaspersky Security 10.1 gna Windows Server 6Gonee nosgHen unu
HEeCOBMECTMMOW BEPCUN)

Koabl Bo3BpaTta komaHabl KAVSHELL EXPORT

Tabnuua 58. Kodbi eoszspama komaHObl KAVSHELL EXPORT

Kon OnucaHue

BO3BpaTa

0 Onepaums BbINOMHEHA YCMNEeLLIHO

-2 Cnyx6a He 3anyLieHa

-3 Owwubka npae goctyna

-5 HeBepHbI cnHTakemc

-10 He ypanock co3gatb KOHUrypauuoHHbli cann (Hanpumep, HET JOCTyNa K nanke, ykasaHHoMn
B NMyTU K cparny)

-99 HewnssecTHas owmnbka

501 Onepauus BbINOMHEHa YCneLwHo, 04HaKko BO BPEMS BbINOMHEHWUS KOMaHAbl BO3HUKMNa ownbka /

3amevaHune, Hanpumep, Kaspersky Security 10.1 ona Windows Server He akcnopTupoBan
napameTpbl Kakoro-nmbo 13 OyHKLMOHANBbHBIX KOMNOHEHTOB
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KoHTponb npon3BoauTenbHOCTM.
Cuyetuukm Kaspersky Security 10.1
ana Windows Server

OT0T pasgen coaepxut uHgopmaumo o cyetumkax Kaspersky Security 10.1 gna Windows Server: cuyeTumkax
NpPOV3BOAUTENBHOCTM ANg nporpamMbl CUCTEMHBIV MOHUTOP, cYeTYMKax 1 noeywkax SNMP.

B aTtom pasgene
CyeTuynkm Npom3BOAMTENBHOCTY ANs NPOrpamMMbl CUCTEMHBIN MOHMTOP ..ccouvvereeiiieteaaiieeesaibreeessinreeessnnneeeesnenes 271

CueTtunkm n nosywkn SNMP Kaspersky Security 10.1 Ana WIiNdOWS Server.........ccccoviieiiiiiieniniieee e 278

CyeTUYUKM NPOU3BOANTESNILHOCTU AJIA NporpaMmbl
CncTteMHbIN MOHUTOP

OTOT pasgen cogepXut MHopMaLMo O CHETYMKAX NPOM3BOAMTENBHOCTU ANs nporpaMmbl "CUCTEMHBIN MOHUTOP"
Microsoft Windows, koTopble peructpupyet Kaspersky Security 10.1 gns Windows Server BO BpeMs YCTaHOBKM.

B aTtom pasgene

O cyetunkax npoussoautenbHocTn Kaspersky Security 10.1 ana Windows Server ..., 272
OO6LLEee KONMNYECTBO OTBEPTHYTBIX BAMPOCOB ......uveeautrteruterastreessreestrtessreeasseeatseessseeaasseessseesabeeessneesnseesasseesreeessnens 272
ObLwee KONMYECTBO MPOMYLLUEHHBIX BAMPOCOB .. ..t uttteetiurteeeaaittteeaautateeaastrtaesabeeaesasbaeeeaasbeeeeaasbeeeeaasbeeeesanbeeeeaanrnes 273
KonnyectBo 3anpocoB, He 06paboTaHHbIX N3-32 HEXBATKM CUCTEMHBIX PECYPCOB ......evereiirieeeiirreeesirreeessnneeeens 274
KonnyecTBO 3anpoCOB, OTOAHHBIX HA OOPABOTKY.....cciuuiiiiiiaitiieititesiteesibee ettt e sibe e e stseesibeesbeeessbeeebeeesbneesbeeessneenas 274
CpegHee KonmMyecTBO NOTOKOB AMUCMeTYEPa PANMOBBIX MEPEXBATOB .......uteiutreetreerteeatreesreeassneessreesaseeesreeansees 275
MakcumanbHoe KONMYecTBO NOTOKOB AUcneTdyepa PanfioBbIX MEPEXBATOB .........ueieirurrererrirreeeirirreeesarreeesaneeeess 275
KonnyecTBo aNeMeHTOB B 0YEPEAN 3APAKEHHBIX OOBEKTOB .......vuieiirieritieitieesireeesteeestreesteeesibeesnbeeassneessneeessneesns 276
KonnyecTBO 06BHEKTOB, OBPABATLIBAEMDBIX 38 CEKYHIY ... .vvtetreeruriteririesuteeatreessteeassseessseesbeeessneesseesssneesasneessneesn 277
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O cuetumukax npounsBogutenbHoctn Kaspersky Security 10.1 ana
Windows Server

B coctaB ycTaHaBnuBaembix koMmnoHeHToB Kaspersky Security 10.1 ana Windows Server no ymon4aHuto BKNOYeH
KOMNOHEHT CyeTuyMkKn npoussBoauTenbHOcTU. Bo Bpemsa yctaHoBku Kaspersky Security 10.1 ana Windows
Server peructpupyetr CBOM CHETYMKM  MPOM3BOAMUTENBHOCTM  ANd nporpaMmbl  "CUCTEMHBI  MOHWUTOP"
Microsoft Windows.

C nomowpo cyetunkoB Kaspersky Security 10.1 gna Windows Server BBl MoOXeTe KOHTPONMpOBaTb
NpOV3BOAUTENBHOCTL NPOrpamMMbl BO BPEMS BbIMOMHEHUSA 3ag4a4 NOCTOAHHOM 3awuThl. Bel MOXeTe obHapyxuBaThb
y3Kne MecTa Mpu ero COBMECTHOW paboTe ¢ ApyrMMy nporpammamu v HegoCTaTOdHOCTb pecypcoB. Bbl moxeTe
AnarHoCcTMpoBaTb HeonTMMarnbHy HacTporiky Kaspersky Security 10.1 gna Windows Server n cbou B ero pabote.

Bbl MoxeTe npocmaTpmBaTb cyeTyMkn npowmssoauTenbHocTn Kaspersky Security 10.1 gns Windows Server,
OTKpbIB KOHCOMb Mpon3BoAnTENbLHOCTL B anieMeHTe AaMUHUCTpUpoBaHue NaHenu ynpasneHusa Windows.

B cnepyrowmx pasgenax npuvBogaTCs onpedeneHuns CHETYMKOB, PEKOMEHAyEMble WHTEpBalibl CUYUTbIBAHWUS
MoKasaHWn, NOporoBble 3HAYEHUsa 1 pekomeHdaumm no Hactporike Kaspersky Security 10.1 ans Windows Server
B Cryyae, ecrnv 3Ha4YeHnsi CYETUYMKOB MX NPEBbILLAIOT.

OGLee KONMYECTBO OTBEPrHYThbIX 3aNpocoB

Tabnuya 59. Obuwee Kouyecmeo omeepaHymbixX 3anpocos
Umsa O6wwee konnyecTBo oTBePrHyThIX 3anpocos (Total number of requests denied)
OnpeneneHune Obuwee KoMMYeCcTBO 3amnpocoB ApamBepa annoBbiXx NepexsaToB Ha 06paboTky

00BbeKTOB, KOTOpbIe He Bblny NpUHATBLIX padounmm npoueccamm Kaspersky Security
10.1 gna Windows Server; paccynTbiBaeTCsd C MOMEHTa nocnegHero 3anycka
Kaspersky Security 10 ana Windows Server.

Mporpamma nponyckaeT 06bekTbl, 3anpockl Ha 06paboTKy KOTOPbIX OTBEprarTcs
paboummun npoueccamn Kaspersky Security 10.1 ans Windows Server.

HasHauyeHue CueTuuk nossonsdeT obHapyxmMBaTb cnegyoLme cuTyauum:

e CHWKEHME KayecTBa MOCTOSIHHOW 3aluTbl K3-3a MONHOW 3arpy3ku paboumx
npoueccos Kaspersky Security 10.1 gna Windows Server,;

e rpepbiBaHMEe [MOCTOAHHOW 3aWuTbl KU3-3a OTKasa pgucnerdyepa dannosbiX

rnepexsaTos.
HopmanbHoe /| 0/1
noporoBoe 3Ha4YeHue

PekomeHayeMbI 1y

MHTepBan

CUYMTbIBaHUA

nokasaHum
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PekomeHaauum

Nno HaCTpouKe, ecnu
3Ha4yeHue npesBbllaeT
noporoBoe

KonunyectBo OTBEpPrHyTbiX 3anpocoB Ha 06paboTKy COOTBETCTBYET KONMUYECTBY
MPONYyLEHHbIX 0OHLEKTOB.

B0o3MOXHbI cnegywume cutyauum B 3aBMCUMOCTU OT NOBeAEHNA CHETHUKA!

CYETUMK MOKa3bIBaeT HECKOMbKO OTBEPrHyTbIX 3arnpOCOB B TEYEHUE ANMTENbHOro
BpeMeHu: Bce paboume npouecchl Kaspersky Security 10.1 ana Windows Server
ObINM MOMNHOCTBIO 3arpyxeHbl, noatomy Kaspersky Security 10.1 gns Windows
Server He yaanocb NPoOBEPUTbL OOBEKTDI.

UToObl MCKMIOUMTE MPONYyCK OOBLEKTOB, YBEMMYbTE KOMMYECTBO MNpPOLLECCOB
nporpaMmmbl  Ansi 3a4ad  NOCTOSHHOW  3awwmTbl. Bbl  MoOXeTe uMcnonb3oBaTb
napameTtpbl Kaspersky Security 10.1 ana Windows Server MakcumanbHoe
KOJIM4eCcTBO AKTUBHbIX npoweccoB n Yucno npoueccoB
ANA NOCTOAHHOW 3alUThbI;

KONMMYeCTBO OTBEPrHYTbIX 3arMpoOCOB 3HAYUTENbHO MPEBbILIAeT KPUTUYECKMI NOpPOr
1 BbICTPO pacTeT: oTkasan gucneTtyep dannosbix nepexsaToB. Kaspersky Security
10.1 gns Windows Server He npoBepsieT 00bekTbl Mpy AOCTYMeE.

Mepesanyctute Kaspersky Security 10.1 gna Windows Server.

OOLwee KonNM4ecTBoO nponyuweHHbIX 3anpocoB

Tabrnuua 60. Obuwee konu4ecmeo nponyu,eHHbIX 3arpocos

Nma

O6wwee KonmnyecTBO NponyLeHHbIX 3anpocoB (Total number of requests skipped).

OnpepgeneHune

OOuee KonMYecTBO 3anpocoB ApamnBepa (annoBbiX NepexBaToB Ha 06paboTky
obbekToB, npuHATbIX Kaspersky Security 10.1 agna Windows Server, Ho
He oTnpaBMBLUNX COObITUSA O 3aBepLueHnn obpaboTkun; paccUMTbIBAETCA C MOMEHTA
nocrneaHero 3anycka nporpamMmbl.

Ecnu 3anpoc Ha o6paboTky oObekTa, NPUHATBIA OOHMM W3 paboymx MNpPOLLECCOoB,
He oTnpaBun cobbITUsi O 3aBepLueHnM ob6paboTkn, ApanBep nepegaeT 3TOT 3anpoc
OpYyroMy npoueccy M 3HayeHue cyeTymka OO6lee KOnMMYecTBO NPONYyLUeHHbIX
3anpocoB yBenuunBaeTcs Ha 1. Ecnu gpaiiBep nepebpan Bce pabouyne npoLecchbl
W HW OOWH M3 HUX He NPUHAN 3anpoc Ha o6paboTky (bbin 3aHAT) UnNKU He oTnNpasun
cobbITMA 0 3aBepLlueHun obpaboTku, Kaspersky Security 10.1 ans Windows Server
nponyckaeT TakoW OObekT M Ha 1 yBenuuMBaeTcs 3HadeHuwe cyeTymka OO6Lee
KOJINYECTBO OTBEPrHyThIX 3anpoCcoB.

HasHa4yeHue

CueTumk nossondeTt 06Hapy)Kl/IBaTb CHMXXEeHne npon3BoanTesibHOCTU 1U3-3a NPOCTOA
NOTOKOB Ancnet4yepa (baﬁHOBbIX nepexeaTtoBs.

HopmanbHoe /
noporoBoe 3Ha4YeHue

0/1

PekomeHayembIin
MHTepBan
CUYUNTbIBAHUA
nokasaHum

1y
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PekomeHaauum

Nno HaCTpouKe, ecnu
3Ha4yeHue npeBbllIaeT
noporoBoe

Ecnn 3HaveHve cyeTyMKka OTNMYaeTCA OT HYNMEeBOro, 3TO O3HAyaeT, YTO 3aBuCnn
1 NpocTaMBaloT OAMH UMM HECKOSbKO MOTOKOB Aucnetyepa dannoBbix NepexsaTos.
3HavyeHne cyeTyMKa COOTBETCTBYET KONMUYECTBY MOTOKOB, MNPOCTauBaloLLmX
B TEKYLLMN MOMEHT.

Ecnn ckopocTb NpoBepku He yaoBneTBopuTenbHa, nepesanyctute Kaspersky
Security 10.1 gns Windows Server, 4ToGbl BOCCTaHOBUTb NPOCTanBaoLLMe NOTOKM.

KonuyecTBo 3anpocoB, He 00paboTaHHbIX N3-3a HEXBATKU
CUCTEMHbIX pecypcoB

Tabnuya 61. Konuyecmeo 3anpocos, He 0bpabomaHHbIX U3-3a HeEX8amKu CUCMEMHbIX PECYPCO8

Nmsa KonunyecTtBo 3anpocoB, He ob6paboTaHHbIX M3-3a HEXBATKM CUCTEMHbIX PECYpPCOB
(Number of requests not processed due to lack of resources)

OnpegeneHune Obuwee KONN4eCcTBO 3anpocoB Opaneepa dannosbIx nepexsaros,
He 06paboTaHHbIX M3-3a HEXBATKM CUCTEMHBLIX PECYpPCOB (Hanpumep, onepaTtuBHOWN
namsTn); paccyMTbiBaeTCs C MOMEHTa nocneaHero 3anycka Kaspersky Security 10.1
ana Windows Server.
Kaspersky Security 10.1 gns Windows Server nponyckaeT 0GbeKTbl, 3anpochl
Ha NPOBEPKY KOTOPbIX He 0bpabaTbiBaloTCs ApariBepom dannoBbIX NepexsaTos.

HasHaueHune CueTunk noseonsietT obHapyXMBaTb U YCTPaAHSATb BO3MOXHOE CHMKEHME KavecTBa
NMOCTOSIHHOW 3aLLUMTbI, BO3HMKAIOLLEE U3-3a HEAOCTAaTOYHOCTN CUCTEMHBIX PECYPCOB.

HopmanbHoe /| 0/1

noporoBoe 3Ha4eHue

PekomeHayeMmbIn 1y

WHTepBan

CYMTbIBaHUA

rnokasaHuu

PekomeHaauumn Ecnu 3Ha4yeHne cueTuuka oTnmnyaeTcs OT Hynesoro, paboune npouecchl Kaspersky

no HacTpounke, ecnu
3HayeHue npeBblWaeT
noporoeoe

Security 10.1 gna Windows Server HyxgatoTcs B yBennyeHun obbema onepaTtMeHON
namaTn ans o6paboTkn 3anpocos.

BO3MOXHO, akTuBHbIE npouecchbl gpyrux nporpamMmm UCNONb3ylT BCH AOCTYMNHYHO
onepaTtuBHYO NamMATb.

KonuyecTBO 3anpocoB, OTAAHHbIX Ha OGPaGOTKy

Tabnuya 62. Konuyecmeo 3anpocos, omdaHHbIX Ha o6pabomky
Umsa KonunyecTtBo 3anpocoB, oTaaHHbIX Ha obpaboTtky (Number of requests sent to be
processed).
OnpepeneHue KonunuecTtBo 06beKkTOB, OxumaawLwmx obpaboTkn paboummm npoueccamum.
HasHauyeHue CueTuunk NO3BONSIET OTCNEXMBATL 3arpy3ky paboumx npoueccoB Kaspersky Security
10.1 ans Windows Server n obLwuin ypoBeHb (hainioBO akTUBHOCTU Ha cepBepe.
HopmanbHoe | | 3HauyeHme cuyeTumMka MOXET korebaTbCA B 3aBUCMMOCTUM OT YPOBHS (hannoBom

noporoBoe 3Ha4eHue

aKTUBHOCTU Ha cepBepe.
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PekomeHayembIn 1 MUH.
UHTepBan

CYMTbIBaHUA

nokasaHuu

PekomeHaauumn HeT

Nno HaCTpouKe, ecnu
3Ha4yeHue npesBblllaeT
noporosoe

CpenHee KonnM4yecTBO NOTOKOB AucneTyepa hannoBbIX NepexBaToB

Tabrnuya 63. CpedHee Konu4ecmeo nomokos ducriemyepa ¢halsiosbix nepexeamos

Umsna CpenHee KonMyecTBO MOTOKOB AucneTdepa annoBbiX nepexBaToB (Average
number of file interception dispatcher streams).

OnpepeneHuve KonnyectBo noTokoB pucnetdepa annoBbiXx MepexBaToB B OAHOM paboyem
npouecce, cpegHee Mo BCEM MpoLieccam, 3aHATbIM B 3aJadvax NOCTOSHHOW 3aLUnThbI
B TEKYLLMA MOMEHT.

HasHauyeHue CueTuuk no3BonseT obHapyXuBaTb W YCTPaHATb BO3MOXHOE CHUXEHWE KadecTBa
MOCTOSIHHOW 3awWmTbl U3-3a MONHOW 3arpy3ku npoueccoB Kaspersky Security 10.1
ana Windows Server.

HopmanbHoe | | Bapbupyetcs / 40.

noporoBoe 3Ha4YeHue

PekomeHayeMmbIn 1 MUH.

MHTepBan

CUYMTbIBaHUA

nokasaHum

PekomeHaauum B kaxgom paboyem npouecce moxeT ObITb co3gaHo Ao 60 NMOTOKOB AucneTtyepa

no HacTponke, ecnu
3Ha4YeHue npeeBbillaeT
noporoBoe

hannoBbIx nepexsaToB. Ecnu 3HadyeHne cueTumnka npubnmxkaetcst kK 60, BO3HUKAET
pUCK TOro, YTO HM OOHOMY K3 paboymx MpPOLECCOB He yoacTca MpUHATb
Ha 06paboTKy ouepeaHOM 3anpoc OT ApanBepa Gannosbix nepexsaToB 1 Kaspersky
Security 10.1 gna Windows Server nponycTtuTt o6bekT.

YBenudbTe KonmyectBo npoueccoB Kaspersky Security 10.1 ans Windows
Server And 3agay NOCTOSHHOM 3awuTbl. Bbl MoxeTe ucnonb3oBaTb NapameTpsbl
Kaspersky Security 10.1 gna Windows Server MakcumanbHoOe KONUM4YeCTBO
aKTMBHbIX NpoueccoB 1 Yucno npoueccoB Assi NTOCTOAHHOMW 3aWMUThl.
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MakcumanbHoOe KonnmyecTBO NOTOKOB AUcneT4yepa
cdannoBbIX NnepexBaToB

Tabnuuya 64. MakcumarnbHoe Konu4ecmaeo rnomokoe oucriemyepa ¢halisiosbix repexsamos

Nma MakcumanbHoe KONMYecTBO MOTOKOB AucneTdyepa annoBbiX MNepexsaToB
(Maximum number of file interception dispatcher streams).

OnpepeneHue KonnuectBo NOTOKOB AncneTtdepa annoBbiX MepexBaToB B OAHOM paboyem
npouecce, Haubornbllee W3 BCEX MNPOLECCOB, 3aHATbIX B 3agayax MOCTOSTHHON
3alUThl B TEKYLLMA MOMEHT.

HasHauyeHue CueTuuk nosBonsieT oOHapyXMBaTb U YCTPaAHATb CHWXKEHME MPOU3BOAUTENBHOCTU
n3-3a HEPaBHOMEPHOIO pacnpefeneHnss Harpysku B BbIMOMHALWMNXCA paboumx
npoueccax.

HopmanbHoe | | Bapbupyetcs / 40.

noporosoe 3Ha4YeHue

PekomeHayembin 1 MUH.

MHTepBan

CYATbIBAHUA

nokasaHum

PekomeHaauum Ecnu 3HaveHMe STOro cyeTyMKa 3HaYUTENbHO W NPOAOIKUTENBbHO MpeBbILaeT

no HacTpomkKe, ecnu
3HauYeHue npesblaeT
noporoeoe

3HauyeHne c4yeTdnka CpedHee KONMUYECTBO MOTOKOB Aucnetvyepa dannoBbIX
nepexBaTtoB, Kaspersky Security 10.1 ana Windows Server HepaBHOMEpPHO
pacnpenenseT Harpy3ky Ha BbINOMHSOLWMECS NPOLECChI.

Mepesanyctute Kaspersky Security 10.1 ana Windows Server.

KonnyecTtBo anemMeHTOB B oyepeaun 3apaxXeHHbIX 00bLeKTOoB

Tabrnuua 65. Konuyecmeo anemeHmos 8 o4epedu 3apaxxeHHbIXx 06beKmos
Uma KonunuecTtBo anemMeHTOB B ouepeaun 3apaxeHHbIx 06bekToB (Number of items in the
infected object queue).
OnpepgeneHue KonnyectBo 3apaXeHHbIX OOBEKTOB, OXuaawwmx o6paboTkM (nevyeHus wnm
yaaneHus) B TEKYLLMIN MOMEHT.
HasHauyeHue CueTuunk no3BonseT obHapyxMBaTb CneayoLlme cuTyaunm:
npepbiBaHMe MOCTOSTHHOM 3awWwuTbl M3-3a BO3MOXHOMO OTKasa Agucnertyepa
¢annoBLIX NEPEXBATOB;
neperpykeHHocTb  npoLeccopa U3-3a  HEepaBHOMEPHOrO  pacnpefeneHus
NMPOLECCOPHOro BpeMeHW Mexay Apyrumu  paboTalwumu  nporpaMmmamu
n Kaspersky Security 10.1 ans Windows Server;
BMPYCHYIO aNUOEMUIO.
HopmanbHoe 3HayeHne cHeTyYMKa MOXeT BbiTb OTNIUYHLIM OT Hyns, noka Kaspersky Security 10.1

noporoeoe 3HavyeHue

ana Windows Server obpabaTtbiBaeT 0OHapyXeHHble 3apa)X€HHbIe MM BO3MOXHO
3apa)keHHble 0ObeKTbl, HO OHO BO3BpALLAETCSl K HYM0 BCKOpE MOCre OKOHYaHUs
06paboTkn / 3HaYEeHUe cHETUMKA OCTaeTCsl HEHYNEBLIM ANUTENbHOE Bpemsi.
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PekomeHayembIn 1 MUH.

MHTepBan

CYUTbIBaAHUA

nokasaHum

PekomeHaauum Ecnun 3HayeHne cyeTyMKa OCTaeTCs HEHYNEBbIM ANUTENbHOE BPEMS:

Nno HaCTpouKe, ecnu
3Ha4yeHue npesBblllaeT
noporosoe

Kaspersky Security 10.1 gna Windows Server He obpabaTbiBaeT 0OOBLEKTbI
(BO3MOXHO, OTKa3an gucneTyep ainnoBbIx NepexsaToB);

Mepesanyctute Kaspersky Security 10.1 gna Windows Server.
HepoctaTto4yHo npoueccopHoro BpemeHn ansg obpaboTkm 0ObEKTOB;

Obecneubte BbigeneHne Kaspersky Security 10.1 gna Windows Server
OOMNOMHUTENBbHOIO  MPOLECCOPHOr0  BPEMEHW, Hanpumep, CHU3UB  Harpysky
Ha cepBep ApPYrMMn nporpaMmmamu.

BosHukna BupycHas anvgemusi.

O BO3HVMKHOBEHMM BWPYCHOW  3NUOAEeMUMM rOBOPUT  Bornbluoe  KOMNMMYecTBO

OOHapyXeHHbIX 3apaXeHHbIX WM BO3MOXHO 3apaXKeHHbIX OOBLEKTOB B 3agjade
lMocTosHHaa 3awmta annos. Bbl MoxeTe npocmoTpeTb MHGOpMaLmIO
0 KonuyecTBe OOHapyXeHHbIX OOBLEKTOB B CTAaTUCTMKE 3adadyn WnnM >XypHarne
BbINOSIHEHUS 3a4a4N.

KonnyectBo 061EKTOB, 06pabaTbiBaeMbIX 3a CEKyHAY

Tabrnuuya 66. Konuwyecmeo o6bekmos, obpabambigaeMbix 3a CEKYHOY

Uma

KonunuectBo 06BbEKTOB,
processed per second).

obpabaTbiBaembix 3a cekyHay (Number of objects

OnpepgeneHue

KonuyectBo 06paboTaHHbIX OOBLEKTOB, pas3fefieHHOE Ha KONMMYECTBO BpPEMEHM,
B TEYEHMe KOTOPOoro atn 0b6bekTbl Bbinm obpaboTaHbl; paccunTbiBaeTCs 3a paBHble
NMPOMEXYTKM BPEMEHM.

HasHauyeHue

CueTunk oTpaxaeT CKOpoCTb 00paboTkM OOBLEKTOB; MNO3BOMNSET OOHAPYXUTb
N yCTPaHUTb CHMXeHne npon3BoaANTENTIbBHOCTU cepeepa, BO3HUKLLEE n3-3a
HeJoCTaTOYHOCTHM Bbigensemoro pabounm npoueccam Kaspersky Security 10.1 gns
Windows Server npoueccopHoro BpeMeHn nnmn cbosi B paboTte Kaspersky Security
10.1 pna Windows Server.

HopmanbHoe /
noporoBoe 3Ha4YeHue

Bapbupyetcs / Her.

PekomeHayembIin
MHTepBan
CUYUNTbIBAHUA
nokasaHum

1 MuH.
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Pekomenpauum 3HaYeHUst CYETUMKa 3aBUCAT OT YCTAHOBMIEHHbIX 3HauYeHwit napameTposB Kaspersky

Mo HacTpouke, eCin |gecyrity 10.1 pgns Windows Server uma3arpyskm cepBepa  npoLeccamm
3HaueHWe NPeBLIACT | .oy Nporpamm.

noporosoe
Habniogante cpefHuii ypoBeHb MoKasaHUn CYETYMKA B TEYEHUE NPOAOIKUTENBHOMO

BpemeHn. Ecnn o6wuii ypoBeHb MNOKasaHWI CYeTYMKa CHU3UICA, TO Morna
NPOU30WTN O4HA U3 CNEAYIOLLMX CUTYaLMIA;

e Pabouum npoueccam Kaspersky Security 10.1 ana Windows Server He xBaTaet
NPOLECCOPHOro BpemMeHu anst 06paboTkn 06bEKTOB.
Obecneubte BbigeneHne Kaspersky Security 10.1 gna Windows Server
OOMNOMHUTENBHOrO  NPOLIECCOPHOrO  BPEMEHW, Hamnpumep, CHU3WB  Harpysky
Ha cepBep ApYrMMU Nporpammamu.

e BosHuk cbown Bpabote Kaspersky Security 10.1 gna Windows Server
(npocTamMBaeT HECKONBbKO NOTOKOB).

Mepesanyctute Kaspersky Security 10.1 gna Windows Server.

CueTtuukn n nosywku SNMP Kaspersky Security 10.1 gns
Windows Server

OTOT pasgen coaepXut mHdopmMauuio o cyeTumkax u nosywkax SNMP Kaspersky Security 10.1 gna Windows
Server.

B aTtom pasgene

O cyeTtunkax n nosywkax SNMP Kaspersky Security 10.1 Ansg Windows Server ..........cccccovvieeiniiieeiniiee e, 278
Cuetumkn SNMP Kaspersky Security 10.1 Ana WiNndOWS SErver ............ueeiiiiiiiiiiiiieee e 279
JIOBYLLKU SINIMP .ottt e e oottt e e oo oo a bbb ettt e e e e oo an b b be e e e e e e e e snnbbbeeeeeeeeeaaanbreneeas 281

O cueTtumkax u nosywkax SNMP Kaspersky Security 10.1 ana Windows
Server

Ecnu Bbl BKMOYMAM B COCTaB yCTaHaBNMBAEMbIX KOMMOHEHTOB NPOrpaMMbl KOMMOHEHT CYEeTYMKU W NOBYLUKU
SNMP, Bbl MOXeTe npocMaTtpuBatb cuyeTumku wu nosylwikn Kaspersky Security 10.1 ana Windows Server
no npotokonam Simple Network Management Protocol (SNMP).

YTtobbl NpocmaTpmBaTh cYeTYMKM M noBywwkn Kaspersky Security 10.1 gna Windows Server Ha paboyem mecTe
agMUHUCTpaTopa, 3anycTute Ha 3awuwiaemom cepsepe Cnyxby SNMP (SNMP Service), a Ha paboyeM mecTte
agMmuHucTpartopa — Cnyxdy SNMP (SNMP Service) n Cnyx6y nosywiek SNMP (SNMP Trap Service).
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Cuetuukn SNMP Kaspersky Security 10.1 gna Windows Server

OTOT pasgen codepxut Tabnuubl c onncaHnem napameTpoB cdetymkoB SNMP Kaspersky Security 10.1 gns
Windows Server.

B aTtom pasgene

CUETUMKN NMPOUBBOLMTEIIBHOCTM .eeeeeeietiieeeeeeeesiasststaeseeeesssassssteseeaaessaaaststeseeaaesssaassssasesaeesssasssssesseesesssannsssnnseeeeens 279
@R T C= T o T= L - PR 279
CUETUMKN PEZEPBHONO XPAHMITULLLA ...eeeeeieieteaeeeeaauteteeeaaaeeesautsteeeaaaesssanstsbeeeaaaeeesaanssbeeeeaaeseaannssaneeeaeesssannssnnneeaaeesss 280
ODBLLIME CUETUMKM ...eeeveit e eeeeeeeet st e e e e s eeebaaaeseseseeeaabaa s eeeaas e e s baaa s eeesee s s e baan s eseses s s st aba e seesseesbabann s esesssssabbassesessensrnen 280
(LT ST o LTz o) =15 1= = 280
CUETUNKIN MOCTOSTHHOWM BALLIMTDBI .eevvvvueeieeereeetttiateeeeesesstasaaseeesesetssansaeesesesstanaateassesssasansaeesesesstanaesesssenssssnsaeeeeees 280
CyeTYMKMn npoun3BoauUTesibHOCTHU

Tabrnuua 67. Cuemdyuku npousgodumerisHocmu
CyeTumK OnpepgeneHue
currentRequestsAmount KonunyecTtBo 3anpocoB, OTAaHHbIX Ha 06paboTky (cM. CTp. 274).
currentinfectedQueuelLength KonnyecTtBO  3mMeMeHTOB B o4yepeau  3apaXeHHbIX  O0O0BbEKTOB

(cMm. pasgen "KonnuecTBO 3neMeHTOB B ouyepeau  3apakeHHbIX
06bekToB" Ha CcTp. 276).

currentObjectProcessingRate KonunuectBo 06bekToB, 0bpabaTbiBaeMbIX 3a cekyHay (cm. cTp. 277).

currentWorkProcessesNumber KonunuectBo pabounx npoueccoB Kaspersky Security 10.1 gns
Windows Server B TeKyLLNN MOMEHT

CuyeTymKkn KapaHTUHa

Tabnuua 68. Cyemyuku KapaHmuHa
CueTumK OnpepgeneHue
totalObjects KonnyecTtBo 06bEKTOB B Nanke kapaHTuHa B TEKYLLUMIA MOMEHT
totalSuspiciousObjects KonnyectBo BO3MOXHO 3apaXeHHbIX OOBEKTOB B Namnke KapaHTWHa B TEKyLui
MOMEHT
currentStorageSize O61BbeM AaHHbIX B nNanke kapaHTuHa (MB)
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CyeTUYMKM pe3epBHOro XpaHunuLa

Tabnuua 69. CuemyuKu pe3epsHo20 xpaHunuua

CyeTumkK OnpepeneHue

currentBackupStorageSize O6beMm gaHHbIX B nanke pe3epBHoro xpaHunuia (MB)

OOLue cyeTUYMKU

Tabnuua 70. Obuwue cyemyuku

CyeTumk OnpepeneHue

lastCriticalAreasScanAge lMNepnog € MOMeHTa NpoBedeHUs NocrneaHen npoOBEPKM  BaXKHbIX
obnacrtelni cepsepa (MPOMEXYTOK BPEMEHW B CEKyHAAX Mexay LaTown
3aBeplleHns 3agjadv, uMmerowen cratyc 3adaya poeepKu BaXKHbIX
obnacmel, N TEKYLLMM MOMEHTOM).

licenseExpirationDate [laTa okOH4YaHus cpoka AeUCTBUS NnuueH3un. Ecnn gobaBneHbl akTUBHLIN
W JOMNOMNHUTENBHBIA KIYXM UKW KOAbl akTuBauuun, oTobpaxaeTtcsa garta
OKOHYaHUS cpoka AEWCTBUSI NMLEH3UN, CBSA3AaHHOW C AOMOSIHUTENbHLIM
KNHOYOM MMM KOJOM aKTUBaLMMK.

currentApplicationUptime Bpewmsi pabotbl Kaspersky Security 10.1 ans Windows Server ¢ momeHTa
ero rnocnegHero 3arnycka, B COTbIX A0SSAX CEKYHAbI

currentFileMonitorTaskStatus CocTtosiHne 3agaum lNocTtosiHHasa 3awuTa hannos: On — BbINONHAETCS;
Off — ocTaHOBNEHA NN NPUOCTaHOBNEHA

CyeTyuKk oOHOBNEHUSA

Tabnuua 71. Cuyemyuk obHoeneHutl
CueTuMK OnpegeneHne
avBasesAge "BospacTt” 6a3 (MpoOMEeXyTOoK BpeMEeHW B COTbIX [OONSAX CEKyHAbl Mexay OaTou
€034aHus NOCMNeaHNX YCTaHOBIEHHbIX O6HOBNEHWI 6a3 1 TeKyLWMM MOMEHTOM).

CYyeTUYMKM NOCTOAHHOMN 3aLUnNTbI

Tabnuua 72. Cyemyuku nocmosiHHoU 3awjumsl

CyeTyuk OnpepgeneHne

totalObjectsProcessed OOwee KONMMYECTBO MNPOBEPEHHBIX OOBLEKTOB C MOMEHTa MOCMNeAHEero
3anycka 3agayu NoctosiHHas 3awmTa annos

totallnfectedObjectsFound OOwee konuM4ecTBO OOHAPYXXEHHbIX 3apPaXeHHbIX W ApYrMx OOBLEKTOB
C MOMeHTa nocrnegHero 3anycka 3agayu [NoctosHHas 3awmTa annos
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CuyeTuuk OnpepgeneHne

totalSuspiciousObjectsFound Ob6uee KONUMYeCTBO OBHAPY)XEHHbIX BO3MOXHO 3apaXKeHHbIX OOBLEKTOB
C MOMeHTa nocrnegHero 3anycka 3agayu NoctosiHHan 3awmTa annos

totalVirusesFound ObLwee konuyecTBO OOHapyXeHHbIX ODBLEKTOB C MOMEHTa nocrneaHero
3anycka 3agayv [NocTosiHHas 3awmTa gannos

totalObjectsQuarantined Ob6Lee KONMMYECTBO 3apaXEHHbIX, BO3MOXHO 3apaKeHHbIX W ApYrnx
ob6bekToB, KoTopble Kaspersky Security 10.1 gna Windows Server
MOMECTMIT Ha KapaHTWMH; pPacCyYUTbIBAETCA C MOMEHTa MoCreaHero
3anycka 3agayv [NocTosiHHas 3awmTa gannos

totalObjectsNotQuarantined ObLee KONMMYECTBO 3apaXKeHHbIX UM BO3MOXHO 3apaXeHHbIX 00bEKTOB,
kotopble Kaspersky Security 10.1 gna Windows Server nbitancs
MOMECTUTb Ha KapaHTUH, HO 3TO €My He y[4anocb; paccyuTbiBaeTCs
C MOMeHTa nocriegHero 3anycka 3agadm [loctosHHas 3awuta annos

totalObjectsDisinfected ObuLee KONMYECTBO 3apaXkeHHbIX 00BEKTOB, kKoTopble Kaspersky Security
10.1 pna Windows Server Bbieunsn; paccyuMTbiBaeTCcs C MOMEHTa
nocnegHero 3anycka 3agaym [NoctosHHasa 3awmTa annos

totalObjectsNotDisinfected Obwee KONMYECTBO 3apaXeHHblX U APYrMx OOBLEKTOB, KOTopble
Kaspersky Security 10.1 gna Windows Server nbitTancs Bblne4nTb, HO 3TO
€My He yganocb; paccyuMTbiBAaeTCd C MOMEHTA MoCneaHero 3anycka
3agaum lNocTosHHasA 3awmTa dannos

totalObjectsDeleted Oflwee KOMMYECTBO 3apaxeHHblX, BO3MOXHO 3apaXKeHHbIX W OPYrnX
ob6bekToB, KoTopble Kaspersky Security 10.1 gna Windows Server
yAanwn; paccyuMTbIBaeTCsl C MOMEHTa MocnedHero 3anycka 3ajayu
lMocTosiHHas 3awmTa dannos

totalObjectsNotDeleted OOlee KOMMYECTBO 3apaxeHHblX, BO3MOXHO 3apaXKeHHbIX W OpYrnX
obbekToB, koTOpble Kaspersky Security 10.1 gns Windows Server
JOmkeH Obin yganuTb, HO 3TO €My He y4anocb; paccyvTbliBaeTcs
C MOMEHTa rnocrneHero 3anycka sagadu l[NoctoaHHas 3awmra annos

totalObjectsBackedUp Ofbwee KONMYECTBO 3apaXeHHblX W ApPYyrMx OOBLEKTOB, KOTOpble
Kaspersky Security 10.1 ana Windows Server nomectun B pe3epBHOe
XpaHunuile; paccynTbiBaeTcs C MOMEHTa MocnegHero 3amnycka 3agayu
lMocTosiHHas 3awmTa dannos

totalObjectsNotBackedUp Ofbwee KONMYECTBO 3apaXeHHblX W ApYyrMx OOBLEKTOB, KOTOpble
Kaspersky Security 10.1 gna Windows Server nbiTancd nomMecTuTb
B p€3epBHOE XpaHunuwie, HO 3TO €My He yaarnocb; paccyuTbiBaeTcs
C MOMeHTa nocregHero 3anycka 3agayv NoctoaHHaga 3awmTta annos
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JNloBywikun SNMP

MapameTpbl noBywek SNMP Kaspersky Security 10.1 anss Windows Server onucaHbl B Tabnuue Huxe.

Tabnuya 73. Jlosywku SNMP Kaspersky Security 10.1 ons Windows Server

JNoBywika OnucaHune MapameTpbl
eventThreatDetected O6HapyxeH 06bekT. eventDateAndTime
eventSeverity
computerName
userName
objectName
threatName
detectType
detectCertainty
eventBackupStorageSizeExceeds MpeBbiweH MaKCUMarnbHbIN eventDateAndTime
pasmep PE3EPBHOTO | eventSeverity
xpaHnnmwa. O6wun obbem eventSource
OaHHbIX B Manke pe3epBHOrO
XpaHunuiia npesbicun
3Ha4eHue, yKka3aHHoe
napametpom MakcumanbHbIN
pasmep pe3epBHOro
XpaHunuua. Kaspersky
Security 10.1 gna Windows
Server npogosnkaeT
pe3epBMpoBaTb 3apa)keHHble
00BbEKTbI.

eventThresholdBackupStorageSiz HocTturHyt nopor ceobogHoro | eventDateAndTime

eExceeds MecTa B PE3EPBHOM | ayentSeverity
XpaHunuie. Pasmep eventSource
csobogHoro npocTpaHcTBa
B nanke pe3epBHOro
XpaHunuiua, 3aJaHHbIN
napameTpom Mopor

OOCTYMHOro MpPOCTPaHCTBa,
YMEHbLUUIICA [0 YKa3aHHOro
3HaveHus. Kaspersky Security
10.1 ana Windows Server
NpoLomKaeT pes3epBMpoBaTb
3apaxeHHble 0OBEKTDI.
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JNoByuwka OnucaHue MapameTpbl
eventQuarantineStorageSizeExce MpeBbiweH MakcumanbHbii | eventDateAndTime
eds pasmep KapaHTuHa. OBWWIA | eventSeverity
obbem OaHHbIX B narke
eventSource
KapaHTUHa npeBbICUNN
3HaYeHuUe, yKasaHHoe
napameTpoM MakcumanbHbIN
pasmep KapaHTUHa.

Kaspersky Security 10.1 gns
Windows Server npogormkaeT
nomeLlatb BO3MOXHO
3apaxeHHble 0OBbEKTHI
Ha KapaHTWH.

eventThresholdQuarantineStorage
SizeExceeds

JocTurHyT nopor ceBo6oAHOro

eventDateAndTime

MecTa B kapaHTuHe. Pasmep | eventSeverity
cBoboaHOro npocTpaHcTBa
A pocTp - eventSource
B Manke KapaHTWHa, 3aJaHHbIN
napameTpom Mopor
OOCTYNHOro npocTpaHCcTBa
B KapaHTUHe, YMeHbLUUNca
00 yKasaHHoro 3Ha4eHus.
Kaspersky Security 10.1 gns
Windows Server npogoskaeT
nomeLlatb BO3MOXHO
3apaxeHHble 00BbeKThI
Ha KapaHTUH.
eventObjectNotQuarantined Owunbka kapaHTUHA. eventSeverity
eventDateAndTime
eventSource
userName
computerName
objectName

storageObjectNotAddedEventReason

eventObjectNotBackuped

Owunbka coxpaHeHust Komuu
obbekTa B pe3epBHOM
XpaHunuue.

eventSeverity

eventDateAndTime

eventSource

objectName

userName

computerName
storageObjectNotAddedEventReason

eventQuarantinelnternalError

Owwnbka kapaHTUHa.

eventSeverity
eventDateAndTime
eventSource
eventReason
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JNoByuwka OnucaHue MapameTpbl
eventBackuplnternalError Owunbka pesepBHOro | eventSeverity
XpaHunuiia. eventDateAndTime
eventSource
eventReason
eventAVBasesOutdated Basbl ycTtapenu. | eventSeverity
Hew, mpollegwmnx ¢ MOMeHTa
A P A eventSource
nocneaHero 3aBepLUEHUS
sajaum  obHoeneHns  6as | days
(nokaneHow, rpynnoBown
3agadven unu 3agaven
AN HabopoB KOMMbIOTEPOB).
eventAVBasesTotallyOutdated Basbl CUNBHO ycTapenw. eventSeverity
PaccuutbiBaeTca KONMMYECTBO | eventDateAndTime
HewW, mpollegwmnx ¢ MOMEeHTa
A P A eventSource
nocneaHero 3aBepLUeHUs
sagaus  obHoBneHus  6as | days
(nokaneHow, rpynnoBown
3agaden unm 3agaven
Anst HabopoB KOMMbIOTEPOB).
eventApplicationStarted Kaspersky Security 10.1 gns eventSeverity

Windows Server 3anyLuieH.

eventDateAndTime
eventSource

eventApplicationShutdown

Kaspersky Security 10.1 gns
Windows Server octaHOBIEH.

eventSeverity
eventDateAndTime
eventSource

eventCriticalAreasScanWasntPerf

MpoBepka BaHbIX obnacTten

eventSeverity

ormForALongTime He npoBoAunach AaBHO. | aventDateAndTime

PaccuntbiBaeTca KONMMYecTBO

- eventSource

OHEeln c MOMeHTa mnocneaHero

3aBepLIeHNs! sapaun, | days

umerowen cratyc  3adava

rpoBepPKU 8axkHbIXx obriacmed.
eventLicenseHasExpired Cpok pgenctBust  NUUEH3UMK eventSeverity

WCTEK.

eventDateAndTime
eventSource
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JNoByuwka OnucaHue MapameTpbl
eventLicenseExpiresSoon Cpok penctBua  nuueH3uMm | eventSeverity
CKOpo UCTEYET. | eyentDateAndTime
PaccuntbiBaeTcsa KOnMyecTBo
- eventSource
OHen, OCTaBLUMXCS
[10 OKOHuaHUs cpoka aevicteus | days
NULEH3NMN.
eventTaskInternalError Owwnbka BbINONHEHNS 3ada4n. eventSeverity
eventDateAndTime
eventSource
errorCode

knowledgeBaseld

taskName
eventUpdateError Owwnbka BbINOMHEHWs 3ajadn | eventSeverity
06HOBMEHMA. eventDateAndTime
taskName

updaterErrorEventReason

B Tabnuue Huxe onucaHsbl napamMeTpbl NToByLLEK N BO3MOXHble 3Ha4YeHUA napamMeTpoB.

Tabrnuua 74. 3HauyeHusi napamempos rosywek SNMP
MapameTp OnucaHne N BO3MOXHble 3Ha4YeHU A
eventDateAndTime Bpemsi BO3HMKHOBEHUS! CODLITHUS.
eventSeverity YpoBeHb  BaxHOCTU coObITMA. [lapameTp  npuHMMaeT

crnepyowmne 3HavYeHus:
e critical (1) — KpUTU4YECKUNA,
e warning (2) — npegynpexaeHue,
e info (3) — MHbOpMaLMOHHLIN.

userName MmMa nomnb3oBaTens (Hanpumep, nonb3oBaTens, KOTOpbI
NbITancs NonyyYnTb AOCTYN K 3apaXKeHHOMY channy).

computerName Mmsa cepBepa (Hanpumep, cepeepa, C KOTOPOro nomnb3oBaTenb
nblTancsa Nony4YnTb AOCTYN K 3apakeHHomy dhanny).

KoHmponb npoussodumenbHocmu. Cuemyuku Kaspersky Security 10.1 dnss Windows Server
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I'IapameTp OnucaHne N BO3MOXHble 3Ha4YeHU A

eventSource NCTOYHUK coBbITUSA: (pyHKUMOHATbHBI KOMMOHEHT, B paboTe
KOTOPOro  BO3HMKMO cobbiTe. [lapameTp  npuHUMaeT
crepytoLime 3Ha4YeHus:

e unknown (0) — byHKUMOHANbHLIA KOMNOHEHT HE OMNpeaeneH;
e quarantine (1) — KapaHTuh;

e backup (2) — Pe3epBHOe XpaHunuLie;

e reporting (3) — XXypHanbl BbINONHEHWS 3a4avy;

e updates (4)— O6HoBNEHNME;

o realTimeProtection (5) — NocTosiHHas 3awmTa dannos;

e onDemandScanning (6) — lNpoBepka no TpeboBaHuIo;

e product (7) —cobbiTMe cBSA3aHO He ¢ paboToM OTAENbHbIX
KOMMOHEHTOB, a c paboton Kaspersky Security 10.1 ans
Windows Server B Lileniom;

e systemAudit (8) — XXypHan cuctemHoro ayguTta.

eventReason MpyynHa BO3HUKHOBEHUSI CcObbITMA. [MapameTp npuHMMaeT
crnepyowmne 3HavYeHus:

e reasonUnknown (0) — npuunHa He onpegeneHa,

¢ reasoninvalidSettings (1) — Tonbko AN COOLITUA pe3epPBHOrO
XpaHunuiia u KkapaHTuHa; otobpaxaeTcs, ecnu HegoCTynHa
nanka kapaHTMHa WM nanka pes3epBHOIO XpaHunuLia
(HepocTaToyHO npaB  Ans gocTyna WNM nanka HeBEepHO
ykasaHa B MapameTpax KapaHTuHa, Hafnpumep, YykasaH
ceTeBon nyTb). B aTom cnyyae Kaspersky Security 10.1 ans
Windows Server OygeT ucnonb3oBaTb nNanky pe3epBHOrO
XpaHunuwa unu  nanky KapaHTuHa, YCTaHOBMEHHYIO
Mo YMOMYaHuIo.

objectName Ums obbekta (Hanpumep, wumsA danna, B KOTOPOM
obHapyxeHa yrposa).

threatName Mma obHapyxeHHOro o06bekTa corfiacHo knaccudukaumm
BupycHon sHuuknonegum. 3OTO UMSA  BXOOUT B MOSMHOE
Ha3BaHMe OOHapyXeHHOro obbekta, KoTopoe Kaspersky
Security  10.1 ona Windows  Server  BoaBpawjaet
npu obHapyxeHnn obbekta. [lonHoe uMs OBHapyXeHHOro
0b6beKkTa MOXXHO MPOCMOTPETL B XXypHane BbIMONHEHWS 3adad
(cm. pasgen "HacTtpoiika napamMmeTpoB XypHanos"
Ha cTp. 136).

KoHmponb npoussodumenbHocmu. Cuemyuku Kaspersky Security 10.1 dnss Windows Server
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I'IapameTp OnucaHne N BO3MOXHble 3Ha4YeHU A

detectType Tun obHapyXeHHOro obbekTa.
MapameTp NpYHMMaeT cneayowmne 3Ha4YeHUs:
e undefined (0) — He onpepeneH;
e virware — Knaccuyeckme BUpPYChl 1 CETEBbIE YEPBY;
e trojware — TPOSIHCKME NPOrpamMmbl;
e malware — npo4ne BpeaOHOCHbIE NPOrpaMMbl;
e adware — peknamHble NporpamMmmbl;
e pornware — nopHorpaduyeckme nporpammel;

e riskware — neranbHble MNporpamMmbl, KOTOpble MOryT ObITb
MCNOMb30BaHbl 3MOYMbILLMEHHUKOM AN HaHeceHus1 Bpena
KOMMbIOTEPY MINN OAHHBIM.

detectCertainty CteneHb yBepeHHOCTU oO6HapyxeHust yrposbl. [lapameTtp
NPUHUMAET crieayoLne 3Ha4YeHns:

e Suspicion (BO3MOXHO 3apaxeHHbI) — Kaspersky Security
10.1  gna Windows Server o6Hapyxun 4acTudHoe
coBnafeHne yyacTka koda  OObekTa  C M3BECTHbIM
BPE€OOHOCHbLIM KOLOM.

e Sure (3apaxeHHbIn) — Kaspersky Security 10.1 gns Windows
Server oOHapyxun noOfiHOe COBMageHWe yyactka Kopaa
006beKTa ¢ N3BECTHBIM BPEAOHOCHbLIM KOOOM.

days KonnuectBo  agHen (Hanpumep, KOMMYeCcTBO  AHewn
[0 OKOHYaHMSA cpoka AeWCTBUS NTMLEH3NN).

errorCode Kop, owwimnbku.

knowledgeBaseld Agpec ctaTbu B 6ase 3HaHMW (Hampumep, agpec cTaTby,

OnvCblBaloLLEN Kakyto-nnbo omoky).

taskName Nma 3apaun.

KoHmponb npoussodumenbHocmu. Cuemyuku Kaspersky Security 10.1 dnss Windows Server

287



KASPER§KY3

I'IapameTp OnucaHne N BO3MOXHble 3Ha4YeHU A

updaterErrorEventReason MpuurHa, no KOTOpoW OBHOBMEHME He BbINO  NPUMEHEHO.
MapameTp NpUHUMAaET creaylolme 3HaYeHUs:

e reasonUnknown (0) — npnyuHa He onpeaeneHa,
e reasonAccessDenied — gocTyn 3anpeLueH;

e reasonUrlsExhausted — CNUCcoK MCTOYHUKOB
OOHOBMEHNI UcYepnaH;

¢ reasonlinvalidConfig — HenpaBunbHbIA dhann KoHdUrypawmu,
e reasoninvalidSignature — HeBepHas NOANUCH;

e reasonCantCreateFolder — HEBO3MOXXHO co3aaTb narky;

e reasonFileOperError — channosas ownbka;

e reasonDataCorrupted — 06beKT NoBpexaeH;

e reasonConnectionReset — cbpoc coeanHeHs;

¢ reasonTimeOut — NCTEKNO BpeMs oXunaaHusi
npw coegnHeHwuu;

e reasonProxyAuthError — owmnbka npoBepkn MNOASIMHHOCTU
Ha NpOKCK-cepBepe;

e reasonServerAuthError — owunbka npoBepkn MNOASIMHHOCTH
Ha cepBepe;

e reasonHostNotFound — komMnblOTEP HE HanNOeH;

e reasonServerBusy — cepsep He4OCTYMeEH;

e reasonConnectionError — olunbka coeguHeHus;

e reasonModuleNotFound — 06bEKT He HanaeH;

o reasonBlstCheckFailed(16) — owwnbka RpPOBEPKN YEPHOroO
cnucka  knwoden. Bo3moxHO, B MOMEHT 0OOHOBREHUS
nybnukosanucb OOHOBreHWst 6a3; NoBTOpUTE OOHOBMEHUE
Yyepes HeCKONbKO MUHYT.

KoHmponb npoussodumenbHocmu. Cuemyuku Kaspersky Security 10.1 dnss Windows Server
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MapameTp OnucaHne N BO3MOXHble 3Ha4YeHU A
storageObjectNotAddedEventReason MpununHa HenomelweHNs O0bEeKTa B pe3epBHOE XpaHUNuLLe
nnu Ha KapaHTWH. MapameTp NpUHUMaeT

crefytoLine 3HauyeHns:
e reasonUnknown (0) — npnynHa He onpeperneHa,

e reasonStoragelnternalError — owunbka 6a3bl  AaHHbLIX;
BoccTtaHoBuTe Kaspersky Security 10.1 ans Windows Server.

e reasonStorageReadOnly — 6a3a gaHHbIX OOCTYMHa TOSbKO
ansa yteHus; BocctaHoBuTe Kaspersky Security 10.1 gns
Windows Server.

e reasonStoragelOError —  owwnbka BBOAa-BblBOAA: a)
Kaspersky Security 10.1 gna Windows Server noBpexaeH,
BoccTaHoBuTe Kaspersky Security 10.1 gns Windows Server;
0) AOucK, Ha KOTopoMm XxpaHaTcs dannbl Kaspersky Security
10.1 gns Windows Server, noBpexaeH.

e reasonStorageCorrupted — XpaHuvnuiie NnoBpeXaeHo;
BoccTaHoBuTe Kaspersky Security 10.1 gna Windows Server.

e reasonStorageFull — 6as3a pgaHHbIX nonHa; ocsobogute
MECTO Ha aucke.

e reasonStorageOpenError — He yaanocb OTKpbITb harnn 6asbl
AaHHblX; BoccTaHoBuTe Kaspersky Security 10.1 gns
Windows Server.

e reasonStorageOSFeatureError — HeKkoTOpble 0OCOOEHHOCTU
OMepauuoHHOW  cucTeMbl  He oTBe4valT  TpeboBaHMsAM
Kaspersky Security 10.1 ana Windows Server.

e reasonObjectNotFound — nomMeLlaembin B XpaHunuLie
0OBbEKT OTCYTCTBYET Ha OUCKe.

e reasonObjectAccessError — HeJoCTaToOYHO npas
ana vcnone3osaHnsa  Backup  APl: yyeTHas  3anuce,
C NpaBamMu KOTOPOW BBIMOJSIHSAETCA onepauus, He obnagaer
npasamu Backup Operator.

e reasonDiskOutOfSpace — HegocTaTo4HO MecTa Ha Aucke.

KoHmponb npoussodumenbHocmu. Cuemyuku Kaspersky Security 10.1 dnss Windows Server
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YcTpaHeHue ya3BUMOCTEN U
yCTaHOBKa KPUTUYECKUX OOHOBNEHUN
B nporpamme

"IlabopaTopua Kacnepckoro" MOXeT BbinyckaTb OOHOBNEHWs nporpammHoro obecnevyeHus, HanpaBneHHble Ha
yCTpaHeHue yaA3BMMOCTEM W HepocTatkoB 6esonacHoCcTM (Kputudeckue OO6HOBreHus). CpouyHble nakeTbl
OOHOBNEHUN nNyOoNMKYIOTCA Ha cepBepax aBTOMaTU3NMPOBAHHOW YCTaHOBKM 0OOHoBneHwun "Ilabopatopum
Kacnepckoro". YBegoMneHus O  BbINyCKe  KpUTUYECKMX OBHOBReHwnW nybnukyiotca Ha  Beb-cante
(https://support.kaspersky.ru/general/certificates) n paccbeinaloTcs O agpecam SMNEeKTPOHHOW MOYThl, YKasdaHHbIM
npu 3akase nporpammbl, a Takke MOANMMCYMKAM pPacCbKM (MognMcaTbCA Ha pPacChliKy MOXHO MO CChISKe:
http://support.kaspersky.ru/subscribe). MNopsiAok NonyyYeHnst KPUTUYECKUX OBHOBMNEHMI U3NOXEH B hopMynsipe.

Mporpammy HeobxoaMmo nepuoguyveckn (He pexke OOHOro pasa B nonroga) noABepratb aHanvay ysa3BUMOCTEN:
OopraHusaumsi, OCyLleCTBMAOLWAas 3JKCniyaTauMio nporpaMmbl, OOSDKHA MPOBOAUTH TakOM aHanmM3 C MOMOLLbIO
OTKPbITbIX MCTOYHUKOB, cogepxalimx 6asy yassumocten, B TOM yucrne ¢ Beb-cavita "Jlabopatopun Kacnepckoro”
(http://www.bdu.fstec.ru, https://support.kaspersky.ru/vulnerability).

Bbl MoxeTe coobwartb 006 06Hapy)KeHHbIX HegocTaTkax ©e3onacHOCTU WU YA3BUMOCTAX nNporpammbl
cnepgyrowmnmmn cnocobamu:

e UYepes Beb-hopmy Ha Beb-canTe Cnyxkbbl TEXHUYECKOW NOAOEPXKKMN.

o [lo agpecy anekTpoHHOM NoYThl Vulnerability@kaspersky.com.

e Ha dopyme "Jlabopatopumn Kacnepckoro".

YempareHue ys3gumocmet U ycmaHo8Ka Kpumu4ecKux 06HoseHul 8 rpoapaMmme
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IenctBusa nocne co6os nnu
HeyCTpaHUMOM OWWNOKKN B paboTe
nporpamMmmbl

[Mporpamma aBTOMaTUYECKM BOCCTaHABNMBAET CBOKO paboTy nocne cboes, yyacTve nonb3oBartens He TpebyeTcs.
B cnyyae, korga nporpamma He MOXET BOCCTaHOBUTb CBOKO paboTy, Bam Tpebyetca obpaTtutcsa B CnyxOy
TexHuyeckon nogaepxkm (cM. pasgen "Cnocobbl NonyyYeHWst TEXHUYECKOW noadepXku" Ha cTp. 294). lNepen
obpaiteHnem B Cnyxby TEXHNYECKON NOaAEPKKN PEKOMEHAYETCS BKITOYUTL 3anUcb AMAarHOCTUYECKUX OaHHbIX

[Heticmeus nocne c6os unu HeycmpaHumoU owubku 8 pabome npozpamMmMbl
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O6paweHune B Cnyxoy
TEXHUYECKOU noanepPKKu

o707 pasnen coaepXKuTt Mchopmau,mo o crocobax n YCInoBUAX noJtiy4eHnA TEXHUYECKON noaaepKku.

B aTtom pasgene

Crnocobbl NONYHEHUS TEXHNYECKOM MOALEPIKKM «...uvveeeeinieieeesetteeesastteaesansteeesansteeesansbesesansteeesansteeessnssesessnsseeessnnsees 292
TexHuueckas nogaepxka yepes Kaspersky CompanyACCOUNT ........ciiveeiiiiiiiiiiiee e e cictiire e e e e e e s ssrarre e e e e e s e s sneenneees 292
Ncnonb3oBaHue danna TPACCUPOBKU M CKPUMTA AVZ .....ooiiiiiiiiiiiie ettt ettt eee s 293

CnocoO6bI nony4yeHNsa TeEXHNYECKON noaaepiKKu

Ecnn Bbl He Hawnu peweHus Bawen npobnembl B AOKYMEHTauuum Wunu Apyrux WCTOYHMKaxX WHdopmaumm
O nporpamme, pekomeHayetcs obpatutbesi B Cnyxby TexHudeckon nopaepxkn. CoTpyaHukm  CrnyxObl
TEXHUYECKOW NOOOEPXKKN OTBETAT Ha BaLUM BOMPOCHI 00 yCTaHOBKE W MCMOMb30BaHUN MPOrpamMMbI.

TexHn4yeckas nogaepiKka npeaocrtaBnAaAeTCcA TOJIbKO MNOJib30OBaTeENAM, KOTOpPbIe r|p|/|06penl/| KOMMep4eCKYHo
NMUEH3NIK0  Ha ucnonb3oBaHuMe nporpamMmmbl. MNonb3oBaTtensm, KOTOpble nony4dyunu I'Ip06Hy}0 NNUEH3no,
TeXHn4eckasa nogaepxka He npeaocTtaBrideTCcA.

Mepen obpaiieHnem B Cnyxby TexHMYECKoW MNOAOEPXKKM O3HAKOMbTECb C MpaBunamMu npenocTaBfieHns
TEXHUYECKOWN NOOLAEPKKN.

Bbl MOxeTe cBsizaTbCsi co crneumnanuctamu Crnyxbbl TEXHUYECKON NOAAEPXKKM OOHUM U3 CReayoLmx cnocoboB:

e [lo3BoHWTL B Cnyxby TeXHUYECKON NOAAEPKKM NO TenedoHy.

e OrtnpaButb 3anpoc B Cnyx0by TexHu4eckon nogaepxku "Nabopatopumn Kacnepckoro" ¢ noptana Kaspersky
CompanyAccount (https://companyaccount.kaspersky.com).

TexHn4yeckasa nogaepxkka yepes
Kaspersky CompanyAccount

Kaspersky CompanyAccount (https://companyaccount.kaspersky.com) — 3TO nopTan Ans opraHvMsauun,
ncnonb3yowmx nporpammel "flabopatopumn Kacnepckoro”. Moptan Kaspersky CompanyAccount npeaHasHayeH
Onsl B3aMMOAENCTBMSA nonb3oBaTtenen co cneuynanuctamm "flabopatopun Kacnepckoro” ¢ NOMOLLbI0 3NEKTPOHHbIX
3anpocoB. Ha noptane Kaspersky CompanyAccount MOXHO OTCRexuBaTb CTaTyC 00OpabOTKM SNMEKTPOHHBIX
3anpocoB cneunannctamm "flabopatopumn Kacnepckoro" n xpaHuTb UCTOPUIO 3NEKTPOHHbIX 3aNpoCoB.

ObpauweHue 8 Cryx6by mexHu4yeckol noddepxKu
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Bbl MoXxeTe 3apernctpupoBaTb BCEX COTPYAHWKOB Ballel oOpraHu3auum B pamMkax OAHOM YYEeTHOW 3anucu
Kaspersky CompanyAccount. OgHa yyeTHas 3anucb NO3BOMSET BaM LEHTPaNn30BaHHO yNpaBnsTh 3NEKTPOHHBbIMU
3anpocamMmu OT 3aperMcTpupoBaHHbIX COTpPyAHMKOB B "Jlabopatopuio Kacnepckoro”, a Takke ynpaendTb npaBamu
3TMX coTpyaHunkos B Kaspersky CompanyAccount.

Moptan Kaspersky CompanyAccount OCTyneH Ha crieayoLLmxX a3blkax:

e  AHIMMUINCKOM;

®  VICMAHCKOM;

e  UTanNbSHCKOM;

e HEMeLUKOoM;

e  MONbCKOM;

e  OPTYranbCKOM;
®  PYCCKOM;

e  paHuUy3CKOM;
e  SAMNOHCKOM.

Bbl moxeTe y3HaTb Gonblwe o Kaspersky CompanyAccount Ha Beb-cante Cnyxbbl TeXHUYECKOW MNOAAEPXKKM
(http://support.kaspersky.ru/fag/companyaccount_help.).

Ucnonb3oBaHue hanna TpaccupoBKU U ckpunta AVZ

Mocne Toro kak Bbl coobwwute cneumanuctam CnyxObl TexHudeckon noagepxku "Jlabopatopum Kacnepckoro”
0 BO3HUKLLIEN MNpobreme, Bac MOryT MOMNPOCUTb CAOPMUPOBATL OTYET C MHpopmauueln o pabote Kaspersky
Security 10.1 gna Windows Server unotnpaButb ero B CnyxBy TexHudeckonm nogaepxku "Jlabopatopun
Kacnepckoro". Takke cneumanuctbl Cnyx0Obl TexHudeckon nopaepxku "Jlabopatopum Kacnepckoro” moryt
nonpocutb Bac co3fdaTtb avin TpaccupoBku. Parin TPacCUPOBKM MO3BOMSiET OTCMeAuTb MPOLEecCc MoLlaroBOoro
BbINOSIHEHWNST KOMaHL, NPOrpaMmbl U OGHAPYXUTb, HA KakoM aTane paboTbl NporpamMMbl BO3HMKAET olwmnbKa.

B pesynbTtate aHanu3a npucnaHHblX BaMu AaHHbIX cneynanuctbl CnyxObl TEXHUYECKOW MNOAOEPKKM
"labopatopum Kacnepckoro" Moryt cosgatb W oOTnpaBuTb Bam ckpunt AVZ. BbeinonHeHue ckpuntoB AVZ
Nno3BonsieT MPOBOAMTL aHanu3 3anyLLeHHbIX MPOLLECCOB Ha Hanmuumne yrpos, MpoBEPATb KOMMbIOTEP Ha Hanuyune
yrpos, NeynTb U yaanaTb 3apaxeHHble hannbl 1 co3gaBaTh OTHETHI O pe3ynbTaTtax NPOBEPKU KOMMNbOTEPA.

Ona 6onee 3apEKTUBHOrO OKasaHWA MOAAEPXKM B Crydae BO3HUMKHOBEHMSI BOMPOCOB Mo paboTe nporpamMmbi
cneumanuctel CnykBbl TEXHUYECKOW MOOAEPXKKM MOryT MOMPOCUTbL Bac B OTNAfOYHbIX LENsx Ha Bpems
npoBeaeHuss paboT Mo AMarHOCTUKE W3MEeHWTb napameTpbl nporpammbl. [ns atoro moxeT noTpeboBaTbes
BbINOMHEHWE creayloLwmx OeACTBUIA:

e AxTMBUMpPOBaTb PYHKLMOHANBbHOCTb 06paboTku N coxpaHeHuns pacLumMpeHHown
AnarHoctuyeckon nHdopmaLmm.

e BbinonHuTb 6onee TOHKYK HacTpoWiKy paboTbl OTAENbHbLIX KOMMIOHEHTOB NPOrpamMmmbl, HEAOCTYMHYIO Yepes
CTaHOapTHble cpeAcTBa Nosib30BaTeSIbCKOro nHTepdenca.

e VIaMeHUTb NapameTpbl XpaHeHNs 1 OTNPaBKM COXPaHAEeMON OMarHOCTUYECKON MHopmaLunu.

e HactpouTb nepexeaTt u coxpaHeHue B dhain ceTeBoro Tpaduka.

ObpauweHue 8 Cryx6by mexHu4yeckol noddepxKu
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OrpaHun4yeHuns n npeaynpexapeHus

Kaspersky Security 10.1 ana Windows Server umeeT psig HEKpUTUYHBLIX ANst paboTbl NPOrpbIMM OrpaHNUYeHUN.

B aTtom pasgene
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YcTaHOBKa U yganeHue

e Bo Bpems ycTaHOBKM NporpaMMbl BO3HMKaeT NpeaynpexaeHne, ecnv MonHbli NyTb K nanke yCTaHOBKU
Kaspersky Security 10.1 ans Windows Server cogepxut 6onee 150 cumornos. [lpeaynpexgeHve
He BnusaeT Ha npouecc yctaHoBku: Kaspersky Security 10.1 ans Windows Server 6yget ycnewHo
YCTaHOBMEH 1 3anyLueH.

e [lna yctaHOBKM koMnoHeHTa lMoaaepxkka npotokona SNMP Tpebyetcs nepesanyck cnyxbbl SNMP, ecnu
aTa cnyxba 3anyweHa.

e [ns yctaHoBku n pabotbl Kaspersky Security 10.1 gna Windows Server Ha ycTpoicTBe nof ynpaBlieHnem
BCTPOEHHbIX OMepaunoHHbIX cnucteM TpebyeTtcs Hannumne komnoHeHTa Filter Manager.

e HepoctynHa yctaHoBka CpeactB agmuHuctpupoBaHus Kaspersky Security 10.1 ans Windows Server
Yyepes rpynnosble nonutukn Microsoft Active Directory®.

e [lpn yctaHoBke MporpaMMbl Ha KOMMbHOTEPbl MOA YNpaBleHWeM YCTapeBLUMX OnepauyoHHbIX CUCTEM,
He UMeILUMX BO3MOXHOCTW Mony4Yatb perynspHole OOHOBMEHWs, HeobXOAMMO NpPOBEPUTL Hanuune
cnegyowmx KOpPHEBbIX cepTuduKkaTos: DigiCert Assured ID Root CA,
DigiCert_High_Assurance EV_Root_CA, DigiCertAssuredIDRootCA. OTtcyTcTBME yKa3aHHbIX
cepTMdMKaToB MOXET MPMBECTU K HEeKOppekTHOW paboTe nporpammbl. PekomeHaoyeTcs yCTaHOBUTH
ykazaHHble cepTudmkaTbl NoObIM AOCTYMHBLIM CMOCOOOM.

e HepoctynHo ypaneHve KoHconu Kaspersky Security 10.1 uyepe3 meHio [lyck. Bbl moxeTe yganutb
KoHconb Kaspersky Security 10.1 B okHe Add / Remove Programs.

3awumTa Tpacduka

e PaboTa KOMMOHEHTa BO3MOXHa TOMbKO Ha BEPCUSIX onepauuoHHbIX cuctem HoBee Microsoft Windows
Server 2008 R2.

e HepgoctynHa paboTa ¢ npaeunamu Be6-koHTpons ans Be6-agpecos.

OepaHuyeHus u npedynpexoeHusi
294



KASPER§KY3

e HepoctynHa npoBepka Tpaduka npu Bepmdukaumm Beb-coeguHeHin C NOMOLLIbIO
Kpuntorpacunyeckoro TokeHa.

e He pekomeHayeTcs BknovaTb B 06nacTb 3awmtbl 3agaym VPN-Tpaduk (nopt 1723).

e Beb-6paysepbl Mozilla™ Firefox™, Opera Presto Engine, Yandex Browser obHapyxwuBatoT Kaspersky
Security 10.1 ana Windows Server npu nonbiTkax MOAKIIOYEHUS, €CNU nporpamma MnpuMeHseTcs
ana 3awmutel HTTPS Tpadumka.

e HepoctynHa pabota c IP-agpecamu B hopmate IPV6.

e [lporpamma pacueHMBaeT caMonoAnucaHHble CcepTuduKaThl Kak HeBanvaHble W BrokupyeT Takue
coedVHeHusl, ecnvu B napaMeTpax 3agadn ycTaHoBreH crnaxok He goBepsaTb Beb-cepBepy
C HeBanuAHbIM cepTUPUKATOM.

e [lporpamma pabotaeT Tonbko ¢ naketamun TCP.
e 3awmTa OT NOYTOBLIX YIPO3 HE NMPOBEPSIET UCXOASALLMIA NMOYTOBbIA TpaduK.

o CeteBon AreHT CepBepa agMUHUCTPUPOBaHNS OBHapyXmnBaeT KOMMOHEHT 3aLnTbl Tpaduka npu NonbITke
coedVHeHUsa C NporpaMMoN, NO3TOMY PEeKOMeHAYeTCs BbIMONHATL YcTaHoBKYy [lnarvHa ynpasneHus
[0 pa3BopayvBaHUSa KOMMOHeHTa 3awwuTta Tpadwmka. Ecnm ycTtaHoBka KOMMOHEHTa W 3anyck 3agauu
Bawuta Tpadwmka ObinnM BbINOMHEHbI [0 yCTaHOBKM [lnarmHa ynpaBneHus, nepesanyctute 3agady
3awmTa Tpaduka.

e KoMnoHeHT He paboTaeT ¢ obnadHbiMu XpaHmnuwamm Yandex.Disk, Dropbox.
e OrpaHnyeHus no VPN: Bo3amoxHbI npobnemsl B paboTe ¢ npotokonamm VPN-coeamHeHmn ot Microsoft.

e Ecnu yctaHoBka ocyulecTtBnsnacb nocpeactsom KSC, npu pabote KOMMOHeHTa B pexume [paniBepHbIi
nepexsat, 6nokupytotca coeguHeHne MMC KoHconu k Cepsepy agmuHucTpupoBaHus KSC, Tak kak
npu AaHHOM COeAVMHEHUN UCNOMb3yeTCA HeAOBEPEHHbIN cepTudmKar.

e KomnoHeHT 6rnokmpyeT coeiMHeHVEe AN CalToB, UCNOMb3YIOLLMX YCTapeBLIMe TEXHONOrMM hopMUpoBaHUs
KOpHEBbIX cepTudukaTos, Hanpumep shal.

e Onuusa He npoBepATbL 06bLEKTLI pa3amepoM bonee MOXET NMPUHUMATbL MaKCUMarbHOE 3Ha4YeHne, paBHoe
100M6. CTouT yuuTbiBaTb, YTO MpK BONBLLIOM 3HAYEHUN W HU3KOM CKOPOCTM AOCTyna K cetu VIHTepHer,
BO3MOXHbI TPYAHOCTU C NonyvyeHmem 6onblumx annos. PekomeHayemoe 3HavyeHme gaHHowm onumm 20M6.

e [lporpamma pacno3HaéT coeanHeHns no npotokony HTTPS kak HeGe3onacHble 1 GrokMpyeT
UX NPW BINOSIHEHUM CReayLNX YCITOBUIA:

e 3ajava BbinonHseTca B pexunmve MNepeHanpasneHue Tpaduka;
e nepeHanpasneHne Tpaduka BbIMNOMHAETCA C BHELLIHMUX YCTPONCTB;

e  YCTPOWCTBA, C KOTOPbIX BbIMOMHAETCSA NepeHanpaBneHne Tpaduka, 3awmieHsbl ¢ noMmoLlblo Kaspersky
Security 10.1 gna Windows Server ¢ yCTaHOBMEHHbIM U XOTst Obl €AMHOXAbI 3anyLleHHOW 3aJaqven
3awwTa Tpadwmka.

He pekomeHaoyeTca wucnonb3oBaTb pexum [lepeHanpaBneHue Tpadmka A8 NpoBepkn Tpadomka,
nepeHanpaBfieHHOro0 C BHELIHMX KOMMbIOTEPOB: MOMMMO OMWCAHHbLIX BbILE JOXHbIX cpabaTbiBaHUN, Takas
KOHUrypauus MOXeT npuBecTU K BbICOKOW 3arpyske cepBepa N CHUXKEHUIO
NPOV3BOAUTENBHOCTY NPOrpamMmmbl.

OepaHuyeHus u npedynpexoeHusi
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MoHuTopuHr cpannoBbIxX onepauumn

KoMnoHeHT MOoHUTOPUHr pannoBbIX Onepauuin Mo yMONYaHUIO He OTCNEXUBAEeT W3MEHEHUS B CUCTEMHbIX
Katanorax U CrnyXebHbIX KaTanorax anrioBo CUCTEMbI, 4YTOObI B OTYETbl 3agayvM He nonaganu AaHHble
O WTATHbIX M3MEHEHUsIX (annoB, BbIMOSHSKLWMUXCS MOCTOSHHO B xoge pabotel OC. lNonb3oBaTenb He MOXeT
yKasaTb Takue katanorn B 06nactm MOHUTOPMHIa BPY4HYIO.

Cnepytowme nanku/gannbl UCKMOYEHbI U3 06MacTh MOHUTOPUHTa:

CnyxebHble cannel NTFS c file id ot 0 go 33
L"%SystemRoot%\\Prefetch\\",
L"%SystemRoot%\ServiceProfiles\\LocalService\\AppData\\Local\\",
L"%SystemRoot%\System32\\LogFiles\Scm\\",
L"%SystemRoot%\\Microsoft. NET\\Framework\\v4.0.30319\\",
L"%SystemRoot%\\Microsoft. NET\\Framework64\\v4.0.30319\\",
L"%SystemRoot%\\Microsoft. NET\\",
L"%SystemRoot%\System32\\config\\",

L"%SystemRoot%\Temp\\",
L"%SystemRoot%\ServiceProfiles\\LocalService\\",
L"%SystemRoot%\\System32\\winevt\\Logs\\",
L"%SystemRoot%\System32\\wbem\\repository\\",
L"%SystemRoot%\System32\\wbem\\Logs\\",
L"%ProgramData%\\Microsoft\Windows\WERW\ReportQueue\\",
L"%SystemRoot%\\SoftwareDistribution\\DataStore\\",
L"%SystemRoot%\\SoftwareDistribution\\DataStore\\Logs\\",
L"%ProgramData%\\Microsoft\Windows\AppRepository\\",
L"%ProgramData%\\Microsoft\Search\\Data\\Applications\\Windows\\",
L"%SystemRoot%\\Logs\\SystemRestore\\",
L"%SystemRoot%\\System32\\Tasks\\Microsoft\Windows\\TaskScheduler\\"

I'Iporpamma MCKIKo4YaeT KaTtanoru no nepsomMy ypOBHHO.

KOMMOHEHT He KOHTpONUpPyeT U3MEHEHUs C dhanamu, BbINOMHEHHbIMM B 06xof dainoBor cuctemol ReFS/NTFS
(cueHapvn cannosbix nameHeHui yepes BIOS, LiveCD wn 1.1.).

lNpoune orpaHnyeHunn

MpoBepka no Tpe6oBaHuto, MocTosiHHaA 3awuTa hannos:

HepoctynHel MTP-ycTpoicTBa npu npoBepke coeanHEHNs.

OepaHuyeHus u npedynpexoeHusi
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e HepoctynHa npoBepka apxuBHbix O06bekToB 6e3 npoBepkun SFX-apxmBoB: ecnu B napameTpax
©esonacHocTn Kaspersky Security 10.1 gna Windows Server npMMeHsieTCs pexum NpoBEPKN apXUBOB,
nporpaMmma aBTOMaTUYeCKn NpoBepsaeT 00bEKThI Kak B apxmBax, Tak n obbekTbl B SFX-apxuBax. [poBepka
SFX-apxvBoB 6e3 NpoBepPKU apXUBOB OOCTYMHA.

KOHTpOnb KoMnbrOTEpa U ANarHOCTUKa:

e 3apgava AHanua XXypHanoB obHapyXuBaeT NoTeHuuanbHble naTTepHbl atakn Kerberos (MS14-068) Tonbko
Ha KOMMbloTepax nopA ynpaesneHveM onepauunoHHblx cuctem Windows Server 2008 u Bbilwe B ponu
OOMEHHOro KOHTpOomnepa ¢ ycTaHOBNEHHbIMY OOHOBNEHUAMM.

NuueHnsunpoBaHue:

e HepocTynHa akTMBauMsa Nporpammbl C MOMOLLBIO Ki0Ya M3 MacTepa yCTaHOBKM MporpaMmmbl, ecnv dawn
Krnoya pacnoniokeH Ha Ancke, CO3A4aHHOM C MOMOLLbI0 koMaHabl SUBST, nnu ecnu ykasaH ceTeBow nyTb
K dhanny knoya.

O6HoBRNeHus:

e [locne yctaHoBKM KpuTudeckmx obHoereHunm mopaynen Kaspersky Security 10.1 ana Windows Server,
3Ha4ok Kaspersky Security 10.1 ana Windows Server no ymon4aHuio CKpbIT;

o KLRAMDISK He noggepxuBaeTcsa Ha komnbtoTepax nog ynpasneHnem Windows XP nnm Windows 2003.

UHTepdenc:

e B KoHconn Kaspersky Security 10.1 npwu ncnonb3oBaHum ¢unbTpa B y3nax KapaHTuH, Pe3sepBHoe
xpanunuie, XKypHan cuctemHoro ayauta, >KypHarnbl BbINOMHEHNs 3agad TpebyeTca cobnogaTtb perncrp.

e [lpn HacTporke obnactm 3awuTbl KM obnactn npoBepkn B KoHconn Kaspersky Security 10.1 BO3MOXHO
NCMNOMb30BaHWE TONbKO OAHOW MacKu B NYTW WM TOMbKO B KOHUE nyTW. [Npumepbl NpaBunbHOMO 3adaHus
macku: "C:\Temp\Temp*', unu "C:\Temp\Temp???.doc”", wnn "C:\Temp\Temp*.doc". OrpaHuyeHne
He pacnpocTpaHsieTca Ha NapaMeTpbl JOBEPEHHOM 30HbI.

Be3onacHocTb:

e [lpu akTBMpOBaHHOM KOHTpore y4eTHbIX 3anucen (User Account Control) B napameTpax onepauvoHHON
cuctembl, ans otkpbltnss KoHconm Kaspersky Security 10.1 ABOWHbIM LIENYKOM MbIWKW  Ha 3HaYKe
nporpamMmbl B 06M1actu yBe4OMIEHUI NaHenn 3agay HeobxoamMmo, 4YTobObl y4eTHas 3anuch Nosib3oBaTens
Bxoguna B rpynny KAVWSEE Administrators. B nHom cnyyae otkpbiBaetcs okHo "O nporpamme”.

e YpaneHve nporpammbl C MOMOLWbIO OKHa "YcTaHoBka u yganeHue nporpamMm” Microsoft Windows
HeJOCTYMHO NpY BKNIOYEHHOM KOHTpOMe y4eTHbIX 3anucei nonb3oBaTenen (User Account Control).

UHTerpaumna c Kaspersky Security Center:

e CepBep aagMVHUCTPUPOBAHMS MPOBEPSIET KOPPEKTHOCTb OOHOBNEHMI 6a3 nporpaMMbl MO UX MOMYyYeHWUM
W nepep pacnpocTpaHeHWeM Ha KOMMbtoTepbl ceTu. MNpoBepka KOPPEKTHOCTU MOSydYeHHbIX OOHOBMEHUI
MoZyrnein nporpammel Ha cTopoHe CepBepa agMUHUCTPUPOBAHUSI HE BbIMNOMHSAETCS.

e [lpn paboTte cC KOMMNOHEHTaMK, MepedawMMM OMHAMUYECKN U3MEHSIWMeca AaHHble B Kaspersky
Security Center c nomolybto ceTeBbix cnuckoB (KapaHTuH, Pe3epBHoe xpaHunuule), ybeauTtecb, 4TO
B NapameTpax B3aUMOAENCTBUSA ¢ CepBepom aAMUHUCTPUPOBAHNS YCTaHOBIEHbI
COOTBETCTBYHOLLME (DraXKN.

OepaHuyeHus u npedynpexoeHusi
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3awmTa oT 3IKCNJoONTOB

e  ODYHKUMOHANBHOCTb 3alMTbl MaMATM  MNPOLECCOB  OT IKCMMOWTOB HEAOCTYMNHA, €Cnu B TeKyLlen
KOHdUMrypaumm cpefbl He 3arpyxeHa onbnunoteku apphelp.dil.

e KoMnoHeHT 3awmta OT 3KCNNIOMTOB HECOBMECTMM CO cnyxebHom nporpammon Microsoft EMET
Ha koMmnbloTepax nog ynpasneHnem Microsoft Windows 10: Kaspersky Security 10.1 ans Windows Server
onokmpyet EMET, ecnu Ha komnbtoTep, raoe ycTaHoBneHa nporpamma EMET, yctanHaBnuBaeTcs
KOMMOHEHT 3aLumTa OT 9KCNIIONTOB.

3awumTa oT wnudpoBaHua ans NetApp

e 3awumTa OT KCNMONTOB: 3aliuTa OT WKpPoBaHUs He MoXeT BbiNonHATbea ansg CXI Ha HoBbix OC
(ONTAP 9 u BbilE), €CNK ANSA TakUX CEPBEPOB MCMOMb3YHTCA KOHTENHepbl Tuna FlexGroup.

e OrpaHunyeHa yHKLMOHANbHOCTb MO NOWCKY (PanmoBbiX yrpo3 Ha ceTeBbix XpaHunuwax NetApp
B pexxumme 7 Mode.

e 3awmuTa OT WKNdpPOBaHUS ONs ceTeBbIX XpaHunuw, NetApp 4OCTyMNHa TONBKO B KAcTEPHOM pexumMe.

e Ha cepBepe MOXeT NCMONb30BaTLCHA TONBKO OAMH CETEBOWN MHTepdenc n Tonbko oauH IP v4 agpec.

XpaHunuwe 3ab6noKMpPOBaHHbLIX KOMMNbLIOTEPOB: paboTaeT NOCTOAHHO, KOr4a BKMOYEHbl KOMMOHEHTbI 3awmta
oT wncposaHus unu MNoctoaHHas 3awmTta gannos.

3awmta ICAP-nogknioYyaemMbix ceTeBbIX XPaHWNULL: YNpaBreHWe COAEPKMMbIM 3allMLLEHHOrO XpaHunua
3aBUCUT OT NapamMeTpoB XpaHunuwa. Hanpumep, HEBO3MOXHO yaaneHme obHapyXeHHbIX 3apaXeHHbIX 00BHEKTOB,
ecnn OencTBue He paspelleHo XpaHunuwiem. Xpanunuwa tuna HP 3Par pabGotatoT Tonbko B pexume block
access. HeBO3MOXHO MCNONb30BaTb 4OBEPEHHYIO 30HY.

3awmta RPC-nogkntovyaemMbix ceTeBbIX XpaHUNULY: Ans paboTbl C KNacTepHbIM PEXNOMOM Heobxoanm
Active Directory.

OepaHuyeHus u npedynpexoeHusi
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AO "JlabopaTtopusa Kacnepckoro"

"ITabopaTtopua Kacnepckoro" — M3BecTHbI B MMpe MPOM3BOAUTENb CUCTEM 3aLUUTbl KOMMbIOTEPOB OT LMAPOBLIX
yrpo3: BUPYCOB M OPYrMX BPeOOHOCHbIX MPOrpamMm, HexenarternbHOM NoYThl (Cnama), CETEBbIX U XaKEPCKUX aTak.

B 2008 rogy "Ilabopatopus Kacnepckoro" Bowina B YETBEPKY BeAYLUMX MUPOBLIX NMUOEPOB PbiHKA MPOrpaMMHbIX
peLueHun ona obecneveHma MHpopmaLmMoHHOM Be3onacHOCTU KOHeYHbIX nonb3oBaTtenen (pentuHr "IDC Worldwide
Endpoint Security Revenue by Vendor"). B Poccun, no ganHeim IDC, "[labopatopua Kacnepckoro" — cambin
npeanoYnTaembli NPOM3BoAUTENb CUCTEM KOMMbIOTEPHON 3almnThl Ang gomallHux nonb3oBaTenen (IDC Endpoint
Tracker 2014).

"NNabopaTopua Kacnepckoro" ocHoBaHa B Poccum B 1997 roagy. CerogHs “JlabopaTtopuss Kacnepckoro” — aTo
mMexayHapogHas rpynna komnaHwi ¢ 38 odmcamm B 33 cTpaHe mwupa. B komnanum pabotaet 6onee 3 000
KBannuunpoBaHHbIX CNeLnanmcToB.

Mpoayktbl. [poayktel "llabopaTtopmm Kacnepckoro" 3awwmwarT Kak doMallHMe  KOMMbKTEpbl, Tak
N KOMMBIOTEPHBIE CETU OpPraHn3auui.

JInHenka nepcoHanbHbIX NPOAYKTOB BKIOYaeT nporpammel, obecneymsarolime MHMOPMaLMOHHYO 6e3onacHOCTb
HaCTOMbHbIX KOMMbIOTEPOB N HOYTOYKOB, NNaHLWeTHbIX KOMMbIOTEPOB, CMapTdOHOB 1 Opyrmx
MOBWIBbHbBIX YCTPONCTB.

KomnaHusa npepgnaraet pelleHnss 1 TEeXHONOrMu [Ans 3awWmTbl U KOHTpons paboyumx CTaHuMi 1 MOOMMbHbBIX
YCTPOWCTB, BUPTYyasbHbIX MalluH, bannoBbix ¥ BeO-cepBepoOB, MOYTOBLIX LUMIO30B, CETEBbIX 3KpaHOB. Takke
B NopTdene KOMMaHUM ecTb CreuManuaupoBaHHble NPOAYKTbl Ans 3awmTel oT DDoS-atak, 3awutbl cpeq
noa ynpaenedvem ACYTI u npegotBpalleHns oMHaAHCOBOro MOLLEHHUYECTBaA. Mcnonb3oBaHMe 3TUX peLueHui
B COYETAHUN C LIEHTPanuM30BaHHbLIMKM CpeacTBamMu  yrpaBreHusl MO3BONSAET MOCTPOUTb U SKCMIyaTMpoBaTh
3(PPEKTUBHYHO aBTOMATM3NPOBAHHYIO 3aLLUUTY OpraHu3aummn noboro pasamepa OT KOMMNbKTEPHbIX Yrpo3. MpoayKThl
"Nlabopatopum Kacnepckoro" cepTudUUUpoBaHbl  KPYMNHbIMW  TECTOBbIMM  NabopaTtopusmMu, COBMECTUMBI
C NporpamMmmMHbiM  obecnevyeHnemM MHOMMX MOCTaBLUMKOB MporpaMMHOro obecneyeHuss w oNTMMU3MPOBAHbI
anst paboTbl Ha MHOTMX annapaTHbIX NnaTgopmax.

BupycHble aHanutukn «Jlabopatopum Kacnepckoro» paboTatT KpyrnocyTovHo. Kaxapii AeHb OHU HAXoOsT COTHU
TbICAY HOBbIX KOMMBITEPHbIX YrPO3, CO34alT CPeACcTBa UX OOHAPY)KEHUS U NTeYEHUS U BKIIOYAIOT CUTHaTYpbl 3TUX
yrpo3 B 6a3bl, Mcnonbdyemele nporpammamu "Jlabopatopum Kacnepckoro”.

TexHonorun. MHorve TexHonoruu, 6e3 KOTopbIX TPYAHO NPeAcTaBUTb cebe COBPEMEHHbLIN aHTUBUPYC, BNEpPBLIE
paspaboTtaHbl umeHHO "llabopaTtopuen Kacnepckoro". He cnyyanHo nporpammHoe sapo AHTuBmpyca Kacnepckoro
MCMNOmnb3yloT B CBOMX MpoAyKTax MHorve apyrve paspabotumku nporpamm: Alcatel-Lucent, Alt-N, Asus, BAE
Systems, Blue Coat, Check Point, Cisco Meraki, Clearswift, D-Link, Facebook, General Dynamics, H3C, Juniper
Networks, Lenovo, Microsoft, NETGEAR, Openwave Messaging, Parallels, Qualcomm, Samsung, Stormshield,
Toshiba, Trustwave, Vertu, ZyXEL. MHOrne n3 MHHOBaLMOHHbLIX TEXHOMOMMN KOMMaHUM NOATBEPXKAEHbI NaTEHTaAMW.

HdocTtuxeHuna. 3arogbl 60pbObl € KOMMNLIOTEPHBIMK Yyrpo3amu "llabopaTopus Kacnepckoro" 3aBoeBana COTHM
Harpaad. Hanpumep, B 2014 rogy nouToram MUCMbITAHUA W UCCREAOBaHUN, MNPOBEAEHHbIX aBTOPUTETHOW
aBCTPUNCKOWN aHTUBMpPYCHOM nabopaTopuen AV-Comparatives, “JlabopaTtopusa Kacnepckoro” ctana ogHMM 13 OBYX
NNOEepoB MO KONMMYECTBY MOMyYeHHbIX cepTudukatoB Advanced+, B pesynbTaTe KomnaHusi Obina yaocToeHa
ceptudmkata Top Rated. Ho rnaBHas Harpaga "llabopaTopum Kacnepckoro" — 3TO MpUMBEPXXEHHOCTb
nonb3oBaTtenen no Bcemy mupy. [poAaykTbl M TEXHOMOMMM KoMMNaHuu 3awmwat 6onee 400 MunnuoHos
nosfib3oBaTtenen, a KomM4yecTBO OpraHM3aLnin, ABNAIOLNXCA ee KnMeHTamu, npesblwaeT 270 000.

AQ "Tlabopamopusi Kacnepckozo”
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Be6-cant "JlabopaTtopumn Kacnepckoro":
BupycHas sHuuknonegus:

BupycHasa nabopatopus:

Beb-dopym "ITabopatopun Kacnepckoro:

AQ "Tlabopamopusi Kacnepckozo”
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UHpopmauusa o CTOPpOHHEM Kofe

WHpopmaums o CTOpOHHEM  Koade coaepxutca B panne  legal_notices.txt, pacnonoxeHHoMm B nanke
YyCTaHOBKW MPOrpaMmei.

UHehopmayusi 0 cmopoHHeM Kode
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YBeaomMneHusa o ToBapHbIX 3HaKax

3aperncTpupoBaHHble ToBapHble 3HaKM N 3HaKK obenyxusaHus ABNATCA COGCTBEHHOCTbIO
Ux NnpaBooGnanaTenei.

Citrix, XenApp wn XenDesktop— ToBapHble 3Haku Citrix Systems, Inc. w/wnn QgoyYepHUX KOMMNAHUMN,
3aperncTpupoBaHHble B naTeHTHOM oduce CLUA v gpyrux ctpaH.

Dell n Dell Compellent — ToBapHble 3Haku Dell, Inc.

Celerra, EMC, Isilon, OneFS 1 VNX — ToBapHble 3Haku unu 3apernctpupoBaHHbie B CLUA w/unu gpyrmux ctpaHax
ToBapHble 3Hakn EMC Corporation.

Hitachi — ToBapHbIn 3Hak Hitachi, Ltd.

IBM un System Storage — TtoBapHble 3Haku International Business Machines Corporation, 3apernctpupoBaHHbie
BO MHOMUX HOPUCAUKLMSX MO BCEMY MUPY.

Excel, Hyper-V, JScript, Microsoft, Outlook, PowerShell, Windows, Windows Server n Windows Vista — ToBapHble
3Hakun Microsoft Corporation, 3apeructpupoBaHHble B CoeguHeHHbIx LLTatax AMepukn un B Apyrux ctpaHax.

NetApp 1 Data ONTAP ToBapHble 3Haku unu 3apeructpupoBaHHble B CLUA n / nnn gpyrmx ctpaHax ToBapHble
3Hakun NetApp, Inc.

Oracle — 3aperncTpupoBaHHbI ToBapHbI 3Hak Oracle Corporation u / unu ee acddunmpoBaHHbIX KOMNAHWUIA.

Linux — ToBapHbIN 3Hak Linus Torvalds, 3apernctpmpoBaHnHbili B CLUA 1 B gpyrmux ctpaHax.

Mozilla n Firefox — ToBapHble 3Haku Mozilla Foundation.

YeedomrieHus1 0 moeapHbIX 3HaKax
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CooTBeTCTBUE TEPMUHOB

B aTom pasgene npuBegeHoO COOTBETCTBME TEPMUHOB, UCMONb3YEMbIX B JOKYMEHTaLUN, U TEPMUHOB,
ncnonb3yembix B TpeboBaHunsix PCTIK.

Tabnuya 75. Coomeemcmeue mepmMuHo8
TepMuH B OKYMEHTaLuu TepmuH B Tpe6oBaHusx ®CTIK
nporpamma NPOAYKT, OOBEKT OLLEHKN, NPOrpaMmMHOe n3genue
BUPYC, nporpamMmma, KB, KOMNbIOTEPHBIV BUPYC
npeacraensioLLas yrposy,

BpeOoHOCHaa nporpamMmmMa

aHTMBUpPYCHble 6asbl, 6asbl | Gasbl 4aHHbIX MPU3HAKOB KOMMbOTEPHBIX BUpycoB (B MNKB)

nporpammbl
aHTMBMPYCHas NpoBepka MOUCK BUPYCOB

cobbITus [JaHHble ayauTa

agMUHUCTpaTop afMUHMCTpaTop 6e3onacHocTy, YNONMHOMOYEHHbIN cyobekT

MHOPMALIMOHHON CUCTEMBI, YNTONTHOMOYEHHbIN

Coomeemcmeue mepMuHo8
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[MpunoxeHus

NMporpammHblie KOMNOHeHTbI Kaspersky Security 10.1 ans
Windows Server n ux kogbl gnsa cnyxobl Windows Installer
Mo ymonuanuio dpannbl \server\ksdws_ x86(x64).msi ycTaHaBNMBalT BCE MporpaMMHble KOMMOHEHTbl Kaspersky

Security 10.1 gna Windows Server. Bbl MOXeTe BKIHOYUTb YCTAHOBKY OAHHOIO KOMMOHEHTa Mpu BbIOOPOYHOM
yCTaHOBKe NporpamMmei.

®annbl \client\ks4wstools x86(x64).msi ycTtaHaBnuMBalOT BCe MNporpaMMHbie KOMMOHEHTbI Habopa "Cpepnctsa
agMUHUCTPUpOBaHUA".

B cnegyrowmx pasgenax npyBOAATCSA KOAbl MporpaMMHbIX KOMNoHeHToB Kaspersky Security 10.1 gns Windows Server
ans cnyx6bl Windows Installer. Bbl MoxeTe wncnonb3oBaTb 3TW KoAbl, YTOObI 3adaTb CMMCOK YCTaHaBNMBaEMbIX
KOMMNOHEHTOB Npu ycTaHoBke Kaspersky Security 10.1 anst Windows Server 13 kKoMmaHOHOW CTPOKM.

B aTtom pasgene
MporpammMHble komnoHeHTbl Kaspersky Security 10.1 Ansg WiNndOWS SEIVET ........ccooeiiiiiiiiiieiee e 304
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NMporpammHbie kKomnoHeHTbl Kaspersky Security 10.1 ana Windows
Server

B cneaytowen Tabnuue cogepkatcs KoAbl M onucaHne nporpamMmmHbiX KOMNoHeHToB Kaspersky Security 10.1 gns
Windows Server.

Tabnuua 76. OnucaHue npozpaMMHbIX KomrioHeHmMos Kaspersky Security 10.1 ons Windows Server
KoMnoHeHT Kopg BbinonHsaeT doyHKLUMU
OcHoBHas Core OTOT KOMMOHEHT BKMN4YaeT Bceba Habop 6asoBbIxX
dPYHKLUMOHANBHOCTb dyHKUMI NporpaMmbl 1 obecneynsaeT nx pabory.
KoHTponb 3anycka | AppCitrl OTOT KOMMOHEHT OTCMNEXMBAET MOMNbITKU 3anycka nporpamm
nporpamm nonb3oBaTenaMun 1 paspeluaeT unu He paspewartb 3anyck

nporpaMM B COOTBETCTBMM  C 3aAaHHbIMKU  MpaBuiamu
KOHTPONS 3anycka nporpaMm.

KomnoHeHT peanusyetcs B 3agade KoHTponb 3anycka
nporpaMm.

3aumTa Tpaduka WebGW OTOT KOMMOHEHT obpabaTbiBaeT ceTeBol TpaduK, BKIOYas
Tpaduk, nocTynawwWuin  4yepes  MOYTOBbIE  CepBepbl,
nepexsaTbiBaeT U npoBepsieT 06bLEKTbl, nepeaaBaemble
no Be6-TpadpuKy, Ha HanuuMe W3BECTHbIX KOMIMbIOTEPHbIX
V1 APYIMX Yrpo3 Ha 3aluiLaeMoM cepeepe.
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KomMmnoHeHT Koo BeinonHsaeT pyHKUUM

AHTUBMpYCHas 3awmTa AVProtection OTOT KOMMOHEHT o0ecneyvBaeT aHTUBUPYCHYIO 3alUuTy
1 BKNoYaeT B ceba cneayoLlime KOMMNOHEHTbI:

¢ [lpoBepka no TpeboBaHuMto
e [locTosiHHaA 3almTa hannos

MpoBepka no TpeboBaHMIo Ods OTOT KOMMOHEHT YyCTaHaBnMBaeT CUCTEMHble annbl
Kaspersky Security 10.1 gnsa Windows Server u cpaninsl,
peanuaylowime 3agauu NpOBEpPKU no TpeboBaHmo
(npoBepka 0b6bekToB 3awuuiaemoro cepsepa,
BbINonHAemas no TpeboBaHuio).

Ecnun, ycranaBnmeas Kaspersky Security 10.1 Aans
Windows Server n3 koMaHgHOW CTPOKM, Bbl yKaxeTe gpyrue
komnoHeHTbl Kaspersky Security 10.1 gana Windows Server,
He ykasbiBass KomnoHeHT Core, komnoHeHT Core 6yget
yCTaHOBMEH aBTOMaTUYECKM.

MocTosiHHas s3awmTta | Oas OTOT KOMMOHEHT obecneynmBaeT aHTUBUPYCHYIO NPOBEPKY
dannos dannoB  Ha 3awWwuliaemMoM CcepBepe  Npu obpaleHun
K aTum dhannam.

KoMMOHEHT peann3dyet 3agadvy MocTosiHHaa 3awmTa

annos.
Wcnonb3oBaHue Ksn OTOT KOMMOHEHT peanu3yeT 3aluTy Ha OCHOBE ObGrayvHbIX
Kaspersky Security TexHonorui "lNlabopatopum Kacnepckoro".
Network KomnoHeHT peanusyeT 3agmady WMcnonbsosaHne KSN

(oTnpaBKka 3anpocoB W NOMyYeHWE 3aKMOYEHUIA OT CryXObl
Kaspersky Security Network).

MoOHUTOPUHT  hannoBbIX Fim OTOT KOMMOHEHT MO3BONSET UKCMpPOBaTbL onepaumm
onepauui npon3sogumble Hag dhannamm B BblOpaHHOM
06r1acT MOHUTOpPUHra.

KomnoHeHT peanunsyetca B 3agavye MoOHUTOPUHI hannoBbIxX
onepauun.

3aluTa OT 3KCNoNToB AntiExploit OTOT KOMMOHEHT obecneunBaeT ynpaBneHWe napameTpamu
3aLUMTbI MPOLIECCOB B NaMSITW 3aLLMLLAEMOrO CepBepa.

Moaynb nHterpaumm | AKlintegration ObecneunBaetr cBa3b Kaspersky Security 10.1 gns
c AreHToM Windows Server c AreHToM aAMWHNCTPUPOBaHNS
afMUHUCTPUPOBAHNSA Kaspersky Security Center.

Kaspersky Security Center Bbl MOXETe YCTAHOBUTbL 3TOT KOMMOHEHT Ha 3aLlMLLaeMoM

cepBepe, ecnv Bbl NraHvMpyeTe YnpaBnsiTb MpPOrpamMmon
yepes Kaspersky Security Center.

AHanus xypHanos LoglInspector KomnoHeHT BbIMONHAET KOHTPOIb LLenoCTHOCTH
3awmuaeMon cpefdbl Ha OCHOBE pe3ynbTaToB aHanusa
XypHarnoB cobbiTnii Windows.
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KomMmnoHeHT Koo BeinonHsaeT pyHKUUM
3awmta RPCProt 3OTOT KOMNOHEHT 3awmiaetT RPC-nogknovyaemMble ceTeBble
RPC-noakno4aembix XpaHunuwa (Hanpumep, cetesble xpaHunuiia ot NetApp)
CETEBbIX XPaHNMMLL, OT BMPYCOB M OPYrux yrpo3 KOMMblOTEpHOW ©e3onacHocTy,
NPOHUKaILWMX NocpeacTBOM hannoBoro obmeHa.
3awwrTa ICAPProt OT1OoT KOMMNOHeHT 3awmwaeTt ICAP-nogkniovyaemble ceTeBble
ICAP-nogkntoyYaembIx xpanunuwa (Hanpumep, EMC lIsilon) ot BupycoB u gpyrux
CeTeBbIX XPaHUMULL. yrpos KOMMbOTEPHOM 6esonacHocTy, NMPOHUKAKOLLMX
nocpeacTesom ¢arnnoBoro oomMmeHa.
3awmTa oT windposanus | AntiCryptorNAS OTOT KOMMOHEHT 3alumLiaeT nankM CeTeBoro XpaHunuiia
ans NetApp oT wndpposaHua. Kaspersky Securityfor Windows Server
onokupyeTt aocTyn K narnkam poctyna
O CKOMNPOMETUPOBAHHBIX KOMMBIOTEPOB MpK OBHapPYKEeHUK
NonbITKN BPEAOHOCHOTO LUNPOBAHWSI.
Habop cyetunkoB | PerfMonCounters | KomnoHeHT ycTaHasnueaet Habop CYETYMKOB
NPon3BOANTENBHOCTH npon3BoaMTENBHOCTN NporpaMmmMbl "CUCTEMHbBIN MOHUTOPR".
nporpammbl  "CUCTEMHBbIN OTW cYETYMKM NO3BONSAT U3MEPATH MPOU3BOAUTENBHOCTb
MOHuTOP" Kaspersky Security 10.1 ana Windows Server n HaxoauTb
BO3MOXHbIE  y3KMe MecTa npu COBMecTHom paborte
Kaspersky Security 10.1 gna Windows Server c gpyrumm
nporpaMmmamu.
Moppepxka SnmpSupport KomnoHeHT nybnukyeT cyetdmkn wu nosywku Kaspersky
SNMP-npoTokona Security 10.1 gns Windows Server yepe3 cnyxby Simple
Network Management Protocol (SNMP) Microsoft Windows.
Bbl MOXeTe yCTaHOBUTb 3TOT KOMMOHEHT Ha 3aliMLiaemMom
cepBepa TOMbKo B cnydae, ecnu cnyxba Microsoft SNMP
yCTaHOBIEHA Ha 9TOM KOMIMbIOTEpPE.
3Ha4okK Kaspersky | TrayApp KomnoHeHT oTobpaxaeT 3Hadok Kaspersky Security 10.1
Security 10.1 ans ans Windows Server B obnactu yBeOOMMEHUA nNaHenm
Windows Server 3agad 3awumuaemoro cepeepa. 3Havok Kaspersky Security
B 06racTu yBegoMneHum 10.1 gna Windows Server nokasblBaeT COCTOsIHUE 3aLluThl
KOMMbloTepa, no3BonsgeT OTKpbiTb KoHconb Kaspersky
Security 10.1 (ecnM OHa  YyCTaHOBMEHA) U OKHO
O nporpamme.
YTtunura komaHgHon | Shell Mossonsier ynpaBnsate Kaspersky Security 10.1 gns
CTPOKM Windows Server 13 KOMaHOHOW CTPOKM 3aluMLLiaemMoro
KOMMbloTepa.
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lNMporpammMmHbie KOMNOHEHTbLI Habopa "CpeacTtea agMUHUCTPUPOBaHUSA'

B cnepytowen Tabnuue cogepxaTcs KOAbl M ONMCaHWe NporpaMMHbIX KOMIOHEHTOB Habopa
"Cpeacrtsa agMUHUCTPUPOBaHNS".

Tabnuua 77. OnucaHue npoepaMMHbIX KOMIoHeHmMoes Habopa "Cpedcmea aOMuHUCmMpuposaHus”
KomnoHeHT Kopn @DYHKLMN KOMMNOHEHTA
OcHacTtka Kaspersky | MmcSnapin KoMnoHeHT yCTaHaBnvBaeT OCHacCTKy Microsoft
Security 10.1 ans Management Console ans ynpaeBneHus 4depe3 KoHcornb
Windows Server Kaspersky Security 10.1.
Ecnn, yCTaHaBnmBas Habop "Cpeactea

aAMWHUCTPUPOBAHUS" M3 KOMaHOHOW CTPOKW, Bbl YKaXeTe
Opyrne KOMMOHEeHTbl Habopa, He ykasblBasi KOMMOHEHT
MmcSnapin, koMnoHeHT MmcSnapin 6ygeT ycTaHoBneH
aBTOMaTUYECKM.

CnpaBka CnpaBka Chm-chann cnpaBku; coxpaHsieTca B nanke c dannamm
cpeacts agmuHucTpupoBaHus Kaspersky Security 10.1
ans Windows Server. Bbl MoXeTe OTKpbITb ¢halin crnpaBku
n3 mento Myck wnm knasuwen F1 npu OTKPBITOM OKHE
KoHconu Kaspersky Security 10.1.

[okymeHTauuna Docs Kaspersky Security 10.1 gna Windows Server coxpaHseTt
"PykoBoACTBO agMuHucTpartopa”, "PykoBOACTBO
nonb3oBatens” B dopmate PDF  Ha sawwmwaemom
KomnbtoTepe. Bbl  MOXeTe  OTKpblTb  PyKOoBOACTBO
agMuHucTparopa” ns meHio fMyck.

NMpoueccbl Kaspersky Security 10.1 ana Windows Server

Kaspersky Security 10.1 ana Windows Server 3anyckaeTt npoLecchl, ONUCaHHble B Tabnumue Huxe.

Tabnuya 78. lpoueccsl Kaspersky Security 10.1 ons Windows Server

Uma danna HasHa4veHune

kavfswp.exe Pabouunii npouecc Kaspersky Security 10.1 gns Windows Server

kavtray.exe Mpouecc komnoHeHTa 3Hayok Kaspersky Security 10.1 gns Windows
Server B obnactv yBeJOMNEHNI

kavshell.exe Mpouecc yTunuTbl KOMaH4HOW CTPOKU

kavfsrcn.exe Mpouecc ypaneHHoro ynpaeneHus Kaspersky Security 10.1 agns
Windows Server.

kavfs.exe Mpouecc cnyxbbl Kaspersky Security Service

kavfsgt.exe Mpouecc cnyx6bl ynpaeneHus Kaspersky Security Management Service

kavfswh.exe Mpouecc cnyxObl KOHTpOns BHelwHUx npoueccoB Kaspersky Security

Broker Host
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U3meHeHna B cucteme nocne ycrtaHoBkU Kaspersky
Security 10.1 gna Windows Server

Mpn yctaHoBke Kaspersky Security 10.1 ana Windows Server u KoHconu Kaspersky Security 10.1 (HaGopa
"CpeactBa agMnHucTpupoBaHus") cnyxba Windows Installer BeiInonHSAET Ha cepBepe crieayowme N3MeHeHUs:

e co3pgaet nankn Kaspersky Security 10.1 gna Windows Server Ha 3alivijaeMoM cepBepe 1 cepsepe, rae
ycTaHoBneHa KoHconb Kaspersky Security 10.1;

e peructpupyet cnyxbbl Kaspersky Security 10.1 gna Windows Server;

e cospgaeT rpynny nonb3oartenen Kaspersky Security 10.1 gna Windows Server;

e peructpupyert kntoun Kaspersky Security 10.1 gns Windows Server B CUCTEMHOM peecTpe.
3TN U3MeHeHWs onucaHbl B Tabnuue Huxe.

Mankn Kaspersky Security 10.1 ana Windows Server
Tabnuua 79. lNanku Kaspersky Security 10.1 ons Windows Server Ha 3awjuwaemMom KOMIbomepe

Manka ®aunbl  Kaspersky Security 10.1 ans
Windows Server

Manka %Kaspersky Security 10.1 for Windows McnonHsiemble dannbl Kaspersky Security 10.1 ons
Server%; no ymMon4aHuio: Windows Server (nanka HasHa4yeHus, ykasaHHas

e B Microsoft Windows 32-paspsgHon Bepcun — pyt yCTaHoBKe).

%ProgramFiles%\Kaspersky Lab\Kaspersky
Security 10.1 for Windows Server\

e B Microsoft Windows 64-pa3spsgHon Bepcun —
%ProgramFiles(x86)%\Kaspersky Security 10.1
for Windows Server\

Manka %Kaspersky Security 10.1 for Windows | ®annbel Management Information Base (MIB);
Server%\mibs cogepxart onucaHune CYETUYMKOB N NoBYLLEK,
nybnukyembix Kaspersky Security 10.1 ans Windows
Server no npotokony SMNP.

Manka %Kaspersky Security 10.1 for Windows | 64-pa3psgHble Bepcun  UCMOMHSAEeMbIX  annos
Server%\x64 Kaspersky Security 10.1 gna Windows Server (nanka
co3gaeTca  TOMbKO  npw yctaHoBke  Kaspersky
Security 10.1 gna Windows Server B Microsoft
Windows 64-pa3psgHon Bepcun).

o %ALLUSERSPROFILE%\Application CJ'_|y>Ke6Hb|e dannel Kaspersky Security 10.1 gns
Data\Kaspersky ~Lab\Kaspersky Security for| Windows Server.
Windows Server\10.1\Data\

o  Y%ALLUSERSPROFILEY%\Application
Data\Kaspersky Lab\Kaspersky Security for
Windows Server\10.1\Settings\

o  %ALLUSERSPROFILE%\Application Data\
Kaspersky Security for Windows
Server\10.1\Dskm\
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Manka

®Pannbl  Kaspersky Security 10.1

Windows Server

ansa

%ALLUSERSPROFILE%\Application Data\Kaspersky | ®annbl ¢ napameTpamm MCTOYHMKOB OOHOBINEHUA.

Lab\Kaspersky Security for Windows

Server\10.1\Update\

%ALLUSERSPROFILE%\Application Data\Kaspersky | O6HoBneHus  6a3 1 nNporpaMmHbiX  MOAYrew,

Lab\Kaspersky Security for Windows | nony4deHHble c nomowpkko 3agauv  KonmposaHue

Server\10.1\Update\Distribution\ obHoBneHnn  (namka  co3gaeTcsi  Npwu NepBoM
nonyyeHnn  OOHOBMEHMW  C MOMOLLBK  3agayu
KonupoBaHune o6HOBREHNN).

%ALLUSERSPROFILE%\Application Data\Kaspersky | >XypHanbl BbINONHEHWS 3a4ay U XKypHan CUCTEMHOrO

Lab\Kaspersky Security for Windows | ayguTa.

Server\10.1\Reports\

%ALLUSERSPROFILE%\Application Data\Kaspersky | Habop 6a3, ncnonb3yemMbix B TEKYLLNA MOMEHT.

Lab\Kaspersky Security for Windows

Server\10.1\Bases\Current\

%ALLUSERSPROFILE%\Application Data\Kaspersky | PesepsHas Konus 6as; nepesanucbiBaeTcs

Lab\Kaspersky Security for Windows | npwu kaxgom o6HoBneHun 6as.

Server\10.1\Bases\Backup\

%ALLUSERSPROFILE%\Application Data\Kaspersky | BpemeHHble dainbl, co3gaBaemble BO BpeMms

Lab\Kaspersky Security for Windows BbIMONTHEHUS 3a4a4 0OHOBIEHMS.

Server\10.1\Bases\Temp\

%ALLUSERSPROFILE%\Application Data\Kaspersky | OObekTbl Ha KapaHTMHe (Nanka no ymon4aHuo).

Lab\Kaspersky Security for Windows

Server\10.1\Quarantine\

%ALLUSERSPROFILE%\Application Data\Kaspersky | O6bekTbl B pe3epBHOM XpaHunuiie (nanka

Lab\Kaspersky Security for Windows | no ymon4yaHuio).

Server\10.1\Backup\

%ALLUSERSPROFILE%\Application Data\Kaspersky | O6bekThl, BOCCTaHOBIEHHbIE 13 pe3epBHOro

Lab\Kaspersky Security for Windows | xpaHunuwa W KapaHTMHa (nanka

Server\10.1\Restored

ONs BOCCTAHOBIIEHHbIX 0O bEKTOB MO ymonanmo).

lpunoxeHus
309




KASPER§KY3

Tabnuua 80. lNanku, co3dasaemble rpu ycmaHoske KoHconu Kaspersky Security 10.1

Manka ®dannbl Kaspersky Security 10.1 ana Windows
Server

Manka %Kaspersky Security 10.1 gna Windows ®annbl Habopa «Cpenctesa agMUHUCTPUPOBAHUNAY

Server%; no ymosn4aHmio: (nanka  HasHayeHWsi, yKa3aHHas  MpW yCTaHOBKe
« B Microsoft Windows 32-paspsigHoit Bepcum — | KoHconu Kaspersky Security 10.1)
%ProgramFiles%\Kaspersky Lab\Kaspersky

Security for Windows Server\

B Microsoft Windows 64-pa3psgHon  Bepcun —
%ProgramFiles(x86)%\Kaspersky Lab\Kaspersky
Security for Windows Server\

Cnyx6bl Kaspersky Security 10.1 gna Windows Server

Cnyx6bl Kaspersky Security 10.1 gna Windows Server 3anyckalTcsi Nof CUCTEMHOM y4eTHON 3anuckto JlokanbHas
cuctema (SYSTEM).

Tabnuya 81. Cnyx6bi Kaspersky Security 10.1 dns Windows Server

Cnyxb6a HasHa4veHune

Cnyxba Kaspersky Security Service (KAVFS) OcHoBHasa cnyxba Kaspersky Security 10.1 gns
Windows Server, koTtopasi ynpaensieT 3agadamu
n pabounmun npoueccammn Kaspersky Security 10.1
nnsa Windows Server.

Cnyxba Kaspersky Security Management Service | Cnyx6a, npegHasHayeHHass  Ons yrnpasneHust
(KAVFSGT) nporpammon 4epe3 KoHconb Kaspersky Security
10.1.

Cnyxb6a Kaspersky  Security  Broker  Service Cnyxba, BbiMonHslOWas  ponb  NOCPEOHUKA
(KAVFSWH) Ansi coobLeHns napaMeTpoB 3aluUTbl BHELLUHUM
areHTam 3allUuTbl, a TaKKe Ansi NONy4YeHUs1 AaHHbIX
0 cobbITusAX 6esonacHocTL.

Mpynnbl Kaspersky Security 10.1 ana Windows Server
Tabnuya 82. Ipynnsl Kaspersky Security 10.1 dna Windows Server

Fpynna HasHauyeHune

KAVWSEE Administrators pynna Ha 3awuwaemom Server, NOfb30BATENM KOTOPON MMEKT MOSHbIA JOCTYMN
k Cnyx6e Kaspersky Security Management Service, a Takke [OCTyn KO BCEM
dyHkunam Kaspersky Security 10.1 ana Windows Server.
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Kntoun cnctemHoro peectpa

Tabnuua 83. Knryu cucmemHozo peecmpa
Krirou HasHauyeHue
[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\KAVF MapameTtpbl  cnyxbbl  Kaspersky
S] Security 10.1 gnsa Windows Server.
[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Event MapameTpbl  XypHana  cobbITui
log\Kaspersky Security] Kaspersky  Security 10.1 gns

Windows Server (Kaspersky Event
Log).

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\KAVF
SGT]

MapameTpbl cnyx0bl ynpaBneHus
Kaspersky Security 10.1 agns
Windows Server.

B Microsoft Windows 32-pa3psgHown Bepcuu:

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Kasp
ersky Security\Performance]

B Microsoft Windows 64-pa3psgHon Bepcuu:

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Kasp
ersky Security x64\Performance]

MapameTpsl
NpoV3BOAMTENBHOCTH.

CYeT4YnKoB

B Microsoft Windows 32-paspsgHown Bepcuu:
[HKEY_LOCAL_MACHINE\SOFTWARE\KasperskyLab\WSEE\SnmpA
gent]

B Microsoft Windows 64-pa3psgHown Bepcuu:

[HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\KasperskyLab
\WSEE\SnmpAgent]

MapameTpsl KOMMOHEeHTa
"Mopnepxka SNMP-npoTtokona".

B Microsoft Windows 32-pa3spsgHoi Bepcuu:
[HKEY_LOCAL_MACHINE\SOFTWARE\KasperskyLab\WSEE\CrashD
ump\]

B Microsoft Windows 64-pa3psgHown Bepcuu:

[HKEY_LOCAL_MACHINE\Software\Wow6432Node\KasperskyLab\WS
EE\CrashDump\]

MapameTpsbl 3anucu cdarna gamna.

B Microsoft Windows 32-pa3spsgHoi Bepcuu:
[HKEY_LOCAL_MACHINE\Software\KasperskyLab\WSEE\Trace\]
B Microsoft Windows 64-pa3psgHown Bepcuu:

[HKEY_LOCAL_MACHINE\Software\Wow6432Node\KasperskyLab\W S
EE\Trace\]

MapameTpbl )KypHana TpacCUpOBKU.

[HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\KasperskyLab
\WSEE\SnmpAgent]

MapameTpsbl
nporpammsi.

3ajady  u dyKHUMIA

[HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\KasperskylLab
\WSEE\10.1\Environment]

MapameTpbl pacnakoBku cannos ns
npoBepsiEMbIX apX1BOB.
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MapameTpbl yCTAaHOBKU U yAaneHUsA U UX KI4un
ansa cnyxobl Windows Installer

B cnepgyrowux tabnuuax onucaHbl napameTpbl YCTaHOBKM U yaaneHus Kaspersky Security 10.1 ans Windows
Server M ux 3HA4YeHWs MO YMOMYaHWIO, YKas3aHbl KIOYM ON9 UBMEHEHMST 3HAYEeHUN MapamMeTpoB YCTaHOBKU
1 BO3MOXHbIE 3HAYEHMS 3TUX KItoYen. Bbl MoxeTe Mcnonb3oBaTh 3TU KITYM BMECTE CO CTaHAAPTHBIMU KIoyamu
komaHabl msiexec cnyx6bl Windows Installer npu yctaHoBke Kaspersky Security 10.1 gns Windows Server
N3 KOMaHaHOMW CTPOKM.

Tabrnuua 84. lMapamempbi ycmaHosku u ux kmoqu 8 Windows Installer

MapameTp

3HavyeHue
No yMOM4YaHUKo

Knoy Windows
Installer n ero
3HayeHud

OnucaHue

MpuHaTne ycnosui OTKNOHUTL ycnoBusi EULA=<3Ha4yeHne> BaM Hy)XHO nNpuHATL ycnosus
JNnueHsnoHHoro JNnueHsnoHHoro O— Bbl OTKNoHseTe | JMUEH3MOHHOrO  cornaleHus
cornatueHuns cornatleHns YCrIOBMSI ANsi yCTaHOBKU Kaspersky
TTMLEH3MOHHOrO corna Security 10.1 gna Windows
LUEHUS. Server.
1- Bbl npuHNUMaeTe
ycnoBus
JIMueHs3noHHoro
cornalleHums.
Manka HasHayeHns Kaspersky Security 10.1 INSTALLDIR=<nonHbI% Manka, B KOTOpPON oyayT

ana Windows Servers:
%ProgramFiles%\Kaspe
rsky Lab\Kaspersky
Security 10,1
ansa Windows Server .1

CpeactBa
agMUHUCTPUPOBAHWS:
%ProgramFiles%\Kaspe
rsky Lab\Kaspersky
Security 10,1
ana Windows Server .1
Admins Tools

B Microsoft Windows
64-paspagHon  Bepcuu:
%ProgramFiles(x86)%.

nyTb K nanke>

coxpaHeHbl hannbl Kaspersky
Security 10.1 gna Windows
Server npu ero yctaHoBkKe.

Bbl MoxeTe ykasaTb [Apyryto
narky.

3anyck NocTosHHON
3aWunTbl ¢annos
npv 3anycke
Kaspersky Security
10.1 ans Windows
Server (BknouuTtb
NOCTOSAHHYO
3awmTy nocne
yCTaHOBKMU
nporpammbl)

3anyctutb

RUNRTP=<3HauyeHne>
1 — 3anycTuTb;
0 — He 3anyckaTb.

Bkniounte aTOT  napameTtp,
YTOObl 3aMyCTUTb MOCTOSIHHYIO
3awmTty annos npuv 3anycke
Kaspersky Security 10.1 ans
Windows Server
(pexomeHayeTcs).
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MapameTp 3HauyeHune Kniou Windows OnucaHue
no yMosn4yaHuio Installer n ero
3HayeHus

WckntoveHus WckntovaTb ADDMSEXCLUSION=< B 3apaye lNocTosiHHaa 3awmTa

13 NpoBepKy, 3HayeHue> dannos ucknovaet

pekoMeHayemble 1 — UcKnoYaTh; “3 obnactn sawuTbl OOGbLEKTHI

qunopaumeﬁ 0 — He UCKIIOYETD. Ha cepBepa, KoTOpble

Microsoft pekomeHayeT ncknoyaTb

(Job6aBuTb koprnopaumsa Microsoft.

K UCKIOYEHNAM HekoTopble nporpammbi

thaitnbl, Ha cepBepe MoryT paGoTaTb

PeKoOMeHAOoBaHHbI HecTabunbHo, korga

e Microsoft) aHTUBMpYyCHast nporpamma
nepexesaTtbiBaeT UMM U3MEHSET
dannsbl, K KOTOpbIM atn
nporpammel obpaluatoTcs.
K Takum nporpaMmmam
kopnopauusa Microsoft oTHocuT,
Hanpumep, HeKoTopble
nporpammbl KOHTpOnnepos
OOMEHOB.

UcknoueHuna UcknovaTb ADDKLEXCLUSION=< B 3apaue lNocTosHHas 3awmTta

13 NPOBEPKM, 3Ha4yeHne> davinos ncknoyaet

pekoMeHayemble 1 — VcknoYaTh: “3 obnactm 3awuTbl OObLEKTHI

"J'Ia60paTopv:'e|7| 0 — He UCKIIoYETD. Ha cepBepa, KoTOpble

Kacnepckoro pekomeHayeT UCKnoYaTb

(AobaBuTb "TabopaTtopusa Kacnepckoro".

K UCKITHOYEHUAM

channsbl,

peKkoMeHAOoBaHHbI

e "JlabopaTtopuen
Kacnepckoro™)

PaspewaTtb
yaaneHHoe
noakntoveHue

K KoHconu
Kaspersky Security
10.1.

He paspelwatb

ALLOWREMOTECON=

<3HayeHue>
1 — paspewiats;
0 — He paspeLliatb.

Mo ymonuaHuw yganeHHoe
NoAKIo4YeHne k KoHconu
Kaspersky  Security 10.1,
YCTaHOBIIEHHOM

Ha 3alLMLLEHHOM cepBepe,
He pa3peLleHo. Bo Bpemsi
YCTaHOBKM Bbl MoXeTe
paspeLlnTb nodkmnoyeHue.

Kaspersky Security 10.1 ans
Windows Server cosgacTt
paspeLuatoLine npaeuna
Ansa npowecca kavfsgt.exe
no npotokony TCP ans Bcex
nopToB.
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MapameTp 3HauyeHune Kniou Windows OnucaHue
no yMosn4yaHuio Installer n ero
3HavYeHudA
MyTb K dhanny Manka KoMMnekTa LICENSEKEYPATH=< Mo ymonyaHuMo nporpamma
kntoya (Knroy) nocTasku \server umsa danna knoya> YCTaQHOBKM MbITaeTca  HanTu
dann ¢ pacwmpeHnem .key
B narke \server

KOMMNJ1eKTa NOCTaBKU.

Ecrm B narnke \cepBepa
XPaHUTCA HEeCKONbKo pannos
Knio4a, nporpamma YCTaHOBKU
BblOMpaeT dann Knto4a
C caMbiM nosgHen gaTton
NCTeYeHNs cpoka AeNCTBUS.

Bbol moxeTe npeasBapuTensHO
COXpaHUTb dawvin Kno4va
B manke \server unu ykasaTb
apyron nytb K dpanny knwo4a
C MOMOLLbIO napameTpa
Hdob6aBneHue knio4a.

Bbl mMoxeTe pobaBuTb Knto4
nocne ycraHoBku Kaspersky
Security 10.1 gns Windows
Server C NMOMOLLbIO
BbIOpaHHOTO Bamu cpeacTea
agMVHUCTPUPOBaHUS,
Hanpumep, 4Yepe3 KoHconb
Kaspersky Security 10.1. Ecnn
Bbl He pnobaBuTte Krtoy
nporpaMmbl  BO BPEMS  €ro
YCTaHOBKW, MOCMe YCTaHOBKM
Kaspersky Security 10.1 gns
Windows Server
He BygeT yHKLMOHNPOBAaTb.
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MapameTp 3HauyeHune Kniou Windows OnucaHue
no yMosn4yaHuio Installer n ero
3HavYeHudA

MyTb He ykasaH CONFIGPATH=<ums Kaspersky Security 10.1 gns

K KOHpUrypaLmMoHH KOH(MrypaLmMOHHOro Windows Server nmnoptupyet

omy chbanny danna> napameTpbl 13 ykasaHHOro
KOHpUrypaumoHHoro  canna,
CO3[aHHOro B Nporpamme.
Kaspersky Security 10.1 gns
Windows Server
He uMnopTmpyeT
M3 KOHpUrypaumoHHoro darna
naponu, Hanpumep, naponu
y4yeTHbIX 3anucen 3anycTuTb
3apav unm naponu
ONsi coeguHeHus
C NPOKCU-CEPBEPOM. Mocne
uMmnoptTa napameTpoB  BaMm
HY>KHO BBECTU BCE
naponn BPYYHyHo.
Ecrin Bbl He yKaxeTe
KOHUrypaLMOHHbIN davin,
nocrne yCTaHOBKM MporpaMmma
HayHeT paboTatb
C napameTpamu
no yMOI4YaHuto.
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MapameTp 3HauyeHune Kniou Windows OnucaHue
no yMosn4yaHuio Installer n ero
3HayeHus
PaspelueHune BobikntoveHa ADDWFEXCLUSION=< Mcnonbayiite 3TOT napameTp,
ceTeBbIX 3HayeHune> ecnu  Bbl  yCTaHaBnuBaeTe
COeANHEHN 1 — paspeLuatb; Kaspersky Security 10.1 ansa

ans KoHconm

0 — He paspeLuaTsb.

Windows Server
He Ha 3awuLLaemMom

KOMMbloTEpE. C nomoLbto
KoHconu, YCTaHOBMEHHOM
Ha Apyrom cepsepa, Bbl

cMoOXeTe YnpaBnATb 3aLuTon
KOMMbloTEPa yaaneHHo.

B 6pangmayape Microsoft
Windows komnbtoTepa Oyaer
OTKpbIT TCP-nopt 135,

paspeLLeHbl ceTeBble
coegnHeHus

ONS UCMOJTHAEMOro danna
npouecca yAaneHHoro
ynpasneHuns Kaspersky

Security 10.1 gns Windows
Server kavfsrcn.exe Wu OTKpbIT
aocTyn Kk nporpammam DCOM.

Mocne 3aBepleHna yCTaHOBKU

pobaBbTe nonb3oBaTenen,
KoTopble OygyT  ynpaBnsATb
nporpammon yAaneHHo,
B rpynny ESS Administrators
Ha cepBepa n paspeLuunTe
Ha HEM ceTeBble COeAVMHEHUs
Onst cnyxobl Kaspersky

Security Managment Service
(dpann kavfsgt.exe).

B MoXeTe nogpobHee
npoymTaTb O AOMOMHUTENbHOM
HacTpoike npw ycTaHoBKe
KoHconun Kaspersky Security
10.1 Ha gpyrom KommMbloTEpE
(cMm. pasgen "[dononHuTtenbHas
HacTpoWka nocrie YCTaHOBKMU
KoHconn Kaspersky Security
10.1 Ha gpyrom KomnbkoTEpPE"
Ha cTp. 24).

lpunoxeHus
316




KASPER§KY3

MapameTp 3HauyeHune Kniou Windows OnucaHue
no yMosn4yaHuio Installer n ero
3HavYeHudA
OTkntoueHne lMpoBepka BbINOMHAETCS SKIPINCOMPATIBLES Mcnonbayiite 3TOT napameTp,
npoBepKn W = <3HaueHune> 4YTOGBI BKINIOYUTL unum
Ha Hanu4yne 0 - BbINONMHSeTCH | OTKMOUUTH NnpoBepKy
HECOBMECTUMOrO npoBepka Ha HanM4Me HEecoBMECTUMOrO
nporpamMmmHoro Ha HECOBMECTUMOE nporpammHoro  obecneyeHus
obecneyeHus nporpamMmHoe obecney npu ycTaHoBKe nporpammeil
eHne Ha YCTPOWCTBO
1 i nposepka B ()OHOBOM pEXUME.
Ha Hanu4ue HeszaBncumo OT 3Ha4YeHuns
HECOBMECTUMOrO AaHHOro napameTpa,
nporpamMmmMHoOro npu ycTaHoBKe Kaspersky
obecneyeHuns Security 10.1  gns  Windows
He BbIMONHseTCs Server, nporpamma Bcerga
npeaynpexgaet 0 Opyrux
BEpCUAX nporpammei,
YCTaHOBIEHHbIX  Ha 3TOM ke
YCTPOWCTBE.
Tabnuya 85. lNapamempei yOaneHus u ux krrodu e Windows Installer
MapameTp 3HayvyeHue no ymosn4aHuio Onucanue, knoun Windows Installer

N NX 3Ha4YeHunA

BocctaHoBneHne Ypanutb RESTOREQTN =<3Ha4yeHne>

COAEPXUMOro 0 — yganutb cogepXXmmMoe KapaHTuHa;

KapanTiHa 1 - BOCCTaAHOBUTb COAEPXKMMOE KapaHTMHa
B Marnky, YKa3aHHYH0 napameTpoMm
RESTOREPATH.

BoccTtaHoBneHue Ypanntb RESTOREBCK =<3HauyeHue>

CoAepxnMoro 0- yOoanutb cofepxumoe

pe3epBHoro pe3epBHOro XpaHUNuLLa;

XpaHnnniia 1 - BOCCTaHOBUTb COAEPXKMMOE pPe3epBHOro
XpaHunuuia B nanky, ykasaHHyt napameTpom
RESTOREPATH.

Beopa TekyLero He ykasaH UNLOCK_PASSWORD=<3agaHHbI/ naponb>

naponsi

ONS nogTBepXaeHns
onepauun  yganeHus
(mpw akTnBHOW
PYHKLMN NPUMEHEHNS
napons)
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MapameTp 3HayeHue no ymosn4aHuio Onucanue, knoun Windows Installer
M UX 3HAYEeHUA
Manka RESTOREPATH=<nonHbI NyTb K nanke>

Angd BOCCTAaHOBJIEHHbIX
o6bekToB

%ALLUSERSPROFILE%\Application

Data\Kaspersky Lab\Kaspersky
Security for Windows
Server\Restored

BoccTaHoBnNeHHble 0GbekThl OyayT CoXpaHeHbl
B Marike, yka3aHHOW 3TM NapamMeTpoM:

OObekTbl K3 KapaHTMHa OyayT COXpaHeHbI
BO BNoXxeHHou nanke \Quarantine.

OObekThl N3 pe3epBHOro
BO BIOXeHHON narnke \Backup.

XpaHunnuuwa —

CepTudmumpoBaHHOe COCTOsIHME NPOrpaMMbl: NapamMeTpbl
N UX 3HaYeHus

OTOT pasgen CoaepXuT nepeveHb napameTpoB MPOrpaMmbl, BAUSIOWMX Ha CepTUULMPOBAHHOE COCTOSIHWE
nporpammebl, 1 3Ha4YEHU NapamMmeTpoB B CEPTUDULMPOBAHHOM COCTOSHUM.

Ecnu Bbl MeHseTe Kakme-nmbo 13 nepeyvmcrnieHHbIX NnapameTpoB C UX 3HAYEHWU B CEPTUMMLUMPOBAHHOM COCTOSHUN
Ha Apyrue 3HaveHus, Bbl BbIBOAUTE NPOrpaMmy n3 cepTnmumpoBaHHOrO COCTOSHNS.

Tabnuua 86.

lMapamempbl u ux 3HayeHus O1sl po2pamMMbl 8 cepmuuUUPO8aHHOM COCMOSIHUU

HasBaHue napameTtpa

KpaTKoe onuncaHue un

AunanasoH 3HaYeHun

3HauyeHue napameTpa ans
nporpamMmmbi B
cepTMPULUPOBAHHOM COCTOSIHUM

lMapamempsbl ycmaHo8Ku

He yctaHoBneH (No ymon4yaHuio)

3anycka nporpaMmm

cepsep.

YCTAHOBKM Ha 3alumiaemMbli

KoMnoHeHT Bbibop  KOMMOHEHTOB  AOfiSA
YnpaBneHne ceTeBbIM YCTAHOBKM Ha 3alimiiaemMbin
3KpaHoOM KOMMbIOTEP.
KomnoHeHT ~ KoHTpornb | BbiBop  komrnoHeHToB fgnsi | He yCTaHoBMneH (chnaxok CHAT)
YCTPOWCTB YCTAHOBKM Ha 3aluiaembli
KOMMbIOTEP.
KomnoHeHT BbiGop  KOMMOHEHTOB Ansi | YCTAHOBMEH (N0 yMONYaHuio)
MNocToaHHan 3awuTa YCTAHOBKM Ha 3alluLiaemblil
KOMMbIOTEP.
KomnoHeHT  KoHTponb Bbi6op  KOMMOHEHTOB Ansi | YCTAHOBMEH (N0 yMONYaHuio)
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HasBaHue napameTtpa

KpaTkoe onucaHue u

AnanasoH 3HauYeHun

3HaveHue napameTpa AonAd
nporpamMmmbI B

n  pabounmmn  npoueccamu
Kaspersky Security.

o 3anyweHa

e OcTaHoOBneHa

cepTucpmunpoBaHHOM
COCTOSIHUM
Hacmpoliku npae docmyna u ¢hyHKYUOHaIbHbIX KOMITOHEHMO8
Cnyxba Kaspersky OcHoBHasa cnyxba Kaspersky | 3anywieHa
Security Security; ynpaenseT 3agadamu

lMpaBa Ha ynpaBneHue
nporpamMmmom

HdocTyn K dpyHKumsam Kaspersky
Security 10.1 gna Windows
Server:

e Paszpewntb

e 3anpeTuTb

YyeTHble 3anucu nonb3oBaTenen-
aAMUHUCTPATOPOB GEe30NacHOCTH
OOJDKHbI ObITb 4OGaBMEHDbI B rpynny
KSWS Administrators.

[lns Bcex nonb3oBaTenen v rpynmn,
kpome KSWS Administrators wn
SYSTEM, ycTaHOBNEHbl naxku
3anpeTuThb.

lNMpaBa Ha ynpaBneHue

Joctyn K dyHKUMSM CITyX0Obl

YyeTHble 3anucu nonb3oBaTenen-

cepBepe npu obpaweHnn K
aTum darnam.

e BbinonHseTcHa

e OcTaHoBneHa

cnyx60i Kaspersky Security Service: agMyHuCTpaTopoB 6Ge3onacHoOCTH
A0JKHbI ObITh AO6aBNeHbl B rpynny
o Paspewuntb KSWS Administrators.
[na Bcex nonb3oBaTenen u rpynn,
* 3anpeTtuth kpoMe KSWS Administrators u
SYSTEM, ycTaHOBNEHbl naxku
3anpeTuTsb.
3apava MocTosiHHas AHTUBMpPYCHas npoBepka BbinonHsaeTcs
3awmTta dannos ¢danmnos Ha  3aWmLLAEMOM

JInueHsnposaHne

AKTMBaumMsi  nporpammbl  C
NMOMOLLIbIO KItoYa.

[o6GaeneH cann knova.

Mo oOKkOoHYaHMM cCpoKa [OencTeus
Knioda nporpamMma BbIXOAUT U3
cepTUOULMPOBAHHOIO COCTOSIHUS.
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HasBaHue napameTtpa

KpaTkoe onucaHue u

AnanasoH 3HauYeHun

3HaveHue napameTpa Aong
nporpammbi B

cepTUhMLUUPOBAHHOM
COCTOSIHUMN
Ncnonb3oBaTtb Bsanmopencteue c 3anyckaTb 3agadvy
JlokanbHbih KSN MmobGanbHbIM UK JloKanbHbIM Ucnonb3oBaHne KSN cnegyet
KSN, HacTpaeBaemoe B TONbKO npu MCMNonNb30BaHNN
Kaspersky Security Center. JlokanbHoro KSN (cbnaxkok

Hactpoute JlokanbHbii KSN
YCTaHOBMNEH), B TOM u4ucne npwu

CbEMHbIX ONCKaX cepBepa.

e [punmeHsieTca (pnaxxok
YCTaHOBIEH).

e He npumeHsieTcsa (dnaxok
CHSAT).

OTCYTCTBUM ynpaBneHuns
nporpammont  4epe3 Kaspersky
Security Center.
Mapamempsbi 3ad0ay [NlocmosiHHas 3aujuma / nposepka no mpebosaHuUro
ApxuBbl MpoBepka apxXuBoB B MpumensieTca (cbnaxkok
ykasaHHOM obnactu 3awuTbl B YCTaHOBIEH).
napameTpax 3agayv
MocTosiHHON 3alWnThl hannos.
o [lpumeHseTcs (donaxok
YCTaHOBIIEH).
¢ He npumeHsieTca (pnaxok
CHSAT).
3arpy3oyHble lNpoBepsaTb 3arpysoudHble | MNpumeHseTcs (dpnaxkok
CeKTOpbl [AWUCKOB U CEKTOpbI n 3arpy304Hble | YCTAHOBIIEH).
MBR Haanucu Ha  XEeCTKUX WU

O6nacTtb 3aWUTbI

Mankn n dannel Haxogswmecs
nop, 3awmTon 3agav
lMNocTosiHHasA 3auwmTa "

MpoBepka no TpeboBaHMIo.
o Jlobbie nokarbHble [

ceTeBble narnku.

Mo ymonyaHuio.

WMcknoyeHne nanok u3 obnactu
3almMTbl,  YCTAHOBMEHHOW  NO
yMOnyaHuio, BedeT K BbIxogQy Wu3
cepTUdULMPYEMOro COCTOSHUSA.
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HasBaHue napameTtpa

KpaTkoe onucaHue u

AnanasoH 3HauYeHun

3HaveHue napameTpa Aong
nporpammbi B

e JleunTb
e Ypanatb
e [lomewaTtb Ha KapaHTUH

e [lponyckaTb

cepTMdMUMPOBaHHOM
COCTOSIHUN
Mponyckate Ana Oencteua npu  oBHapyxeHuu He BbIGpaHo.
no6oro Trna o6LEKToB 0B BEKTOB: Mpu BLIGOpE neicTaus

Mponyckatb ans nw6oro Tuna
0ObEKTOB, NporpamMmma BbiIXoaUT U3
CepTUPULIMPOBAHHOIO COCTOSHUS.

OO6BLeKThI,
npoBepsiemMbie No
yKa3aHHOMY CMUCKY
pacLumpeHni

Ha 3aknagke Oo6wme,
BblOepute 0OBLEKTHI, KOTOPbLIE
HeobxogMMo 3aWmLLaTh:

e Bce 00beKTbI;

e OOBEKTHI,
no ¢opmary;

npoBepsieMble

e OGbBeKTbl, npoBepseMble
MO CNAWUCKY pacLIMpeHun,
yKazaHHOMY B
aHTUBUPYCHbIX 6a3ax;

e OOBEeKTbl, npoBepsieMble
No yKasaHHOMY CIMUCKY
pacLInpeHni.

dna)ok CHAT.

HanonHeHne cnucka paclumMpeHni
00BHEKTOB  BpPYYHyl0 BedeT K
BbIXoay nporpamMmmeil n3
cepTUULNPOBAHHOIO COCTOSIHUA.

UcknrouaTtb channbl

WckntoveHre dhannos 13 NpoBEPKM

no UMeHN channa nnm Mmacke NMeHU

danna:

e [lpnmeHsieTcs
YCTaHOBIIEH).

(cbnarkok

e He npumeHsieTca (dnaxok
CHSAT).

He npumeHsieTcsa (Pnaxok CHAT).

He oGHapyxuBaTtb

WNcknioveHne obHapyxmBaeMbIx
06bEKTOB 13 NPOBEPKN MO NMEHU
NN Macke NMeHM
obHapyxuBaemoro oobekra:

¢ [lpumeHseTcs
YCTaHOBIIEH).

(donaxok

e He npumeHsieTca (dnaxok
CHAT).

He npumeHsaeTcs (Pnaxok CHAT).
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Ha3BaHue napameTpa KpaTkoe onucaHue u 3HayeHue napameTpa ons
. nporpaMmmbi B
AnanasoH 3Ha4YeHun
cepTudmunpoBaHHOM
COCTOSIHUM
Ucnonb3oBaTtb lNpuMeHeHne 3BPUCTUYECKOTO MpumenseTca (dpnaxok
3BPUCTMYECKUN aHanusaropa: YCTaHOBIEH).
aHanusarto
P o MMpumensieTcs (chnaxok CHaTue dnaxka BedeT K BbIxoady
nporpamMmbil n3

YCTaHOBIIEH).
CEepPTUPULNPOBAHHOIO COCTOSIHUS.

e He npumeHsieTca (dnaxok
CHSAT).

lMapamempsbi 3a0a4 06HO8IeHUSs

Cepsepbl 06HOBNEHUN MCTOuHUK OBHOBNeHuit 6a3z | Ha KomnbloTepe-peTpaHcnsaTope
«JlabopaTopum AporpamMmbi: BblibpaH BapnaHT CepBepbl
Kacnepckoro» Ha ob6HoBneHun «JlabopaTopum
komnbloTepe-peTpaHcnst | * CepBep Kacnepckoro».
ope aAMWHUCTPUPOBaHMS Ans paboTbl nporpammbl B
(3agayva Konumposanue cepTnnumnpoBaHHOM
06HOBMEHWIA) Kaspersky KOHdoMrypaumm, 3agaym o6HOBREeHMs
Security Center. OOJDKHbI OCYLLECTBNATLCA Yepes
. OOMH 13 3alULL@EMbIX KOMMNBIOTEPOB
e CepBepbl 0OHOBNEHUN ceTu
«JlabopaTtopuu
Kacnepckoro».
e [Opyrue HTTP-,
FTP-cepBepbl nunun
ceTeBble pecypchbl.
Konuposatb YkaxuTe ycroBusi | Bbibpan BapuaHT KonupoBatb
ObHOBMeHNsA KOMMPOBaHKS OGHOBIEHWIA | OGHOBMEHUsi NPOrpamMMbi.
nporpamMmmbi . .
(3pa° apqaa KonnboBaHme nporpammbl. Kaspersky Security 10.1 ans
O6H'D(')BJ'IeHMI7I) P * KonupoBatb oGHOBReHus Windows Server 3arpyxaet
nporpamMmmbl. TOMBKO obHoBMNEHUS bas3
* KonupoBaTb KpuTU4ecKue Kaspersky  Security.
obHoBReHunA moayneun
nporpamMMmbi.
* KonupoBatb oGHOBReHus
6as3 nporpaMmmbl 7]

KpUTUYEeCKne OOHOBIEHUA
mMoayrnen nporpaMmmsbl.
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HasBaHue napameTtpa

KpaTkoe onucaHue u

AnanasoH 3HauYeHun

3HaveHue napameTpa Aong
nporpammbi B

cepTucpmunpoBaHHOM
COCTOSIHUM
Apyrne HTTP-, McTouHuk oBHoBnenwin 6a3 | Ha cepBepax-pecuBepax BbibpaH
FTP-cepBepbl unu NporpamMmmbI: BapuaHT Opyrne HTTP-,
ceTeBble pecypchbl Ha FTP-cepBepbl unu ceteBble
cepBepax-pecuBepax. « Cepsep pecypchbi.
aAMUHUCTPUPOBAHUSA B kayectBe WCTOYHMKA [OSKHA
Kaspersky Security ObITb yKasaHa ceTeBas narka,
HacTpoeHHas B KayecTBe narku
Center. nokarnbeHoOro MCTOYHMKA
obHoBNEHUI B 3apjade
o CepBepbl ob6HoBneHun | KonvposaHne  OOHOBNEHUA  Ha
J1a6opaTopum KOMMNbOTEPE- PETPAHCAATOPE.
Kacnepckoro».
e [pyrue HTTP-,
FTP-cepBepbl unu
ceTeBble pecypchbl.
M°"°"b3°'363""=' . Mpwn Bblbope  ucTouHuka | He npumeHsieTcs (pnaxok CHSAT).
cepBepbl OOHOBNEHUN -

TaBobaTonmin obroenenns fApyrme HTTP-, | g 0006ime yepes cepsepa
parop FTP-cepBepbl unu ceteBble 6 » Na6
Kacnepckoro», ecnu OGHOBNEHUI «JlabopaTtopum

; pecypchbil, aKTMBMPYETCH | kacnepckoro» 3anpeLueHo
cepBepbl, yka3aHHble PyHKLMSA MCNONb30BaHUA
nonb3oBarenem, cepBsepo 06HOBMNEHNI
HEeAOCTYyMNHbI Ha «JTabopaTtopun Kacnepckoroy.
cepBepax-pecuepax.
(3apaua O6HoBneHne Gas | © TPUMeHseTcs (conasok
nporpamMmmbl) YCTaHOBIIEH).

He npumeHsieTca (pnaxok
CHSAT).
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HasBaHue napameTtpa KpaTkoe onucaHue un 3HaueHue napameTpa Ans
_ nporpammsbl B
AnanasoH 3Ha4YeHUw
cepTudULMpPOBaHHOM
COCTOSIHUM
g%cmTa 33"3{3‘:"3 3afla4 | MpomexyTok BpemeHu, uvepe3 | ExeuyacHo (Mo ymonyaHuio).
HoBrEeHue 6a3

KOTOpOE 3afia4a OCYLECTBNACT | CHypkeHMe  4YacTOTbl  3arycKoB
nporpammbi MPOBEPKY HanMusi OGHOBMEHNIA: 3afaus,  YCTAHOBMEHHOrO Mo
o ExXeuyacHo yMOMnuaHuio  BedeT K  BbiXody
nporpaMmmbl n3
° E)KecyTquo CepTVIqJVILI,I/IpOBaHHOFO COCTOAHNA.

o EXeHepenbHO
e [lpu 3anycke nporpammbl

¢ [Tlocne nony4yeHus
obHoBneHun CepBepom

aAMUHUCTPUPOBAHUA

Hacmpoiika napamempoe ayduma

CoObITus ans Perncrtpauuns CobObITUN B Ona komnoHeHTOB [locTOosAAHHaA
KOMMOHEHTOB napameTpax >XypHarnos. 3awumTa, MpoBepka no
y T BaHMU Ucnonb3oBaHu
MOCTOSHHOW  3aLuThl, « Bce coBbiTus pe6oBaHuio, cnonb3oBaHue
NpoBEpPKH no KSN, JNluueHsupoBaHue 1 3aga4yu
TpeboBaHuio, KSN, « Habop cobbiTmii  no O6HoBnNeHne 6a3 nporpamMmbl
NULEH3MPOBaHNS n YCT@HOBIIEHbI ~ OMOBELLUEHUS O

obHoBNEeHWn ba3 ymMornyaHuio COBbLITUSAX MO YMONYaHUIO.

nporpaMmbi.

YRanaTe cobbITuA B OunCTKa XypHarna BbIMofHEHUs! 30 cyT. (No ymonyaHuio).
XXypHanax BbiNONIHEeHUsi y y
3aypaq cTapie. Yem 3afau 4epes 3a/laHHbIn YMeHbLUEHNE KONMUYecTBa [OHEMN
(cn) piue, MPOMETYKOK BPEMEHN. XpaHWHUA CoObITUIA B XypHane
yr. BedeT K Bbixody nporpammbl 13
cepTULMPOBAHHOIO COCTOSIHUS.

YRanaTe cobbITus B OuncTka XypHana cuctemMHoro | 60 cyT. (Mo yMonyaHuio).
XXypHarne CUCTEMHOro y y
aprTa cTabLWe. Yem ayouta vepes 3a4aHHbIn YMeHbLUEHME KOnMyecTBa [OHeNn
(gf_r) pLue, NMPOMETYXXOK BPEMEHWN. XpaHUHUA CcOoObITU B XXypHane

BedeT K Bbixogy nporpammbl K3
cepTMmUNPOBaHHOIO COCTOSAHNS.
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KASPER§KY3

HassaHue napameTtpa KpaTkoe onucaHue n 3HaueHue napameTpa Ans
y nporpammsi B
AWanasoH 3Ha4YeHUn
cepTUULNPOBAHHOM
COCTOSIHUM
Moporu opMMpoBaHNA | MpomexyTok BpeMmeHW, Yepe3 | [0 yMOMYaHWIO  BbICTAaBNEHbI
CobLITUI KOTOPbI BO3HMKAIOT COBLITUS: crneqyolLme 3HaYeHus:
o bBas3sbl nporpaMma| 7 (cyT)
ycTapenw.
14 (cyT)
¢ ba3bl nporpamMmmbl
CUNMbLHO ycTapenu. 30 (cyT)
YMeHbLleHne nopora
« Mposepka BaXHbIX | phopmupoBaHna cobbiTwii BedeT K
obnacren KOMNblOTEpA BbIXOAY nporpaMmmel n3

CepTUMULIMPOBAHHOIO COCTOSHUS.
OaBHO He BbINOJNHANAach.

Hacmpolika cuezHanoe mpeesoau

Myrem 3anycka . Cnoco0bbl yBe4OMIeHUs dnaxok MyTtem 3anycka
ucnonHsemoro aina agMUHUCTPaTOpPOB: MCNOSIHAEMOro cdanna
YyCTa@HOBJIEH ANSA COObITUIA:
e CpeaoctBamm cnyxo6bl o6 5
COOBLLEHMiA: . HapyxeH 06bekm
[ ]
« Mytem 3anycka O6bekm He gblnedyeH
ucnonHsiemoro ¢ganna; e Obbekm He yOaneH
e [lo aneKTpoOHHOWM nouTe. e 3anyck npospammsl 3anpeuieH
e 3anyck npozpammbi 3anpeuweH
rno npeyedeHmy
e ObbeKm He romeuwieH Ha
KapaHmuH
e ObbeKkm He riomeuwieH 8
pes3epsHoOe xpaHuUIuwe
[aHHble curHana TpeBorn | MepemeHHble B cocTase MepemMeHHbIe Tun
coobueHns curHana TpeBoru. OGHapyXeHHOoro o6bekTa

(%VIRUS_TYPE%), O6HapyxeHO
(%VIRUS_NAME%) n Co6biTue
(%EVENT_TYPE%) npucyTcTBytoT
B COOOLLEHUN curHana TpeBoru.
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